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Abstract

Agent application will be surely the commobn trend for a long tine in
future, while agent protocols are so popular that nore and nore
protocol s are being worked out. The tel ecomunication industry plays
a pivotal role in the Agent ecosystem The overall technol ogy
success hinges on how tel ecomruni cati on i ndustry could adopt the
|latest Al trends in order to handle its specific usage scenarios and
performance requirenents, e.g., in the comng 6G era. This docunent
will provide the first attenpt to anal yze the agent protoco

requi renents and rel evant enabling technol ogi es based on nobile
communi cati on system specific characteristics.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 January 2026
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1. Introduction

6G as the next generation nobile conmmunication technology will play
an essential role in the entire society digitalization process. On
one hand, 6G will provide better connectivity conpared to 5G and on
the other hand, 6G will go beyond connectivity, for instance,
features |ike native-Al and integrated comunication and sensing wll
enabl e new busi ness revenues. It could be expected that enornous
anount of new use cases and services could be enabl ed by 6G

However, increased new features as well as increased denmands of
various use case scenarios will also bring challenges on 6G system
design. For instance, how to enrich Tel co scope services but remain
operationally efficient? How to provide per user network

custom zation without scaling up the service provisioning conplexity?
How to speed up new service delivery and identify rel evant
standardi zati on requirement to ensure interoperability?

Carrying these questions in mnd, 6Gis seeking answers by utilizing
prom sing technol ogies |ike agentic Al (enpowered by foundation
nodel ), which gained a ot of attention in recent years. Agentic Al
technology is rapidly evolving as busi nesses enbrace autononous
systens to stream ine operations, enhance deci si on-nmaki ng, and
personal i ze/ cust om zed user experiences. Therefore, agentic Al could
becone the essential cornerstone of 6G[1]. Such technology trend is
qui ckly adopted by tel econmunication field, for instance, ETSI and
3GPP have |l aunched relevant studies in this scope. ETSI outlined its
vi sion of Al Agent based Core network in [2] and provided a detailed
study on use cases and requirenents in [3]. 3GPP studied agent
services in 3GPP R20 SA1 [4]. Moreover, the work task#3 on Al and
agent has been adopted in 3GPP SA2 6G SID [5].
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1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Characteristics of Mbile Network
1. Resource dynamicity

Mobi | e networks provide wireless connectivity services in a dynanic
environment with resource volatility and link unreliability. To
deliver high-quality connectivity services, networks utilize adaptive
mechani sns such as real -tinme resource scheduling, multipath
transm ssi on, and dynam c retransm ssion schenes to nmitigate the
uncertainty of radio resources and links. Unlike fixed networks with
static infrastructure, nobile systens nust continuously calibrate
resource allocation to maintain link quality and ensure resilience
whi |l e sustaining service continuity for diverse applications.

2. Quaranteed Quality of Service (QS)

Guaranteed QS is a fundanental design principle in nmobile networks,
enabl i ng custom zed performance to neet heterogeneous application
demands. By establishing differentiated resource priorities,
networks enforce strict guarantees:ultra-reliable |owl atency
transmission for critical industrial data transm ssion, prioritized
bandwi dth all ocation for real-tinme services (e.g., voice calls, video
conferencing), and flexible throughput for non-urgent traffic (e.qg.,
email, file downloads). Such differentiation is also extending to
mul ti-nodal services, e.g., XR service and digital tw ns, enabling
consi stent perfornance across use cases and enpowering nobile
networks as unified platforns for diverse digital services.

2.3. Mbility

Mobi lity managenent, a core feature of nobile networks, enables
continuous connectivity as termnals nove across different |ocations.
Net wor ks trigger seam ess handover based on the radio conditions to
mai ntain comuni cation without interruptions. Sonetinmes network
could allocate resources in advance by prediction to reduce |atency
during transitions. This conprehensive nobility managenment franmework
supports various usage scenarios, fromstationary to hi gh-speed
mobility and cross-regi onal roam ng, naking nobile networks essentia
for critical applications that require constant access.

Chenchen Yang,, et al. Expires 21 January 2026 [ Page 4]



I nternet-Draft Short Title July 2025

2.4. Milti-domain |Interoperation

Mobi | e communi cation network is multi-technol ogy and mul ti-busi ness
domain in nature and it is inportant to establish a cohesive
connectivity ecosystemfor different network operators, network
tenants and service providers. Fromthe technol ogy perspective,

i nter-operator roani ng | everages standardi zed protocols to enpower
subscribers to access partner networks, ensuring seam ess gl oba
connectivity. Even within the sane Mbile Network COperator (MO
environment, different network tenants can share the network under
the control of the MNO to achieve a better service performance
especially for 6G new services |ike sensing, Al and conputing. On
the other hand, cross-donain collaboration supports nobile

communi cati on network and Over-The-Top (OTT) service providers to
exchange capabilities via capability exposure to provide better
services for end users. This interoperability not only enhances
resource utilization but also unlocks novel use cases, facilitating
the devel opnent of a unified, scalable network infrastructure that
supports diverse applications.

2.5. Security, Privacy and Trust

The security capabilities of each generation are continuously

i nproving. The security architecture defines security donains, end-
to-end security nechani sm roam ng security, and backward conpati bl e
security neasure. Achieving a bal ance between security and service
performance is the principle for security capability design
Supporting multiple security nmechani sns and being able to switch
between themis essential

Privacy preservation can be achi eved by encryption, anonym zati on,
zer o- knowl edge proofs, privacy conmputing, etc. The network provides
users with privacy protection based on the data |ifecycle.

In ternms of trust, the centralized trust nodel and the 3rd party
endor senment nodel co-exist alongside with the nulti-lateral trust
model .  The first two trust nodels provide single-point trust. The
latter nulti-lateral trust nodel offers multiple roots of trust/
consensus trust, which facilities the fast establishment of cross-
trust dommi n connecti ons.
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6. Session-level QOperation

I n conventional nobile comuni cati on network design, PDU session
serves as the fundanental granularity for connectivity service
managenment. Through sessi on managenent, nobile networks perform
resource allocation and policy enforcenent at the QS Flow | evel,
wher e individual service flows (e.g., video calls, 10T telenmetry, or
cloud gaming streans) are mapped to dedicated QS flows with specific
performance characteristics. Session managenent systens continuously
nmoni tor Key Performance Indicators (KPIs) such as data rate, |atency,
and packet loss ratio, enabling dynanic resource adjustnent to

mai ntain connectivity service performance. This session-|eve
operation effectively bridges end-user QS requirenents with network
resource optimzation, making it a key part of network design

7. Systens Coexistence

In the actual deployed comercial networks, systens based on | egacy
and state of the art standards operate concurrently due to gradua
depl oynent cycles, varying terminal |ifespans, and gl obal differences
in upgrade timelines. For exanple, in sone regions, 4G and 5G

net wor ks are operated al ongsi de even ol der 3G systens. Even within a
single generation, alnost every 1 or 2 years, a newrelease is
publ i shed and sone features are updated accordingly. The coexistence
of systems fromdifferent generations and rel eases presents
chal | enges especially considering the backward and forward
compatibility.

Agent Protocol s Requirenents
1. Milti-agent systemcovering ternminal, network and service

As proposed by ETSI [2], agentic Al technol ogy could innovate the
nmobi | e comuni cation network architecture design, and 6G core network
could be established as a multi-agent system There will be a broad
scope of agents, for instance 3GPP specified agents versus non-3GPP
agents, network agents versus UE agents, etc. These agents interact
and col | aborate with each other to forma new conmuni cati on paradi gm
and they could invoke different types of resources to support the
conmuni cation. Such resource could be for instance tool box, nenory,
connectivity resource, conputing resource, etc. Under this context,
6G goes hand in hand with agentic Al technol ogies. 6G may utilize
agent protocols and rel evant enabling technol ogies to enable the

foll owi ng nmobil e network specific scenari os:

1. *6G network agents interaction:* 6G network internal agents
col | aborate with each other, and invoke rel evant resources;
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2. *UE agent/resource and network agent/resource:* 6G network agent
and UE agent collaborate with each other, 6G network agent
i nvokes resources on UE side, or vice versa;

3. *Service exposure:* Expose 6G network agent services and
resources to 3rd parti es;

4. *Service consunption:* Consum ng agent services and resources
from3rd parties

3.2. QS Assurance for Milti-agent Conmunication
Agent traffic as the follow ng characteristics:

3.2.1. Agent traffic may consist of multiple “Parts” and nulti-noda
data:

Mul ti-agent communication traffic can contain several “Parts” (e.qg.
the smallest unit of content within a Message or Artifact [6]). The
data types of different Parts may be different and nmulti-nodal (e.g.,
text, file, docunent, image, structured data, real-tine audio stream
vi deo streani ng)

The sizes of different Parts can be different and the transni ssion
nmodes may be also different (e.g., real-tinme steaning, Server-Sent
Events (SSE), or Push Notification).

G ven these traffic characteristics above, dedicated QS franmework
shoul d be designed for better perfornance.

3.2.2. Heterogeneous QoS requirenents anong nultiple “Parts”

Het erogeneity between Messages and Artifacts: An agent service flow
may contain Messages and/or Artifacts, their QS requirenents are
different, e.g., the Message’ s requirenent (e.g., tineliness,
accuracy, delay) is stricter

Het erogeneity for “Parts” within a same Message or Artifact: The QoS
requirenent (e.g., delay, deadline to be sent to peer endpoint) for
the different Parts of a sanme Message or Artifact nmay be the sane or
not .

3.2.3. Burst Agent traffic
Agent service flow can be burst traffic: dynam c QS should be

guar anteed and network resources should be adjusted in real-tinme when
the agent service flowis burst traffic instead of periodic traffic.
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The characteristics of agent traffic above provides possibilities to
optinm ze QoS schenes and resource scheduling. The overall QS of an
agent service flow shoul d be guaranteed while the network resource
consunption is mnimzed. Parts with different QS requirenments my
be sent via different resources. For exanple, network resource

all ocated to Parts of SSE/ Streamnm ng node shoul d keep active all the
time, but network resource allocated to Parts of Push Notification
mode can be (de)activated (e.g., released or suspended) flexibly.
The 6G network can adjust the resource scheduling and managenent
mechani sm based on the different nodes.

3.3. Agent Service Continuity

The continuity of agent service (e.g., nmessage or task processing
result) should be guaranteed, e.g., in the nobility scenario for UE-
agent, or when the network addressing are changed. Additiona
singling overhead for link (re)establishnent and connectivity

di sruption possibilities should be reduced. For instance, how to
wake up the equi pnent that hosts the agent. Agent instances can be
del eted or noved fromone device to the other. Mbility handling in
such situations need to be carefully tackled. |In addition, assune
that we have an agent on equi pnment that is currently running a task
In the mddle of the task, the equi pnent shuts down, but before it
does, the agent shoul d be noved (sent) to another hosting equi prment.
How to handl e this situation and how the agent is notified?

3.4. Agent Task-Oiented Resource Managenent

The interaction between agents is typically task-oriented, where task
is a collection of actions to satisfy the user requirenents. An
agent (i.e. agent client) may request another agent (i.e. agent
server) to performa task [6]. It can query the task status during
the execution process and receive the results upon task conpl etion

As described in section 2.6, the nobile network operates based on
sessions. The traditional nobile network mainly perforns

communi cati on resource managenent to establish the UE-oriented
sessions and guarantee the QoS of a connectivity for a UE. However,
in an agentic systemwhere nmultiple agents may col |l aborate to perform
a task, the network shall manage and schedul e nul ti-di mensi ona
resources (such as communication resource, Al resource, conputing
resource, data resource, etc.) to guarantee the QS of a task.

Thus, a task session is required to support the comunication of
different agents in network. And the network schedul es resource and
guar ant ees QS based on task granularity. Task information, e.g.,
task identifier, needs to be carried when Agents exchanges nessage or
task results, to associate with the correspondi ng task
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3.5. Intent-based Interaction

Al Agent is an automated intelligent entity capable of reasoning,

deci si on- naki ng, executing tasks autononously to achieve a specific
goal . A consuner provides the high-1evel goal description that needs
to be realized, instead of the step-by-step execution instruction,
based on which the agent can make execution plans through the |oca

Al nodel and invoke the proper tools to performthe task. Thus,
Agent protocols should support Agents to interact with each other or
with consumers through intents, to nake the agent interaction

fl exi bl e enough.

3.6. Security, Privacy and Trust

The security control flow provides the access security control, the
secure transportation, and the cross-donai n secure coll aboration
capabilities, which is also inportant to agent protocol, as agents
will be one of the main comruni cation end-point for both term nal and
networ k. Various cryptographic algorithms ensure the security of
transm ssi on channel s and the inplenentation of different |evels of
security neasures according to different policies.

The transm ssion of user consent and service visibility nessages

bet ween the network and the term nal side ensures that the

subscri bers can be aware of the data usage purposes agreed upon

bet ween the operator and the subscriber. Al Agent brings new
possibility to interact with each other with multi-nodal information,
in this case, the procedure of user consent and service visibility
woul d not be ignored.

3.7. Agent Covernance

Al Agents of different skills, capabilities, and vendors need to

di scover each other when they collaborate to performa task. It is
i nportant to manage and control the agent information to enable an
agent to find others froma massive nunber of candi dates.

The agent protocol has to support the agent (de-)registration, update
and discovery with an authority that may be deployed in central or

distributed way. It needs to consider howthis authority to ensure
agent behaviors, agent skill set or capability publish, ensure
trustworthi ness and di scovery anong agents, when designing the

pr ot ocol s.
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The effective publish-subscribe and request-response nechani sns for

di scovering agents with required skills or capabilities are needed.
Wake up calls of equipment that hosts the agents need to be supported
as well. This is also related to service continuity which should be
mai ntai ned by the agentic ecosystem

3.8. Backward Conpatibility and Forward Conpati bl e

As nentioned in 2.4 and 2.7, networks consist of multiple

st akehol ders/ parties with various UE, network, and protocol versions.
Theref ore, agent protocols should be flexible, backward-conpatible,
forward-conpatible, potentially self-evolving (e.g., protocol self-
generati on and negoti ation, protocol version self-upgrade or nerge)
in the future, and easy to evolve. Mre specifically, agent
protocol s should be built upon existing network functions and
systens, while also renaining adaptable to future network
architecture/functions desi gns and system evol utions.

3.9. Extensibility

Agent protocols exist across nultiple domains, such as UE, RAN, CN
and DN. Additionally, service, data, and capability exposure may
originate fromdifferent networks. Therefore, agent protocol should
support the expandi ng and scaling of agents so that any type of
agents (e.g., Network autonomy agent and integrated sensing-Al Agent)
can be seam essly integrated to the whol e agent system To achieve
this, task-based conmunication should be supported to enable rapid
servi ce subscription and publishing between agents. ## Flexibility
Al Agents are capable of self-learning and sel f-evolving, which
inmplies that skills, capabilities, and accepted input and out put
nmodal i ties may change as time goes. The agent protocol shall be
designed to be sufficiently flexible, allow ng fast adaption to
expect ed changes.

Mor eover, the protocol data objects and agent profiles exchanged
within the protocol shall be designed with flexible fields that are
easy to scale and nodify wi thout re-design.

3. 10. | sol ati on

The nessages or traffic flows of nobile network usually have
different-1evel of security or delay requirenents. For exanple,
request messages from UE have hi gher security requirement than that
for common traffic flows. Thus, agent nessages or traffic flows with
different performance requirenents shall be decoupled and isolated to
facilitate differentiated processing.
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3.11. Tool Invocation

The key feature of an agent is that it can invoke tools to execute
tasks autononously. Wen Al Agents are introduced into 6G network,
various network capabilities, network functions and even the 3rd
party application functions can serve as tools to be invoked and used
by agents.

It is an inportant aspect to enable agents to invoke the required
tools accurately. Thus, it needs to consider how to enable the Agent
protocols to describe tools’ information explicitly and sufficiently
such that agents can easily identify target tools and easily |earn
how to use them

Different tools have different inplenentation nmethods and invocation
approaches. How to enable agents to flexibly invoke different tools
to support plug-and-play of future tools also needs to be considered.

3.12. Know edge Retrieva

Al Agents need flexibly access to 6G network internal or externa
data sources or know edge bases to retrieve additional infornmation
that may not be present within the | ocal know edge of an agent nodel.
The foll owing i ssues need to be considered for Agent protocol design

* *Metadata filtering:* howto filter the un-related data, e.g.
through time | abel, data type | abel

* *Data representation:* how to represent data of know edge so as to
i mprove transm ssion efficiency, such as represented as vectors or
gr aphs.

* *Retrieval mechanism* how to search and retrieve the required
data, e.g. through simlarity, key words, Token, natural |anguage,
et c.

4. Enabling Protocol Technol ogies

G ven the agent protocol requirenments el aborated above, the foll ow ng
enabl i ng technol ogi es can be investigated and standardi zed in | ETF,
e.g., in terns of Agent governance |ayer, Meta protocol |ayer,
Security control layer, and Transport layer. Different features
shoul d be provided in each |ayer, which will also be investigated and
i ntroduced by 3GPP potentially.
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4.1. Agent Governance Layer
4.1.1. Registration and Di scovery

As shown in section 3.7, an authority is required to govern the
avai l abl e Al Agents in the mobile network. The new agent will
register its agent profile to the authority, request to update the
agent profile when the agent skills or capabilities are changed, and
de-register fromthe authority when the agent is not used anynore.
The agent profile contains the key information about the agent, such
as agent role description, skills, capabilities, identifier, input
and out put schema, vendor information, URL, etc.

The authority will store and maintain the agent profile of all the
avai | abl e agents. When an agent wants to discover a target agent by
provi ding required agent description, the authority needs to perform
a search and mat chi ng between the provided description and the role
or skill description of registered agents, e.g. through cosine
simlarity conmputation or Jaccard simlarity conmputation [7]]8].

4.1. 2. Publ i sh and Subscri be

The Al Agents can subscribe to the authority about the agent
informati on of specific set of agents so as to acquire their real-
time updates. The agent subscription can support various forms, such
as through agent 1D, role type, skill type, etc.

When the profile of an agent is updated or the agent is de-

regi stered, the authority shall notify the other agents that
subscribed to the information of this agent as to prevent themfrom
sendi ng i nappropriate requests to the agent.

In addition, if there is no registered agent can performthe task
requested by an agent, or all available agents are in regi ons where
the request agent cannot render the task, the agent ecosystem can
al so provide a registration mechani smsuch that an agent posts its
interest and gets notified as soon a new suitable agent cones and
registers with the ecosystem and cones online.

4.1.3. Agent Conmuni cation

In the nobil e network, an agent may need to comunicate with other
agents, resources (e.g., tools, data, or APIs), underlying
infrastructure (e.g. base stations, conputing platform, and users
(e.g. UEs, applications). For different comrunication objects,
various protocol methods and data objects are needed to be defined.
To enable the flexible and intent-based interaction for agents, the
data objects are usually sem -structured, where the contents or
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val ues of each field are not pre-defined and only the key | abels are
inserted to improve the understandability and conpl et eness.

For the communi cation between agents, Google A2A defines severa

met hods based on JSON RPC 2.0, such as _nessage/send_, _task/get_,
_task/cancel _ [6], to support initiating a new task, updating or

del eting an existing task, querying the current status of a task,
subscribing the information of specific tasks. The data object

“ Task_” is exchanged with the nethods, which includes the
informati on such as task identity, requirenments, context, states,
outputs, etc. They can be applied to the nobile network with proper
ext ensi on conbi ni ng nobil e network characteristics. For exanple, the
task QS information, network status and resource information al so
need to be exchanged. And an agent can also refuse a task due to
reasons such as limted network resources and transm ssion buffer

For the communi cati on between agents and resources (such as tools,
data, APIs), the nethods need to support Al Agents to invoke various
network and service functions, in order to trigger and execute

sui tabl e network actions and operations, or to query network operator
data, network running | og data, beyond connectivity data (e.g.,
sensing data, Al data), etc

The nethods for the conmunication between agents and users are
required to support a user to request a service (e.g. Al, sensing),
update or release a service, acquire the service status or result,
etc.

4.1.4. Miltinodal Data Managenent

The data exchanged by agents are multi-nodal, which can be text,

i mage, audio, video, structured data, etc. For exanple, A2A protocol
defines three types of data structures [6], i.e., TextPart,
ProfilePart and DataPart, to respectively carry texts, profile and
structured data. Mre kinds of data structures, such as Audi oPart
and VideoPart, may be needed, e.g., a UE may initiate a request to
the agent in the mobile network through audi o. Agent protocols
shoul d be designed with the principle that the Agent data with
different nodalities can be distinguished, based on which 6G network
can provide differentiated QS assurances. For exanple, on one hand,
the Agent protocol can support to encapsul ate data of different

nmodal ities to distinct data structures. On the other hand, the 6G
network may establish different resources for transmitting various
nmodal ities of data to perform QoS control and guarantee

Besi des, there shall be a closely integration design between the

agent ecosystem and the underlying network. For exanple, the
equi prrent hosting the agent may enter sleep node when the agent is
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not executing task, and it needs to be woken up by a client agent so
that the server agent can process the multi-nodal data fromthe
client agent to performthe task

Mul ti-nodal data is heterogeneous, neaning that data fromdifferent
nmodal ities differ in structure, semantics and representation, but
they conpl enent each other from various perspectives on the same

subj ect. Processing and analysis of nulti-nodal data are quite
chal I engi ng, which requires to consider nultiple inpact factors, such
as data alignment, feature extraction, etc. Thus, the follow ng key
technol ogi es shall be adopted.

- Data pre-processing technology: it includes data cleaning (renoving
noi se and redundant data), data standardization (converting data from
different nodalities into a unified format), data augnentation
(increasing the diversity of data through operations such as

rotation, scaling).

- Feature extraction technology: it includes text, inmage, audio,
vi deo feature extraction, etc.

- Data alignment technology: it is to ensure the consistency of data
across tine, spatial location, and semanti cs.

- Fusion technology: it is to integrate diverse data to enhance its
compl et eness, accuracy, and usability.

* *Data pre-processing technology*: it includes data cl eaning
(renovi ng noi se and redundant data), data standardization
(converting data fromdifferent nodalities into a unified format),
data augnentation (increasing the diversity of data through
operations such as rotation, scaling).

* *Feature extraction technology*: it includes text, inmage, audio,
vi deo feature extraction, etc.

* *Data alignnment technology*: it is to ensure the consistency of
data across tine, spatial |ocation, and semanti cs.

* *Fusion technology*: it is to integrate diverse data to enhance
its conpl eteness, accuracy, and usability
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4.

4. 3.

2

Met a Protocol Layer

As nentioned in 3.8, 3.9 and 3.10, agent protocols should allow for
custom zation or privatization of the protocol while maintaining the
standardi zed agent protocols. Capabilities such as self-negotiation,
sel f-generation and sel f-evol ving of agent protocol should be
supported to solve the conpatibility problem while protocol release
control is required to acconodate the co-existence of multi-rel eases
of those cross-operator and cross-domain agents. Additionally, agent
protocols should be able to call tools and data by calling network
functions.

Meta protocol |ayer should support the self-negotiation of agent [9].
Agent itself can decide the nodality of interaction nessage |ike
text, voice, etc.

Consi dering the co-existence of multi-party and cross-domai n agents
i nside of the whole agent system both the standardi zed protocol and
negoti ated protocol can be potential options.

Security, Privacy and Trust Layer

As nentioned in 3.6, agent protocols should consider the requirenents
of security, privacy and trust. Sonme of the enabling technol ogies
are listed as bel ow

- Distributed Identity (DI D) systemfor Al Agents

Based on the nobile network oriented DID system the network offers
rapi d authentication and key establishnent based on nmultiple roots of
trust, fine-grained authorization, and selective privacy disclosure
via agent protocols. Sinultaneously, the D D system supports the
security of cross-domain, e.g. working for different groups of Al
Agents, connections through the sane DID translation and rel ated
polici es.

- Distributed | edger

Distributed | edger technol ogy provides a foundation of trust for

mul ti-party coll aboration, which will be common case for Al Agents
ineraction. Acting as a bridge of trust, it enables different
systens hol ding credentials issued by various authoritative
institutions to achieve mutual trust. As a consensus infrastructure,
it offers tanper-proof functionality and transparent auditability for
critical information

- Ciphertext-based conmputing technol ogy
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Consi dering the elimnation of user privacy concerns, ciphertext-
based computing technol ogy provides the capability of "conputing

wi t hout knowi ng" for network queries and conputations on user data.
Agent protocols should include this option to ensure that data
privacy at different |levels can be handled in an acceptabl e manner.

- Quantum safe technol ogi es

Quantum saf e technol ogi es i ncl ude post-quantum cryptography (PQC and
its protocols based on cryptographic techniques, as well as quantum
secure transm ssion nmethods such as Quantum Key Distribution (QKD).
The preenptive depl oynment of quantum safe technol ogi es, such as PQC
mgration, will prepare for defending agai nst quantum attacks. The
al gorithm set for agent protocols should consider quantumsafe from
day 1.

4.4, Transport Layer

As nentioned in 3.2, 3.3, 3.4 and 3.11, the Agent QS and service
continuity shoul d be guaranteed. Agent nessages or traffic flows
with different perfornmance requirenents shall be decoupled and
isolated. The followi ng potential technologies for transport |ayer
protocol s can be investi gated:

* *To support stream multiplexing, collaboration and grouping:*
e.g., different “Parts” of agent traffic with different sizes can
be sent in parallel via a group of transport streans to enable
themto arrive to peer node synchronously within a strict del ay
budget, or sent asynchronously with different priorities within a
same streamif synchronous arrival to peer node is not needed.
The bal ance between the conplexity of transport connection
establishnent and the flexibility of scheduling should be
consi der ed.

* *To support a reliable and efficient transm ssion nechanism for
agent traffic:* A) Streamnultiplexing of nultiple agent traffic
data streans, B) Traffic steering, switching, splitting of
multiple agent traffic data streans.

* *To natively support connection mgration, quick link
establishnent*: so that agent service continuity could be
guaranteed in nobility scenari os.

* *To support burst agent traffic transm ssion*: Burst traffic
i nformati on can be encapsul ated in protocol header for better QS
guarantee and resource real -tine scheduling and adjustnment. The
Q@S (e.g., latency and tineliness) is guaranteed toward the whol e
burst data set of agent traffic rather than a specific packet.
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5

6

6

Sunmmary
A hierarchical consideration of agent protocol is definitely
inmportant to nmeet different kinds of requirenents, e.g., from®6G
network. Col | aborations between | ETF, ETSI and 3GPP and
col l aborations across different work groups (e.g., for agent
protocol, transport protocol, and security) of |IETF are required.
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