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Abst ract

Thi s docunent restates the requirements on DNSSEC si gnhi ng and
validation and rmakes small adjustnments in order to allow for nore
flexi ble handling of configurations that advertise multiple Secure
Entry Points (SEP) with different signing algorithns via their DS
record or trust anchor set. The adjusted rules allow both for nmulti-
signer operation and for the transfer of signed DNS zones between
provi ders, where the providers support disjoint DNSSEC al gorithm

sets. In addition, the proposal enables pre-publication of a trust
anchor in preparation for an algorithmrollover, such as of the root
zone.

Thi s docunent updates RFCs 4035 and 6840.
Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com shuque/draft-dnsop-multi-al g-rules.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. tl;dr: Nutshell Proof of Sanity
It is well known that

1. wvalidator inplenentations MJST support certain mai nstream
al gorithnms ([ DNSKEY-| ANA]);

2. validators MJST accept any valid path ([ RFC6840] Section 5.11).

Thus, when a zone advertises several algorithnms which MIST be
supported for validation, the zone operator can reasonably expect
that validation will work, even when only serving signatures for one
of them (For use cases see bel ow)

Ther ef or e,
3. if anminstreamalgorithmis disabled in a validator (as a matter
of local policy), the validator still ought to accept a path

using this algorithm and treat responses as insecure
regardl ess of other algorithns advertised for the zone.

*This is because the zone operator has a reasonabl e expectation that
the algorithmis supported in all validators. The zone operator
shoul d not have to expect that serving this path would lead to
"bogus" security status / SERVFAIL.*

Rather, *if a validator _due to local policy_ does not support
required mainstream al gorithns*, it should *take on responsibility*
for that *locally*, and *behave as a non-validating resolver for that
zone. *

Thi s docunent updates validation rules accordingly: primarily as
descri bed above, and secondarily to gracefully cover an inmplicit

i ssue when a mminstreamalgorithmreaches its end of life. Downgrade
protection is preserved.

2. Introduction and Mtivation

The Domai n Nanme System Security Extensions (DNSSEC) [ RFC4033]

[ RFC4034] [ RFC4035] add data origin authentication and integrity
protection to the Domain Nane System (DNS), by having DNS zone owners
(or their operators) crytographically sign their zone data.

Current specifications [ RFC4035][ RFC6840] require that a zone be
signed with each signing algorithmlisted in a zone’s DS RRset or
appearing via its trust anchors (TAs). This poses a problemin (at
| east) the follow ng situations:
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* In nmulti-signer setups (Milti-Signer Extensions [RFC8901]
Section 2.1.2), multiple providers using distinct DNSSEC keys can
cooperatively serve the same DNS zone. This nethod does not work
however if the providers involved enpl oy different DNSSEC
al gorithns.

*  DNSSEC Aut omati on [ DNSSEC- AUTO further describes howto fully
automate nulti-signer operations, including howto use a
transitional state of a nulti-signer configuration to non-

di sruptively transfer a signed zone fromone signer or provider to
another. |If the old and the new provider do not use the sane
signing algorithnms, the sane problemis encountered.

* \When performng an algorithmrollover, current specifications
mandat e that the zone has to be doubl e-signed with both the old
and the new al gorithm before publishing the new trust anchor or DS
record

- This inplies that it is not possible to independently change
the KSK al gorithm alone (i.e., wthout signing the whole zone
with it); however, depending on |ocal circunstances, an
operator mght prefer a SEP-only (KSK) al gorithm change over
simul taneously duplicating all keys for the new algorithm For
exanmpl e, a zone could roll the KSK fromalgorithm8 to
al gorithm 13 without changing the ZSK, and later roll the ZSK

- For the root zone, the current rules could lead to a
potentially rather |ong phase of double-signing (on the order
of a year). As this cones with both financial and operationa
risks, it seens desirable to find a way for publishing the new
trust anchor without introducing the new algorithminto the
zone just yet.

* Furthernore, for online signers, producing on the fly signatures
for several algorithns inposes a significant conputational burden

The above issues are not just a theoretical problem Real situations
in the field have occurred where the existing requirenments have posed
an obstacle to DNSSEC depl oyment and operati ons.

That said, the existing signing requirenents are well notivated: Wen
a zone’'s DS RRset or trust anchor set includes multiple DNSKEY

al gorithms, an attacker who can strip all the supported RRSIGs froma
si gned response fromthat zone, |eaving just the unsupported
signatures, mnmust not be able to cause the response to be considered
"insecure" when it otherw se woul d have been considered "secure"

I nstead of such a downgrade, the only acceptable effect from attacker
interference is to turn a "secure" outcone into a "bogus" one. The
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rul es therefore ensure the downgrade resistance of DNSSEC when only
some, but not all, of a zone’s DS RRset or trust anchor set DNSKEY
al gorithnms are supported by a validating resol ver

Thi s docunent proposes nodifications to the | ANA signing algorithm
registry and nminor nodifications of the signing and validation rules
to accommodate the above (and potentially other) use cases, wthout
comprom sing the DNSSEC security guarantees and downgrade resistance

3. Proposed Updates to RFCs

The heart of the issue is that even though any one acceptabl e
signature suffices for validation, the signer cannot, in the genera
case, know which particular signing algorithms) the validator wll
support; and hence, providing a "large enough set"” (read: all of
then) is the approach that had been taken so far

This is set down in Section 2.2 of [RFC4035]:

| There MJUST be an RRSIG for each RRset using at |east one DNSKEY of
| each algorithmin the zone apex DNSKEY RRset. The apex DNSKEY

| RRset itself MJIST be signed by each algorithmappearing in the DS
| RRset located at the delegating parent (if any).

Thi s docunent advocates that signers adopt a nore |iberal approach to
the requirenent of signatures by algorithm sets when zones enpl oy
suitably strong and well known algorithms. It precisely defines
which algorithns are safe to use in this way, and additionally places
sonme of the burden on validating resolvers to ensure this safety.

The approach establishes a nechanismallow ng the signer to determne
whi ch RRSI Gs can be skipped, without risking validation failures. It
does not require all algorithms’ RRSIGs to be present, while ensuring
that the set of signatures provided is still "large enough" for
reliabl e DNSSEC operation, so that robust nulti-signer operation and
TA pre-publication are made possible, w thout risking validation
failures.

For the case of a nulti-signer setup with two generally supported

al gorithms (such as 8 and 13, see [DNSKEY-1ANA]), the schene requires
only one of the two signatures. Sinilarly, when pre-publishing a
trust anchor, associated signatures don’t need to be published

i medi ately, provided that the existing TA's algorithmis generally
support ed.
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3.1. UN VERSAL and FORMERLY- UNI VERSAL Validation Support

The notion of UN VERSAL signing algorithns is introduced, as
described in Section 6.

Initially, algorithnms 8 and 13 are the only al gorithns designated to
have UNI VERSAL validation support.

As soon as a UNIVERSAL al gorithmis known or expected to have
declining validation support, it should be noved to FORMERLY-
UNI VERSAL. Initially, no algorithns are decl ared FORMERLY- UNI VERSAL.

Al gorithms that are neither UN VERSAL nor FORMERLY- UNI VERSAL are
call ed NEVER- UNI VERSAL. They have an enpty value in the
correspondi ng registry col um.

3.2. Signer Requirenents

1. Absent any UNI VERSAL algorithms in the DS RRset or trust anchor
set, or when any FORMERLY- UNI VERSAL al gorithms are present,
signers MJST sign with all algorithns |isted.

2. Oherwise, signers MIST sign with at | east one UN VERSAL
algorithmlisted in the DS RRset or trust anchor set. O her
signatures are OPTI ONAL.

These rules are summarized in Table 1 which indicates the signer
requi renents dependi ng on the conposition of the DS record or trust
anchor set.

UNI VERSAL and FORMERLY- UNI VERSAL al gorithms SHOULD NOT appear
together in a DS RRset or trust anchor set. |In fact, FORMERLY-

UNI VERSAL al gorithns are best avoi ded: signers SHOULD transition to
other algorithns that are UNI VERSAL.

| | FORMERLY- UNI VERSAL |
| | no | yes |
b et Chesfes b gupg o pumfums e ey e e
| UNTVERSAL | no | all algorithns | all algorithns |
| T o m e e e e e +
| | yes | one UNIVERSAL algorithm| all algorithns |
E bl el SRS g +

Table 1: Signer requirenents, depending on DS RRset /
trust anchor conposition
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Dependi ng on the presence of UN VERSAL and/or FORMERLY- UNI VERSAL

al gorithms, signatures may be required for all algorithms, or for
just one. The presence of NEVER-UNI VERSAL al gorithnms is not rel evant
for determ ning whether signatures for all algorithns are required
(but if so, their signatures MJST be included).

3.3. Validator Requirements

1. When the DS RRset or trust anchor set for a zone includes an
unsupported UNI VERSAL or FORVERLY- UNI VERSAL al gorithm validators
MUST treat the zone as unsigned, even if the DS RRset or trust
anchor set |ists another supported al gorithm

2. Oherw se, validators MJST accept any valid path.

These rules allow deternmning a zone's security status by inspection
of the DS record or TA set al one, independently of which (conpliant)
subset of signatures is served by a particul ar nanmeserver

I mpl enenting these rules requires validators to keep a record of
unsupported algorithns that it is still expected to support
(UNI VERSAL) or once was ( FORMERLY- UNI VERSAL)

Di sabling any UNI VERSAL or FORMERLY-UNI VERSAL algorithmin a
val i dator without inplenmenting these rules will cause the al gorithm
to be treated |ike a never supported algorithm (that is, as NEVER
UNI VERSAL). This risks zones turning "bogus"”, if that algorithmis
used as the only signing algorithmby one signer in a nulti-signer
setup, whereas the correct security status would be "insecure" (as
the disabling is a matter of local policy).

4, Di scussi on

Val i dators, when configured to disable an algorithm only need to
know whet her the disabled al gorithmever was a UNl VERSAL one, which

i ncludes currently FORMERLY-UNI VERSAL. Validation rules depend only
on this binary distinction; tracking of an algorithm nmoving from

UNI VERSAL to FORMERLY-UNI VERSAL is not required. |nplenmentation
therefore can be easily achieved by storing a joint list of algorithm
nunbers which at any time were UNI VERSAL (regardl ess of whether the

al gorithm has noved to FORMERLY- UNI VERSAL) .

The new validation requirenments enabl e stable nulti-signer setups
usi ng UNI VERSAL al gorithnms as well as robust provider transfers and
al gorithm upgrades from FORVERLY- UNI VERSAL to UNI VERSAL al gorithns,
wi t hout risking SERVFAIL responses in the event that a validator no
| onger supports one of the algorithms. For a detailed discussion,
see Security Considerations (Section 7).
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If no FORMERLY-UNI VERSAL algorithmis in use, but at |east one

UNI VERSAL one is present, DNS operators are free to limt their
responses to serve signatures for one UNI VERSAL al gorithmonly. This
one signature is sufficient to provide a valid path everywhere; other
signatures are not required. DNS providers are thus free to

i ntroduce additional algorithnms wi thout forcing other participating
providers to do the same. This includes both additional UN VERSAL

al gorithms, as well as other NEVER-UN VERSAL al gorithns (e.qg.,
experinental ones, or algorithns with I[imted adoption).

When trust anchors are in use for a zone and there is one with a

UNI VERSAL al gorithm it is pernmissible to introduce a new trust
anchor for a different algorithmbefore introducing the corresponding
DNSKEY and RRSIGs into the zone. (O course, they need to be added
before the old trust anchor is renoved.)

If the added trust anchor is also for a UNIVERSAL algorithm it is
permissible to eventually switch to returning just the RRSIGs for the
new al gorithm wi thout an internediate dual -signing period. |If the
new trust anchor is not yet UN VERSAL, a dual signing period is
required in order to conplete the algorithmrollover

In typical cases, particularly in the case of the root zone, both
algorithms will be UNIVERSAL. 1|n a hypothetical energency situation
where only the new algorithmis UNI VERSAL and the old was just
downgraded to FORVERLY- UNI VERSAL, the new signhatures would need to be
i ntroduced imrediately. A short dual signing period would then be
required for continuity. Validators would be expected to defer
disabling the old algorithmuntil after the energency rollover is
conpl et ed.

5. Exanpl e Scenari os

Thi s section el aborates how the signer and validator requirenents
i mpact various scenarios in practice. The algorithm conbination
stated at the begi nning of each scenario refers to algorithns
advertised in the DS RRset or trust anchor set.

Only one algorithm (potentially several keys): Signers MJST sign
with at | east one of the keys, and validators MJST accept any
valid path. |[If the validator does not support the algorithm the
zone i s insecure.

Several UN VERSAL al gorithms, no other algorithms: Signers MJST sign

with at | east one of the algorithnms, and validators MJST accept
any valid path.
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At | east one UNI VERSAL al gorithm and a NEVER- UNI VERSAL al gorithmns:
Signers MJST sign with at | east one UNI VERSAL al gorithns, and
val i dators MJST accept any valid path.

At | east one FORMERLY- UNI VERSAL al gorithm  Signers MJST signh with
all algorithms. Validators not supporting the FORMERLY- UNI VERSAL
al gorithm MJUST treat the zone as insecure (regardless of their
support for other advertised algorithms); other validators MJST
accept any valid path.

This applies regardl ess of the presence of any UN VERSAL or NEVER-
UNI VERSAL al gorit hns.

6. | ANA Consi derati ons

[to be renoved by RFC Editor: this section assunes draft-ietf-dnsop-
rfc8624-bis is published.]

Thi s docunent requests that | ANA update the "DNS Security Al gorithm
Nunbers" registry ([ DNSKEY-1ANA]) with the additional colum
"Val i dation support status"

Admi ssi ble values for this colum are "UN VERSAL", "FORMERLY-

UNI VERSAL", and enpty. The value "UN VERSAL" is only acceptable for
rows where the value of the "I nplenment for DNSSEC validation" colum
is "MJST".

The default value of the new columm for existing and new rows is
enpty. Changing the value of the columm requires standards action

Initially, algorithms 8 and 13 are the only algorithns decl ared
UNI VERSAL. No algorithms are initially declared FORMERLY- UNI VERSAL.

7. Security Considerations

The new validation requirenents presune that zones using nultiple
algorithnms are either in a state of transition (e.g., when swtching
providers) or in a permanent multi-provider configuration. 1In the
first case, if the outgoing algorithmis not supported by the

val idator, the zone woul d have been treated as insecure before the
transition. For the second case, it is noted that the purpose of

mul ti-provider setups is to provide resilience against any single
provider's failure. Consequently, the zone owner is assuned to
consi der the security guarantees given by any single provider to be
acceptable for the whole zone. By inmplication, if one of the
providers has fallen behind and is signing with an algorithmthat is
no | onger supported by sone resolvers (and thus prom ses no
security), there is no guarantee of DNSSEC security for the zone.
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In other words, the validation requirenments guarantee that a zone in
a multi-provider setup has the sane security level as if all but one
of the involved providers would be unavail able. Consequently, when
the configuration involves an algorithmthat is no |onger universally
supported, non-supporting validators treat the zone as insecure.

Thi s resol ves undue SERVFAIL issues that could occur with certain

al gorithm conbi nati ons under the previous rules.

Exanmpl e: A zone using only an algorithmthat is declared FORVERLY-
UNI VERSAL is treated as insecure by validators that do not support
this algorithm (This is as before.) When transferring the donain,
via a nulti-signer setup, to another provider which uses a currently
UNI VERSAL al gorithm however, the zone's security status will now
remain "insecure", as the DS RRset still includes the FORVERLY-

UNI VERSAL al gorithm The presence of the UNI VERSAL al gorithmis

i nconsequential at this point. Only once the old algorithmis
removed, the zone turns secure.

This rul e acknow edges the fact that the signer is using a FORMERLY-
UNI VERSAL al gorithmthat SHOULD NOT be used for signing, which night
render the zone insecure for validators that |ack support. This
prevents validation breakage when the validator encounters an
unsupported RRSIG from an outdated algorithm and allows for glitch-
free algorithmupgrades with the security status of the zone changi ng
only once the transition is conplete.

Val i dators supporting both algorithnms retain security throughtout the
transition. In case of a permanent nulti-signer setup, the zone

mai nt ai ner needs to nove fromthe FORMERLY-UNI VERSAL algorithmto a
UNI VERSAL one in order to restore universal validation

7.1. Time Dependency of UN VERSAL Al gorithns

The sane situation occurs when an algorithmis renoved fromthe set
of UNIVERSAL algorithms. |In this case, the algorithmw || becone
FORMERLY- UNI VERSAL. |f the zone continues to use the FORVERLY-

UNI VERSAL algorithm it will continue to be accepted by supporting
val i dators, while non-supporting validators will treat the zone as
insecure until the algorithmis replaced.

Conversely, when an algorithmis added to the set of UN VERSAL ones,
signers MAY begin to return signatures for just that algorithm This
is, in fact, not a problem as validators do not need to know t he
concept of UNI VERSAL; they just need to support that algorithm (or
|later classify it as FORMERLY- UNI VERSAL). A problem could only occur
if the corresponding RRSI G was not supported by a non-negligible
popul ation of validators; however, in that case |abeling the

al gorithm as UNI VERSAL woul d have been premature. Deternining
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uni versal support cannot be solved on the protocol level, and it is
the conmunity’s responsibility to only advance an algorithmto

UNI VERSAL when safe enough, i.e. when the popul ation of validators
| acki ng support is deenmed negligible.

Val i dators droppi ng support for FORMVERLY- UNI VERSAL al gorithmnms w thout
i mpl ementing this specification will produce SERVFAIL responses for
mul ti-signer setups involving the disabled algorithm |nplenmentation
of the new validation rules is thus advised as soon as support for an
algorithmis dropped.

7.2. Variable Key Size Al gorithns

Since algorithm 8 supports variabl e key sizes, multi-signer
configurations involving 8 and 13 should take care to enpl oy an RSA
keylength that is conputationally infeasible to attack.
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Appendi x A, Current Miultiple Al gorithm Rul es

A 1.

This section discusses the nulti-algorithmrequirenents on signers
and validators, as specified by the original DNSSEC specification and
in effect until updated by this docunent. It is included for purely
i nformati onal purposes and context.

Si gni ng Requi renents

In addition to the | ast paragraph of [RFC4035] Section 2.2 quoted
earlier, Section 5.11 of [RFC6840] clarifies:

| A signed zone MJST include a DNSKEY for each algorithm present in
| the zone’'s DS RRset and expected trust anchors for the zone.

VWhile it mght seemtenpting, relaxing this rule w thout any further
adj ustnents may not be safe depending on the al gorithm conbination
involved. |In particular, when using an algorithmthat is not

uni versal ly supported anong the resol ver popul ation (such as
algorithm 7) together with a supported one (such as algorithm 13),
resol vers may return SERVFAIL under certain circunstances. Zone
owners and signers thus would have to take great care to not |eave a
val idating resolver without a valid supported path in such
situations, e.g., when transitioning fromalgorithm7 to 13.
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More explicitly, when the sole signing algorithmused by a zone is
not supported by a given resolver, the resolver will (correctly)
treat that zone as unsigned. However, when attenpting to transfer
the domain to another DNS provider through a nmulti-signer setup with
a supported algorithm affected resolvers presented with the
unsupported signature only will not be able to distinguish this
situation from a downgrade-to-insecure attack where the second
signature has been stripped, and will return SERVFAI L.

Al t hough unstated in that docunent, the above rule prevents this kind
of downgrade-to-insecure attack by requiring RRSIGs for al

advertised algorithms; a validator can thus assume that sonething is
wrong when supported signatures are missing. As a side effect, the
rul e al so protects agai nst downgrade-to-weaker attacks, where an
attacker would strip away signatures from signed DNS responses and
only attach one for an algorithmthat the attacker is able to forge.
This property is not a core guarantee of DNSSEC (see bel ow).

A.2. Validator Requirenents

In general, when a validating resolver supporting any of the
algorithnms listed in a given zone's DS record or TA set responds to a
query without the CD flag set, it may not treat that zone as

i nsecure, but rmust return either authenticated data (AD=1) or
SERVFAI L (RCODE=2). For this purpose, any valid path suffices; the
validator may not apply a "logical AND' approach to all advertised

al gorithms.

Accordingly, Section 5.11 of DNSSEC O arifications [ RFC6840] states:

| This requirenment applies to servers, not validators. Validators
| SHOULD accept any single valid path. They SHOULD NOT i nsi st that
| all algorithns signaled in the DS RRset work, and they MJST NOT

| insist that all algorithms signaled in the DNSKEY RRset work

At first glance, the assertions that (1) the signer provide
signatures for all advertised algorithns while (2) the resolver shal
be content with just one seens sonewhat contradictory. However, the
role of the RRSIGrules is to ensure that the resolver will find a
valid path (using a "logical OR' strategy), regardless of which
particular algorithm(s) it supports, and thus be able to distinguish
reliably between "all is in order" (validated data) and a downgrade-
to-insecure attack (SERVFAIL).

A. 3. Inconpatible Use Cases

The above rules are inconpatible with certain use cases:
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* They are inpractical to satisfy if DNS providers deployed in a
mul ti-signer configuration are using different signing algorithns.
By extension, it also nmeans that nmulti-signer techni ques cannot be
enpl oyed to non-disruptively transfer a signed zone from one DNS
provider to another if the providers use differing algorithns.

* The rules further collide with the conflicting goal of pre-
publi shing the new trust anchor during a zone's algorithm
roll over, while introducing the new algorithminto the zone only
|ater in the process.
* Furthernore, for online signers attenpting to deploy multiple
al gorithms, producing signatures for several algorithns al so
i nposes a significant conputational burden, unless a selective
al gorithm negoti ati on nechanismis al so devel oped.
As the above rules present a severe linmtation for these use cases,
this docunment proposes to relax themin a way so that the set of
signatures provided is still "large enough” to ensure reliable DNSSEC
operation, while facilitating the above use cases.
Appendi x B. Change History (to be renoved before publication)

draft - huque-dnsop-mul ti-al g-rul es-07
* Add tl;dr: Nutshell Proof of Sanity

* Editorial feedback from Stefan Ubbi nk

* (darify what a validator needs to know

* |nitially don’t declare any al gorithnms FORVERLY- UNI VERSAL
* (Carify new columm update requirenments for | ANA

* No | onger updates RFC 8624 (assunes publication of 8624bis)

draft - huque-dnsop-mul ti-al g-rul es-06
* Fix | ANA consi derations

* Editorial changes (add change log, ...)
* Add overview of cases, and scenario descriptions

* Carify what to do when both UN VERSAL and FORMERLY UNI VERSAL
al gorithnms are present
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