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Abst ract

Thi s docunent di scusses the chall enges of running the QU C transport
over deep space links, where delays are in order of mnutes and
communi cati ons are based on scheduled tine windows. Using the
experience of various testheds, it provides guidance to

i npl ementations to support this use case. This docunment may apply to
ot her use cases that have sinilar characteristics, such as 10T in

di sconnected and di stant settings.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// huitema. github.io/quic-in-space/draft-huitema-quic-in-
space. htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-huitem-quic-in-space/.

Di scussion of this docunent takes place on the QU C Wrking G oup
mailing list (mailto:quic@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/quic/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/quic/.

Source for this draft and an issue tracker can be found at
https://github. con hui t ema/ qui c-i n-space.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

QU Cis a newtransport bringing very interesting features that could
enable its use in space, where TCP is not good, as assessed in

[ DTN- ARCH] .  However, QU C was designed for terrestrial |nternet,

whi ch brings assunptions on typical delays and connectivity. In
(deep) space, delays are nuch larger, in order of minutes (4-20

m nutes fromEarth to Mars), and | ong disruptions, such as because of
orbital dynamics, in order of minutes or hours or days.

It may be possible to nodify the base behavior of QU C stacks to
satisfy these requirenments. For exanple, several assunptions, such
as the initial round-trip time(RTT), are just static constants in the
i mpl ement ations that could be externalized so they could better start
the QU C machinery in the context of space.

The purpose of this docunent is to provide guidance for supporting
space comuni cations in QU C inplenentations. |t should be noted
that it may al so apply to other use cases that have simlar
characteristics, such as 10T in disconnected and far away settings,
but these are not considered specifically in this docunent.

Various other considerations such as how to store packets during
di sruptions or network managenent considerations are out of scope of
this docunent.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Pat h Changes

The noverent of planets or their satellites inplies that the network

topol ogy will change over time. For exanple, a station on the
surface of Mars will only "see" Earth for half a Martian day. or
rather sol. If it only relied on direct |ine comunication, contact

woul d be lost for half a day. W expect that this periodic absence
of connectivity will be palliated by communi cation infrastructure
such as satellites orbiting Mars. W expect simlar satellites play
a role on the Moon, if we want to enable conmunication with stations
| ocated on its hidden face.

Hui t ema & Bl anchet Expires 5 January 2026 [ Page 3]



I nternet-Draft QUIC in Space July 2025

We can specul ate that at some point in the future, constellations of
satellites will orbit Mars or the Mon, and provide high quality
communi cation simlar to what we see on Earth. However, we al so
expect that the first generation of or orbiters will be nmuch |ess
conplex. Stations on the hidden side of Mars or the Moon will send
packets to an orbiting satellite, the satellite will store themunti
relay station or nmaybe Earth is visible, and then forward the stored
packets. The packets could be stored for fraction of an orbit,
probably up to 1 hour assuming a 2 hours orbital tine for the
orbiters.

The transm ssion delay will junp froma few m nutes when a station or
a rover on the surface of Mars can either comunicate directly with
Earth or communicate with an orbiter that can, to that plus a couple
of hours when the station has to wait for the orbiter to carry
packets until transmission is possible. Each state |asting
approximately half a Martian sol, while the queuing tinme in the
orbiter will vary fromimmedi ate when transnission is possible to a
variable fraction of the orbit duration when it is not. In a typica
scenario, the RTT will show a sawtooth pattern with some stable val ue
period. Cbviously, depending on the location of the asset, the type
of orbit, the nunber of orbiters and assets, etc, that pattern will
be nore conplex and different. However, it will still show an
important junp, like from8 mnutes to 1 hour, in the RTT.

The bandwi dth of a path in deep space may change based on the
conditions. Experience with Mars shows that it is pretty constant
for the same orbiter links to Earth and to the assets. However, if a
different orbiter is used on the return path and/or if optical |inks
are used on sone | egs where radio |inks were used previously, then
bandwi dt h woul d change. Today, all this is pretty theorical, as
paths and routing is very static and planned in advance in space.
Therefore, a bandw dth change in the path within a short period of
time, or within the time of sone packets exchange will be
exceptional. |If a connection is kept for weeks or nonths, then it is
possi bl e then the path bandwi dth will only change a few tines.

4. Timer Constants in QU C

QUIC inmplenmentations typically use a nunber of time rel ated
variables, with different characteristics. Sone nmay be constants
suggested by the QUI C specification or chosen by the stack

devel opers, sone may be negoti ated between peers, and sone may be

di scovered as part of running the protocol. Prelimnary tests showed
that setting the constant val ues appropriately seened to make QU C
usabl e in those deep space scenarios. Therefore, this docunent

di scusses themin the foll owi ng sections.
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4.1. Probe Tineout and Initial RTT (#initial-rtt)

As defined in [ QU G RECOVERY], QU C uses two nechani sns to detect
packet | osses. The acknow edgenent based net hod detect |losses if a
packet is not yet acknow edged whil e packets sent |ater have al ready
been. That method works well even if the transnmission delay is |ong,
but cannot detect the loss of the "last packet". For that, QU C uses
the probe timeout (PTO defined in Section 6.2 of [QU C RECOVERY]. If
the | ast packet is not yet acknow edged after the probe tineout, the
endpoi nt sends a "probe" to trigger an acknw edgenent. The probe
timer is initially set as a function of the neasured RTT and RTTVAR
It is then increased exponentially as the nunber of unacknow edged
repetitions increases.

The nmechani smworks well if the transmission delay is long after the
RTT has been evaluated at | east once. But before that, the probe
timeout is set as a function of the Initial RTT, whose recomended
value is 333 mlliseconds per Section 6.2.2 of [QU CRECOVERY]. Many
i mpl ement ati ons use small er val ues because waiting too long results
in longer connection del ays when | osses occur. The recomended
initial value of 333ns results in a PTO of 1 second, but the shorter
val ues used by sone inplenentations can result in a PTO of 200 or
250ns. On a long delay link, we will probably see the foll ow ng:

1. Initial transmnission
2. First repeat after tiner (e.g. 1 second)

3. 2nd repeat after tinmer (e.g., 1 second again), after which the
timer is doubled

4. 3rd repeat after the increased (e.g., 2 seconds), after which the
timer is doubled again

5. etc.

If we let the process go | ong enough, a succession of doubling wll
probably match the required val ue, probably after a dozen repeats if

the delay is about 20 mnutes. 1In that case, one of the dozen
repeats will nost |ikely be successful, but of course a lot of extra
energy will have been expanded. But the connection establishnent
will fail if the process is interrupted too soon, either because the

maxi mum nunber of repeats has been reached, or because the "idle
ti meout"” has been exceeded.
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4.2. ldle Tineout

The idle tinmeout is defined in Section 10.1 of [ QU C TRANSPORT] .

Each peer proposes a "max_idle tinmeout" value, and commts to cl ose
the connection if no activity happens during that tinmeout. The
"max_idle timeout" value is often set as a constant by either the
stack or the application using it, with typical values ranging froma
few seconds to a few m nutes.

The specification anticipated the usage of long delay |inks sonewhat,

and states that "To avoi d excessively snmall idle tineout periods,
endpoi nts MJST increase the idle tineout period to be at | east three
times the current Probe Timeout (PTO." This will prevent

interference between the idle timeout once the PTO has been properly
assessed. However, this proper assessnent of the PTO requires
properly assessing the RTT, which is requires a full RITT.

If the Initial Idle Tinmeout, Initial RTT and Initial PTO are set
val ues too small, the connection attenpt will be interrupted by the
Idle Tinmeout and will fail

Since the idle tineout is negotiated as the m ni num of the val ues
proposed by the two endpoints, both peers should proposed val ues that
all ow for a successful handshake.

4.3. Timers and Path Changes

The packet |oss detection algorithmuse tinmers based on the nost
recent RTT neasurenents. |f the RTT increases to a val ue above that
timer, this is very likely to be interpreted as an indication of
loss. Handling large delay increase froma few minutes to nore than
an hour will require updating these al gorithmns.

Congestion control protocols typically conpute a "congestion w ndow"
that tracks the bandw dt h-del ay product of the connection. |If the
congestion window is tuned for a delay of 8 minutes and the del ay
suddenly junps to nore than an hour as nentioned in Section 3, the
congesti on wi ndow wi Il be suddenly 64 tines too small. Al gorithm
that remain in the "congestion avoi dance" phase increase the
congestion wi ndow very slowy, which would cause under-utilization of
the network during the period of delay changes. The congestion
control protocols will have to be updated to handl e these

conmuni cati on patterns
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5.

Fl ow Control

Flow control in QU C allows an endpoint to limt how many bytes the
peer can send on the opened streans, on specific streans, and how
many streans the peer can open. Different stacks follow different
strategi es, balancing two risks:

* if the flow control is too | oose, the peer could send data faster
than the | ocal application can process and create a form of | ocal
congesti on.

* if the flow control is too restrictive, the peer will be bl ocked
and will have to wait for the next flow control update before
sendi ng data or opening streans.

The peer will not be blocked if three conditions are net:

* the "max streans” credits allow for a nunber of stream at |east as
| arge as expected to be open in an RTT.

* the global flow control (MAX DATA) allows transmission of a full
bandwi dt h-del ay product (BDP) worth of data,

* for each stream the streamflow control allows transm ssion of
either a full BDP worth of data, or the full size of the data
stream

Setting these three limts correctly requires anticipating the RTT
and bandwi dth of the connection. |Inplenentations relying on adaptive
algorithms are at risk here, especially if they use a | ow default

val ue until RTT and bandw dt h have been neasured.

Congestion control and Slow Start

QUI C i npl enent ati ons use congestion control to ensure that they are
not sending data faster than the network path can forward, which
woul d cause network queues and packet drops. Congestion control will
typically set a congestion wi ndow size (CWN) to linmt the anount of
bytes in transit. Transmission will be slowed down CW N is |ower
than t he BDP.

The main congestion control issues for |ong delay space connections
are observed at the begi nning of the connection. The congestion
control algorithms typically start with conservative values of CWN,
whi ch they ranp up progressively, typically not faster than one
doubling per RTT. On a long del ay space connection, this ranping up
will take a very long tine, leading to very inefficient use of the
connecti on.
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I mpl ement ations have tried to palliate this issue in many ways:

* measure the transm ssion speed of short trains of packets to
rapidly estimate the bandw dth of the connection,

* renmenber the delays and bandw dt hs of past connections and set the
initial parameters of new connections accordingly,

* obtain estimates of delays and bandw dt h through network
managenent interfaces and use themto set appropriate paraneters

If initial paranmeters are set correctly, connections can still be
unnecessarily throttled if they fail to adapt to changi ng conditions.
For exanple, after the initial "slow start", the classic RENO

al gorithm noves to a "congestion avoi dance" phase in which the CWN

i ncreases by at nobst one packet per RTT -- which would be conpletely
i nadequate with RTTs of several m nutes

6.1. Setting the initial BDP

The congestion control issues are not specific to the very | ong

del ays of space communications. They are visible on paths through
geostationary satellites. The reconmended approach is to sonehow
renenber path characteristics fromprevi ous connections, then use the
renenbered values to speed up the start-up phase of congestion
control

The "careful resune" draft suggest a cautious approach of only using
the remenbered BDP val ues after the RTT has been verified, see
[I-Dietf-tsvwg-careful -resune]. This verification takes one RTT,
which is a tradeoff between the desire to ranmp up transm ssion rate
pronptly and the risk of causing congestion on the transm ssion path
if the renmenbered val ue exceeds the current path characteristics.

If the BDP is renmenbered and set, the value can al so be used to set
flow control paraneters as nentioned in Section 5.

7. Packet | osses
Packet | osses will likely occur in space comunications like in other

medi a. The | oss recovery nmechani sns spedified in [ QU C RECOVERY]
correct |losses after at best one RTT, with repeated | osses requiring

further RTT sized delays. |In space comunications, the |ong del ays
for packet loss recovery will affect the responsiveness of the
application. In sone cases, the | oss recovery delays may extend the

duration of the transfer past the time of availability of the
transm ssion |inks.
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7.1. Packet Losses During Handshake

Packet | osses during the initial handshake may prevent the endpoints
fromobtaining a proper estimate of the RTT. An inplenentation in
these situations can either repeat the packets "too soon" if it
underestimates the RTT, or "too late" if it sets a |arge val ue.

Experi ence showed that of those pitfalls, "too soon" is nuch better
because it simply leads to repeating too nany copies of the handshake
packets. This may | ook wasteful, but it does ensure that the
handshake conpletes rapidly even if some packets are actually |ost.

7.2. Reordering Buffers

I f packets carrying streamdata are |ost, the other packets received
on that stream are supposed to be buffered until the packet loss is
corrected. Receivers have to be ready to buffer a full BDP worth of
data. This nmeans not only having | arge anmount of receive buffers,
but al so nmake sure that reordering of data is done efficiently,

ri sking otherw se sone significant perfornmance bottl enecks.

Reordering will also interfere with per-stream and per-connection
flow control. |In Section 5, we wote that the anpbunt of credits
shoul d be at |east one full BDP. But if we assume that a full BDP
worth of buffers can be consuned by reordering after |osses, then the
required credits are actually two BDPs, not just one.

7.3. Using Forward Error Correction

The effect of packet |osses could be alleviated by using sonme form of
Forward Error Correction. This is an active research issue, see for
exampl e [I-D. mchel - quic-fec]

8. Furt her studies

There are other considerations related to using QU C in space,
related to nam ng, security, or the nanagenment of multiple paths.

Most QUI C stack can set connections towards specified | P addresses,
but nost existing QUIC applications rely on the DNSto find the IP
addresses associated to nanes of servers. Using DNS in space
probably poses its own set of chall enges, which deserve their own
st udy.
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10.

11.

11.

11.

Per [QUCTLS], QU C enbeds TLS 1.3 and relies on it to negotiate
security keys. This docunent discusses the effects of |ong del ays on
the initial handshake, which enbeds the TLS 1.3 handshake. There are
secondary effects that ought to be discussed, such as the handling of
certificate verification and possibly certificate revocations, or the
extra roundtrip required for performng client authorization

It is probably possible to use nultiple path to increase the
throughput or reliability of transm ssions. Operating nmultiple path
with |l ong del ays ought to be discussed in a future version of this
docunent .

Security Considerations

The sol utions envisaged here to alleviate the effect of |ong del ays
on QUI C connections may well create sone form of security issues.
These ought to be discussed in a future version of this docunent.

I ANA Consi derations

Thi s docunment has no | ANA acti ons.
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