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Abst ract

The QUIC nul tinedia performance protocol (QPERFM updates the QUIC
performance protocol (QPERF). QPERF provides a sinple, general-

pur pose protocol for testing the performance characteristics of a

QUI C i npl enentati on. QPERFM updates that protocol to sinmulate the
traffic of nultinedia application and neasure performance in a nulti-
medi a oriented way.
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I nt roducti on

The QUI C performance protocol (QU C Perf) defined in

[1-D. banks-quic-performance] provides a sinple, general-purpose
protocol for testing the performance characteristics of a QU C
inplementation. This draft extends QPERF to all ow sinulation and
performance measurenent of a variety of multinmedia applications.

The original QU C Perf protocol was very sinple. The client opens
QUI C connection with the ALPN set to "perf"”, and then it opens
bidirectional streans. The first 8 bytes sent by the client on each
stream encode the size of the data that the server will send on the
return stream This can be used to neasure batch performance, sinply
requesting a |l arge anount of data and neasuring how long it takes to
get the result. 1t can also be used to neasure transactiona
applications: open a | arge nunber of streams, require a small anount
of data on each, and neasure how long it takes to process that nany
guery-reponse exchanges.

We extended this sinple protocol to also test "real tinme" workloads,
such as woul d be generated by "Media over QU C' (mpoq). Instead of
using the first 8 bytes of a bidirectional streamto nerely specify a
nunber of bytes, we use the first 16 bytes of the streamto specify
the characteristics of a nedia stream W set the first 4 bytes to a
reserved value, so the server can distingui sh QPERFM requests from
QPERF requests.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

QUI C Perf protocol Extensions for Miltinedia

The standard QPerf protocol uses bidirectional streans in a very
simple way: the client opens a streamand starts sending data; the
server reads the nunber of required bytes in the first 8 bytes of the
client stream and sends that nany bytes to the client. W extend
this protocol by using unidirectional streans and dat agrans.

The extended QPerf protocol also uses bidirectional streams. The

first 16 bytes sent by the client encode the type of response

expected by the sender. The first 8 bytes use reserved values to

differentiate these streams fromthe standard "batch" stream

* The most significant 32 bits contain the val ue OxFFFFFFFD to
indicate a "nedia" request, or OxFFFFFFFE to indicate a datagram
request.

* The lower 32 bits contain the size of the franes.

The conplete set of 16 bytes is defined as:

medi a request header {



medi a or datagram mark (32),
frame size (32),

priority (8),

frequency (8),

number of frames (24),

first frame size (24)

}

Upon receiving a request header, the server will start sending franes
as specified by the frequency. |If the client requested datagrans,
the server will send datagrans as specified by the frequency. The
first datagram (franme nunber 0) will be sent imediately. The other
datagranms will be sent at:

datagram send_tinme = first_datagram send_tine

+ frame_nunber*1 second/frequency

Each datagramw || carry a header and a payload, with a conbi ned size
set to the requested franme size. (The first frane size paraneter is
ignored for datagranms.) The first bytes of the datagramcontain a
header encoded as:

dat agr am header {
request streamID (i),
frame nunber (i),
dat agram send tinme (64)

}

The datagram send tinme is the local tine at the server, encoded in
m croseconds. \Wen all datagrans have been sent, the server closes
the medi a request stream

If the client requested a "nedia" stream the server will send the
requested nunber of frames on the return side of the bilateral stream
that carried the client request. The first frane contains "first
franme size" bytes, while the other frames contain "frame size" bytes
The first frame is queued on the streamimredi ately. The next franes
wi Il be queued at:

frane_send tine = first _frame_send_tine
+ frame_nunber*1 second/frequency

The first 8 bytes of each frame carry the frane_send_tine, set at the
| ocal tinme at which the server queued the frame, expressed in
m croseconds and encoded on 64 bits.

The client may issue a stop sending request for a specific nedia
request stream Upon receiving the request, the server will reset
the stream w thout sending any additional frane.

.1. dient side nmeasurenents

The client can sinulate conpl ex scenarios by opening a series of
streans and direct the server to send as many nedi a streams. The
client can parse the incom ng data and extract statistics such as
arrival tine of different franes, |atencies, etc.

Security Considerations

Since the performance protocol allows for a client to trivially
request the server to do a significant anmount of work, it’s generally
advi sabl e not to deploy a server running this protocol on the open

i nternet.

One possible nmitigation for unauthenticated clients generating an
unaccept abl e amount of work on the server would be to use client



certificates to authenticate the client first.
5. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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