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Abst ract

Christian’s Congestion Control Code is a new congestion contro

al gorithm designed to support Real -Tine applications such as Media
over QUC. It is designed to drive towards | ow delays, w th good
support for the "application linmted" behavior frequently found when
using variable rate encoding, and with fast reaction to congestion to
avoid the "priority inversion" happeni ng when congestion control
overestimates the avail abl e capacity. The design was validated by
series of simulations, and also by initial deploynments in control
networks. We describe here these simulations and tests.
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I ntroduction

Christian’s Congestion Control Code (C4) is a new congestion contro
al gorithm designed to support Real -Tinme nultinedia applications,
specifically multimedia applications using QU C [ RFC9000] and the
Media over QUIC transport [I-D.ietf-nog-transport]. The design was
val idated by series of sinmulations, and also by initial deploynents
in control networks. W describe here these sinulations (see
Section 2) and tests (see Section 3)

Si mul ati ons

We tested the design by running a series of simulations, which
cover ed:

* reaction to network events
* conpetition with other congestion control algorithns
* handling of high jitter environnents
* handling of multinmedia applications
Testing strategy

We are running the tests using the picoquic network sinulator

[ Picoquic_ns]. The sinulator enbeds the picoquic inplenentation of
QU C [Picoquic]. Picoquic itself cones with support for a variety of
congestion control protocols, including Cubic and BBR. W added an

i npl ement ati on of CA4.

That inplenentation is designed so that the same code can be used in
execution over the network and in simulations, the nain difference
bei ng a replacenent of the socket APl by a simulation API. Wen
running in simulation, the code runs in "virtual tinme", with a
virtual clock driven by simulation events such as arrival and
departure of packets from sinulated queues. Wth the virtual clock
mechani sm we can simulate in a fraction of a second a connection
that would last 10 seconds in "real tine".
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Qur basic test is to run a sinulation, neasure the sinulated duration
of a connection, and compare that to the expected nom nal val ue.

VWhen we were devel oping the C4, we used that for detecting possible
regressions, and progressively refine the specification of the

al gorithm

Si mul ati ons include random events, such as network jitter or the
precise timng of packet arrivals and departure. M nute changes in
starting conditions can have cascading effects. Wen running the
same test nultiple tinmes, we are likely to observe different val ues
each time. Wen conparing two code versions, we nmay al so observe
different results of a given test, but it is hard to know whet her
these results. To get reliable results, we run each test 100 tines,
and we consider the test passing if all the worse result of these 100
times was withing the expected val ue.

2.2. Reaction to network events
The first series of sinulation test how C4 behaves in sinple
scenarios when it is the sole user of a link. The list of test
i ncl udes:
* a 20Mops connecti on,
* a 200Mops connection,
* a geostationary satellite connection,

* a sudden increase in path capacity, i.e. "low and up"

* a sudden decrese in path capacity followed by a return to normnal
i.e. "drop and back"

* a sudden drop to O of path capacity for 2 seconds, i.e. a "black
hol e"

* a sudden increase in path |atency, from"short" to "l ong"

2.2.1. Simulation of a sinple 20Mops connecti on
This scenario sinmulates a 10MB downl oad over a 20 Mips link, with an
80nms RTT, and a bottlneck buffer capacity corresponding to 1 BDP

The test verifies that 100 sirmulations all conplete in less than 5
seconds.
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In a typical simulation, we see a initial phase conplete in less than
800nms, followed by a recovery phase in which the transm ssion rate
stabilizes to the line rate. After that, the RTT remains very close
to the path RTT, except for periodic small bunps during the "push"
transitions. The typical test conpletes in 4.85 seconds.

2.2.2. Sinmulation of a sinple 200Mips connecti on

This scenario sinmulates a 20MB downl oad over a 200 Mops link, with a
40nms RTT, and a bottl eneck buffer capacity corresponding to 1 BDP
The test verifies that 100 sinulations all conplete in less than 1.25
seconds.

This short test shows that the initial phase correctly discover the
pat h capacity, and that the transm ssion operates at the expected
rate after that.

2.2.3. Sinulation of a geostationary satellite connection

This scenario simulates a 100MB downl oad over a 250 Mips link, with a
600nms RTT, and a bottl eneck buffer capacity corresponding to 1 BDP
i.e., simulating a geostationary satellite connection. The scenario
al so tests the support for careful resune
[I-Dietf-tsvwg-careful -resune] by setting the renmenbered CW\D to
18750000 bytes and the renmenbered RTT to 600. 123nms. The test
verifies that 100 simulations all conplete in less than 7.4 seconds.

2.2.4. Low and up

The "l ow and up" scenario simulates a sudden increase in the capacity
of the path. At the beginning of the sinulation, the sinulated
bandwi dth is set at 5 Mips. It increases to 10 Mips after 2.5
seconds. The RTT remmins constant at 100ms. The test verifies that
100 simul ations of a 7MB downl oad all conplete in less than 7.9
seconds.

The goal of the test is to verify that C4 pronptly discovers the
increase in bandwi dth, and increases the transm ssion rate.

2.2.5. Drop and back

The "l ow and up" scenario simnmulates a sudden decrease in the capacity
of the path, followed by return to normal. At the beginning of the
simulation, the sinmulated bandwidth is set at 10 Mips. It decreases
to 5 Mips after 1.5 second, then returns to 10 Mips after 2 seconds.
The RTT remains constant at 100ms. The test verifies that 100
simulati ons of a 7MB downl oad all conplete in | ess than 8.15 seconds.
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The goal of the test is to verify that C4 adapts pronptly to changes
in the avail able bandwi dth on a path.

2.2.6. Black Hole

The "bl ack hole" scenario simulates a sudden decrease in the capacity
of the path, followed by return to normal. At the beginning of the
simulation, the simulated bandwidth is set at . After 2 seconds, the
path capacity is set to O, and is restored to normal 2 seconds |ater
The RTT remains constant at 70ns. The test verifies that 100
simul ati ons of a 10MB downl oad all conplete in less than 6.1 seconds.

The goal of the test is to verify that C4 recovers pronptly after a
short suspension of the path.

2.2.7. Short to long

The "bl ack hol e" scenario sinmulates a sudden increase in the |atency
of the path. At the beginning of the sinulation, the sinulated RTT
is set at 30ns. After 1 second, the latency increases to 100ms. The
data rate remains constant at 100ms. The test verifies that 100
simul ati ons of a 20MB downl oad all conplete in |less than 22 seconds.

The goal of the test is to verify that C4 react properly exercises
the "sl ow down" nechanismto di scover the new RTT

2.3. Handling of High Jitter Environments

In the design of C4, we have been paying special attention to "bad
W-Fi" environments, in which the usual delays of a few nilliseconds
could spike to 50 or even 200ms. W spent a lot of time trying to
under st and what causes such spikes. Qur nmain hypothesis is that this
happens when nultiple nearby W-Fi networks operate on the same
frequency or "channel", which causes collisons due to the hi dden node
problem This causes collisions and | osses, to which W-Fi responses
i nvol ves two | eves of exponential back-off.

We built a nodel to simulate this jitter by conbining two generators:

* A randomvalue r between 0 and 1 ns to nodel collision avoi dance,

* A Poisson arrival nodel with | ambda=1 providing the nunber N1 of
short scale 1ns intervals to account for collision defferal and

retry,

* A Poisson arrival arrival nodel with |anbda = 12, and an interva
Il ength of 7.5ms to account for W-Fi packet restransm ssion

Huitema, et al. Expires 22 April 2026 [ Page 6]



Internet-Draft C4 Tests Cct ober 2025

We conbi ne these generators nodels by using a coefficient "x" that
i ndi cates the general degree of collisions and repetitions:

* For a fraction (1-x) of the packets, we set the nunmber N2 to O.

* For a fraction (x) of the packets, we conpute N2 fromthe Poi sson
arrival nodel with |lanbda = 12, and an interval |length of 7.5ns.

The latency for a single sanple will be: ~~~ latency = N1_1ns +

N2 7.5m8 if NL >= 1. latency -=r ~~~ The coefficient x is derived
fromthe target average jitter value. |If the target is 1nms or |ess,
we set x to zero. If it is higher than 91ns, we set x to 1. If it
is in between, we set: ~~~ x = (average_jitter - 1ms)/90ms ~~~ W
have been using this sinulation of jitter to test our inplenmentation
of multiple congestion control algorithns.

2.3.1. Bad W-Fi test

The "bad W-Fi " test simulates a connection experiencing a high |eve
of jitter. The average jitter is set to 7nms, which inplies multiple
spi kes of 100 to 200ms every second. The data rate is set to 10Mops,
and the base RTT before jitter is set to 2nms, i.e., sinulating a

| ocal server. The test pass if 100 different 10MB downl oads each
conplete in less than 4.3 seconds.

2.3.2. WfTfi fade tria

The "W-Fi fade" trial sinmulates varying conditions. The connection
starts with a data rate of 20Mops, an 80ns | atency, and W-Fi jitter
with average 1ns. After 1 second, the data rate drops to 2Mops and
the jitter average increases to 12ms. After another 2 seconds, data
rate and jitter return to the original condition. The test pass if
100 different 10MB downl oads each conplete in less than 6.2 seconds.

2.3.3. WfTfi suspension tria

The "W -Fi suspension” test sinulates a connection experiencing

mul tiple "suspensions”. For every 1.8 second of a 2 second interval,
the data rate is set to 20Mips, and the base RIT before jitter is set
to 10ns. For the last 200nms of these intervals, the data rate is set
to 0. This nodel was devel oped before we got a better understandi ng
of the W-Fi jitter. It is obsolete, but we kept it as a test case
anyhow. The test pass if 100 different 10MB downl oads each conplete
in less than 5.4 seconds.
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2.4. Competition with itself

In accordance with [RFC9743], we design series of tests of multiple
conpeting flows all using C4. W want to test different conditions,
such as data rate and | atency, and al so different scenarios, such as
testing whet her the "background" connection starts at the sane tineg,
before or after the "mmin" connection.

We test that the bandwidth is shared reasonably by testing the
conpletion tinme of a download, and setting the target value so it can
only be achieved if the main connection gets "about half" of the
bandwi dt h.

2.4.1. Two short C4 sinultaneous connections

Qur first test sinulates two C4 connections starting at the sane tine
and using the sane path. The path has a 20Mops data rate and 80ns
RTT. The background connection tries to downl oad 10MB, the main
connecti on downl oads 5MB. The test pass if in 100 trials the main
connection conpletes in less than 6.7 seconds.

2.4.2. Short background C4 connection first

The "background first" test sinulates two C4 connections using the
same path with the background connection starting 0.5 seconds before
the mai n connection. The path has a 20Mips data rate and 80ms RTT.
The background connection tries to downl oad 10MB, the mmin connection
downl oads 5MB. The test pass if in 100 trials the nain connection
conpletes in less than 8.15 seconds after the beginning of the trial

2.4.3. Short background C4 connection | ast

The "background last" sinmulates two C4 connections using the sane
path with the background connection starting at the 0.5 seconds after
the mai n connection. The path has a 50Mops data rate and 30nms RTT.
The background connection tries to downl oad 20MB, the mmin connection
downl oads 10MB. The test pass if in 100 trials the main connection
completes in less than 3.6 seconds after the beginning of the trial

2.4.4. Two |long C4 connections

The |l ong connection test simulates two C4 connections starting at the
same time and using the sanme path. The path has a 20Mips data rate
and 80ns RTT. The background connection tries to downl oad 30MB, the
mai n connecti on downl oads 20MB. The test pass if in 100 trials the
mai n connection conpletes in |less than 22.8 seconds.
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2.4.5. Long background C4 connection | ast

The | ong "background |last" test sinulates two C4 connections using
the sane path with the background connection starting 1 second after
the mai n connection. The path has a 10Mops data rate and 70nms RTT.
The background connection tries to downl oad 15MB, the mmin connection
downl oads 10MB. The test pass if in 100 trials the main connection
completes in less than 22 seconds after the beginning of the trial

2.4.6. Conpete with C4 over bad W-Fi

The "conpete over bad W-Fi" test sinmulates two C4 connections using
the sane "bad W-Fi " path and starting, with the main connection
starting 1 second after the background connection. The path has a
10Mops data rate and 2nms RTT, plus W-Fi jitter set to 7ns average --
the sane jitter characteristics as in the "bad W-Fi" test (see
Section 2.3.1). The background connection tries to dowl oad 10MB,
the mai n connection downl oads 4MB. The test pass if in each of 100
trials the main connection conpletes in |ess than 13 seconds after
the beginning of the trial

2.5. Conpetition with Cubic

In accordance with [ RFC9743], we design series of tests of multiple
competing flows using C4 and Cubic. W want to test different
conditions, such as data rate and | atency, and also different
scenari os, such as testing whether the "background" connection starts
at the sane tine, before or after the "main" connection.

We test that the bandwidth is shared reasonably by testing the
completion time of a downl oad, and setting the target value so it can
only be achieved if the main connection gets "about half" of the
bandwi dt h.

2.5.1. Two short C4 and Cubi c connecti ons

Qur first test sinulates two C4 and Cubic connections starting at the
same time and using the sanme path. The path has a 20Mips data rate
and 80ns RTT. The background Cubic connection tries to downl oad
10MB, the main connection downl oads 5MB. The test pass if in 100
trials the nain connection conpletes in |l ess than 6.7 seconds.
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2.5.2. Two long C4 and Cubic connections

The [ ong connection test sinulates two C4 and Cubi c connecti ons
starting at the sane tine and using the sane path. The path has a
20Mops data rate and 80ns RTT. The background connection tries to
downl oad 30MB, the main connection downl oads 20MB. The test pass if
in 100 trials the main connection conpletes in |less than 22.2
seconds.

2.5.3. Long Cubic background connection | ast

The |1 ong "background last" test sinulates two C4 and Cubic
connections using the sane path with the background Cubi c connection
starting 1 second after the mmin connection. The path has a 10Mps
data rate and 70ms RTT. The background connection tries to downl oad
15MB, the main connection downl oads 10MB. The test pass if in 100
trials the nmain connection conpletes in | ess than 22 seconds after

t he begi nning of the trial

2.5.4. Conpete with Cubic over bad W-Fi

The "conpete over bad W-Fi " test sinulates two C4 and Cubic
connections using the sane "bad W-Fi" path, with the main connection
starting 1 second after the background connection. The path has a
10Mops data rate and 2ns RTT, plus W-Fi jitter set to 7ns average --
the sane jitter characteristics as in the "bad W-Fi" test (see
Section 2.3.1). The background connection tries to downl oad 10MB,
the mai n connection downl oads 4MB. The test pass if in each of 100
trials the nain connection conpletes in |less than 11 seconds after

t he begi nning of the trial

2.6. Competition with BBR

In accordance with [ RFC9743], we design series of tests of multiple
conpeting flows using C4 and BBR. W want to test different
conditions, such as data rate and | atency, and also different
scenari os, such as testing whether the "background" connection starts
at the sanme tine, before or after the "nmin" connection

We test that the bandwidth is shared reasonably by testing the
conpletion tinme of a downl oad, and setting the target value so it can
only be achieved if the main connection gets "about half" of the
bandwi dt h.
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2.6.1. Two short C4 and BBR connecti ons

Qur first test sinulates two C4 and BBR connections starting at the
sanme time and using the sane path. The path has a 20Mips data rate
and 80ns RTT. The background BBR connection tries to downl oad 10MB,
the mai n connecti on downl oads 5MB. The test pass if in 100 trials
the mai n connection conmpletes in less than 6.7 seconds.

2.6.2. Two long C4 and BBR connecti ons

The | ong connection test sinulates two C4 and BBR connecti ons
starting at the sane tinme and using the same path. The path has a
20Mops data rate and 80ns RTT. The background connection tries to
downl oad 30MB, the main connection downl oads 20MB. The test pass if
in 100 trials the main connection conpletes in |l ess than 23 seconds.

2.6.3. Long BBR background connection | ast

The 1 ong "background | ast" test sinulates two C4 and BBR connecti ons
usi ng the sane path with the background BBR connection starting 1
second after the main connection. The path has a 10Mips data rate
and 70ns RTT. The background connection tries to downl oad 15MB, the
mai n connecti on downl oads 10MB. The test pass if in 100 trials the
mai n connection conpletes in |ess than 23 seconds after the begi nning
of the trial

2.6.4. Conpete with BBR over bad W-Fi

The "conpete over bad W-Fi " test sinulates two C4 and BBR
connections using the sane "bad W-Fi" path, with the main connection
starting 1 second after the background BBR connection. The path has
a 10Mops data rate and 2ms RTT, plus W-Fi jitter set to 7ms average
-- the sane jitter characteristics as in the "bad W-Fi " test (see
Section 2.3.1). The background connection tries to downl oad 10MB,
the mai n connection downl oads 4MB. The test pass if in each of 100
trials the nmain connection conpletes in less than 13.5 seconds after
t he begi nning of the trial

2.7. Handling of Multinedia Applications
C4 is specifically designed to properly handle nultinedia
applications. W test that function by running sinmulations of a cal
i ncl udi ng:

* a simulated audi o stream sendi ng 80 bytes sinul ated audi o segments
every 20 ns.
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* a simul ated conmpressed video stream sending 30 frames per second,
organi zed as groups of 30 frames each starting with a 37500 bytes
simulated | -Frame foll owmed by 149 3750 bytes P-franes.

* a simulated | ess conpressed video stream sending 30 frames per
second, organized as groups of 30 franmes each starting with a
62500 bytes sinmulated I-Franme foll owed by 149 6250 bytes P-franes.

The sinul ati on sends each simul ated audi o segnment as QUI C dat agram
with QUC priority 2, and each group of frames as a separate QU C

streamwith priority 4 for the conpressed stream and a priority 6
for the | ess conpressed stream

If the franes delivered on the | ess conpressed streamfall are
delivered nore than 250ms | ater than the expected time, the receiver
sends a "STOP SENDI NG' request on the QU C streamto cancel it;
transmission will restart with the next group of frane, sinulating a
pl ausi bl e "simul cast" behavi or

The sinulator collects statistics on the delivery of nedia frame,

whi ch are summari zed as average and maxi num frane delivery del ay.

For each test, the sinulation specifies an expected average and an
expect ed naxi mum del ay, as well as a "start neasurenment” tine,
typically set Iong enough to start after the initial "startup" phase.
The test passes if the average and max value for the sinulated audio
and for the sinulated conpressed video nmeasured after the start tine
are bel ow the specified val ues.

2.7.1. Media on Hi gh Speed Connection

The "high speed” nedia test verifies how C4 handl es nedia on a 100
Mops connection with a 30ms RTT. The test lasts for 5 video groups
of franmes, i.e. 5 seconds. The neasurenents start 200ns after the
start of the connection. The expected average delay is set to 31ns,
and the maxi numdelay is set to 79ns. The test is successful if 100
trials are all successful

2.7.2. Media on 10 Mops Connection

The "hi gh speed” nedia test verifies how C4 handles nedia on a 10
Mops connection with a 40ms RTT. The test lasts for 5 video groups
of franes, i.e. 5 seconds. The neasurenents start 200ns after the
start of the connection. The expected average delay is set to 47nmns,
and the maxi numdelay is set to 160ns. The test is successful if 100
trials are all successful
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2.7.3. Media for 20 seconds

The "20 seconds” nedia test verifies that nmedia performance does not
degrade over tinme, simulating a 100Mops connection with a 30ms RTT.
The test lasts for 20 video groups of frames, i.e. 20 seconds. The
measurenents start 200nms after the start of the connection. The
expected average delay is set to 33ns, and the maxi num delay is set
to 80ms. The test is successful if 100 trials are all successful

2.7.4. Media over varying RTT

The "varying RTT" nedia test verifies that media performance does not
degrade over time, simulating a 100Mops connection with a 30nms RITT,
that changes to a 100ns RTT after 1 second. The test lasts for 10

vi deo groups of franmes, i.e. 10 seconds. The neasurenents start 5
seconds after the start of the connection. The expected average
delay is set to 110ns, and the maxinmumdelay is set to 120ns. The
test is successful if 100 trials are all successful

2.7.5. Media over varying W-Fi

The "varying W-Fi" nmedia test verifies that nedia perfornmance does
not degrade too nmuch on a connection that has the kind of jitter

di scussed in Section 2.3. The connection has the characteristics
simlar to the "fading W-Fi " scenari o described in Section 2.3.2.
The connection starts with a data rate of 20Mips, 40nms RTT, and W-Fi
jitter with average 1ns. After 1 second, the data rate drops to
2Mops and the jitter average increases to 12ns. The test lasts for 5
vi deo groups of franes, i.e. 5 seconds. The neasurenents start 200ns
after the start of the connection. The expected average delay is set
to 110ns, and the maxi mum delay is set to 350ns. The test is
successful if 100 trials are all successful

2.7.6. Media with W-Fi suspensions

The "varying W-Fi " nedia test verifies that medi a performance does
not degrade too much on a connection experi ences suspensions as

di scussed in Section 2.3.3. For every 1.8 second of a 2 second
interval, the data rate is set to 20Mops, and the base RIT before
jitter is set to 10ns. For the |last 200ns of these intervals, the
data rate is set to 0. The test lasts for 5 video groups of franes,
i.e. 5 seconds. The neasurements start 200ns after the start of the
connection. The expected average delay is set to 23.6nms, and the
maxi mum delay is set to 202ms. The test is successful if 100 trials
are all successful
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2.7.7. Media over bad W-Fi
The "bad W-Fi" nedia test verifies that medi a perfornmance does not
degrade too nmuch on a connection that has the kind of jitter
di scussed in Section 2.3. The connection has the characteristics
simlar to the "bad W-Fi " scenario described in Section 2.3.1. The
average jitter is set to 7ms, which inplies multiple spikes of 100 to
200nms every second. The data rate is set to 20Mops, and the base RTT
before jitter is set to 2ns, i.e., simulating a |local server. The
test lasts for 5 video groups of frames, i.e. 5 seconds. The
measurenents start 200ns after the start of the connection. The
expected average delay is set to 75ns, and the maxi num delay is set
to 360ns. The test is successful if 100 trials are all successful

3. Tests
W need real life tests as well.

3.1. Loopback tests
To do. Wite down.

3.2. Wbex prototype depl oynents
To do. Wite down.

4. Security Considerations

Thi s docunentati on of protocol testing does not have any particul ar
security considerations.

We did not include specific security oriented tests in this docunent.
5. | ANA Consi derations
Thi s docunment has no | ANA acti ons.
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