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Abst ract

Thi s docunent specifies the Zixt Secure Messagi ng Protocol (ZSMP), a
protocol for secure, end-to-end encrypted messaging in the Zi xt Chat
application. ZSMP provi des authentication, confidentiality, and
integrity for nmessages exchanged between clients, with support for
group nessagi ng and extensibility. This specification defines the
message formats, cryptographic nmechani snms, and sessi on nmanagenent
procedures for ZSMP.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Cctober 18, 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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I ntroduction

The Zi xt Secure Messaging Protocol (ZSWMP) is designed to facilitate
secure, real-time messaging for the Zixt Chat application, available
at https://zixt.app and https://zixt.org. ZSMP ensures end-to-end
encryption, authentication, and integrity for nessages, supporting
bot h one-to-one and group conmuni cati ons. The protocol operates over
TCP/ 1P, with nessages relayed through a central server that does not
have access to plaintext message content.

Thi s docunent defines the ZSMP nessage formats, cryptographic
mechani sns, session establishnment procedures, and error handling.
ZSMP is intended to be extensible, allowing for future enhancenents
such as multinmedia support or alternative transport protocols.

Requi renent s Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[

RFC8174] when, and only when, they appear in all capitals, as shown

her e.

Pr ot ocol Overvi ew

ZSVP operates as a client-server protocol where clients authenticate
with a central server and establish secure sessions with other clients
for message exchange. The server acts as a relay, forwardi ng encrypted
messages Wi thout access to their contents. Key features include:

End-to-end encryption using AES-256- GCM

Aut henti cation via ECDSA signatures.

Support for group messaging with shared keys.

Ext ensi bl e message format for future enhancenents.

typical ZSMP session invol ves
Client authentication with the server

Encrypt ed nessage exchange.

A
1
2. Session key exchange using ECDH
3
4

Z finde ich hier auch nicht die richtige Stelle,

Session term nation.

ZSVP nmessages are binary-encoded and consist of a header and a
payl oad. The header includes netadata, while the payl oad contains the
encrypted nessage content.

Header Fornat:

Ver si on | 1
Message Type | 1
Message | D | 4
Sender I D | 8
Reci pi ent 1D | 8
Ti mest anp | 8
Payl oad Length | 4

Version: Protocol version (0x01 for ZSMP 1.0).
Message Type: 0x01 (text), O0x02 (key exchange), 0x03 (group key), etc.
Message ID: Unique identifier for the message.

um das zu pl at zi eren. SMP Message Form



- Sender ID: 64-bit client identifier.

- Recipient ID 64-bit client or group identifier.
- Tinestanp: Unix timestanp in seconds.

- Payl oad Length: Length of the payload in bytes.

Payl oad For mat :

The payl oad is encrypted with AES-256-GCM and i ncl udes:
- Nonce (12 bytes)

- Ciphertext (variable |ength)

- Authentication Tag (16 bytes)

4.1. ABNF Synt ax
The foll owi ng ABNF [ RFC5234] defines the binary structure of a ZSMP
message. Note that ABNF is used here to describe the sequence and size
of fields, with binary val ues represented as octet sequences.

Zsnp- message header payl oad

header versi on nessage-type nessage-id sender-id
recipient-id tinestanp payl oad-Iength

ver sion OCTET ; 0x01 for zZSMP 1.0

nmessage-type CCTET 0x01, 0x02, 0x03, etc.

message-i d ACCTET 32-bit unsigned integer

sender-id = 8CCTET 64-bit identifier

recipient-id = 8CCTET 64-bit identifier

ti mestanp = 8CCTET 64-bit Unix tinmestanp

payl oad-1 ength = 4CCTET ; 32-bit unsigned integer

payl oad = nonce ci phertext auth-tag

nonce = 120CTET ; 96-bit nonce

ci phertext = *OCTET ; Variable-length encrypted data
aut h-tag = 160CTET ; 128-bit GCM aut hentication tag
OCTET = %00- FF ; 8-bit byte

5. Cryptographi c Mechani sns

ZSMP uses the followi ng cryptographic primtives, as defined in

[ SP800- 38D0] and [ RFC6090] :

- **Key Exchange**: ECDH over N ST P-256 with 256-bit keys for session
key derivation. The shared secret is processed using HKDF [ RFC5869]
with SHA-256 to derive a 256-bit session key. The HKDF uses the
ECDH shared secret as input keying material, with a salt of 32 zero
bytes and an info string of "ZSMP-Session-Key".

- **Encryption**: AES-256-GCM with a 256-bit key for nessage
confidentiality and integrity, per [SP800-38D].

- **Aut hentication**: ECDSA with N ST P-256 (256-bit keys) for signing
messages, per [RFC6090].

- **Hashing**: SHA-256 for key derivation and integrity checks.

Each client generates a | ong-term ECDSA key pair (256-bit) during
regi stration. Session keys are derived per conversation using ECDH.

6. Session Establishnent

To establish a session:

1. Cient A authenticates with the server using its ECDSA key over a
TLS 1.3 connecti on.

2. Cient A sends a key exchange nessage to Client B via the server,
containing its ephemeral ECDH public key.

3. dient B responds with its ephenmeral ECDH public key.

4. Both clients derive a shared session key using ECDH and HKDF- SHA- 256.

5. COients exchange encrypted test nessages to verify the session.

7. Message Delivery

Messages are sent as foll ows:



7.1. Error

10.

The
The
The
The

b=

sender encrypts the nmessage with the session key using AES-256- GCM
sender constructs a ZSMP nessage with the appropriate header
nmessage is sent to the server, which forwards it to the recipient.
reci pi ent decrypts and verifies the nessage.

The server MAY queue nessages for offline recipients.

Handl i ng

ZSWP defines the followi ng error codes for message processing, along
wi t h handl i ng procedures:

- **0x01l: Invalid Message Format**
*Client*: Discard the nessage. Notify the sender with an error
message if the session is active. Display a user-friendly error

(e.qg.

, "Message format invalid") in the Ul

*Server*: Log the error without sensitive data. Do not forward the
message

- **0x02: Decryption Failure**
*Client*: Discard the nessage. Notify the sender to re-establish the
session. Alert the user (e.g., "Unable to decrypt nessage").
*Server*: Log the error generically. Forward the error notification
if initiated by the recipient.

- **0x03: Invalid Signature**
*Client*: Discard the nessage. Notify the sender and alert the user

(e.qg.

, "Message authenticity failed"). MAY attenpt to verify the

sender’ s public key.
*Server*: Log the error securely. Do not forward the nessage.

- **0x04: Session Expired**
*Client*: Discard the message. Initiate a new session with the
sender. Notify the user (e.g., "Session expired, reconnecting").
*Server*: Log the error. MAY queue the nessage for delivery after
session re-establishment.

Clients SHOULD i mpl ement retry nechanisns for transient errors (e.g.,
session expired) and MUST limt retries to avoid abuse. Servers MJST
NOT | og sensitive data (e.g., nmessage contents, keys) and SHOULD

i mpl ement secure | ogging practices. User notifications SHOULD be clear
but avoi d exposing technical details.

G oup Messagi ng

For group nessagi ng, ZSMP uses a shared group key:

1. The
2. The

group creator generates a symmetric key (AES-256).
key is encrypted for each group nmenber using their public ECDH key.

3. Group nessages are encrypted with the shared key and broadcast to al
menbers via the server.

Security Considerations

**Key Managenent**: Clients MJST securely store private keys.

- **Forward Secrecy**: Epheneral ECDH keys provide forward secrecy.

- **Server Trust**: The server is trusted for nessage delivery but not
for confidentiality. Servers MJST use TLS 1.3 [RFC8446] with valid,
trusted certificates to authenticate to clients, preventing
man-in-the-mddle attacks. Cdients MJST validate server certificates
against a trusted certificate authority.

- **Replay Attacks**: Tinmestanps and nessage | Ds prevent replay attacks.

- **Deni al of Service**: Servers SHOULD inplenent rate limiting.

| ANA Consi der ations

Thi s docunent requests |ANA to assign a TCP port nunber (5240) for
ZSMP and a service nanme ("zsnmp"). Additional nessage types nmay be
registered in the future.
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anpl e Message Fl ow

Client A -> Server: Authenticate with ECDSA signature over TLS
Server -> Cient A Authentication success

Client A -> Server: Key exchange (ECDH public key) to Client B
Server -> Client B: Forward key exchange

Client B -> Server: Key exchange response

Server -> Client A: Forward response

Client A -> Server: Encrypted nessage

Server -> Client B: Forward encrypted nessage
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