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Abst ract

Current source address validation (SAV) on an AS s provider
interfaces mainly relies on | oose uRPF, which cannot defend agai nst

I P spoofing using routable prefixes and is ineffective when a default
route is present. This docunent describes a *franmework* for provider
interface source address validation agai nst spoofing of custonmer cone
source prefixes (PI-SAV for CC). Two architectural approaches are

pr esent ed:

* *P|-SAV for Standalone CC: a static solution that builds a
bl ockl i st based on topology information from BGP RI Bs, RPKI ASPA,
and local configuration (SLURM etc. It requires no inter-AS
comruni cati on.

* *P|-SAV for Standal one+ CC*: an enhanced sol ution that uses
| i ght wei ght query-response coordi nati on between the top AS and
menber ASes to identify sub-cones that do not actually cause
traffic detours, thereby enlarging the effective blocklist.

Thi s docunent is *informational * and provides only the franmework,
conceptual procedures, and requirenents for future protocol
specifications. Detailed wire protocols (e.g., for partial transit
i nformati on provisioning or for query-response nmessagi ng) are out of
scope and will be defined in separate docunents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Huang, et al. Expi res 26 Novenber 2026 [ Page 1]



Internet-Draft Pl - SAV for CC Sources

May 2026

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

This Internet-Draft will expire on 26 Novenber 2026.

Copyright Notice

It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i nclude Revised BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.

PN O

o s

8

8.

I nt roducti on

.1.  Term nol ogy . .
.2. Requirenents Language .

Basi ¢ Sol ution: Pl-SAV for St andal one CC

General Procedure for SCC Sol ution
Requirenents for SCC Solution . .
.2.1. Conpl ete Menber AS Di scovery (H| dden ASes)
.2.2. Detection of Alternative Transit Providers
.2.3. MOAS Prefix Handling . .
rrproved Sol ution: PI-SAV for St andal one+ CC
. Mdtivations and Qperational Assunptions .
Quer y- Response Coordinati on Mdel . .
Requi rements for a Future Communication Prot ocol

Dat a Conpl et eness Requirenents
I ncrenental Depl oynent and Bli nd Spots

1

2

3

Depl oynment and Managenent Consi derations
1

2

3 I ndependence Degree as a Metric .

.4. Feedback-Driven Refinenent

Future Work: Protocol Specification Roadrrap .
Security Consi derations .

| ANA Consi der ations .

Ref er ences .

1. Normative Ref erences

2. Informative References

Aut hors’ Addr esses

Huang,

et al. Expi res 26 Novenber 2026

QOO ~NOOOUITOITOTWW

RPRRRRRRPRRRRRR
COOUITNUIURWWNNREO

[ Page 2]



I nternet-Draft Pl - SAV for CC Sources May 2026

1. Introduction

As described in [ RFC3704], [RFC8704], and
[1-D.ietf-savnet-inter-domai n-problemstatenent], current source
address validation on AS provider interfaces is nmainly based on the
| oose uRPF nechanism This mechani smcan only check whether the
source address is a valid internet prefix but cannot provide
protection for routable prefixes spoofing. Furthernore, if the AS
has a default route (many stub ASes configure default routes to
reduce BGP processing and FIB table pressure), the protective effect
of |l oose uRPF on routable prefixes will also be nullified.

Meanwhil e, normally the vast majority of DDoS attack traffic flows
into the local network through the provider interface side. Studies
further indicate that reflective anplification attacks based on
source address spoofing are anong the nost preval ent types of |arge-
scal e DDoS att acks.

The solutions described in this document, based on the customer cone
(CC) source address information and its routing characteristics,
generate the provider interface based source prefix blocklist for the
custoner cone prefixes (IBB-npbde in

[1-D.ietf-savnet-general -sav-capabilities], or |BA-node conbined with
| oose uRPF if applicable). The design goal is to prevent spoofing
packets with the custoner cone prefixes fromflowing into the |oca
net wor ks, which can reduce the threat of reflective anplification
DDoS attacks that |everage | ocal servers to target |ocal users

This docunent is intentionally limted to an *infornmationa
framework*. It describes the solution architecture, operationa
assunptions, and requirenents for both Standal one CC and Standal one+
CC. The actual protocols for obtaining partial transit informtion
(Section 2.2) and for query-response coordination (Section 3.3) are
left for future specifications. This approach allows the comunity
to review and agree on the overall design before committing to
protocol details.

1.1. Term nol ogy
Customer Cone (CC): a set of ASes that includes an AS and its direct/
i ndirect custonmer ASes, including the custoner AS s custoner ASes and
so on, till the stub ASes.

CC-Top-AS: the top AS for the customer cone, which neans all other
ASes in the CC are its direct/indirect customer ASes.
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CC- Top- ASBR ASBR (AS Border Router) with the provider interface(s)
of the CC Top-AS, which is the deploynent position for the solutions
in this docunent.

CC-Menber-AS: an AS in the custonmer cone under the CC- Top-AS.

Partial Transit: a special transit provider service between two eBGP
nei ghbors, a | ess conmon but operationally significant scenario.

VWhen an AS (AS-a) receives BCGP update messages fromits customer AS
(AS-b), it dissenminates the nessages only to its peer AS(es) and

ot her custoner AS(es), not to its upper transit providers as usual.
In this case, AS-a is partial transit provider for AS-b. Parti al
transit can make the customer AS (and its sub-CC) invisible for the
upper transit AS.

CC-sub-Transit-AS: a CC-Menber-AS that has alternative transit
provi der(s) outside the CC

Sub-Transit-CC. the custonmer cone of a CC- sub-Transit-AS (including
the CC-sub-Transit-AS and its direct/indirect customer ASes).
According valley-free policy of BGP routing, traffic fromthe Sub-
Transit-CC to other CC Menber-AS may go through the alternative
transit link and provider interfaces of CC Top- ASBR

St andal one CC (SCC): a subset of CC, all ASes within a Standal one CC
share same transit provider(s) on the CC Top-AS (i.e. no menber AS of
a Standal one CC has an alternative transit provider outside the CO),
all Sub-Transit-CCs in the CC nust be excluded. Based on the valley-
free principle of BG routing, traffic between Standal one CC hosts
will not go through the CC Top-AS s provider interfaces.

St andal one+ CC (SPCC): a superset of a Standal one CC that includes
the Sub-Transit-CC(s) for which no detour actually occurs for intra-
CCtraffic. |In other words, traffic between Standal one+ CC hosts
will not go through the provider interfaces of the CC Top-AS. Note
that the range of Standal one+ CC may change dynanically due to
traffic engineering configuration or transit link failure.

Detour Path: in the context of this document, a detour path refers to
a route taken by intra-CC traffic that enters the CC via a provider
interface of the CC-Top-AS (i.e., the traffic flows from an external
alternative provider into the CC). Such a path nakes the

correspondi ng source prefix unsuitable for the PlI-SAV bl ocklist,
because legitimte packets with that source prefix may enter the CC
through that interface.
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I ndependence Degree: a netric that evaluates the degree of

i ndependence of a Standal one CC or Standal one+ CC within its customer
cone, defined as the percentage of IP prefixes inside the CC that
qualify as belonging to the Standal one CC or Standal one+ CC. A

hi gher | ndependence Degree indicates that a |arger fraction of the
customer cone’s prefixes can be protected from spoofing via the

provi der interface bl ocklist.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. Basic Solution: PI-SAV for Standal one CC
2.1. Ceneral Procedure for SCC Sol ution

The PI-SAV for Standal one CC solution focuses on constructing the

St andal one CC by deducting Sub-Transit-CCs fromthe whol e CC without
om ssion, and then generating a source prefix blocklist for the

St andal one CC (after subtracting prefixes with nultiple origin ASes).

St andal one CC construction requires conplete know edge of the CC
Menber - ASes and whet her each of them has an alternative transit
provi der outside the CC. The general procedure for a CC Top-ASBR to
generate the Pl-SAV bl ocklist for Standalone CCis as follows:

1. *Initial CC Menber-AS collection*: includes (a) ASNs for all
direct custonmer ASes of the CC Top-AS (obtained fromsystem
configuration), and (b) partial transit deployment information
for the target CC (using SLURM based | ocal managenent as
suggest ed) .

2. *CC construction*: based on the initial ASNs, find all CC Menber-
ASes by searching the local-RIBs for ASes that appear under the
initial ASNin the AS-PATHs. The transit relationship between
menber ASes nmust be saved for |ater Sub-Transit-CC construction.
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3. *Sub-Transit-CC construction*: check whether any alternative
transit provider outside the CC exists for each CC Menber-AS. |f
such a provider exists, mark the AS as a CC-sub-Transit-AS. This
can be done using RPKI ASPA records
[I-D.ietf-sidrops-aspa-profile], and | ocal SLURM based support
for additional information is encouraged. |If the transit
provider information is not available for a CC Menber-AS, the AS
MJUST be marked as a CC-sub-Transit-AS. Then construct the Sub-
Transit-CC for each CC sub-Transit-AS.

4. *Standal one CC construction*: deduct all the Sub-Transit-CCs from
the original CCto formthe Standal one CC

5. *lnitial prefix list generation*: based on |ocal-RI Bs, collect
all prefixes originated fromthe menber ASes of the Standal one
cC

6. *Final prefix blocklist generation*: check whether any prefix in
the initial list has nultiple origin ASes (MOAS). If a prefix is
originated not only by AS(es) inside the CC but al so by AS(es)
outside the CC, deduct it fromthe initial list. MOAS prefix
identification can be based on RPKI ROA [ RFC9582] and/or |oca
ROA SLURM records. BGP adj-RIBs-in can also be used to identify
external origins.

2.2. Requirements for SCC Sol ution

The Standal one CC solution relies on three distinct types of
information to correctly construct the blocklist. Each is described
bel ow as a set of requirenments, independent of any particul ar

i npl erent ati on or external database (e.g., RPKI ASPA). This
separation ensures that the framework renmai ns inpl enentati on-agnostic
and can be satisfied by different mechanisnms (e.g., |oca
configuration, future protocols, or a conbination).

2.2.1. Conplete Menber AS Discovery (Hi dden ASes)
The CC- Top-AS nust know the full set of CC Menber-ASes, including
those that may be invisible fromlocal-RIBs due to partial transit
rel ati onshi ps or No- Export BGP communiti es.
*Requi rement s*:
* *(pservability gap*: BGP local-RIBs alone is insufficient to

guarantee a conplete view Hi dden ASes (child ASes that do not
advertise their prefixes upward) cannot be autonmatically inferred.
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2.2.2.

*Explicit provisioning*: If a CC Menber-AS engages in parti al
transit or otherwi se hides its prefixes fromthe CC Top-AS, the
operator of the CC Top-AS MIST explicitly supply this information,
e.g., via local SLURM [ RFC8416] entries or a future declarative
protocol. The CC Top-AS cannot "assune" a hidden subtree; it can
only act on explicitly known information.

*Future specification*: A future specification document MAY define
a mechanism (e.g., an extension to RPKI ASPA or a BGP attribute)
for an AS to voluntarily declare its partial transit

rel ati onshi ps, thereby naking hidden ASes di scoverable. Until
such a mechani sm exi sts, operators must rely on | ocal
configuration.

*Handling missing information*: If the CC Top-AS | acks information
about whether a particular custoner AS has hi dden downstream ASes,
it is inpossible to nake a safe assunption for Standal one CC - the
construction of Sub-Transit-CC related to the hidden AS ni ght be
omtted. Therefore, operators MJST ensure that no partial transit
information is mssing, either via local configuration or a future
specification; otherw se, they MIJST use the Standal one+ CC
solution (Section 3), which can dynam cally di scover hidden ASes
through the diffusion-based query nechanism (R7 in Section 3.3).
Thi s requirenent ensures that SCC is depl oyed only where topol ogy
information is conplete, avoiding unsafe default assunptions.

Detection of Alternative Transit Providers

For each CC-Menber-AS, the CC Top-AS nust deterni ne whether that AS
has any transit provider outside the CC. Such ASes are narked as CC
sub-Transit-AS, and their entire sub-cone is excluded fromthe

St andal one CC.

*Requi rement s*:

*

Huang,

*Provi der set conpl eteness*: The CC- Top-AS MJST obtain the set of
all transit providers for each CC Menber-AS. This can be done
usi ng RPKI ASPA records [I-D.ietf-sidrops-aspa-profile], |ocal
SLURM or other neans.

*Safe default - assume external provider*: |If the provider
informati on for a CC-Menber-AS is inconplete or unavailable (e.qg.,
no ASPA record and no local override), the CC Top-AS MJST assune
that the AS has an external transit provider and therefore MJST
mark it as a CC-sub-Transit-AS. This ensures that the bl ocklist
never incorrectly includes prefixes that m ght have a feasible

det our path.
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2.2.3. MOAS Prefix Handling

A prefix originated by multiple ASes (MOAS) MJIST be excluded fromthe
blocklist only if at | east one of its origin ASes |lies outside the
Standalone CC. If all origin ASes are inside the Standal one CC, the
prefix MAY remain in the blocklist (internal MOAS does not create a
det our path).

Detecting external origins is challenging due to two inherent
limtations:

* *Best-path-only visibility*: BGP best path selection hides
alternate origin ASes fromthe Loc-RIBs (Adj-RIBs-in may al so be
m ssi ng) .

* *Adj-RIBs-in inconpleteness*: Menory-constrained routers may not
retain a full Adj-RIBs-in.

*A practical deploynment* SHOULD conbi ne the follow ng information
sour ces:

*  *RPKI ROA* - Preferred when valid records exist.

* *Local SLURM* - Operator-provided overrides (especially for
critical prefixes).

* *BGP Adj-RIBs-in* - Usable as a supplenmentary signal, with
recognition that it may be inconplete.

If external origin information is inconplete, the operator MAY choose
a local policy:

* *Conservative (RECOMVENDED)*: Exclude the prefix fromthe
bl ocklist unless it can be confidently determ ned that no externa
origin exists. This avoids false blocking at the cost of reduced
protection.

* *Qptimstic*: Include the prefix in the blocklist unless an
external origin is positively confirmed. This maxim zes
protection but risks blocking legitimate traffic if an unknown
external origin exists.

Operators should weigh the inpact of fal se blocking (denial of
service for legitimte customers) versus under-protection (spoofing
risk). Feedback from depl oynent (see Section 4.5) can help refine
the information over tinme.
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3. Inproved Solution: PI-SAV for Standal one+ CC
3.1. Mtivations and Operational Assunptions

Al though an alternative transit |ink nay cause traffic between CC
menber ASes to detour through provider interfaces of the CC Top-AS
such detours normally only happen under specific routing policy
configurations or internal transit path failures. |In many cases,
Sub-Transit-CCs do not actually use their external providers for
intra-CC traffic.

St andal one+ CC rel axes the strict exclusion of all Sub-Transit-CGCs.
Instead, it verifies whether detours actually occur, and includes
those Sub-Transit-CCs (or even finer-grained prefixes) that have no
detour. This can significantly inprove the prefix independence
rati o, especially for deep custonmer cones.

The Standal one+ CC sol ution assumes a communi cati on mechani sm bet ween
the CC- Top-AS and CC- Menber-ASes. This docurment only describes the
conceptual nodel and the requirenents for such a conmmuni cation
protocol; the actual protocol design is left for future Standards
Track docunents.

3.2. Query-Response Coordi nation Mde

In the conceptual nodel, the CC Top-AS sends *queries* to menber ASes
to determ ne whether detour paths actually exist. Two comunication
approaches are possible:

* *Targeted queries*: The CC Top-AS first constructs the CC topol ogy
(using BGP RIB and possibly RPKI/ASPA) to identify which nmenber
ASes have or may have alternative transit providers. It then
sends queries only to those CC sub-Transit-ASes. This approach
requires pre-existing topol ogy know edge and connectivity
informati on for the targeted ASes.

* *Dj ffusion-based queries (recommended)*: The CC Top-AS injects the
query into BGP (e.g., as a new BGP attribute or NLRI) and relies
on existing BGP propagation to deliver the query to *all* CC
Menber - ASes. This approach requires no pre-conputed topol ogy and
natural ly reaches all ASes, including those that woul d ot herw se
be hidden due to partial transit. Mreover, it allows nenber ASes
to respond not only with "no detour" indications but also with
auxiliary information (e.g., hidden AS, their provider set, MOAS
origins), thereby *replacing or conpl enenting out - of - band
registries* (RPKI ASPA, ROA and SLURM etc.) for Standal one CC
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The *di ffusion-based nodel* is the recormended baseline for
St andal one+ CC, because it:

* Elimnates the need for pre-conputed CC topol ogy before queries,

* Reaches all menber ASes without requiring their explicit
addr esses,

* Enabl es increnmental deploynment (ASes that ignore the BGP attribute
sinmply do not respond; the CC Top-AS then assunes a detour),

* Provides a unified channel for both detour detection and topol ogy/
prefix information collection.

Two operational nodes are defined, regardl ess of the underlying
communi cati on nodel

* *Conservative node*: The CC- Top-AS starts with the Standal one CC
as the initial blocklist. It then sends a query to nenber ASes
(via the chosen mechanism. |If a menber AS responds that no
detour exists for its sub-cone (or for specific prefixes), the CC
Top- AS adds the correspondi ng prefixes to the Standal one+ CC
bl ocklist. Non-responsive ASes are assuned to have a detour

* *Aggressive node*: The CC- Top-AS starts with the whole CC as the
initial blocklist. It then sends a query. |If a nenber AS
responds that a detour does exist, the CC Top-AS renopves the
correspondi ng prefixes fromthe blocklist. Non-responsive ASes
are also treated as having a detour after a timeout. This node
wor ks best when nobst nenber ASes support the protocol

The detailed timng, retransm ssion, and state machi nes depend on the
chosen conmuni cation nodel and are left for future specification

The remai nder of this docunent assumes the diffusion-based nodel as
the reference; the targeted nodel is considered an optiona
sinplification (e.g., for small-scal e deploynents).

3.3. Requirenments for a Future Comunication Protoco

The SPCC sol ution requires a comunication nmechani sm between the CC
Top- AS and CC- Menber-ASes to exchange queries and responses. This
docunent does not define a protocol; instead, it lists the nmandatory
requirenents that any future Standards Track protocol MJST sati sfy.

*Rl - Query dissenination*: The query MJST be deliverable to all CC
Menber - ASes wi thout requiring the CC-Top-AS to pre-conpute their
identities or addresses. A diffusion nechanismthat |everages

exi sting BGP propagation (e.g., a new BGP attribute or NLRI) is
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4.

RECOMVENDED. The query MJST include at |east: - A unique query
identifier, - The node (conservative or aggressive), - A tineout
val ue (default recommended 30 seconds), - Optionally, a list of
specific ASes or prefixes to be checked.

*R2 - Response collection*: A CC Menber-AS that receives a query MJST
be able to send a response back to the CC Top-AS. The response MJST
include: - The sane query identifier, - For each checked item an

i ndi cation of whether a detour path is observed (or, in fine-grained
operation, a list of prefixes with no detour).

*R3 - Transport reliability*: The response channel MJST provide
reliable delivery (e.g., TCP). The query channel MAY use an
unreliable or reliable transport; if unreliable, the protocol MJST
define retransm ssion or fallback behavior.

*R4 - Security*: Al communicati on MUST be aut henticated and
encrypted to prevent forgery of "no detour" responses. Use of TLS
with router certificates i s RECOVMENDED.

*R5 - Tineout and fallback*: If the CC Top-AS does not receive a
response within the tineout, it MJST assune that a detour exists for
the correspondi ng ASes or prefixes (i.e., they are excluded fromthe
St andal one+ CC bl ocklist).

*R6 - Increnental updates*: To avoid obsolete blocklist entries that
coul d cause fal se bl ocking, a CC Menber-AS MJST send unsolicited
updat e nessages to the CC-Top-AS when its routing state changes
(e.g., a previously direct path becones a detour path, or a detour
path reverts to direct). The CC Top-AS MJST NOT rely on periodic
pol I'i ng.

*R7 - Auxiliary information collection*: In addition to detour

i ndi cations, the protocol MAY allow a CC- Menber-AS to include in its
response other information that is useful for Standal one CC, such as:
- Its conplete set of transit providers (including those outside the
CC), - Prefixes that are originated by it but hidden fromthe CC Top-
AS (e.g., due to No-Export), - MOAS prefixes and their origin ASes.
This capability allows Standal one+ CC to gradually *repl ace* out-of-
band registries (Partial Transit, RPKI ROA/ MOAS, RPKI ASPA, SLURM
etc.) for the purpose of constructing the initial Standal one CC

bl ocklist, thereby reduci ng depl oynent dependenci es.

The detail ed design of message formats, state machi nes, and | ANA
registrations is left for future specification.

Depl oynment and Managenent Consi derations
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4. 1.

Dat a Conpl et eness Requirenents

Depl oyi ng Standal one CC requires different |evels of conpl eteness for
different types of information

*

*H dden ASes (conplete subtree missing)* - This is the nost
critical gap. |If a whole AS (and its downstreamnm) is invisible due
to partial transit, the operator MJST supply that information
(e.g., via SLURM or use Standal one+ CC instead. Wthout it, the
bl ocklist may incorrectly retain prefixes that actually have a

det our path, causing fal se bl ocking.

*Provider set (alternative transit providers)* - For any AS where
the operator provides explicit provider information (e.g., via
SLURM or ASPA), that informati on MJUST be accurate and conplete for
that AS. However, the operator is NOT required to provide
informati on for every AS; for ASes without explicit data, the safe
default (assunme external provider) applies, which avoids false

bl ocki ng at the cost of reduced protection.

*Prefix list (originated prefixes)* - The CC Top-AS collects
prefixes fromlocal-RIBs. Mssing prefixes (e.g., due to No-
Export) sinply reduce protection (the blocklist is snaller) and do
NOT cause fal se bl ocking. No conpl eteness guarantee is required.
However, when a hidden AS is discovered (by explicit provisioning
or via Standal one+ CC), operators are encouraged to also retrieve
the conplete prefix list of that AS to inprove protection

cover age

*MOAS external origins* - As discussed in Section 2.2.3,

i nconplete external origin information may |lead to fal se bl ocking
if an optimstic policy is used, or under-protection if a
conservative policy is used. Operators should choose a policy
that matches their risk tol erance and use the feedback nmechani sm
(Section 4.5) to refine their information.

Thi s graduat ed approach allows operators to depl oy Standal one CC with
manageabl e assunpti ons, understandi ng where gaps are safe and where
they are not.

4. 2.

I ncrenental Depl oynent and Blind Spots

The sol utions support increnental deploynent within a region. Not

al |

menber ASes need to support Standal one+ CC comuni cation. For

those that do not, the CC Top-AS MJST assune that detours exi st
(i.e., exclude them from Standal one+ CC). Over tinme, as nore ASes
adopt the protocol, the blocklist can expand.
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For Standal one CC, blind spots (e.g., hidden ASes due to partia
transit) can be addressed by |ocal SLURM configuration. Operators
shoul d prioritize configuring SLURM entries for custonmer ASes that
are known to have conpl ex routing policies.

4.3. Independence Degree as a Metric

The Prefix I ndependence Degree defined in Section 1.1 can help
operators evaluate the potential benefit of PlI-SAV for CC before

depl oynent. For exanmple: - If the Independence Degree for Standal one
CCis high (e.g., >80%, the static solution already provi des good
coverage. - If it is low for Standal one CC but high for Standal one+
CC (e.g., >80%, deploying Standal one+ CC (with the commruni cation
protocol) is beneficial. - If both are | ow, the customer cone may be
too intertwined with external providers, and Pl-SAV for CC may offer
limted protection.

These thresholds are illustrative; operators should deternmine their
own based on network topology and risk tol erance.

4. 4, Feedback-Dri ven Refinenent

The Standal one CC and Standal one+ CC solutions rely on static or
dynanically coll ected topology information. Inconplete infornmation
(e.g., hidden ASes due to partial transit, unknown externa

provi ders, or MOAS origins) can |lead to suboptiml blocklists -

ei ther under-protection or false bl ocking.

To address this, an operator MAY depl oy a feedback | oop that uses
*observed SAV validation results* to refine the information base.
This applies to all types of information gaps discussed in Section 2
(hidden ASes, alternative providers, MOAS), as well as inconplete
ASPA or SLURM entri es

*Exanpl e feedback | oop*:

* *Detection*: The ASBR | ogs dropped packets (sanpled) and their
source prefixes that are bl ocked by the PI-SAV blocklist. If a
prefix is frequently dropped but the operator |ater deterni nes
that the traffic is legitimte (e.g., through custoner reports or
traffic analysis), this indicates a possible fal se positive.

* *|nvestigation*: The operator investigates the topol ogy around
that prefix. The investigation nay reveal previously m ssing
i nformati on, such as an undi scl osed external transit provider, a
hi dden AS, or an unknown MOAS ori gin.
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* *Refinement*: The operator updates the local SLURM or, if using
St andal one+ CC, triggers a new query to collect fresh information
The updated information is used to regenerate a nore accurate
bl ockl i st.

Conversely, if spoofed packets with a CC source prefix are observed

entering through a provider interface, that indicates the

correspondi ng prefix should have been excluded fromthe bl ockli st.

The operator can then simlarly investigate and refine the

i nformati on base

The feedback | oop can be seni - aut omat ed:

* The ASBR exports sampled drop logs to an offline collector.

* An anal ytics process correlates drops with known topol ogy and
flags anomal ous patterns (e.g., a prefix that experiences a high
drop rate but has no known external provider).

* Alerts are raised for operator review and potential SLURM updates

Over tine, this iterative process hel ps the system converge to a nore
accurate bl ocklist, conpensating for initial information gaps.

5. Future Wirk: Protocol Specification Roadmap
Thi s docunent intentionally does not define wire protocols for
* Provisioning of partial transit information (see Section 2.2.1),
* Query-response coordi nation for Standal one+ CC (see Section 3.3).
The authors intend to collaborate with the SAVNET WG to produce one
or nore Standards Track docunments that specify these protocols.
Possi bl e directions include:

* Extending RPKI ASPA to carry partial transit declarations,

* Defining a BGP attribute or a new NLRI for query dissem nation
(the diffusion-based nodel described in Section 3.2),

* Designing a |ightweight TCP-based protocol with TLS for responses.
Among t he possi bl e comruni cati on nodel s, the diffusion-based (BGP-
i ntegrated) approach is preferred for its scalability and ability to

al so collect topology information. Future specifications may al so
define a targeted query node as a |lightweight alternative
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These future specifications will update or extend the framework
described in this docunent. |Inplenmenters are encouraged to
experinment with the framework and provi de feedback

6. Security Considerations

The security considerations for PI-SAV for CC mainly relate to the
communi cati on nechani smfor Standal one+ CC. As required in

Section 3.3, any future protocol MJST provide authentication and
encryption to prevent an attacker fromforging "no detour" responses,
whi ch woul d cause the CC-Top-AS to incorrectly include a Sub-Transit-
CCin the blocklist, leading to denial of service for legitimte
traffic.

Additionally, the source prefixes used in response messages shoul d
not be bl ocked by the PI-SAV blocklist itself; otherw se, responses
may be dropped. This can be avoided by ensuring that the response
channel uses source addresses that are not in the blocklist (e.g.,

addresses from a dedi cat ed nanagenment networ k).

For Standal one CC, security considerations are limted to the
correctness of the input data (BG RIB, RPKI, SLURM. Incorrect or
inconplete data may result in a blocklist that either m sses spoofed
packets (under-protection) or blocks legitimte traffic (over-
protection). Operators should validate their data sources and use
the feedback nechanism (Section 4.5) to detect and correct

i nformati on gaps.

7. 1 ANA Consi derations
Thi s docunent includes no request to | ANA
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