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Abst ract

Current source address validation (SAV) on AS s provider interfaces
primarily relies on | oose uRPF, which can protect against |P spoofing
based on unannounced internet prefixes but lacks the ability to

def end agai nst spoofing based on valid internet prefixes.

Furthernmore, if a default route is present, this protection is
effectively nullified.

Based on the traffic flow characteristics between the ASes in a
custoner cone, this docunent describes a general solution
architecture -- provider interface SAV for custoner cone source
spoofing (PlI-SAV for CC). This nechani smcan be applied on the
provider interfaces of an AS to prevent spoofing traffic with the
cust omer cone source addresses fromflowing into the local AS and its
custoner cone. Specially, this nmechanismoffers protection against
reflective anplification DDoS attacks that |everage | ocal servers to
target victins within the custoner cone

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 15 August 2026
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1. Introduction

As described in

[ RFC3704] [ RFC8704] [ | -D.i et f - savnet -i nt er - dorai n- probl em st at enent |,
current source address validation on AS provider interfaces is mainly
based on the | oose uRPF nmechanism This nechani sm can only check
whet her the source address is a valid internet prefix but cannot
provide protection for routable prefixes spoofing. Furthernore, if
the AS has a default route (many stub ASes configure default routes
to reduce BGP processing and FIB table pressure), the protective
effect of |oose uRPF on routable prefixes will also be nullified.
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Meanwhil e, normally the vast majority of DDoS attack traffic flows
into the local network through the provider interface side. Studies
further indicate that reflective anplification attacks based on
source address spoofing are anong the nost preval ent types of |arge-
scal e DDoS att acks.

The sol utions described in this docunment, based on the customer cone
(CC) source address information and its routing characteristics,
generates the provider interface based source prefix blocklist for
the customer cone prefixes (IBB-nbde in

[1-D.ietf-savnet-general -sav-capabilities], or |BA-node conbined with
| oose uRPF if applicable). The design goal is to prevent spoofing
packets with the custoner cone prefixes fromflowing into the |oca
net wor ks, which can reduce the threat of reflective anplification
DDoS attacks that |everage | ocal servers to target |ocal users

In contrast to | oose uRPF, the key advancenent of the PI-SAV for CC
mechanismis its ability to create a precise blocklist for _routable_
source prefixes belonging to the | ocal customer cone, thereby
preventing spoofing even when a default route is used.

Section 4 introduces the basic solution: Pl-SAV for Standal one CC
This solution focuses on how to construct a Standal one CC -- a subset
of CC, in which all menber ASes share transit providers on the top AS
of the CC, no any other alternative transit provider. Under the

val l ey-free principle of BGP routing, the traffic between the hosts
in the Standal one CC nmust not traverse the provider interfaces of the
CC-Top-AS, so a PlI-SAV source prefix blocklist can be generated based
on this Standal one CC

Section 5 introduces the inproved solution: PI-SAV for Standal one+
CC. This solution does not sinply assunme alternative transit
provider will cause CC traffic detour through the provider interfaces
as the PlI-SAV for Standal one CC sol ution does, but to check whether
there is route policy configuration or link failure causing so. |If
no detour exists, a Standal one CC+ can be fornmed by adding the
correspondi ng ASes (the sub-CC under the alternative transit
provider) to the Standal one CC. By doing so, a nore conplete PI-SAV
prefix bl ocklist can be formed based on the Standal one+ CC. The
mechani sm for Standal one+ CC sol ution can al so be used to enhance

St andal one CC sol ution, working as an in-band channel to get provider
i nformati on of CC-Menber-AS in stead of relying on out-band RPKI ASPA
or SLRUM records.
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Note that this docunment mainly el aborates the basic principles and
general procedures of the solutions, the details for additiona
informati on provisioning (e.g. Partial-Transit object management) or
conmuni cati on protocol between ASes for Standal one+ CC is not

i ncl uded.

1.1. Termi nol ogy

Customer Cone (CC): a set of ASes that includes an AS and its direct/
i ndirect custonmer ASes, including the custoner AS s custoner ASes and
so on, till the stub ASes.

CC-Top-AS: the top AS for the customer cone, which neans all other
ASes in the CC are its direct/indirect custoner ASes.

CC- Top- ASBR: ASBR (AS Boarder Router) with the provider interface(s)
of the CC Top-AS, which is the deploynent position for the solutions
in this docunent.

CC-Menber-AS: an AS in the customer cone under the CC- Top-AS

Partial Transit: a special transit provider service between two eBGP
nei ghbors, which is rarely deployed in the wild. Wen an AS (AS-a)
receives the BGP update nessages fromits custonmer AS (AS-b), it

di ssemi nates the nessages only to its peer AS(es) and ot her customer
AS(es), not to its upper transit providers as usual. |In this case,
AS-a is partial transit provider for AS-b. Partial transit can make
the customer AS (and its sub-CC) invisible for the upper transit AS.

CC-sub-Transit-AS: a CC-Menmber-AS that has alternative transit
provi der (s) outside the CC

Sub-Transit-CC. the custoner cone of a CC sub-Transit-AS (including
the CC-sub-Transit-AS and its direct/indirect customer ASes).
According valley-free policy of BGP routing, the traffic fromthe
Sub-Transit-CC to ot her CC-Menber-AS rmay go through the alternative
transit link and provider interfaces of CC Top- ASBR

St andal one CC. a subset of CC, all ASes within a Standal one CC share
sanme transit provider(s) on the CC-Top-AS, i.e. the nmenber AS of a
St andal one CC has no alternative transit provider outside the CC, all
Sub-Transit-CCes in the CC nust be excluded. Based on the valley-
free principle of BG routing, the traffic fl ow between the

St andal one CC hosts will not go through the CC Top-AS s provider

i nterfaces.
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1.

2.

St andal one+ CC. a superset of a Standal one CC that includes the Sub-
Transit-CC(s) which has no detour happened for the CCtraffic, i.e.,
traffic between Standal one+ CC hosts will not go through the provider
interfaces of the CC-Top-AS. Note that the range of Standal one+ CC
may change dynanmically due to traffic engineering configuration or
transit link failure.

I ndependence Degree: a netric that evaluates the degree of

i ndependence of a Standal one CC or Standal one+ CC within its customer
cone. It is defined as the percentage of ASes or prefixes inside the
CC that qualify as Standal one/ St andal one+ CC. Two variations are
consi der ed:

* AS I ndependence Degree: The ratio of Standal one/ Standal one+ ASes
within the CCto the total ASes in the CC

* Prefix I ndependence Degree: The ratio of Standal one/ St andal one+
prefixes within the CCto the total prefixes in the CC

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Basi ¢ Sol ution: PI-SAV for Standal one CC

The PI -SAV for Standal one CC solution nainly focuses on solving two
key problens: 1) constructing the Standal one CC by deducting the Sub-
Transit-CC(es) fromthe whole CC without any om ssion, and 2)
generating source prefix blocklist for the Standal one CC by
subtracting the prefix(es) with multi-origin AS.

St andal one CC construction requires the conplete know edge of the CC
Menber - AS and whet her each of them has alternative transit provider
outside the CC. Basically, CC Top-ASBR can get the complete |ist of
CC menber AS based on BGP local-RIBs if there is no Partial Transit
inmplemented in the CC, that is, ASBR needs to know whether there is
any Partial Transit applied in the CC to guarantee the conpl et eness
of CC nenber AS list. Note that, although RPKI ASPA
[1-D.ietf-sidrops-aspa-profile] can cover the know edge of parti al
transit, and itself can also be used to find the list of CC nenber
AS, it is not recormended to primarily rely on RPKI ASPA for
generating CC nenber list. 1) It will be a long run for RPKI ASPA
regi stration getting ubiquitous, and nore inportantly, ASPA record

t hensel ves cannot indicate whether all ASes have registered. 2)
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Ti mel i ness due to RPKI record update latency. It is normal situation
that the RPKI record updates |ay behind the real network changes. 3)
It needs to search for all the ASPA records per customer |ayer, and
carefully deal with the race condition between RPKI ASPA records.

Wi | e Standal one CC gets constructed, the initial prefix blocklist
for PI-SAV can be generated based on |ocal -RIBs. However, prefix in
this list may get involved with nultiple origin, that is, the same
prefix may al so be announced by CC outside network. Furthernore,
different ASes in the CC may choose different origin AS path for a
specific MOAS prefix, in this case, legitimate traffic with this
source prefix may flow in the CC through provider interfaces of the
CC, so the CC source prefixes with outside origin AS should be
deducted fromthe initial blocklist. The know edge of MOAS prefix
may be covered by RPKI ROA [ RFC9582] and/or RPKI RCA SLURM

Based on the above di scussion, the solution proposed in this docunent
constructs the Pl-SAV bl ocklist primarily based on | ocal -RI Bs

i nformati on and additi onal supports fromlocal SLURM and RPKI

records. The general procedure for CC Top-ASBR generating Pl-SAV

bl ocklist for Standal one CC |isted as bel ow

1. Initial CC Menber-AS collection. Includes 2 parts: a) ASNs for
all direct customer ASes of the CC Top-AS. The CC- Top- ASBR
shoul d have this information in its system b) Get parti al
transit depl oynment information (ASN of CC Menber-AS which only
partial transit with upper ASes in the CC) for the target CC
SLURM based | ocal managenent for partial transit information is
suggest ed.

2. CC construction. Based on the initial ASNs collected above, find
all CC Menber-ASes by searching the | ocal-RIBs for which is under
the initial ASNin the AS-paths. The transit relationship
bet ween nmenber ASes nust be saved for further Sub-Transit-CC
construction.

3. Sub-Transit-CC construction. Firstly, check whether there is any

alternative transit provider outside the CC for each CC Menber-
AS, mark the CC-Menber-AS as a CC-sub-Transit-AS if there is.
This can be done by RPKI ASPA records, and SLURM based | ocal
support for additional information is encouraged. Note, if the
transit provider information is not available for any CC Menber-
AS, the AS nust be marked as CC-sub-Transit-AS. Then construct
Sub-Transit-CC for each CC-sub-Transit-AS.

4. Standal one CC construction. Deduct all the Sub-Transit-CCes from
the CC to form Standal one CC.
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5. Generating the initial prefix list for the Standal one CC. Based
on BGP local -RIBs, collect all prefixes initiated fromthe nmenber
ASes of the Standal one CC

6. Final prefix blocklist generation. Check whether any prefix in
the initial list get involved with nmultiple origin AS (MOAS),
that is, the prefix is originated not only by the AS(es) inside
the CC but also by the AS(es) outside the CC, deduct the prefix
with MOAS fromthe initial list. MOAS prefix indentification can
be based on RPKI ROA and/or |ocal ROA SLURM records. Local - Rl Bs-
in can also be used to indentify whether there is any externa
origin AS for a CC source prefix. Note, router inplenentation in
current practice may not save all local-RIBs-in records, so it
needs further consideration if we want find all CC prefixes with
external origin AS

Note: the prefix blocklist nmust avoid inproper bl ock while generating
the prefix list, which means while a prefix is not sure and hard to
determi ne whether it should be included in the blocklist, just do not
include it. The hidden prefix described in
[1-D.ietf-savnet-inter-domai n-probl emstatenment] (No-Export and DSR
etc.) mght be the cases.

3. Inproved Solution: PI-SAV for Standal one+ CC

Al though alternative transit |link my cause the traffic between CC
menber ASes detouring through provider interfaces of the CC, however
the detour path, which normally is |onger path conpared to inner CC
pat h, only happens while specific routing policy configuration or
internal transit path failure making so. That is, traffic detour

t hrough provider interface for CC comunication is not the norma
case.

On the basis of the previous Pl-SAV for Standal one CC sol ution, the
initial goal of the PI-SAV for Standal one+ CC solution is to identify
as many prefixes as possible for the PI-SAV bl ocklist where the Sub-
Transit-CC they belongs actually has no detour happen. This solution
wi Il be nore neaningful if Standal one CC can only count a smal
portion of whole CC.

Anot her benefit of the inproved solution is that it can enhance PI-
SAV for Standal one CC sol ution by providing additional information
support via in-band channel (communication between CC nenber ASes),
rat her than heavily relying on out-band source (RPKI and/or |oca
SLURM, where the former can provide nore accurate, conplete, and
tinmely information support.

There are two npdes described in this docunent:
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1) Conservative Mde: This node starts fromthe Standal one CC,
form ng the Standal one+ CC by adding a Sub-Transit-CC back when it is
confirmed that no detour happened for this Sub-Transit-CC

2) Aggressive Mdde: This nbde starts fromthe whole CC, forning the
St andal one+ CC by pruning a Sub-Transit-CC out when it is confirned
that detour happened for this Sub-Transit-CC. The aggressive node
requires all CGC sub-Transit-ASes support cooperation with the CC Top-
AS based on the PI-SAV for Standal one+ CC sol ution.

3.1. Conservative Mde

The general procedures for Pl-SAV for Standal one+ CC conservative
nmode:

1) CC- Top- ASBR enabl es PI-SAV for Standal one+ CC conservative node.
The system sets the Standal one CC as the initial Standal one+ CC. And
then it sends a notification nessage to all CC Menber-ASes. The
information in the nmessage incl udes:

-- The node of PI-SAV for Standal one+ CC.

-- CC-Top-ASBR i nformation, including the router identification and infornmation about
how it can be connected for nmenber AS to response.

-- The CC Menber-AS and CC- sub-Transit-AS information.

After the notification nessage, update nessage nust be sent if
rel evant information changes.

2) CC- Member-AS receives the notification/update nessage. Based on
the BGP | ocal - RI Bs, CC-Menber-AS verifies whether it has preferred an
external transit provider for the BGP updates originated from CC
menber ASes. Then send response nessage back to CC Top- ASBR

Si nce then, response update nessage nust be sent while related route
pref erences change (due to routing policy or transit link status
change etc.).

3) CC-Top-ASBR receives the response nessage. It will add the
correspondi ng CC-sub-Transit-AS and its Sub-Transit-CCs into the

St andal one+ CC whil e the nmessage shows no detour through alternative
provi der.

4) CC- Top- ASBR generates bl ocklist for Standal one+ CC |ike Standal one
CC does, including deduction of MOAS prefixes.
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Note that, in conservative node, in case no response message is
received froma sub-transit-AS, it will be assuming that there is
external detour paths exist for it.

Based on the comruni cati on nmechani sm bet ween CC- Top- AS and CC- Menber -
AS, the procedure can also be used for enhancing PI-SAV for

St andal one CC solution. It can provide nore accurate, conplete and
real -tine feedback for additional information required, for exanple,
whet her a nmenmber AS has partial transit inplenented, has external
provi der existence, or a CC prefix with external origin AS, rather
than just relying on out-band pre-registration (RPKI or |ocal SLURM.

3.2. Aggressive Mde
The general procedures for PI-SAV for Standal one+ CC aggressi ve node:

1) When the CC- Top- ASBR enabl es Pl -SAV for Standal one+ CC aggressive
nmode, the systemsets the whole CC as the initial Standal one+ CC.
Then it sends a notification nmessage to all CC- Menber-ASes, the
information in the message is simlar with conservative node but with
aggressive node identifier.

After that, update nessage need to be sent if relevant information
changes.

2) The CC- Menber-AS receives the notification/update nmessage, based

on the BGP Local -RIBs, verifying whether it has preferred an external
transit provider for the BGP updates originated from CC nenber ASes.
Then send response nessage back to CC Top- ASBR

Si nce then, response update nessage nust be sent while related route
pref erence change (due to routing policy or transit link status
change etc.).

3) After CC Top-ASBR receives the response nessage, it will prune the
correspondi ng CC-sub-Transit-AS and its sub-standal one-CCs fromthe
initial Standal one+ CC while the nessage shows detour through

al ternative provider.

4) Only after CC Top-AS gets response fromall CGC sub-Transit-ASes,
generates blocklist for Standal one+ CC |i ke Standal one CC does,
i ncl udi ng deduction of MOAS prefixes.

Sane as the previous conservative nmode, this mechani smcan al so be
used for PI-SAV for Standal one CC sol uti on enhancenent.
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4. Considerations

Thi s docunent focuses on the general solution architecture for PI-SAV
for CC, including the communication nmechani sm between CC- Top-AS and
CC-sub-Transit-AS for PI-SAV for Standal one+ CC solution, the details
of protocol design is not included. Sone considerations:

4.1. Depl oynent Considerations.

The depl oynent position for the solutions is suggested for a region
center AS, rather than a top/high tier AS with conpl ex connection
across regions. This neans the ASes in the CC are nornally/ mainly
connected to outside internet through the region top AS, and it woul d
be easier and nore efficient for themto inplenent conprehensive Pl-
SAV for CC sol ution.

Meanwhi | e, the solution should allow the increnental deploynent in
this region/the CC, which neans sone nenber ASes may not support the
solution or sone information (e.g. ASPA records for sone ASes) may
not be available. However, 1) The partial transit informtion nust
be fully covered to avoid the hidden AS in the CC. 2) MOAS prefixes
must be fully identified to avoid related prefix inproper block

4.2. Security Considerations.

This is mainly related to the commruni cati on mechani sm bet ween ASes in
the Standal one+ scheme. Generally (not base on the detail ed protoco
design), the communicati on nechani sm nust be equi pped with the
reliability and security features inherent in conventional transport
protocols. Additionally, to avoid MTM (Man-in-the-m ddl e) attacks,
the protocol nessage can be encrypted and aut henticated based on
rout er - keys.

Note: the source prefix of response nessage should not be in the
bl ocklist in case the nessage needs to detour back through provider
interfaces, this can be done at early nornal situation

4.3. Operation and Managenent Consi derations
The depl oynent of PI-SAV for CC sol utions involves operationa
deci sions that can be guided by the | ndependence Degree netric
defined in this docunment. Operators may evaluate the feasibility and
benefit of deploying Pl-SAV for CC based on the follow ng aspects:

1) Using | ndependence Degree for Depl oynent Deci sion
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Before enabling PI-SAV for CC, the operator of the CC Top-AS may
comput e the AS | ndependence Degree or Prefix |Independence Degree for
the Standal one CC and Standal one+ CC. These netrics indicate the
coverage and effectiveness that can be achieved by the Standal one/
St andal one+ CC sol uti on.

* |f both degrees are high (e.g., above 80%, deploying the
St andal one CC sol ution can provide substantial protection with
relatively sinple operations.

* |f the degree for Standalone CC is noderate (e.g., 40%80% while
the degree for Standal one+ CC is higher (e.g., above 80%,
operators may consi der deploying the Standal one+ CC solution to
extend coverage, especially if there is evidence that many Sub-
Transit-CCs do not actually detour through external providers.

* |f the degrees are low (e.g., below 40%, the benefit of deploying
Pl-SAV for CC may be limited unless the Standal one+ CC sol ution
wi th aggressive node is supported by nost nenber ASes.

2) Monitoring and Reporting

It is recomended that inplenentations provide nonitoring
capabilities for Independence Degree over tinme. Operators should
track:

* Changes in AS and prefix counts within the CC, Standal one CC, and
St andal one+ CC.

* Reasons for exclusion of ASes or prefixes (e.g., due to
alternative transit, MOAS, partial transit).

* Alerting when |Independence Degree falls bel owincreases over a
configured threshol d.

Such monitoring hel ps operators understand the dynam cs of their
customer cone and adjust PlI-SAV policies accordingly.

3) Increnmental Deploynment and Cooperation

Even if the Independence Degree is initially Iow, increnental

depl oynent renmi ns possible. Operators nmay start with a pilot

depl oynent anobng a subset of cooperative nmenber ASes (e.dg., those
without alternative transit). The Standal one+ CC solution’s
communi cati on nmechani sm can be used to gradually expand coverage as
nmore menber ASes parti ci pate.

Huang, et al. Expi res 15 August 2026 [ Page 11]



I nternet-Draft Pl - SAV for CC Sources February 2026

Operators should al so consi der establishing agreenents or incentives
for CC Menmber-ASes to share accurate provider and MOAS information,
thereby inmproving the accuracy and conpl et eness of | ndependence
Degree cal cul ation and PI-SAV bl ocklist generation.

5. | ANA Consi derati ons

Thi s docunent includes no request to | ANA
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