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Abstract

The Resource Public Key Infrastructure (RPKI) provides a framework
for Route Origin Validation (ROV), but its depl oynent faces two
critical challenges: 1) high false positive rates for "invalid"
states and the operational burden these create; 2) increnenta

depl oynent has been hindered by limted i medi ate val ue when ROA
coverage is inconplete and ROV depl oynent renmi ns sparse

Thi s docunment proposes a paradigmshift fromreactive ROV validation
to proactive origin attestation. W introduce two conpl enentary
mechani sms: 1) "Pre-validation before propagation" where routers
validate self-originated routes against |ocal RPKI Verified ROA

Payl oad (VRP) cache before advertisenent, holding invalid routes for
operator intervention; and 2) A BGP extension that carries
cryptographically signed origin attestation in BG UPDATE nessages.

Unli ke traditional ROV which only validates agai nst outband RPKI -
based ROAs, this approach enables originating ASes to actively attest
to the legitimcy of their routes. This provides i medi ate security
benefits even with partial deploynent: each depl oyi ng AS gains
stronger protection for its own prefixes, and downstream ASes receive
clearer signals to distinguish legitimte routes frompotentia

hi jacks. The mechani snms dramatically reduce fal se positives while
creating a depl oyabl e path toward conprehensive route origin
security.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering

Task Force (I ETF). Note that other groups may also distribute
docunents as Internet-Drafts. The list of current |nternet-

wor Ki ng
Drafts i

s at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths
be updated, replaced, or obsoleted by other docunents at any

and may
time. |
mat eri al

t is inappropriate to use Internet-Drafts as reference
or to cite themother than as "work in progress.”

This Internet-Draft will expire on 9 August 2026.
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I ntroduction
1. Mbtivation and Paradi gm Shift

The Resource Public Key Infrastructure (RPKI) [RFC6480] and Route
Oigin Validation (ROV) [RFC6811] represent significant advancenents
ininter-domain routing security. However, after nore than a decade
of devel opment, actionabl e depl oyment (where invalid routes are
dropped rather than merely nonitored) remains |inmted anong network
oper at ors.

The fundanmental challenge is not the |ack of security benefits, but
the operational cost of deployment. Current ROV inplenentations
suffer frompersistent false positive "invalid" states, primarily due
to registration and propagati on m smatches between RPKI managenent

pl ane and router control plane [Ri ght_the_Ship]

[ Denmystifying RPKI-Invalid Prefixes]. For the downstream ASes poi nt
of view, these false positives create urgent operational burdens that
outwei gh the security benefits. Meanwhile, npst operators--
especially incubent operators have very strict announcing prefixes
managenent process, they have a stronger notivation and direct
capability to protect the prefixes they announce, which is not wel

| everaged in the current nechanismthat relies on offline ROA signing
and val i dation by downstream ASes.

Thi s docunent proposes a paradigmshift in how we approach route
origin security. Instead of focusing solely on validating routes
agai nst out-of -band RPKI -based ROA records (a reactive nodel), we

i ntroduce a proactive nodel where originating ASes proactively cross-
verify their locally originated routes against their local RPKI cache
data, and ensuring consistency before actively attesting to the
legitimacy of their routes through cryptographic signatures.

This shift addresses the core depl oynment chal |l enges:

1. It enables actionable 'drop’ policies by drastically reducing
false positives. This is achieved through a | ayered approach at
the origin. First, enforcing consistency between the RPKI
managenent plane and the router control plane elininates fal se
positives caused by configuration errors. Second, and crucially,
the 'validate-before-advertise principle, conbined with the
ability for the origin ASto attest its announced prefixes and
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1.2

validation result, directly tackles the problem of transient

fal se positives caused by RPKI data synchronization del ays across
different ASes. While perfect global synchronization is
impractical, this mechani small ows downstream ASes to di stinguish
between a true hijack and a nere synchronization | ag,
dramatically reducing both the frequency and operationa
difficulty of handling invalid states.

It provides inmediate, "selfish" security benefits to break the
depl oynent deadl ock. Each originating AS that depl oys these
mechani sns gai ns stronger protection against hijacking for its
own announced prefixes fromday one, independent of w despread
adoption. This creates a clear and conpelling val ue proposition
for first movers, solving the classic coordination probl em where
no single party has sufficient incentive to depl oy al one.

It creates a powerful virtuous cycle by shifting operationa
responsibility toward the origin. The core innovation is noving
the burden of verification and troubl eshooting to the originating
AS. By performng self-validation and attesting its routes, an
AS ensures the "cleanliness" of its announcenents. For every
downstream AS, this translates to a significant reduction in
energency operational alerts and manual investigation. As nore
ASes depl oy, the aggregate operational burden across the
ecosystem decreases while routing confidence increases for
everyone. This cooperative nodel establishes a strong, self-
reinforcing incentive | oop

Key | nnovati ons

Thi s specification introduces two conpl enentary innovati ons:

1.

*Pre-validation before propagation*: Routers validate their own
originated routes against |local RPKI cache before advertisenent.
Routes that would be "invalid" are held for operator

i ntervention, preventing fal se positives or route

m sconfiguration fromentering the global routing table.

*BGP Origin Attestation Extension*: A new optional transitive BGP
path attribute that carries cryptographically signed origin
attestation. This allows originating ASes to actively declare
the validity of their routes, providing downstream ASes with
stronger signals for validation decisions.

Toget her, these nmechanisns transform RPKI froma purely reactive
validation systeminto a proactive attestation franmework that
provi des depl oyabl e security benefits at every stage of adoption

Huang,

et al. Expires 9 August 2026 [ Page 4]



I nternet-Draft BGP Origin Attestation February 2026

1.3. Termi nol ogy

Pre-validation: The process of validating self-originated routes
agai nst | ocal RPKI cache before advertisenment to BGP nei ghbors.

Oigin Attestation (0OA): The act of an originating AS
cryptographically signing its route advertisement to declare its
| egitimacy.

BGP Origin Attestation Extension (BGP-QA): The BGP path attribute
defined in this docunment that carries origin attestation information.

Originating Router (OR): A router that supports pre-validation and
the generation of the BGP- QA extension for locally originated
prefixes.

Downst ream Router (DSR): A router that supports verification and
processing of the recei ved BGP- OA ext ensi on.

Enabl ement Status of Oigin Attestation (QOA-Status): The operational
state of the Origin Attestation function on a router. It includes
two steady states (Disabled, Enabled) and two transient states
(Enabl ing, Disabling), as defined in Section 4. 1.

Oigin Route Cache (OR Cache): A cache mmintained by an OR containing
its originated routes and their corresponding pre-validation results
when OA-Status is Enabl ed.

Attested Origin Prefix List (AOPL): A list mmintained by a DSR
containing prefixes attested by all ORs of an AS, along with their
corresponding origin router ID and attested validation state.

1.4. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. Problem Statenent and Depl oynent Chal | enges
1. The Fal se Positive Problem
According to RPKI nmonitoring data, there are thousands of gl obal |Pv4
routes that are validated as invalid based on ROA records, with |ess

than 1% are true positives caused by router control plane errors.
The main scenarios |eading to fal se positive judgnments incl ude:
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3.

3.

* Timng nisnmatches between ROA publication and route advertisenent.
Research [RPKI _Time-of-Flight] indicates that the average delay in
ROA publication is about 10 mnutes with a w dely di spersed
di stribution, the nmaxi num del ay can exceed 100 mi nutes.

* Configuration errors or untinely updates in the RPKI nanagenent
pl ane. For exanple, incorrect ASN or Maxlength settings in ROA
records, as well as stale ROA records after service mgration

2. Operational Barriers to Actionable ROV

For operators considering enabling ROV with drop actions for invalid
routes, false positives represent an unacceptabl e operational burden
Each event requires inmedi ate investigation, disrupts change contro
procedures, and its handling cost can exceed the perceived security
benefits. As a result, the nunber of operators who have effectively
depl oyed and are operating ROV remains snall, and nost of these

depl oynents are primarily in nonitoring node, which delays response
to actual hijacks.

3. The Increnental Deploynment Dil enma

The security benefits of traditional ROV depend on both w despread
ROA coverage and wi despread actionabl e ROV depl oynent. | nadequate
ROV depl oynent becomes a bottleneck restricting the incentive for
compr ehensi ve ROA coverage, creating a circul ar dependency that

hi nders overal |l progress.

4. Asymmetric Security Benefits

The current RPKI npdel creates an inbal ance between the private costs
(operational burden, conplexity, risk of self-inflicted outages)
borne by an operator and the public benefits (inproved global routing
security). This inbalance has been a significant barrier to

wi despread adoption of actionable ROV.

Sol ution Overview RPKI-based BGP Origin Attestation
1. Architecture Principles
The proposed solution is built on four core principles:

1. *Cross-plane consistency as a security primtive*: Requiring
consi stency between the RPKI managenent plane (ROAs) and the
router control plane (route configuration) before route
adverti senent dramatically reduces error rates. This proactive
check prevents both hijacking-prone msconfigurations and fal se-
positive-causing ROA errors at the source.
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2. *Proactive declaration over reactive validation*: Oiginating
ASes actively declare route legitimcy through attestations,
rather than relying solely on downstream val i dati on agai nst
potentially stale or inconplete ROA data. This |everages the
origin AS's strong willingness and capability to protect its
routes.

3. *Actionable ROV on Downstream ASes*: Downstream ASes nust be
enpowered to identify real hijacks with high accuracy and m ni ma
operational overhead. Enhanced source-level information
(attestations) is key to breaking the bottleneck in effective
downstream ROV depl oynent .

4. *lIncremental deployability*: The system MJST provi de tangible
security benefits at every stage of deploynent, not just at ful
adoption. Early benefits should accrue primarily to the
depl oying origin ASto create a self-reinforcing incentive | oop

3.2. Security Paradi gm Shift

Thi s proposal enables the paradigmshift for route origin security -
from passive validation to active attestation

--Traditional ROV (reactive): BGP UPDATE -> Query local RPKI cache ->
Determne validity -> Act

--Proposed Mddel (proactive): Prepare route -> Self-validate ->
Attest legitimcy -> Advertise with attestation -> Downstream
verification

3.3. Value of the Solution
This solution provides the follow ng benefits:

1. Leveraging the willingness and capability of the origin: By
performng cross-validation between the RPKI managenent pl ane and
the origin AS control plane, errors can be detected and corrected
at the source to the greatest extent, preventing hijacking
m sj udgnents caused by RPKI ROA mi sconfigurations or prefix
hijacks resulting fromrouter control plane m sconfigurations.

2. "Validate before announce" mechanismat the origining AS. This
can significantly reduce both the scale and duration of transient
fal se positives experienced by downstream ASes due to RPKI data
propagati on del ays.
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Route origin legitimacy attestation in the router control plane:
Provides real -time and conpl et eness guarantees that the RPKI ROA
pl ane cannot offer, clearing obstacles for downstream ASes to
pronptly identify and handle transient fal se positives and prefix
hijacks related to the origin AS.

Initiates a positive feedback | oop: Oigin deploynent -> error
correction -> attestation delivery -> enables effective
downstream ROV -> encourages further origin depl oynent.

4. Protocol Specification

4. 1.

Conceptual Mdel: Pre-validation Before Propagation

The pre-validati on nechani sm operates at the boundary between route

ori

Huang,

gination and adverti senent:

| Route Oigination|
| (Control Plane) |

o e e e oo +

I

v
e +
| Local RPKI Cache |
| (VRP Dat a) |
o e e e oo +

I

v
e +

| Cross-pl ane |
| Val i dati on |

o e e e o +

o e e e e oo o e e e e oo +

I I

v v
o + Fom e e e e e oo o +
| I nval i d: | | Valid/ Not Found: |
| - Log event | | - Sign attestation]
| - Alert ops | | - Add extension |
| | | - Advertise |
o e e oo + o e e oo +
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An OR s inplenentations of pre-validation MIST:

1.

Perform ROV validation on all self-originated routes before
adverti senent to any BGP nei ghbor.

Mai ntain a cache (OR Cache) of originated routes and their
val idation results.

Provi de configurable logging and alerting for invalid routes.

Reval i dat e cached routes when the |ocal RPKI cache is updated.
If the validation result changes for a cached route, update the
cache and take appropriate action (e.g., adertertise route with
BGP-QA, log an alert).

A DSR s inplenentation of ingress origin validation, building upon
traditional RPKI-based ROV, MJST:

1.

4. 2.

Performroute origin validation and policy enforcenent based on
di fferent conbination of the local ROV result and the pre-
validation result attested by the origin.

Support incremental deploynment scenarios, allow ng partial BGP-QA
depl oynent within the origin AS.

BGP Origin Attestati on Extension

The Origin Attestation is carried in a new optional transitive BGP

pat

h attribute. The value part of the attribute has the foll ow ng

format:

Huang,
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0
0

1 2 3
1234567890123456789012345678901

I i S T i S S e e I A ST S A S S

Attr. Flags | Attr. Type | Length |

e T T I T

Attestation Type | Reserved |

T S S i i S S S S i S S T -

|
Subj ect Key Identifier |
I
I

T S S e it S S S S S s S DU S S i S

Ti mest anp (seconds) |

Ti mestanp (fraction) |

S I

Val i dation Result | Si gnature Al gorithm |

T S S T i S S S T S S S S

Signature Length |

I i S T i S S e e i S SEp B S

+-
I
+-
I
+-
I

|

I

I

I
+-
I
T S S T S S S S s S S Sl DU S S S
I
+-
I
+-
I
+-
I

I
+-

T S S S T S i S T S U A

I
Si gnature (vari abl e) ~
I
+

Wher e:

*

Huang,

Attr. Flags: Set to OxCO (Optional, Transitive, Extended-Length
bit).

Attr. Type: TBD by | ANA
Length: Total attribute length in octets

Attestation Type: A 16-bit field indicating attestation properties
(see detailed definition bel ow)

Subj ect Key Identifier (SKI): A 20-octet identifier that contains
the value in the Subject Key Identifier extension of the RPKI
router certificate [RFC6487].

Ti mestanp: 64-bit NTP tinmestanp [ RFC5905] of attestation creation
Validation Result: The ROV validation result fromthe originator’s
perspective at the tinme of signing. 1 = Valid 2 = NotFound (no

mat chi ng ROA found) 3 = Not-applicable (pre-validation was not
performed, e.g., during QA disabling procedure)
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* Signature Algorithm Algorithmidentifier used for signature (see
I ANA registry)

* Signature Length: Length of the signature field in octets
* Signature: Digital signature as specified bel ow
The Attestation Type field is defined as:
0 1
0123456789012345
R T i T i e s ik T e R T
| A V| Reserved |

S T i i i S S S S

* Obit (bit 0): Oigin Attestation Enabled. 1 indicates the OR s
OA-Status is Enabled. 0 indicates it is Disabled.

* V-bit (bit 1): Strict Validation Filter. 1 indicates the OR only
advertises routes with a pre-validation result of Valid. O
indicates it advertises routes with results of either Valid or
Not Found. The 'valid-only’ strict node would require operators to
mandat e that ROAs be signed for all originated routes. The
subsequent processing flow for this node has not been included in
t he description.

* Reserved (bits 3-15): MJST be set to zero on transm ssion and
i gnored on reception.

The signature covers the followi ng el enents in order:

1. The AS nunber of the originating AS (as it appears in the AS PATH
attribute).

2. The NLRI (prefix and | ength) being advertised in this BGP UPDATE.
3. The SKI (fromthe attribute)

4. Tinmestanp (fromthe attribute)

5. The Validation Result (fromthe attribute)

6. The Attestation Type (fromthe attribute)

The signature MJUST be created using the originating router’s private
key. The corresponding public key and its binding to the (ASN, SKI)

pair MJST be distributed through RPKI router certificates, follow ng
the key distribution nodel defined for BGPSec in [ RFC8209].
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Downstream routers verifying the signature MJST:

1.

Retrieve the router certificate based on (ASN, SKI) pair, to get
the appropriate router I D and public key.

Verify the signature covers all required elenents as listed
above.

Check that the Tinestanp is recent (wthin a configured validity
wi ndow, e.g., 24 hours) to prevent replay attacks.

If any check fails, the BG>-OA attribute MJUST be consi dered
invalid, and the route SHOULD be treated as if the attestation is
not present (follow ng local policy for un-attested routes).

5. Oiginating Router Procedures

5.1.

QA- St at us Managenent

The state nachine of OA-Status is defined as foll ows:

*

Huang,

Disabled (initial state): The Origin Attestation function is not
active. BGP UPDATEs do not contain the BGP-QA attribute.

Enabling (transient): Entered from Di sabl ed upon receiving an
"Enabl e QA" command. The OR perforns necessary setup (e.g.,
ensures RPKI-RTR [ RFC8210] session is up, VRP and router keys are
cached). It MJUST NOT advertise routes with the BGP-QA attribute
in this state.

Enabl ed (steady state): Entered from Enabling once all
prerequisites are nmet (local RPKI data ready, SKI and signing keys
available). In this state, the OR MJIST perform pre-validation and
include a valid BGP-QA attribute (with Obit=1) in UPDATEs for
originated routes that pass |ocal policy.

Disabling (transient): Entered from Enabl ed upon receiving a
"Di sable QA" command. The OR continues to include the BGP-O0A
attribute in UPDATEs but sets the O-bit=0. This state MJST be
mai ntained for a mnimmperiod (e.g., 30 mnutes) or until all
rel evant BGP sessi ons have been re-established, to ensure
downst ream ASes receive the disabled-state notification.

Transition fromDisabling to Disabled occurs after the mni nrum

notification period. |In Disabled state, BGP-QA attributes are no
| onger incl uded.
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5.2. Oiginating a Route
VWhen originating a route, an OR with QA- St at us=Enabl ed MJST:
1. Performpre-validation against the |ocal RPKI VRP cache.

2. Cache the route and its validation result (Valid, NotFound,
Invalid) in the OR- Cache.

3. If the result is "invalid": a. MJST NOT advertise the route. b.
MUST | og a detailed error and SHOULD al ert the operator.

4. 1f the result is Valid or NotFound (and | ocal policy permits
advertisenent): a. Create a BGP-OA attribute as per Section 4. 2.
b. Include the attribute in the BG UPDATE nessage. c.
Advertise the route to nei ghbors

Initial Propagation: Upon first entering the Enabled state, the OR
MJUST reannounce all the routes with the BGP- OA extension.

Di sabling Procedure: Wen transitioning to the Disabling state, the
OR SHOULD send BGP UPDATE nessages for its attested routes that
include the BCP-OA attribute with the Obit set to 0. This serves as
an explicit notification to downstream ASes about the inpending
deactivation of OA functionality. To ensure robust cleanup and
mnimze the risk of the notification being | ost due to transient
network issues, the follow ng steps are RECOMVENDED:

1. Sustained Notification: The OR SHOULD renmain in the Disabling
state for a mnimumperiod (e.g., 30 mnutes). During this
period, it SHOULD periodically (e.g., every 5 mnutes) re-
advertise affected routes with the BGP-QA attribute (O bit=0,
Validation Result set to Not-applicable). This increases the
i kelihood that downstream ASes receive the state change
notification.

2. Final Ceanup: After the mininmumnotification period, the OR
transitions to the Disabled state. At this point, for each
affected route that is still valid and should be advertised, the
OR SHOULD send a BGP UPDATE nessage without the BGP-OA attri bute.
Optionally, for a nore definitive cleanup, the OR MAY first send
a WTHDRAW for the route and then (if the prefix remains valid)
imediately follow it with an UPDATE w t hout the BGP-OA
attribute.
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Thi s two- phase approach (explicit notification via Obit=0 followed
by cl eanup) ensures that downstream ASes are both informed of the
state change and that the final routing state is consistent with the
QA functionality being disabled.

5.3. Handling ROA Cache Updates
When the | ocal VRP cache is updated and the QOA-status is "Enabled",

the OR MUST: a. Revalidate affected routes in the OR Cache. b. If a
route’s validation result changes fromlnvalid to Valid/ NotFound: i.

Generate a new BGP-OA attribute. ii. Advertise the route with the
new attestation. c¢c. |If a route’'s validation result changes from
Val i d/ Not Found to Invalid: i. Update the OR-Cache. ii. Log a

detailed error and SHOULD al ert the operator.
6. Downstream Router Procedures

A DSR MUST have a functional RPKI-RTR session and current VRP/router
key cache before processing BGP-QA attributes.

Case A: UPDATE Contains a BGP-OA Attri bute

1. Perform Standard ROV: Validate the route using the | ocal RPKI VRP
cache. Let Local ROV _Result be {Valid, NotFound, I|nvalid}.

2. Verify QA Signature: Extract the (ASN, SKI) fromthe path and
attribute. Retrieve the corresponding public key and router ID from
the Il ocal RPKI router key cache, verify the signature. |If
verification fails, discard the BGP-OA attribute and process the
route as an un-attested route (go to Case B).

3. Process OA- St at us:

* |f Obit=1 (Enabled): Record/update the OA-Status for this (ASN,
Router ID) as active. Add/update the prefix in the AOPL for this
AS, associated with the router ID and the
Attested_Validation_Result fromthe attribute.

* |f Obit=0 (D sabled): Update the OA-Status for this (ASN, Router
ID) as inactive. Renpve the router’s entries fromthe AOPL for

this AS. If a prefix has no attesting routers left, renove it
fromthe list. Process the route as an un-attested route (go to
Case B).

4. Conpare Results (if Obit=1 and signature valid):
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* |f Local _ROV_Result and Attested_Validation_Result are the sane
(Vvalid/Vvalid or NotFound/ Not Found): Mark the route as Strongly
Val i dated. Propagate the UPDATE with the BGP-QA attribute intact.

* |f Local ROV Result is Invalid but Attested Validation Result is
Valid: Check the Tinestanp for freshness. |If recent, this
indicates a |likely RPKI cache synchronization delay (transient
fal se positive). The DSR MAY decide to accept/propagate the route
while nonitoring the situation, or apply a local policy (e.g.,
| ower LOCAL_PREF). It SHOULD schedule a re-check after its next
RPKI cache sync.

* |f Local _ROV_Result is Valid but Attested_Validation_Result is
Not Found or vice versa: This is a minor discrepancy. The DSR
SHOULD log it but can treat the route as validated. The nore
secure result (Valid) MAY be given preference.

Case B: UPDATE Does NOT Contain a BGP-OA Attribute
1. Perform standard ROV, yielding Local ROV _Result.
2. Check the Attested Oigin Prefix List for the origin AS.

* |f the prefix is inthe list (attested by other routers fromthe
sane AS), the DSR has collective attestati on know edge. It MAY
use the attested state(s) fromthe list to informits decision,
simlar to step A 4 above, to nitigate fal se positives.

* |f the prefix is not inthe list, process based on
Local _ROV_Result and | ocal policy only.

7. Security Considerations

Trust Model: The security of Origin Attestation relies fundanentally
on the RPKI trust anchor hierarchy and the correct binding of router
keys to AS resources via RPKI certificates [ RFC8209]. Conprom se of
an origin AS s RPKI signing key or router private key allows for
forged attestations.

Repl ay Attacks: The mandatory Tinmestanp field and its verification
limt the window for replay attacks. Operators should configure an
appropriate validity period (e.g., 24 hours).

Partial Depl oyment Security: An AS with only partial BGP-QA

depl oynent on its ASBRs is | ess protected against hijacks via its
non- depl oyi ng ASBRs. Downstream ASes using collective attestation
know edge (Section 6.1.B) should be aware of this reduced security
guarantee for prefixes not fully attested.
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Key Managenent: Secure key generation, storage, and tinely rollover
procedures as specified for BGSec [ RFC3209] are equally critical for
OA.

AlgorithmAgility: The Signature Algorithmfield provides agility.

If a cryptographi c weakness is found in the default algorithm a new
algorithm | D can be assigned. Transition nechanisns should be
defined in a future update.

8. Operation and Managenent Consi deration

Incremental Deploynent: It is RECOMMENDED that an AS enabl es BGP- OA
on all its external-facing ASBRs (especially those facing providers)
for conprehensive protection. The protocol is designed to function
with partial deploynent, but coverage gaps renmain vul nerabl e.

M nimzing Gscillation: Operators should avoid frequent enabl e/

di sabl e toggles. |Inplenmentations SHOULD enforce a minimmtine

bet ween state changes. The use of the transient Disabling state with
sustai ned notification hel ps ensure downstream cl eanup wi t hout
needing a full Route Refresh.

Troubl eshooti ng: The primary point for diagnosing and resol ving
attestation or validation issues should be the originating AS, as it
has full visibility into its RPKI data and route configuration. ORs
MUST provi de conprehensive | ogging for pre-validation fail ures.

Interaction with BGP Path Sel ection: The validation state derived
from BGP- QA processing MAY influence BGP path selection. It is
RECOMVENDED t hat this influence be inplenmented as a tie-breaking rule
after standard criteria |like LOCAL_PREF and AS_PATH length, sinilar
to the VALID > NOT-VALID rule for BGPSec [RFC8205]. For exanple, a
path with a Strongly Validated state (attested and |ocally Valid)
could be preferred over a path with only local Valid or NotFound

val i dati on.

9. | ANA Consi derations

Thi s docunent requests | ANA to:

* Assign a new BGP path attribute type code fromthe "BGP Path
Attributes" registry for the Origin Attestation attribute.
Suggest ed val ue: TBDL.

* Create a newregistry titled "BGP Origin Attestati on Paraneters”

under the "Border Gateway Protocol (BGP) Paraneters" group. This
registry shall include the follow ng sub-registries:
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10.

10.

Attestation Type Flags: Registry for bits in the Attestati on Type
field. Initial contents: bit O (Obit), bit 1 (V-bit), bit 2
(R-bit). Registration policy: Standards Action or |ESG Approval.

Val i dation Result Codes: Registry for the 2-byte Validation Result
field. Initial values: 1 (Valid), 2 (NotFound), 3 (Not-
applicable). Registration policy: Standards Action or |ESG

Approval .

Signature Algorithns: Registry for the 2-byte Signature Al gorithm
field. This registry MAY initially reuse val ues defined for
BGPSec’s Algorithm Suite IDin the "BGPSec Al gorithm Suite | Ds"
registry [RFC8208]. Registration policy: Specification Required.
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