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Abst ract

Agentic Al systens require robust, verifiable identities to operate
securely. While traditional certificate enrollment protocols |ike
SCEP and EST can be extended to include renpte attestation evidence,
performing a full validation for every agent’s certificate request
presents significant scalability and privacy challenges. This
docunent proposes two distinct, scalable nodels for integrating
attestation into the enrollnent lifecycle. The first nodel |everages
Zer o- Knowl edge Proofs (ZKP) to provide private, efficient, and
continuous attestation. The second nodel uses a one-tinme, high-
assurance bootstrappi ng process to establish a trusted host
environment, which is then authorized to endorse certificate requests
for the agents it runs. Both nodel s enabl e high-assurance identity
for Al agents while addressing the performance bottl enecks of naive
per-enrol | ment verification.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Decenmber 2025

Huang & Huang Expi res 16 Decenber 2025 [ Page 1]



I nternet-Draft Scal abl e Agent Enrol | nent June 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these documents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The need for strong, verifiable identity for Agentic Al is well-
established. CQur related work, "Capability Attestation Extensions
for the Entity Attestation Token (EAT)"

[1-D. huang-rats-agentic-eat-cap-attest], defines *what* an agent

should attest to. This docunent addresses *how* an agent can obtain
a certificate reflecting that attestation in a scal able and privacy-

preservi ng manner.

The nai ve approach of sending full attestation evidence with every

SCEP or EST enrol |l ment request is conputationally expensive for the

verifying Registration Authority (RA) and can expose sensitive
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details about the agent’s software stack. This docunment reframes the
problemto prioritize scalability, proposing two advanced enrol | nent
nmodel s designed for | arge-scal e, dynam c agent depl oynents. These
nodel s all ow enterprises to | everage the automati on of SCEP [ RFC8894]
and EST [ RFC7030] wi thout creating a perfornance or nmanagenent

bot t | eneck.

2. Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14.

Attestation-Aware RA: A Registration Authority, acting as a SCEP or
EST server, capable of functioning as a RATS Verifier

Capability Certificate: An X 509 certificate containing extensions
encodi ng verifiable clainms about the subject’s authorized
capabilities.

Host Endorser: A software service running on a trusted host that is
aut horized to sign or endorse certificate requests on behal f of
the agents it manages.

Attestation Circuit: A logical representation of a validation
policy, encoded for use in a Zero-Know edge Proof system

3. Problem Statenent: The Scal ability Chall enge of Per-Enroll nment
Attestation

A single enterprise or cloud environment may run thousands or even
mllions of ephemeral Al agents. A centralized RA perfornmng a ful
attestation validation for every single enroll nent request faces
three nmajor, prohibitive issues:

*  *Performance Bottl eneck:* Validating conpl ex evidence (e.g.,
checking nultiple software hashes, validating endorsenent chains)
for every request creates a centralized bottleneck that cripples
the systenmis ability to scale for dynanmic, short-lived agents.

* *Privacy Leakage:* Transmitting detailed evidence to a central RA
reveal s the exact software versions, configurations, and libraries
used by every agent, which can be a significant and undesirable
i nformati on | eak.
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* *Management Overhead:* The RA nust be constantly updated with the
"gol den nmeasurements" for every valid agent configuration, nmaking
the systembrittle and difficult to manage in environments wth
rapi d devel opnent cycl es.

To be viable, any solution MJUST address these chal |l enges.

4. Proposed Scal abl e Enrol | ment Model s
We propose two distinct nodels that | everage SCEP' s automation while
provi di ng hi gh-assurance identity. An inplenmentation MAY support one
or both nodels.

4.1. Model 1: Auto-Enrollnment with Zero-Know edge Proof Attestation
Thi s nodel uses a Zero-Know edge Proof (ZKP) to allow an agent to
prove it neets all attestation requirenents w thout revealing the
evidence itself. This provides an optimal bal ance of strong
security, privacy, and performance.

Core Concept
The RA does not validate the raw evidence. Instead, it validates a
smal |, mat hemati cal | y-sound proof that the agent possesses valid
evi dence satisfying a pre-defined set of rules.

Speci fication and Steps
*Phase 1: One-Tinme Trusted Setup (per Agent Fleet)*

This phase is performed once by the entity deploying a fleet of
simlar agents.

1. *Define the Attestation Grcuit:* A ZKP circuit is created. This
circuit is the formal specification of the validation policy. It
MUST encode rul es such as:

* The private input is a valid Entity Attestati on Token (EAT).
* The EAT is signed by a trusted Endorser Public Key.

* The EAT contains a specific, required software neasurenent
hash.

* The EAT's clainms are bound to a public input representing the
CSR s public key hash
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4.

*CGenerate Keys:* A trusted setup cerenony is performed on the
circuit to generate a *Proving Key* and a *Verifying Key*.

* The *Proving Key* MJUST be securely distributed to every Al
agent in the fleet.

* The *Verifying Key* MJST be securely provisioned to the
Attestation- Aware RA

*Phase 2: Automated Agent Enrollnent (per Agent)*

This is the fast, scal able, per-agent workfl ow.

1.

2

*Agent Initialization:* The agent starts, generates a new key
pair, and creates a CSR

*Evi dence Col l ection:* The agent collects its full attestation
evidence (e.g., its EAT). This evidence REMAINS LOCAL and is not
transm tted.

*Proof CGeneration:* The agent uses its *Proving Key* to execute
the ZKP circuit. It provides its private evidence as private

i nputs and the hash of its CSR s public key as a public input.
The output is a conpact *ZK-Proof*.

*SCEP Request:* The agent initiates a SCEP request. The payl oad
is a ‘multipart/mxed" object containing the standard CSR, the
generated ZK-Proof, and its public inputs.

*RA Verification:* The RA receives the request. It perforns a

single, rapid ZKP verification using its *Verifying Key*. This

val i dates that the agent possesses the correct private evidence
wi t hout ever seeing it.

*Certificate Issuance:* If the proof is valid, the RA approves
the request, and the CA issues the certificate.

Model 2: Bootstrapped Trust via Host Endorsenent

This nodel anortizes the cost of attestation. A full, heavywei ght
attestation is perfornmed only **once** to enroll the host environnent
(e.g., a VMor server). That trusted host is then enpowered to issue
I'i ght wei ght endorsenents for the agents it runs
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Core Concept

I nstead of each agent proving its own integrity fromscratch, it asks
its already-trusted host to vouch for it. The RA's job is sinplified
to checking the host's "signature."

Speci fication and Steps
*Phase 1: One-Tine Host Environnment Bootstrap*
This is the high-assurance setup perforned once per host machine.

1. *Initial Host Attestation:* The host environment perfornms a ful
renote attestation using its hardware root of trust (e.g., a
TPM. It sends its detailed evidence to a dedicated, high-
security **Bootstrap RA**.

2. *Host Certificate |Issuance:* The Bootstrap RA validates the
host’s integrity. |If successful, it instructs the CAto issue a
special **Host ldentity Certificate**. This certificate MJST have
two key properties:

* A reasonably long lifetine (e.g., 1 year).

* A specific Extended Key Usage (EKU) O D, ‘id-kp-
agentEnroller', authorizing it to endorse agent certificate
requests.

3. *Device-Bound Key Storage:* The private key corresponding to the

Host Identity Certificate **MJST** be stored in the host’s

har dwar e- backed, non-exportabl e key store.

*Phase 2: Automated Agent Enroll nent (per Agent)*
This is the highly scal abl e workfl ow that occurs on the trusted host.

1. *Agent Initialization:* An Al agent starts on the trusted host,
generates a new key pair, and creates a CSR

2. *Request for Endorsenent:* The agent sends its CSRto a | oca
**Host Endorser** service.

3. *Host Endorsenent:* The Host Endorser service uses the device-
bound private key fromthe Host ldentity Certificate to create a
detached signature (e.g., a PKCS#7 signature) over the agent’s
CSR.
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5

*SCEP Request:* The agent initiates a SCEP request to the
standard **Agent RA**. The request payload includes its own CSR
the detached signature fromthe Host Endorser, and the public
Host Identity Certificate

*RA Verification (Sinplified):* The Agent RA perforns two sinple,
fast checks:

* Does the provided signature over the CSR successfully verify
using the public key fromthe Host Identity Certificate?

* Does the Host ldentity Certificate contain the required ‘id-
kp-agentEnroller EKU and is it still valid?

*Certificate Issuance:* If both checks pass, the RA approves the
request, and the CA issues a standard, short-lived certificate to
t he agent.

Security Considerations

The security of this systemrelies on several key factors:

*

*Model 1 (ZKP):* The primary security dependency is the integrity
of the trusted setup and the secrecy of the *Proving Key*. If a
Proving Key is conpronised, an adversary can generate valid proofs
for a malicious agent. Proving Keys MJST be protected as highly
sensitive secrets. The ZKP circuit itself MJST be audited to
ensure it correctly and conpletely represents the security policy.

*Model 2 (Host Endorsenent):* The security of this nbdel hinges on
the integrity of the host environnent *after* bootstrapping. A
comprom se of the host could lead to the conprom se of the *Host
Endorser’s private key*, allow ng an attacker to endorse nalicious
agent CSRs. This risk is mtigated by: 1) storing the key in
hardware (TPM, 2) inplenmenting continuous host-|evel nonitoring,
and 3) issuing very short-lived certificates to agents, forcing
frequent re-endorsenent and providing an opportunity to detect
anomal i es.

*General :* In both nodels, it is critical to bind the identity
bei ng requested (the CSR s public key) to the proof or endorsenent
being provided. This is handled explicitly as a public input in
the ZKP nodel and by signing the full CSR in the Host Endorsenent
nmodel
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6. Privacy Considerations
The two nodel s presented have different privacy characteristics.

* The ZKP-based nodel (Mddel 1) offers strong privacy guarantees.
The RA learns only that an agent has satisfied a specific policy,
wi t hout | earning any of the underlying evidence (e.g., software
versions, configurations). This is the recommended approach for
mul ti-tenant or privacy-sensitive environnents.

* The Host Endorsenent nodel (Model 2) relies on the privacy of the
host. While agents do not reveal their details to the central RA
the Host Endorser service has visibility into every agent
enrollnent it endorses. |Inplenenters MIUST ensure the host
envi ronment and the Endorser service are sufficiently hardened to
protect this local information.

7. | ANA Consi derations
Thi s docunent requests I ANA to nmake the followi ng allocations:

1. An Object ldentifier (OD) for the ‘id-kp-agentEnroller' Extended
Key Usage fromthe "SM Security for PKI X Key Purpose" registry.
This O Dis required for Model 2 (Host Endorsenent).

2. (Optional/Transitional) An OD for a SCEP CSR attribute to carry
ZKP data, under the ‘pkcs-9-at‘ registry, for inplenentations
that do not use a nultipart nmessage format. TBD.

8. Normative References
[ RFC7030] Pritikin, M, Wuters, P., R chardson, D., Turner, T., and
S. Boeyen, "Enroll nment over Secure Transport", October
2013, <https://ww.rfc-editor.org/info/rfc7030>.

[ RFC8894] «@utmann, P., "Sinple Certificate Enrol nent Protocol",
Sept enber 2020, <https://ww. rfc-editor.org/info/rfc8894>.

9. Informative References
[1-D. huang-rats-agentic-eat-cap-attest]
Huang, K. and J. Huang, "Capability Attestation Extensions
for the Entity Attestati on Token (EAT) in Agentic Al
Systens", June 2025.
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