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Abst r act

This draft defines the precise ECN during used in WAN. Wth the
growi ng demand for Al conputing power, the conputational capacity of
a single Artificial Intelligence Data Center (Al DC) can no | onger
meet the requirenments of |arge-scale nodel training. This has led to
the energence of cross-AIDC distributed nodel training, driving the
need for transmitting RoCEv2 packets over WAN networks. Al training
is highly sensitive to network packet |oss, where even m ni nal packet
|l oss can significantly degrade training efficiency. Additionally,

el ephant flows and extrene concurrent traffic inmpose hi gher demands
on network perfornmance.

ECN achi eves active feedback of network congestion by setting ECN
flag bits in the header of |P packets, which is an effective traffic
control nmethod. RFC6040 introduces the application of ECN in WAN
However, due to the much higher end-to-end delay in WAN than in DC
and the frequent occurrence of instantaneous traffic bursts in WAN,
it is easy to trigger ECN at the wong tine. This draft focuses on
the precise use of ECN in WAN, by introducing different reactions of
ECN in different WAN transmi ssion scenari os

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 April 2026
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I nt roducti on

The rapid gromh of Al conputing power, particularly for |arge-scale
nodel training, has necessitated distributed training across nultiple
Artificial Intelligence Data Centers (AIDCs). This shift has

i ncreased the demand for reliable and hi gh-perfornmance transmni ssion
of RoCEv2 (RDMA over Converged Ethernet version 2) traffic over the
WAN. However, Al workloads are highly sensitive to network
congesti on and packet |oss, even m nor packet drops can significantly
degrade training efficiency. Due to the long Iinks and significant
end-to-end latency in wi de area networks, traditional congestion
control mechanisms nmay not be effective in a tinmely manner. They are
insufficient for Al workloads due to their reactive nature and
inability to guarantee zero packet | oss.

To address these challenges, this draft explores the precise

utilization of Explicit Congestion Notification (ECN) in WAN
envi ronments, particularly for RoCEv2 over |IP tunnels. ECN enables
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proactive congestion signaling by marking packets instead of dropping
them allow ng endpoints to adjust transnission rates before
congestion escal ates. However, traditional ECN inplenentations face
chal  enges in WAN scenarios, including inconsistent ECN propagation
across tunnel boundaries and inefficient congestion response

mechani sms.  This work focuses on optinmizing ECN for |ossless RoCEv2
transm ssion in WANs by:

1. Ensuring Accurate ECN Propagation: Defining rules for consistent
ECN field handling across IP-in-1P tunnels to prevent packet |o0ss.

2. Enhanci ng Congestion Feedback: Adjust the sending rate within a

smal | range of the wide area network to reduce the inpact of |atency
on end-to-end conmuni cati on

3. Supporting Multi-Level Congestion Signaling: Extending ECN to
differentiate between varying congestion severities, inproving
responsi veness for Al traffic.
By refining ECN nmechani snms for WAN environnents, this approach
enhances network efficiency for distributed Al training while
mai nt ai ni ng backward conpatibility with existing protocols. The
proposed franmework provides a scal able and reliable solution for
future large-scale distributed conputing applications.
Conventions Used in This Docunent
1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
2. Abbreviations
AIDC. Artificial Intelligence Data Center
RoCEv2: RDMA over Converged Ethernet version 2
ECN: Explicit Congestion Notification

CNP: Congestion Notification Packet
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1.

ECN for WAN

ECN Mechani sm for WANs

In WANs, tunneling is a fundanental techni que used to encapsul ate and
transport data packets across different network donmains while

mai ntai ni ng security, performance, and conpatibility. Tunneling

wor ks by enbeddi ng an origi nal packet (the inner payload) within a
new packet (the outer header), allowing it to traverse intermedi ate
networ ks that may not natively support the original protocol.

ECN, as a traditional congestion notification nmechanism has al so
been extended fromDC to WAN. [ RFC6040] introduces how to | abel and
use ECN mechani sms in tunnels, which are divided into tunnel ingress
behavi or and tunnel egress behavior. each behavior contain two
encapsul ati on nodes: a "conpatibility node," which is for backward
conpatibility with tunnel decapsulators that do not conprehend ECN,
and a REQUI RED "normal node." The detail of ingress behavior is
shown bel ow

o e e e oo o e e e e e e e e e o +
| I'ncom ng Header | Departing Quter Header |
| (also equal to +--------------- R +
| departing Inner | Conpatibility | Nor nal |
| Header) | Mode | Mode |
o e e e e oo - o m e e e oo - S +
| Not - ECT | Not - ECT | Not - ECT |
| ECT(0) | Not - ECT | ECT(0) |
| ECT(1) | Not - ECT | ECT(1) |
| CE | Not - ECT | CE |
oo Fomm e e +

Figure 1: New IP in | P Encapsul ati on Behavi ours

For the decapsul ati on behavi our, detail is shown bel ow
B S o m m e e e e e e e e e e e e e e e e e e e e e e e memaao- +
| Arriving | Arriving Quter Header |
| I'nner R Fome - - Fome - - Fome - +
| Header | Not-ECT | ECT(0) | ECT(1) | CE |
S S Fom e e o - Fom e e o - S +
| Not-ECT | Not-ECT | Not-ECT(!!!)|Not-ECT(!!!)|drop (!!!)]
| drop | ECT(0) | ECT(0) | light CE | CE |
| drop | ECT(1) | ECT(1) (!) | light CE | CE |
I CE | CE | CE I CE(!!!) | CE I
S S Fom ek Fom ek S +
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Figure 2: New IP in |IP Decapsul ati on Behavi our

ECT(0) and ECT(1) can both indicate the same degree of congestion
mar ki ng (such as "not congestion nmarked") according to the reasoning
above. However, it also nmakes it possible to construct future
schenes in which ECT(1) can represent other situation in WAN
scenari o.

2. Two-Threshol d ECN Mechani sm for WAM

To address the issue of delayed congestion transm ssi on caused by
high notification latency in wide area networks, this draft proposes
the Two Threshold ECN Mechani sm Devices that support ECN in WANs
will set two thresholds, with different thresholds representing

di fferent queue congestion situations. The supported devices wl|l
respond differently when different thresholds are reached. Here, the
outer | P packet encapsul ati on behavi or and decapsul ati on behavi or
have no change, the neaning of the ECT(1) codepoint has change from

i ndi cate ECN enable to indicate |ight congestion happen, detai
procedure is as follows:

1. \Wien queue occupancy reaches T1 (lower threshold): devices mark
packets with ECT(1) codepoint, marking probability increases linearly
with queue | ength and intended as early warning signal, then send a
CNP packet to the PE which is tunnel ingress point. Wen the ingress
PE receive the CNP packet, it will reduce the transmi ssion rate or
reroute the packet to other path. 1In this situation, ingress PE will
not copy the ECN code to the inner packet header

2. \Wen queue occupancy reaches T2 (higher threshold): devices nmark
packets with CE codepoint, marking probability follows RED-|ike curve
and need indicates i mredi ate congestion requiring rate reduction

then send a CNP packet to the PE which is tunnel ingress point. Wen
the ingress PE receive the CNP packet, it will copy the ECN code to
the i nner packet header and send the packet to the sender. When the
sender receive the notification, it will reduce the transm ssion
rate.

I ANA Consi derations
TBC

Security Considerations
TBC

Ref er ences
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