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Abstract

One | Psec area that would be inpacted by Cryptographically Rel evant
Quantum Conputer (CRQC) is | KEv2 authentication based on traditional
asymmetric cryptographic algorithnms: e.g RSA, ECDSA, which are widely
depl oyed aut hentication options of |IKEv2. There are new Post-Quantum
Cryptographic (PQC) algorithns for digital signature like N ST

[ M.- DSA], However, it takes time for new cryptographic algorithnms to
mature, There is security risk to use only the new al gorithm before
it is field proven. This docunent describes a hybrid PKI

aut henti cation scheme for | KEv2 that incorporates both traditional
and PQC digital signature algorithnms, so that authentication is
secure as long as one algorithmin the hybrid scheme is secure.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://exanmpl e. coml LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-hu-ipsecne-pqt-
hybri d-aut h/.
Di scussi on of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto:ipsec@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ipsec/. Subscribe at
https://ww.ietf.org/mailman/listinfol/ipsec/.

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Change |og

1.1. changes in -04
* align to draft-ietf-|anmps-pg-conposite-sigs-14
* add text to clarify two setup types
* add text to describe the exanple exchange in section 5
* clarify using of pre-hash alg
* clarify sign operation in type-2
* jetf-lanps-cert-binding-for-nmulti-auth is now RFC9763
* jetf-lanmps-dilithiumcertificates is now RFC9881
* editorial changes

1.2. changes in -03
* version bunp to keep doc alive

1.3. Changes in -02
* clarify the approach in the docunent is genera

* dropping support for PreHash M.- DSA, change exanple to Pure
Si gnature M.- DSA

* adding nore details in signing process to align with ietf-Ianps-
pg- conposi t e-si gs- 04

* add text in Security Considerations to enphasize prohibit of key
reuse

* clarify the both Cand S bit MAY be 1 at the sane tine

* clarify the receiver behavior when the announcement contains no
algid

* typo fixes
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Changes in -01

* Only use SUPPCORTED AUTH METHODS for al gorithm conbi nati on
announcenent, no |onger use S| GNATURE HASH ALGORI THVS

* add flag field in the announcenent

* clarify two types of PKI setup

* add sone clarifications on how AUTH payl oad is conputed
I ntroduction

A Cryptographically Rel evant Quantum Conputer (CRQC) coul d break
traditional asymetric cryptographic algorithns: e.g RSA, ECDSA,

whi ch are widely depl oyed authentication options of |KEv2. New Post -
Quantum Cryptographic (PQC) algorithns for digital signature were
recently published |ike NI ST [ M.-DSA], However, by considering
potential flaws in the new al gorithnmis specifications and
implementations, it will take time for these new PQC algorithms to be
field proven. So it is risky to only use PQC al gorithms before they
are mature. There is nore detailed discussion on notivation of a
hybrid approach for authentication in Section 1.2 of
[1-D.ietf-pquip-hybrid-signature-spectruns].

Thi s docunent describes a post-quantumtraditional (PQT) hybrid
digital signature authentication schene for | KEv2 that incorporates
both traditional and PQC digital signature algorithns, so that

aut hentication is secure as long as one algorithmin the hybrid
schenme i s secure.

Each | Psec peer announces the support of hybrid authentication via
SUPPORTED_AUTH _METHODS notification as defined in [ RFC9593],
generates and verifies AUTH payl oad using conposite signature using
the procedures defined in [I-D.ietf-|anps-pg-conposite-sigs].

The approach specified in this docunent is a general franework for
all PQC and traditional algorithnms. The conbinations of M.-DSA
variants and traditional algorithms given in this document are
instantiations of the general franework

There are two types of PQ T hybrid PKI setup
1. Type-1: A single certificate that has a conposite key as defined

in [I-D.ietf-|anps-pg-conposite-sigs], which contains two
conponent keys: one traditional key + one PQC key.
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2. Type-2: Two certificates, one certificate with traditional
al gorithm key and one certificate with PQC al gorithm key as
described in [RFCO763], Each certificate MAY contain
Rel atedCertificate extension to associate with the other
certificate.

A given depl oynent could use either type to provide PQ T hybrid PKI.
Thi s docunent supports both types.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Crypt ographi cal |y Rel evant Quantum Conputer (CRQC: A quantum
conputer that is capable of breaking real world cryptographic
syst ens.

Post - Quant um Crypt ographic (PQC) algorithns: Asymetric Cryptographic
al gorithms are thought to be secure agai nst CRQC.

Traditional Cryptographic algorithms: Existing asymetric
Cryptographic algorithnms could be broken by CRQC, |ike RSA, ECDSA
..etc.

| KEv2 Key Exchange

There is no changes introduced in this document to the | KEv2 key
exchange process, although it MJST be also resilient to CRQC when
using along with the PQ T hybrid authentication, for exanple key
exchange using the PPK as defined in [ RFC8784], or hybrid key
exchanges that includes PQC algorithmlike [M.-KEM via nultiple key
exchange process as defined in [I-D.ietf-ipsecne-ikev2-m kenj.

Exchanges
The hybrid authentication exchanges is illustrated in an exanple
depicted in Figure 1, using PPK as defined in [ RFC8784] during key

exchange. However, other PQC key exchanges could al so be used since
how key exchange is done is independent from authentication.
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Initiator Responder
HDR, SAi 1, KEi, N,
N(USE_PPK) -->
<-- HDR, SArl, KEr, Nr, [CERTREQ ] N(USE_PPK),
N( SUPPORTED_AUTH_METHODS)

HDR, SK {IDi, CERT+ [CERTREQ ]
[1Dr,] AUTH, SAi 2,
TSi, TSr, N(PPK_IDENTITY, PPK_ID),
N( SUPPORTED AUTH_METHODS)} - - >
<-- HDR, SK {IDr, CERT+ [CERTREQ ]
AUTH, [N(PPK_|I DENTITY)]}

Figure 1: Hybrid Authentication Exchanges with RFC3784 Key Exchange

1. Responder announces the hybrid authentication support via
SUPPORTED_AUTH_METHODS notification in IKE_SA INIT response
message. The notification includes the conbinations of PQC
tradi tional, hash algorithmand type of hybrid PKI setup that
responder supports.

2. Initiator chooses a conbination fromresponder’s
SUPPORTED AUTH METHODS, uses the conbination to generate the AUTH
payl oad, along with corresponding signing certificate(s) in CERT
payl oad(s), and includes its support of hybrid conbinations in
SUPPORTED_AUTH METHODS notification of | KE_AUTH request nessage.

3. Responder chooses a conbination frominitiator’'s
SUPPORTED AUTH METHODS, uses the conbination to generate the AUTH
payl oad, and includes corresponding signing certificate(s) in
CERT payl oad(s) of |KE_AUTH response message.

5.1. Announcenent

Announcenent of support hybrid authentication is through
SUPPORTED_AUTH_METHODS notification as defined in [ RFC9593], which
includes a list of acceptable authentication methods announcenents.
Thi s docunent defines a hybrid authentication announcement with
followi ng format:
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1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S

Length (>=2) | Auth Method | Cert Link 1| Alg 1 flag |
i I i i S i i S S L
Alg 1 Len |
S

Algorithmdentifier 1
B e T i T S i i I S T T i i i S N
Cert Link 2 | Alg 2 flag | Alg 2 Len |
I T i s i S S S

Algorithmdentifier 2

R L e o e e e T h o e o S R
Cert Link 3 | Alg 3 flag | Alg 3 Len |
B e T S e S S S it s S N

+
I
+
I
+
I
+
I
+
I
I
+
I
+
I
+
| . .
~ Al gorithmdentifier N
I

+

|
|
+
I
+
I
|
i i i R it i NP S SR
I
+
I
+
I
I
+

i ko I N I R I S R S R I I R ik i R R R R e e e
Figure 2: Hybrid Authentication Announcenent

The announcenent includes a list of N algorithnms could be used for
hybrid signature

* Auth Method: A new value to be allocated by | ANA

* Cert Link N Links corresponding signature algorithmNwith a
particular CA, as defined in Section 3.2.2 of [RFC9593]

* A g N Flag:
- C set to1lif the algorithmcould be used in type-1 setup
- S set to1lif the algorithmcould be used in type-2 setup

- Both C and S MAY be set to 1 but MUST NOT set to zero at the
same tinme

- RESERVED:. set to O
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01234567
S
| QS| RESERVED |
R i S ks

Figure 3. AlgorithmFlag

* Algorithmdentifier N. The variable-length ASN. 1 object that is
encoded using Di stingui shed Encodi ng Rul es (DER) [ X 690] and
identifies the algorithmof a conposite signature as defined in
Section 7 of [I-D.ietf-Ianps-pQq-conposite-sigs].

1. Sending Announcenent

As defined in [RFC9593], the responder includes
SUPPORTED AUTH METHODS in IKE_ SA INT response (and potentially also
i n | KE_| NTERVEDI ATE response), while the initiator includes the
notification in | KE AUTH request.

The sender includes a hybrid authentication announcement in
SUPPORTED _AUTH METHODS, which contains O or N conposite signature
Al gorithm dentifiers sender accepts. Each Al gorithmdentifier
identifies a conbination of algorithns as specified in Section 6 of
[I-D.ietf-1|anps-pg-conposite-sigs]:

* atraditional PKI algorithm(e.g. id-RSASA-PSS)

* a PQC algorithm(e.g. id-M-DSA-44)

* a pre-hash algorithm(e.g. id-sha256)

In case of type-2 setup, even though the certificate is not a
composite key certificate, systemstill uses a composite signature

al gorithmthat corresponds to the conbination of two certificates PKI

al gorithnms and hash al gorithn(s).

Cand Sbits in flag field are set according to whether sender
accepts the algorithm conbination in type-1/type-2 setup.

Announcenent without any Algorithmdentifiers signals that there is
no particular restrictions on algorithm
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5.1.2. Receiving Announcenent

If hybrid authentication announcenent is received, and the receiver
chooses to authenticate itself using hybrid authentication, then
based on its local policy and certificates, one Al gorithmdentifier
(which identifies a conbination of algorithns) in the hybrid

aut henti cati on announcement and a PKI setup (type-1 or type-2) is
chosen to create its AUTH and CERT payl oad(s).

If there is no Algorithmdentifier in the announcenent, the receiver
MAY choose Al gorithm dentifier just according to its |ocal policy and
certificates.

5.2. AUTH & CERT payl oad

The |1 KEv2 AUTH payl oad has following format as defined in Section 3.8
of [RFC7296]:

+opRr

2
234 6 6 7890
+- +- +- e

+ 00

9 12345
I T S
C| RESERVED |
+- B TS
h Met hod RESERVED
B S i T T S S i SRt S S

1 5

S o o
Next Payl oad

e

t

+

|
+

7
+-
I
+

I

- 4

Aut henti cation Data

+— 1+ +— +

i T T e e s o i o R S S e T T (BIE TR SR e
Fi gure 4: AUTH payl oad

For hybrid authentication, the AUTH Met hod has val ue defined in
Section 5.1

The Authentication Data field follows format defined in Section 3 of
[ RFC7427] :
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1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
ASN. 1 Length | Algorithm dentifier ASN. 1 object |
e b T S i i S S S S e e s S i T T i S S

Al gorithm dentifier ASN. 1 object continuing

+-
L.
I I
!l-— B T i T i s i i Tt TEIE B I TR S SR i S S i I T R e !l-
|~ Si gnature Val ue |~
I+- R s o o i i S S S o o ol ol S S S S R R o I+
Figure 5: Authentication Data in hybrid AUTH payl oad

Based on sel ected Algorithndentifier and setup type, the Signature
Val ue is created via procedure defined in Section 5.2.1,
Section 5.2.2.

1. Type-1
Assune sel ected Algorithmdentifier is A

1. There is no change on data to be signed, e.g.
InitiatorSi gnedCct et s/ Responder Si gnedCctets as defined in
Section 2.15 of [RFC7296]

2. Follow Sign operation identified by A e.g. Section 3.2 of
[I-D.ietf-lanps-pg-conposite-sigs]. The ctx input is the string
of "1 KEv2-PQT-Hybrid-Auth". This step outputs the conposite
signature, a CompositeSi gnatureVal ue.

3. ConpositeSignatureValue is serialized per Section 4.3 of
[I-D.ietf-lanmps-pg-conposite-sigs], and the output is used as
Signature Value in the Authentication Data fi el d.

Note: [I-D.ietf-Ianps-pq-comnmposite-sigs] uses a pre-hash algorithm
with [ M- DSA] pure node (Al gorithm 2), not the HashM.- DSA as defi ned
in [M.-DSA], see Section 2.1 of [I-D.ietf-|anps-pg-conposite-sigs]
for the rationale.

Following is an initiator exanple:

1. A is id-MDSA44- RSA2048- PSS- SHA256, whi ch uses PQC M.- DSA- 44 and
traditional RSASSA-PSS with pre-hash function SHA256

et al. Expi res 31 August 2026 [ Page 10]
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2. Follow Section 3.2 of [I-D.ietf-|anps-pg-conposite-sigs] with
foll owi ng inputs:
* sk is the private key of the signing conposite key certificate
* Mis InitiatorSi gnedCctets
* ctx is "I KEv2-PQrI-Hybrid- Aut h"
The signing conposite certificate MJST be the first CERT payl oad.
2. Type-2
1. Conbine PQC key and traditional key into conposite key using
SerializePrivateKey operation as defined in Section 4.2 of
[I-D.ietf-I|anps-pg-conposite-sigs].
2. Follow Sign operation as Section 5.2.1
Note: Section 6 of [RFC9881] defines 3 options for M-DSA private key
storage, this docunment requires options that include seed since Sign
operation of [I-D.ietf-]anps-pg-conposite-sigs] only supports seed.
Wth exanple in Section 5.2.1:
* sk is the conbined private key, e.g. output of SerializePrivateKey
* Mis InitiatorSi gnedCctets
* ctx is "IKEv2- PQT- Hybri d- Aut h"
The signing PQC certificate MJST be the first CERT payload in the
| KEv2 message, while traditional certificate MIST be the second CERT
payl oad.
.2.1. RelatedCertificate
In type-2 setup, the signing certificate MAY contain
Rel atedCertificate extension, then the receiver SHOULD verify the
extension according to Section 4.2 of [RFC9763]. Failed verification
SHOULD fail authentication.

Security Considerations

The security of general PQ T hybrid authentication is discussed in
[1-D.ietf-pquip-hybrid-signature-spectruns].
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Thi s docunent uses mechani sns defined in
[I-D.ietf-1|anps-pg-conposite-sigs], [RFC7427] and [ RFC9593], so the
security discussion in the correspondi ng RFCs al so apply.

One inportant security consideration nentioned in
[1-D.ietf-1anps-pg-conmposite-sigs] worth repeating here is that
component key used in either Section 5.2.1 or Section 5.2.2 MJST NOT
be reused in any other cases including single-algorithm case.

| ANA Consi der ati ons

Thi s docunent requests a value in "I KEv2 Authentication Method"
subregistry under | ANA "Internet Key Exchange Version 2 (IKEv2)
Par armet ers" registry
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