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Abst r act

Sone Al services drive the need to transmit RVDA packets across wi de
area network (WAN) via SRv6 tunnels. RoCEv2 is the npbst popul ar open
standard for achi eving RDMA and network offl oads over ethernet, wth
its congestion control based on the conbination of PFC and ECN. Due
to certain limtations of PFC and ECN, sone drafts have been put
forward to realize nore faster congestion notification (FANTEL).

Upon detection of congestion, these drafts proposals directly sending
congestion notifications to relevant nodes, enabling near real-tine
congestion control. However, in SRv6-based WAN environnents,
congestion notifications cannot be directly delivered from WAN
devices to intra-DC devices. This docunment specifies new SRv6
Segnent ldentifiers (SIDs) and the correspondi ng processing rules for
devi ce, supporting the forwarding of congestion notification across
donai ns.

Status of This Meno

Hu,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 March 2026.
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2

2

I nt roducti on

RDVA (Renpte Direct Menory Access) enables direct access to nenory

| ocati ons on renote nmachi nes, bypassing the need for CPU invol venent
in data transfer processes. RDMA results in |ower |atency, reduced
CPU overhead, and increased network throughput, naking RDVA

particul arly beneficial for high-performance conputing environnents,
cloud infrastructure, and storage networKks.

RoCEv2 is an open standard enabling RDVA over ethernet, with its
congestion control based on the conbi nati on of PFC and ECN
Priority-based Fl ow Control (PFC) is a data link level flow contro
mechani sm whi ch can selectively pause traffic according to its
priority and elim nate packet |oss caused by network congestion
VWhen using it in the WAN, the backpressure fromPFC will cause head-
of -1i ne bl ocking and deadl ocks, which degrade network throughput.
Explicit Congestion Notification (ECN) is an extension to network

| ayer protocol and transport |ayer protocol defined in [RFC3168],
whi ch enabl es the notification of network congestion
[1-D.geng-fantel -fantel -gap-anal ysis] points out that ECN stil
relies on end-to-end signaling and | acks precise real -tine feedback

[1-D. wh-rtgwg-adaptive-routing-arn] specifies a UDP-based Adaptive
Routing Notification (ARN) mechanismto proactively disseninate
congestion and failure notification. [I-D.hhz-fantel-sar-wan]
defines a new | CMPv6 nessage to realize rapid notification in key
traffic engineering areas including failure protection, congestion
control, and |oad bal ancing. These solutions focus on the
construction of notification nessages, but give little consideration
to their delivery process—especially in inter-domain scenarios,

|l eading to difficulties in achieving end-to-end congestion control

Thi s docunent focuses on the scenario of transmtting RDVA packets
across multiple DCs over WAN, where SRv6 tunnels are depl oyed bet ween
DCs. It introduces several typical scenarios, and then propuses new
SRv6 Sl Ds and associ ated processing procedure to enable inter-donmain
delivery of notification nmessages.

Conventions used in this docunent
1. Abbreviations

DC. Data Center

CNP: Congestion Notification Packet

ECN. Explicit Congestion Notification
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PFC. Priority-based Fl ow Control
RoCEv2: RDMA over Converged Ethernet version 2
WAN: wi de area network

2.2. Requirenents | anguage

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Scenarios for distributed ROCEv2 network

[1-D. hzh-fantel -wan-tunnel] introduces the nmain scenarios related to
Al services in WAN, as well as the requirenents for FANTEL(FAst
Notification for Traffic Engineering and Load bal ancing) in these
scenarios. Based on this, this docunment focuses several key
scenarios and how they are carried over SRv6 tunnels in WAN

3.1. Scenario 1: Directly transmtting sanple data to Al servers

When leasing Al facilities in a third-party DC, custoners directly
upl oad sanple data to the Al servers for nodel training, in order to
prevent data | eakage in the third-party DC storage

During separated storage and nodel training, WAN needs to carry
sanple data from storage clusters to conpute clusters through
tunnels, and this data is transmitted using RDMA protocols such as
RoCEv2.

3.2. Scenario 2: coordinated nodel training/inference

The conput ati onal power growth of a single DCis limted by nmultiple
factors such as space and power consunption. Therefore, custoners
are inclined to support large Al nodel training/inference by

coordi nating distributed nodel training/inference across multiple

Al DCs.

During distributed nodel training, WAN needs to carry paraneter
synchroni zati on data between multiple AIDCs through tunnels, and this
data is transmitted using RDVA protocols such as RoCEv2

3.3. Scenario abstraction
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Figure 1: Network diagram

The scenarios nentioned in Chapter 3 can be summari zed as the network
di agram shown in Figure 1. 1In these scenarios, the sender in DC
needs to transmt RoCEv2 packets to the receiver in another DC
through SRv6 tunnels in WAN, the process is as follows:

* The sender (Hl-H64) in DCl sends RoCEv2 packets to WAN s ingress
PE t hrough the | eaf, spine, and gateway devices.

* At the WAN' s ingress PE, the RoCEv2 packets are encapsul at ed
according to the SRv6 tunnel protocol

* The WAN's transit nodes (R1-R5) transmt the payload fromingress
PE to egress PE through SRv6 tunnels.

* At the WAN' s egress PE, the payl oad are decapsul ated to RoCEv2
packets and transmtted to the receiver (HL-H64) in DC2.

I nter-donmai n congestion notification
Precise flow contro

PFC is the feature used in ethernet to prevent data | oss due to
congestion. In PFC, traffic is classified into 8 priorities
according to the 802.1Q protocol, and each priority maintains its
queue. \When the queue length of the router’s receive port exceeds a
certain threshold, the router sends a PAUSE frame to upstreamto stop
transmtting traffic. Wen the queue length of the router’s receive
port drops below a certain threshold, the router sends a RESUME frane
to upstreamto continue transmtting traffic.
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Since PFC operates at the data link layer, its use in WAN can cause
significant inpact on other services if deadl ock or storns occur.

Many recent works aimto define new nechanisns at the network | ayer

or transport |layer to address these issues, enabling fine-grained
flow control at the service or path level. These new nechani sns
typically rely on IPv6 to convey backpressure information to upstream
devi ces.

Since standard PFC is still used within DCs, this docunent defines an
SRv6 SID (END.C) to instruct the ingress PE to perform
interoperability between PFC and the new nechanisns in WAN. END.Cis
a 128-bit value configured on PE and di ssem nated to other routers
via | GP. The endpoint action associated with END.Cis to query the
priority mappi ng between congestion notification and PFC, and send
the PAUSE or RESUME frame with the corresponding link priority to
upstream devi ce

.1. Process analysis

Taking Figure 1 as an exanple, within DClL and DC2, PFCis still used
to inmplenent the flow control based on port priority. Wthin WAN,

| Pv6- based sol utions are used to achi eve congestion control at
service level or path level, effectively avoiding inpact on other
services. The congestion handling process is as follows:

* \When WAN devices (Rl, R2) detect congestion, they encapsul ate an
outer | P header (destination address is set to END.C) outside the
notification and send it back to the ingress PE

*  \When the ingress PE detects that the destination address of the
recei ved packet hits END.C, and it queries the priority mapping
bet ween congestion notification and PFC, and send the PAUSE or
RESUME frame with corresponding link priority to gateway.

* \When gateway receives the PAUSE or RESUME frane, it suspend or
resunme traffic transmission for the corresponding link priority.

Explicit congestion notification

ECN enables a forwarding elenent (e.g., a router) to notify the
sender for congestion control w thout having to drop packets

[ RFC3168]. When a router detects congestion, instead of dropping
packets as a signal of congestion, it marks the packets with an ECN
codepoint in the I P header. The marked packets alert the receiver
that packet loss is inmmnent, and then the receiver alerts the sender
by sendi ng Congestion Notification Packet (CNP). After receiving the
CNP, the sender knows to sl ow down the transm ssion rate tenporarily
until the flow path is ready to handle a higher rate of traffic.
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[ RFC7514] defines Really Explicit Congestion Notification (RECN),

al so known as Fast Congestion Notification Packet (Fast CNP). By
extendi ng the RoCEv2 CNP, Fast CNP can be sent by the internediate
router directly to the sender, advising the sender to reduce the
transm ssion rate at which it sends the flow of RoCEv2 data traffic.
When transporting RoCEv2 packets through SRv6 tunnels in WAN,

i ntermedi ate devices are unable to send Fast CNP back to the ingress
PE based on the information in RoCEv2 packets. Additionally, the
ingress PE is unable to recognize the Fast CNP and therefore cannot
forward themto the sender.

Therefore, this docunment proposes a new SRv6 SID (END. E) to address
af orementioned issues. END. E is a 128-bit value configured on PE and
di ssemnated to other routers via | GP. The endpoint action
associated with END.E i s to decapsul ate the packet and then | ook up
the routing table for traffic forwarding.

1. Process analysis

Taking Figure 1 as an exanple, when a WAN devi ce detects congesti on,
it directly sends Fast CNP to the ingress PE for processing, and then
the ingress PE forwards it to the sender. The congestion handling
process is as follows:

* \When WAN devi ces detect congestion, they encapsul ate an outer IP
header (destination address is set to END. E) outside the Fast CNP
and send it back to the ingress PE

* \When the ingress PE detects that the destination address of the
recei ved packet hits END. E, it decapsul ates the Fast CNP and pass
it to the sender in DC

*  When the sender receives Fast CNP, it reduces the transm ssion
rate of the corresponding flow.

Advertising new SRv6 SIDs using | GP
Advertising new SRv6 SIDs Using IS 1S
Bef ore advertising END. E and END. C, PE nodes should first inform
ot her nodes whether they have the correspondi ng congestion handling

capabilities. This can be achieved by defining a 1-bit flag (i.e.,
the C-flag) in the Flags field of the SRv6 Capabilities Sub-TLV.

et al. Expires 7 March 2026 [ Page 8]
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Since both END.C and END. E require specific processing at the node,

they can be advertised to other neighbors via the SRv6 END SI D Sub-
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Figure 3: new SRv6 SIDs in SRv6 END SID Sub-TLV

5.2. Advertising new SRv6 SIDs Using OSPFv3
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