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Abst r act

This draft introduces the HtpOnly and _ HostHttpOnly cooki e nane
prefixes that ensure the cookie was set with an HitpOnly attribute.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://yoavwei ss. github.io/ httponly_prefix/draft-httponlyprefix-
wei ss-http.htm. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-httponlyprefix-weiss-http/.

Source for this draft and an issue tracker can be found at
https://github. coml yoavwei ss/ httponly_prefix.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 11 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

There are cases where it’'s inportant to distinguish on the server
si de between cookies [COXKIES] that were set by the server and ones
that were set by the client.

One such case is cookies that are normally _always_ set by the
server, unl ess sone unexpected code (an XSS exploit, a malicious
extension, a commit froma confused devel oper, etc.) happens to set
themon the client.

This draft add a signal that woul d enable servers to make such a
di stinction.

More specifically, it defines the _HtpOnly and _ HostHttpOnly

prefixes, that nake sure that a cookie is not set on the client side
usi ng script.
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1.1. Conventions and Definitions
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Server Requirenents
These requirenments apply to cookies set in Set-Cookie response
headers by the server, as well as ones received in a Cookie request
header fromthe client.

2.1. Cookie Nane Prefixes

2.1.1. The " _ HttpOnly-" prefix

2.1.1.1. Cookie creation
If a server creates a cookie whose name begins with a case-sensitive
match for the string _HtpOnly-, then all the followi ng MIST be
true:
1. The Set-Cookie HTTP header MJST include the Secure attribute.
2. The Set-Cookie HTTP header MJST include the HitpOnly attribute.

2.1.1.2. Cookie processing
If a server processes a cookie received in a Cookie request header
whose nane begins with a case-sensitive match for the string

__HtpOnly-, this indicates that *all* the follow ng are true

1. The cookie was originally created using a Set-Cookie HITTP header
sent fromthis server.

2. The Set-Cookie HTTP header included the Secure attribute.

3. The Set-Cookie HITP header included the HtpOnly attribute.
2.1.2. The " HostHttpOnly-" prefix
2.1.2.1. Cookie creation

If a server uses a Set-Cookie HTTP header to create a cookie whose

nane begins with a case-sensitive match for the string
__HostH tpOnly-, then all the following MIJST be true
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1. The Set-Cookie HTTP header MJST include the Secure attribute.
2. The Set-Cookie HTTP header MJST include the HitpOnly attribute.

3. The Set-Cookie HTTP header MJUST include the Path attribute with a
val ue of /.

4. The Set-Cookie HTTP header MJST NOT include the Domain attribute.
2.1.2.2. Cookie processing

If a server processes a cookie received in a Cookie request header

whose name begins with a case-sensitive match for the string

__HostH tpOnly-, this indicates that *all* the follow ng are true:

1. The cookie was originally created using a Set-Cookie HITP header
sent fromthis server

2. The Set-Cookie HTTP header included the Secure attri bute.
3. The Set-Cookie HITP header included the HtpOnly attribute.

4. The Set-Cookie HTTP header included the Path attribute with a
val ue of /.

5. The Set-Cookie HITTP header did not include the Domain attri bute.
3. User Agent Requirenents

These requirenents apply to cookies received in a Set-Cookie response
header fromthe server.

3.1. Cookie Name Prefixes
User agents’ requirenents for cookie nane prefixes differ slightly
fromservers', as UAs MJUST match the prefix string case-
i nsensitively.
3.1.1. Storage Mbddel
Add the followi ng steps after step 21 of section 5.7 in [ COXIES].

1. If the cookie-name begins with a case-insensitive match for the
string "__HtpOnly-",

1. Abort these steps and ignore the cookie entirely unless all
the following conditions are true:
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1. The cookie's secure-only-flag is true.
2. The cookie’'s http-only-flag is true.

3. The cookie-attribute-list contains an attribute with an
attribute-name of "Path", and the cookie's path is "/".

2. If the cookie-nane begins with a case-insensitive match for the
string "__HostHttpOnly-",

1. Abort these steps and ignore the cookie entirely unless al
the followi ng conditions are true:

1. The cookie' s secure-only-flag is true.
2. The cookie's http-only-flag is true.
3. The cookie's host-only-flag is true.

4. The cookie-attribute-list contains an attribute with an
attribute-name of "Path", and the cookie's path is "/".

5. The cookie-attribute-list does not contain an attribute
with an attribute-name of "Donain".

4. Security Considerations

There are no particular security considerations. These new prefixes

will only limt the ability of non-conpliant cookies to be set. They
do not open up new capabilities for server to set cookies where they

previously could not.

5. | ANA Consi derations
Thi s document has no | ANA acti ons.
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