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Abst ract

A derived conmponent is specified for HTTP Message Signatures that

bi nds the signature to the underlying secure channel (TLS over TCP or
QU C), thereby ensuring a signed nessage transm tted over one channel
cannot be retransnitted over another. The conponent consists of key
mat eri al exported from TLS.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://cjpatton.github.io/draft-hoypat-httpbi s-nmessage-si gnat ures-
ekni draft-hoypat - htt pbi s- nessage- si gnatures-ekm htm . Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-hoypat-httpbis-nmessage-

si gnat ur es- ekm .

Di scussion of this docunent takes place on the HTTP Wirki ng G oup
mailing list (neilto:ietf-http-wg@a3.0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/.

Source for this draft and an issue tracker can be found at
https://github. com cj patton/draft-hoypat-httpbi s- nessage-si gnatures-
ekm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Hoyl and & Patton Expires 23 April 2026 [ Page 1]



Internet-Draft HITP Signature Conponent for TLS Channel Cct ober 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

HTTP Message Signatures [ RFC9421] allow various conponents of an HTTP
message to the authenticated by the sender either using a digital
signature or a message authentication code (MAC). The exact set of
components to be signed may very dependi ng upon the application:

1. the conponents that need to be signed depend on the security
consi derations of the application; and

2. some conponents of the message may not avail able at the tine of
signing or verification.

To accommpdate these limtations, HITP Message Signhatures defines a

nunber of HITP Message Conponents (Section 2 of [RFC9421]) and
specifies rules for transform ng conponents into the input to the
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signature algorithm (Section 3.1 of [RFC9421]). The val ue of nost
components are extracted directly fromthe bytes of the HITP nessage;
others are derived fromthe message through a well-specified process.

Al'l conponents are derived fromthe HTTP nessages thensel ves.
Consequentially, an on-path attacker with access to the HTTP nessages
transmtted between the client and server can replay a signhed nessage
at will. This is described in Section 7.2.2 of [RFC9421].

The nonce paraneter provides sone defense against replay attacks, but
this nmechanismis not applicable in all depl oynent scenarios. For
example, it is comon for two TLS servers to be authoritative for the
same DNS nane. (This setup is commonly referred to as "nulti-CDN'.)
In this scenario, the first server can intercept a signed request
froma client, then replay that request to the second server, thereby
i npersonating the client.

The goal of this docunment is to nake replay protection nore robust.
A new derived conponent is defined for HTTP Message Signhatures whose
value is set to key material exported from TLS as defined in

Section 7.5 of [RFC8446]. This binds the signed nessage to the
underlying TLS channel, thereby ensuring the signature is never
accepted outside of that channel

OPEN | SSUE Wul d it be better do define exported key material as a
signature paraneter instead of as a derived conponent?

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. The @km Derived Conponent
A new derived conponent is defined with the name @km

The contents of this conponent are the output of a call to the
exporter interface of the underlying TLS connection as defined in
Section 7.5 of [RFCB446], encoded in base64 [RFC4648]. The |abe
parameter of the exporter function is set to "http-sig-ekn’ and the
context value is the version of TLS. For TLS 1.3 (i.e., [RFC8446])
its value is 0x0304.
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TLS 1.3 or later is REQURED. This derived component is not
compatible with HTTP messages sent in plaintext or over TLS 1.2 and
bel ow.

NOTE W& could in principal specify this for TLS 1.2, if we need
to.

If the signer and verifier do not agree on the value of @km then
the signature will not verify. |If the signer and verifier share a
TLS connection between them then they will conpute the sane val ue.
If they do not share a direct TLS connection, it is possible to
architect a systemsuch that the verifier does not directly call the
exporter interface, but is sinply provided its output on a trusted
channel . This behavi our works, but requires the verifier and caller
to trust each other.

OPEN | SSUE How do we negoti ate usage of @kn? Both the signer and
verifier need to support the new derived conponent into generate
message signatures that use it, but the signer m ght not know if
the verifier uses it.

4. Security Considerations

TODO Define a channel binding and say why it prevents replays
bet ween CDNs.

5. | ANA Consi derati ons
TODO Update the "HTTP Signature Derived Conmponent Nanes" registry.
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