vCon T. MCart hy- Howe
I nternet-Draft VCONI C
I nt ended status: Standards Track 4 June 2026
Expires: 6 Decenber 2026

vCon Ceneration Provenance
dr aft - howe- vcon- provenance- 00

Abst r act

Thi s docunent defines a "provenance" extension for Virtualized
Conversations (vCon) that records how a pi ece of generated content
was produced by a generative nodel: the nodel and provider, the
decodi ng paraneters (for example tenperature and top_p), the pronpt
or a hash of it, the vCon elenents that were given to the nodel as

i nput, and a hash of the output. The record is carried as a naned
provenance nenber on the analysis object it describes (and, for
machi ne- generated di al og, on the dialog object), so that an analysis
has a real, named home for "how this was generated" rather than
overl oadi ng the anal ysis body or schema

The extension is a Conpatible vCon extension. It introduces no new
top-level fields and does not alter the semantics of existing ones.
Because t he provenance record binds an output to its nodel, pronpt,
and inputs by hash, a signed vCon, or a SCITT transparency receipt
over it, can attest to a verifiable derivation: not only that the
anal ysis exists, but howit cane to be.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-howe-vcon-provenance/.

Di scussi on of this docunent takes place on the vCon Wirking G oup
mailing list (mailto:vcon@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/vcon/. Subscribe at
https://ww.ietf.org/mailman/listinfo/vcon/.

Source for this draft and an issue tracker can be found at
https://github. com vcon-dev/draft-howe-vcon- provenance.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

A growi ng share of the content carried in a vCon
[I-D.draft-ietf-vcon-vcon-core] is produced by generative npdel s:
summari es, classifications, sentinment scores, extracted entities,
translated or redrafted text, and synthetic dialog turns. These |and
in the vCon analysis[] array (and occasionally in dialog[]), each
with a vendor, a product, and a schema. Wat is missing is a place
to record how the content was generated - the pronpt, the sanpling
paraneters, and the inputs the nodel actually saw.

Today that information either goes unrecorded, or is smuggled into
the analysis body (mxing it with the analysis result), or is encoded
into the schema token (overloading a field neant to identify a data
format). Neither is interoperable, and neither lets a consumer
answer the questions an auditor or a transparency |og asks: which
nmodel produced this, under what paraneters, from what pronpt, over
whi ch conversation content?

Generation provenance is a small, bounded set of facts with a clear
owner: the object whose content was generated. This docunent defines
a Conpati bl e vCon extension (Section 2.5 of
[I-D.draft-ietf-vcon-vcon-core]) that gives that set of facts a named
hone - a provenance paranmeter on the anal ysis object, and on the

di al og object for nmachine-generated dialog - and registers it through
the object paraneter registries that the core specification already
provi des.

The notivation is the sane as for content provenance in nedia [ C2PA]:
as automat ed decision-nmaking is increasingly subject to regulation

[ EU- Al - ACT] and risk frameworks [N ST-Al-RVF], the derivation of a
generated artifact becones part of the record that nust be retained
and, where required, attested.
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1.1. Relationship to the Agent Session Extension

Thi s extension and the Agent Session extension
[1-D. draft-howe-vcon-agent-session] address two different scopes and
are conpl enentary:

* A provenance record describes a single act of generation - one
model call that produced one analysis or one dialog turn. It is
Ii ghtwei ght and attaches directly to the object it explains.

* An agent _session record describes a whol e autononbus run - a
multi-step trace of tool calls, results, and reasoning - carried
as a structured anal ysis body conformng to the Verifiable Agent
Conver sati ons schema.

Most generated content in a vCon is the result of a single nodel
call, not an agent run; for that common case, this extension is
sufficient on its ow. Were both apply, they layer: an

agent _session analysis entry MAY itself carry a provenance nenber
describi ng the nmodel and paranmeters of the run, and individua
generated anal yses within or al ongside a session MAY each carry their
own provenance. The two extensions share the sane nodel -identity
vocabul ary (vendor/provider, product/nodel nane) so that the records
agr ee.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Al timestanps in vCon docunments conforming to this extension are
formatted as Internet date and tine strings per [RFC3339], mmatching
the requirenent in [I-D.draft-ietf-vcon-vcon-core].

2.1. Core Terns
*CGenerative Mddel *: A software system typically a | arge |anguage
nodel , that produces content in response to a pronpt and a set of
decodi ng paraneters
*CGeneration*: A single invocation of a generative nodel that produces

one unit of content placed in a vCon (one analysis entry, or one
dial og turn).
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*Provenance Record*: The structured object, defined in this docunent,
that records how a generation was produced. Carried as the
provenance paraneter of the object whose content it descri bes.

*Pronpt*: The full input presented to the nodel for a generation,
i ncluding any systeminstructions, tenplates, retrieved context, and
the rendered user request.

*I nput Reference*: A pointer froma provenance record to a vCon

el emrent (a dialog, analysis, or attachment entry) that was supplied
to the nodel as part of the pronpt, optionally bound by a content
hash.

*Content Hash*: A hash token in the sha512- form defined for the
content _hash paraneter of [I-D.draft-ietf-vcon-vcon-core] - the
al gorithm name, a hyphen, and the base64url encodi ng of the digest.

*Conpati bl e Extension*: A vCon extension that introduces additiona
data without altering the nmeaning or structure of existing el enents,
as defined in [I-D.draft-ietf-vcon-vcon-core].

3. Extension Cassification and Registration

The provenance extension is a *Conpati bl e Extension* as defined in
Section 2.5 of [I-D.draft-ietf-vcon-vcon-core]. It:

* Introduces no new top-Ilevel fields.

* Defines a new provenance paraneter on the anal ysis object and on
the di al og object, registered through the correspondi ng object
paraneter registries of [I-D.draft-ietf-vcon-vcon-core].

* Can be safely ignored by inplenmentations that do not support
provenance processing; the analysis or dialog entry remains well -
fornmed and its content is unchanged.

* Does not require listing in the critical parameter. The
provenance paraneter is descriptive netadata; an unaware consuner
that ignores it still reads the generated content correctly.

Thi s docunent defines the "provenance" extension token for
registration in the vCon Extensions Names Registry:

* *Extensi on Nane*: provenance
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* *Extension Description*: Ceneration provenance for content
produced by a generative nodel (nodel, decoding paraneters,
pronpt, inputs, and output hash), carried on the analysis or
di al og object it descri bes.

* *Change Controller*: |ESG
* *Specification Document*: This docunent

vCon instances that include any provenance paraneter SHOULD i ncl ude
"provenance" in the extensions array.

4. The Provenance Object

A provenance record is a JSON object placed as the value of a
provenance paraneter on the object whose content it describes. The
sanme object structure is used wherever provenance appears.

4.1. Placenent
The provenance paraneter MAY appear on

* An *anal ysis object* (Section 4.5 of
[I-D.draft-ietf-vcon-vcon-core]). This is the primary placenent.
The record describes how that analysis entry’'s content was
gener at ed.

* A *dialog object* (Section 4.3 of
[I-D.draft-ietf-vcon-vcon-core]), when the dialog turn itself was
produced by a generative nodel (for exanple a synthesized agent
reply or a generated nmessage). The record describes how that
turn’s content was generat ed.

A provenance paraneter describes exactly the object it is a nenber
of. It MJST NOT be used to describe a different elenent; input
rel ati onships to other elenments are expressed through the inputs
array (see below), not by placenent.

4.2. Structure
The provenance object contains the follow ng nmenbers.

4.2.1. Required Menmbers

*  *mpdel * (object, REQU RED): Identifies the generative nodel
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4.

2

2

- *vendor* (string, REQUI RED): The organization providing the
model (for exanple "anthropic", "openai", "google"). Wen the
record is on an analysis object, this SHOULD equal the analysis
vendor paraneter.

- *nane* (string, REQUI RED): The nodel identifier (for exanple
"cl aude-opus-4-8"). \When the record is on an anal ysis object,
this SHOULD equal the analysis product paramneter.

- *version* (string, OPTIONAL): A nore specific nodel or weights
versi on, when distinct from name.

*generated_at* (string, REQU RED): An [RFC3339] timestanp for when
the generation was perforned.

Opti onal Menbers

*par anmet ers* (object, OPTIONAL): The decodi ng and sanpling
paraneters used for the generation. Menber nanes are not
constrai ned by this docunent; inplenentations record the
paraneters they actually set. Commonly used menbers include
tenmperature, top_p, top_k, max_tokens, seed, stop,

frequency penalty, presence penalty, and response fornat. Val ues
are recorded as supplied to the nodel. A paraneter that was |eft
at the provider default MAY be omtted; an inplenentation that

wi shes to record the effective default MAY include it.

*pronpt* (object, OPTIONAL): The pronpt material presented to the
nmodel . At nost one of the follow ng content nmenbers SHOULD be
present; hash MAY acconpany either

- *text* (string): The full rendered pronpt as a single string.

- *messages* (array): The pronpt as an ordered array of role or
content objects, for chat-style nodels. The structure is
recorded as presented to the nodel.

- *tenplate* (string): An identifier or URL for a pronpt
tenpl ate, used when the pronpt is generated froma versioned
tenpl ate rather than recorded inline.

- *hash* (string): A content hash, in the formdefined in
Section 4.3, over the canonical pronpt. Present when the
pronpt text is withheld (for privacy or size) but nust remain
verifiable, or alongside inline text as an integrity check
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When the pronpt contains personal data and the vCon may be
redi stributed, inplenentations SHOULD record hash and omt text
and nessages. See Section 7.

*  *jnputs* (array, OPTIONAL): The vCon el enents that were supplied
to the nodel as part of the pronpt - the derivation of the
generated content. Each entry is an object:

- *element* (string, REQU RED): One of "dialog", "analysis", or
"attachment"”.

- *index* (integer, REQU RED): The index of the referenced entry
in the correspondi ng top-1level array.

- *content_hash* (string, OPTIONAL): A content hash, in the form
defined in Section 4.3, over the referenced el enent’s content
as it was given to the nodel. Binding inputs by hash nmakes the
derivation verifiable even if the referenced elenent is |ater
redact ed or anended.

* *output _hash* (string, OPTIONAL): A content hash, in the form
defined in Section 4.3, over the generated content (the analysis
or dialog body this record describes). Binds the provenance
record to the specific output it explains.

* *goftware* (string, OPTIONAL): The harness, application, or
pi peline that perforned the generation, distinct fromthe node
vendor (for exanple "vconic-summarizer/2.1"). Analogous to the
recordi ng_agent of [I-D.draft-howe-vcon-agent-session].

* *registry* (object, OPTIONAL): A pointer to an externa
transparency service holding an attestation of this provenance
record, for audit trails.

- *type* (string, REQU RED): The registry protocol. This
docunent defines the value "scitt".

- *url* (string, REQU RED): The endpoint of the transparency
service. Wen type is "scitt", the URL references a SCITT
Transparency Service inplenenting SCRAP
[I-D.draft-ietf-scitt-scrapi].
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4.3. Content Hashing

Every hash token defined by this extension - pronpt. hash,

i nputs[].content _hash, and output_hash - uses the sane formas the
content hash paraneter of [I-D.draft-ietf-vcon-vcon-core]: the hash
al gorithm name, a hyphen, and the base64url encodi ng (w t hout

paddi ng) of the digest, for exanple sha512-q2dGy.... |nplenentations
SHOULD use SHA-512 (sha512-).

Hashes are conputed over the exact byte sequence presented to or
produced by the nodel. Wen the hashed material is a JSON val ue (for
exanpl e a structured nmessages pronpt or a JSON anal ysi s body),

i mpl ement ati ons SHOULD canonicalize it with the JSON Canonicalization
Schene [ RFC8785] before hashing, so that independent parties conpute
the sanme di gest.

4.4. Exanple: Analysis with Provenance
A summary anal ysis, recording the nodel, paraneters, a w thheld

pronpt bound by hash, the dialog it was derived from and a hash of
the sunmary itself:
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"type": "summary"
"dialog": [0],
"vendor": "anthropic",
"product": "claude-opus-4-8",
"schema": "https://exanpl e. com schenas/ cal | - summary/v3",
"encodi ng": "json",
"body": "{\"summary\":\"Customer requested a refund...\"}"
"provenance": {
"model ": {
"vendor": "anthropic",
"name": "cl aude- opus-4-8",
"version": "claude-opus-4-8-20260115"

3

},
"generated_at": "2026-06-04T14: 22: 052",
"paraneters": {

"tenmperature”: 0.2,

"top_p": 0.95,

"max_t okens": 1024,

"seed": 42

}1

"pronmpt": {

"tenplate": "https://exanple.con pronpts/call-summary/v3",
"hash": "shabl12-3qFxLp8YcOr2..."

}1

"inputs": [

"el enent": "dial og",

"index": O,

"content hash": "sha512-7dl nK2p@@..."
}

1,
"out put _hash": "shab512-9aZ0ObMnE. .. ",
"software": "vconic-sunmarizer/2.1",
"registry": {
"type": "scitt",
"url": "https://transparency. exanpl e.conentries”
}
}
}

4.5. Exanple: Generated Dialog with Provenance

A synt hesi zed agent reply placed in the dialog array, with provenance
recorded on the dial og object:
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5

5.1.

"type": "text",
"start": "2026-06-04T14: 20: 002",
"parties": [1],
"medi atype": "text/plain",
"body": "I have started your refund; it will post in 3-5 days.",
"encodi ng": "none",
"provenance": {
"nmodel " {
"vendor": "openai",
"name": "gpt-x"

},
"generated_at": "2026-06-04T14: 20: 002",
"parameters": {

"tenperature": 0.7
1
"pronmpt": {

"hash": "sha512-bQIwRt5..."

}

"inputs": [
{ "elenment”: "dial og", "index":
{ "elenment": "dial og", "index":

= O
—

]

’ ut put _hash": "sha512-Kd9..."

Processi ng Requirenents

Pr oduci ng Provenance

An i mpl enentation that generates content and records its provenance:

*

MUST set nodel . vendor, nodel.nane, and generated at.
SHOULD set paraneters to the decodi ng paraneters it actually used.

SHOULD record pronpt, as inline material when pernmitted, or as a
hash when the pronpt nust be w thheld.

SHOULD popul ate inputs with references to every vCon el enent it
supplied to the nodel, and SHOULD bi nd each by content_hash.

SHOULD set out put_hash over the generated content.
When the record is on an anal ysis object, SHOULD set nodel . vendor

and nodel . nane consistently with the anal ysis vendor and product
paranet ers.
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5

5

2

3.

Consuni ng Provenance
An i nmpl enentation that processes a provenance record:

* MAY verify output _hash against the content of the object that
carries the record, and SHOULD treat a mismatch as an integrity
failure for that generated content.

* MAY verify each inputs[].content_hash against the referenced
el ement when that elenment is still present in the vCon. A
consuner MUST NOT treat a missing or redacted input elenent as a
verification failure on its own; the absence is expected after
redaction (see Section 6).

* MJST validate that each inputs[].index is a valid index into the
correspondi ng top-level array before dereferencing it.

*  MJST ignore nmenbers of paraneters it does not recognize.
Ref erence Validation

i nputs references are validated the sane way as ot her vCon i ndex
references: an elenment/index pair MJST identify an existing entry in
the naned top-level array at the tinme the reference is witten.
After redaction or amendment, a previously valid reference MAY
dangl e; consumers SHOULD use the acconpanyi ng content _hash, where
present, to confirmthe original input rather than relying on the

i ndex.

Li fecycl e, Redaction, and Transparency

Provenance records interact with the lifecycle extension
[1-D.draft-howe-vcon-lifecycle] in tw ways.

First, a pronpt.text or pronpt.nessages val ue can contain persona
data drawn fromthe conversation. Wen a redacted formof the vCon
is produced for broader distribution, these pronpt fields SHOULD be
renoved and repl aced by pronpt.hash, preserving verifiability w thout
re-exposi ng the underlying data.

Second, because inputs[].content_hash and out put _hash bind a
generation to specific inputs and a specific output, they let a
verifier confirma derivation even across a redaction boundary: the
hashes attest to what was used and what was produced, while the
underlying content may be renoved.
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These properties nake a provenance record a natural subject for a
transparency service. A vCon (or an individual analysis entry)
carrying a provenance record can be signed and its statenent
submitted to a SCITT Transparency Service
[I-D.draft-ietf-scitt-scrapi]; the resulting receipt attests not
merely that an analysis exists, but that a named nodel, under
recorded parameters, produced a specific output fromspecific inputs.
The optional registry nenber records where such an attestati on can be
f ound.

7. Security Considerations

Recor di ng provenance expands the information carried in a vCon, and
some of that information is sensitive.

* *Pronpts can carry personal data.* A rendered pronpt frequently
enbeds conversation content, retrieved records, and identifiers.
Inline pronpt.text or pronpt.nessages therefore inherit the
privacy sensitivity of the source conversation and MJST be
governed by the same | awful basis
[1-D. draft-howe-vcon-I|awful -basis] and redaction controls. Wen
in doubt, record pronpt.hash and omt the inline prompt.

* *Pronpts can carry secrets.* System pronpts and tenpl ates nay
contain proprietary instructions, APl keys, or other credentials.
I mpl enent ati ons MJUST NOT record secrets in pronpt or paraneters;
where a system pronpt is proprietary, record pronpt.tenplate or
pronpt. hash rather than the text.

*  *Provenance is an assertion, not proof of origin.* A provenance
record is witten by the producing party and, by itself, is not
crypt ographi ¢ evidence that a particul ar nodel produced the
content. Trust in the record derives fromthe JW5 signature over
the vCon as defined in [I-D.draft-ietf-vcon-vcon-core], and, where
present, froma transparency receipt over the signed statenment. A
consuner that needs assurance of origin MIST rely on those
mechani sms, not on the presence of the record al one.

* *Hash binding is only as good as the canonicalization.* Verifiers
and producers MJUST agree on the canonical formof hashed materia
(see Section 4.3); a divergence in canonicalization yields
spurious msmatches. JSON nmaterial SHOULD be canonicalized per
[ RFC8785] .
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*Reproducibility is not inplied.* Recording seed and decodi ng
paraneters does not guarantee that re-running the nodel reproduces
the output, since provider-side nodel versions and infrastructure
change. The record docunents how the content was generated, not a
reci pe guaranteed to regenerate it.

8. | ANA Consi derati ons

8. 1.

Thi

vCon Ext ensions Nanes Registry

s docunent registers the followi ng value in the vCon Extensions

Nanes Registry established by [I-D.draft-ietf-vcon-vcon-core]:

*

8. 2.
Thi
Coj
[1-

8. 3.

Thi

*Ext ensi on Nanme*: provenance

*Ext ensi on Description*: Generation provenance for content
produced by a generative nodel, carried on the analysis or dialog
obj ect it describes.

*Change Controller*: |ESG

*Speci fication Docunent (s)*: RFC XXXX

vCon Anal ysis Object Paraneter Nanmes Registry

s docunent registers the following value in the vCon Anal ysis

ect Paraneter Nanmes Registry established by
D.draft-ietf-vcon-vcon-core]:

*Par amet er Nanme*: provenance

*Par amet er Description*: Generation provenance for the anal ysis
content (nodel, decoding paraneters, pronpt, inputs, output hash).

*Change Controller*: |ESG
*Speci fication Docunment (s)*: RFC XXXX
vCon Di al og Ohj ect Paranmeter Nanes Registry

s docunent registers the followi ng value in the vCon Di al og Ohject

Par amet er Names Regi stry established by

[1-

*

McCart

D.draft-ietf-vcon-vcon-core]:

*Par amet er Name*: provenance
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8.

9.

9.

* *Paraneter Description*: CGeneration provenance for a machine-
generated dialog turn (nmodel, decoding paraneters, pronpt, inputs,
out put hash).

* *Change Controller*: |ESG

* *GSpecification Document (s)*: RFC XXXX

4. vCon Provenance Registry Type Values Registry

Thi s docunent requests | ANA to establish a new registry for the

val ues of the registry.type nenber of a provenance record, with the

following initial registration:

*  *Type Val ue*: scitt

* *Description*: A transparency service inplenmenting the SCITT
(Supply Chain Integrity, Transparency, and Trust) protocol.

* *Change Controller*: |IESG

* *Specification Docunent (s)*: RFC XXXX,
[I-D.draft-ietf-scitt-scrapi]

Regi strati on Tenpl ate:
*Type Val ue*: The string value used as the registry type identifier.

*Description*: Brief description of the registry type and its
pur pose.

*Change Controller*: For Standards Track RFCs, list "IESG'. For
others, give the nane of the responsible party.

*Speci fication Docunent(s)*: Reference to defining docunents with
URI s where avail abl e.
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