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Abst ract

Thi s docunent proposes using the SCITT (Supply Chain, Integrity,
Transparency, and Trust) protocol to record, communicate and
coordinate the lifecycle of Virtual Conversations (vCons), which are
standardi zed contai ners for conversational data |ike call recordings,
transcripts, and chat logs. While vCons enable capturing and sharing
conversation details for Al analysis and busi ness purposes, they |ack
mechani sms for proving conpliance with privacy regul ati ons and
consent managenent. SCITT addresses this by providing an i nmutabl e,
append-only transparency | edger that records key lifecycle
events—fromvCon creation and consent managenent to call recording,
as well as data processing and del eti on—enabling entities to
demonstrate regul atory conpliance and maintain trust across
distributed systens. The framework specifically addresses consent
managenent chal | enges under regul ations |ike GDPR and CCPA, where
consent can be revoked at any tine, requiring coordinated deletion
across all parties that have received the vCon. By conbining vCons
with SCI TT, organi zations can build scal abl e, transparent governance
systens that protect personal data rights while enabling responsible
use of conversational data for Al and business applications.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// howet homas. gi t hub. i o/ vcon-dev/ dr aft - howe-vcon-1ifecycle. htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-howe-vcon-1lifecyclel.

Di scussion of this docunent takes place on the Virtualized
Conversations Wrking Goup mailing list (milto:vcon@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/vcon/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/vcon/.
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Source for this draft and an issue tracker can be found at
https://github. com vcon-dev/draft-howe-vcon-1ifecycle.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 January 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Virtual Conversations (vCons) draft-vcon
(https://datatracker.ietf.org/wy/vcon/about) are powerful neans of
capturing and col | aborating on the details of human conversati ons,
built to travel. They feed Al systens, enable entities to respond
more accurately to custonmer needs, and manage the health of their

busi ness nore effectively. The vCon working group focuses on passing
conversational data, such as data commonly generated and collected in
busi ness and security environnents, fromchat logs to transcripts to
recordi ngs.

Most systens provide a way to store such information, but there are
few standards or interoperability within the storage or transm ssion
mechani sns. vCon is a framework for capturing and col | aborating on
the details of a Virtual Conversation, feeding Al systens, and
enabling entities to respond to custonmer needs nore accurately and
manage their business’s health nore effectively.

The two opposing forces influencing such information passing are
trying to enforce personal data and communications privacy and
providing the ability and interest to use conversations in various
ways, e.g., Al analysis.

Al t hough vCons are tools that enable actors to do the right thing,
they are not tools that enable actors in a distributed systemto
prove it. However, when conmbined with the SCITT protocol draft-scitt
(https://datatracker.ietf.org/wy/scitt/about), proof becones
practical. SCITT allows Relying Parties to obtain informtion
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pertinent to the lifecycle of a vCon in a "transparent" way. SCITT
achi eves this by having producers publish information in a
Transparency Service, where Relying Parties can check the

i nfornation.

These relying parties can then use this information to make deci sions
based on the current state and context of the vCon to account for
changes in consent, updates in the accuracy of the content, or
anmendnments of the information it might contain. SCITT, the Supply
Chain, Integrity, Transparency, and Trust protocol, enables clients
to register statements about events, physical or virtual, such as
when things are created or used. These statenents are inmutable and
are useful to support auditing, governance, and coordination between
various distributed systens.

When using vCons to define a conversation, and SCITT to record the
events that occur to them nore scal able and transparent systens of
governance and provenance can be constructed to support privacy
efforts. It is expected that there are nany situations where this
governance across security boundaries is conmmon and desired by al
parties. One real-world exanple of this is managenment of consent as
it applies to the use of conversations for different purposes, such
as machine |l earning. Using conversations as inputs to nmachine

| earning has great benefit to both customers and busi nesses, yet only
responsibly within the defense of personal data rights and conpliance
wi th personal data and communications privacy |aws, united together
by consent. Although consent to a call recording or personal data
collection and processing is not always required under the applicable
| aws, seeking consent is often the best practice, given the Privacy
by Design principles, nmultijurisdictional business operations, and
the ever-changing privacy laws. Please see the privacy-primer-vcon
(https://datatracker.ietf.org/doc/draft-james-privacy-priner-vcon/)
for more informati on on consent and other data subject protection
concepts.

In all of these cases, the ability to define and express the
processi ng of conversations depends on the ability to authoritatively
define the lifecycle of a vCon:

* who originated the vCon in the first place to establish provenance

* how it was anal yzed and amended, to accurately respond to right-
t o- know requests

* the authenticity both of the original docunent for downstream
wor kf | ow
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* and authenticity of the redactions that cone fromthe original, in
service of data minimzation efforts

* the various expressions of digital rights
* the sharing or deletion in response to the same digital rights

For this docunent and for purposes of illustration, consent will be
used as an exanpl e use case. Proper consent managenent is
fundanental to the responsible protection of data and the ability to
| everage that data. Consent granted by the data subject of a vCon

al so needs to be stored and passed, exactly like the other
information contained in a vCon. Unlike the rest of the information
cont ai ned, the gathered consent is expressly not imrmutable. Consent,
when gat hered for a purpose, can al so be revoked by the data subject
at any tine and surely after a vCon has been shared for analysis.

Mul tiple regulations, including the US-born California Consuner
Protection Act (CCPA) CCPA (https://oag.ca.gov/privacy/ccpa) and the
EU-born General Data Protection Regul ation (GDPR) GDPR
(https://gdpr.eu/), outline requirenments for entities to use and

di spose of PIIl information responsibly upon request. Consent,
although illustrative, is not the only exanple of nmutability in the
lifecycle of a vCon. Verification of parties, inprovenents in the
anal ysis, and additions of contextual attachnments result in updates
to a vCon after data is shared, begging for a mechanismto track and
govern such changes

To honor the working group’s charter to pass conversational data
safely between consenting parties, this draft provides an overvi ew of
the requirenents, a workflow and an exanple consent structure for
using SCITT to nanage the vCon lifecycle at scale, providing end-to-
end, interoperable services and tooling. The workflow enabl es
entities in the workflow to collaborate on a vCon while assuring al
entities in the workflow adhere to relevant PlIl regulations using a
SCI TT Ledger. Actual inplenentations of these workflows are left to
i mpl emrenters and applications; this draft provides an authoritative
list of the entries that shoul d appear on the SCITT transparency

| edger to enable them

1.1. Acts of Trust and Transparency

Thr oughout this workflow, no single entity can prove that other
entities performed the required actions. However, by auditing the
SCI TT Ledgers of all involved parties, entities can prove they acted
on the acknow edged consent and intent of the Data Subject, holding
other entities accountable for performng required operations. In
short, this audit can help to prove that "the good guys did the right
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thing", to nmeasure the conpliance of those outside this architecture
who may have chosen different methods of conpliance assurance.

1.2. Standards-Based Interoperability

A wide range of industries and business scenarios benefit from
virtual conversations, making them val uabl e across countl ess
organi zations. The breadth of industries and scenarios that benefit
fromvirtual conversations spans nunerous conpanies. The power of
this technology lies in enabling cross-conversation coll aboration
By i npl enenting a standards-based approach, both coll aborative and
conpetitive conpanies can easily integrate with solutions for
transcription, consent managenent, and CRM i ntegration

Packagi ng conversations and associ ated netadata in the vCon format
provi des a standardi zed neans to comuni cate what has been sent. Due
to the personally identifiable information and digital fingerprinting
in vCons, it's critical to understand and adhere to regul atory

requi renents for PIl managenent. Defining and inplementing a
standard provides stability in information nanagenent throughout the
l'ifecycle.

Recordi ng which vCon el enments were sent to various parties holds each
accountabl e for what was sent, what was received, and when these
exchanges occurr ed.

1.3. Wat Differentiates SCITT from a Dat abase

The infornmation witten to SCITT could be conpared to information in
a standard database. What nakes SCITT different:

* *]mut abl e and Append-Only nature*: Once witten, data cannot be
nodi fied or del eted

* *Cryptographic security*: Through pre-signed statenents, naking
SCITT a notary that cannot alter contents

* *|ndependent verifiability*: Parties can verify data w thout
trusting the service provider

* *Separation*: Between the inmnutable, append-only |edger and the
evidentiary netadata store (which can be del eted/redacted for Pl
gover nance)

* *Standardi zed conmuni cati on*: And enforcenent of regul ations and
conpl i ance
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2

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 (https://ww.rfc-editor.org/info/rfc8174) when, and only
when, they appear in all capitals, as shown here.

The following terns, derived from CCPA (https://oag.ca.gov/privacy/
ccpa), GDPR (https://gdpr.eu/) and privacy-primer-vcon
(https://datatracker.ietf.org/doc/draft-janes-privacy-primnmer-vcon/),
are used throughout the docunent:

*Conserver*: A vCon workfl ow engi ne that ingests vCons, routing them
for processing and enhancenents. A conserver doesn't store a vCon,
rather it processes the vCon for transcription, sentinment, integrity
protection on egress, verification on ingress, retrieving it from
and saving it to a vCon Registry.

*Data Subject*: The individual (s) whose personal information is
processed (also referred to as the "consuner"™ in many personal data
privacy | aws).

*Data Originator*: The Entity that records and initiates the vCon,
identifying the parties, including the nedia of the conversation

For a phone call, this may include the phone nunbers and the audio
recording. For internet-based calls, such as Mcrosoft Teans, Zoom
Googl e neet, this may include emnils and audi o/ video recording. The
Data Originator is a facilitator with access to the content of the
call. This docunment addresses the instance where the Data Oigi nator
is a data processor under the applicable data privacy | aws,

coll ecting and processing data on behalf of a Data Controller.
However, Data Originators may al so act as Data Controllers when
collecting and processing data for their own purposes. This docunent
does not address such an instance, and inplenenters will need to

adj ust the technical process accordingly. 1In general, Data
Oiginators may be required to collect consent by applicable | aw when
acting as Data Controllers and by the rel evant data processing
agreenments with Data Controll ers when acting as Data Processors.

One or all of the Data Subjects nust initiate consent, giving the
Data Originator the right to record the conversation, which nmay be
the Data Controller’s responsibility to identify.

*Data Controller*: An Entity or individual wth decision-making
authority over data processing who determ nes the purposes and
met hods of data processing, bears primary responsibility under
privacy laws and is the main target of nobst privacy and data
protection regulations. Under nobst data privacy |aws, Data
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3.

Controllers are required to enter into data processing agreenments
with their Data Processors, detailing the rules for data collection
and processing in accordance with applicable | awns.

*Data Processor*: An individual or an Entity, which processes
personal data on behalf of the Data Controller. 1t is often a third-
party service provider who processes data on behalf of the data
controller. Under H PAA data processors are referred to as "business
associates.” Data processors may be hired for specialized tasks or
to inprove efficiency; can subcontract to other processors, creating
a chain of responsibility; nust operate within the scope defined by
the data controller; and are expected to nmaintain trust and adhere to
the controller’s guidelines. A Conserver often calls out to Data
Processors for Transcription, Sentinment Analysis, Fraud Detection,
emai | / text nessagi ng.

_Processing : Any operation or set of operations which is perforned
on personal data or on sets of personal data. Anobng other things,
this includes collection, storage, use, disclosure, and del etion.

_Personal Data_: any information relating to an identified or
identifiable Data Subject, including a nane, an identification
nunber, location data, an online identifier or to one or nore factors
specific to the physical, physiological, genetic, nmental, economc,
cultural or social identity of the Data Subject.

*Entity*: A generic reference to conpani es, groups or individuals
that may share, alter, or use a vCon. An Entity may be a Data
Originator, Data Controller, Data Processor or sone other role that
has not yet been defined that participates in the possession and/or
processi ng of a vCon.

*Party*: A party, or participant of a vCon, as identified in the vCon
draft.

*SCI TT Transparency Service*: An append-only |edger for integrity
protecting vCons, ensuring the state of a vCon is known at a point in
time for conformance to governance and regul atory requirenments

*vCon Registry*: A storage service, capable of storing vCons,
including rich netadata and | arger attachnents including audi o and
vi deo recordi ngs.

vCon Lifecycle
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3.

3.

3.

1.

Exanpl e Use Case: Consent Managenent
The exanpl e use case, consent nanagement, has the foll ow ng
requirenents, all considered necessary to fulfill the proper sharing
of personal infornmation responsibly:

*

2

2

1.

As an individual, | wish to express ny data subject rights to
express nmy consent for various purposes, and to withdraw the sane.

As a nenber of an organization, | want to operationally assure
that the processing of personal data is within the consent |
gained fromthe data subject, and to safely record those
activities to provide to both data subjects and governance bodi es.

As a regulator, | wish to have a nmeasurenment systemto support
conpliance, bias and regul atory enforcenent of policy.

As a technologist, | wish to maintain the integrity of
conversational pipelines, maintaining the trust both stakehol ders
and data subjects have in the trust and transparency of the
process.

vCon Lifecycl e Scope

Creation, Distribution and Del eti on

The vCon |ifecycle conprises a series of phases fromcreation through
distribution to deletion. Tracking these phases enabl es fundanent al
privacy rights, such as the right to know how your data was
processed, and secures Al supply chains by establishing provenance
and guaranteeing integrity.

The phases of a vCon’s life include:
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. + . + . +
| 1. vConCreated |---->| 2. Recording |---->] 3. vConSent |
| | | Added | | |
S + S + S +
I
%
. + . + . +
| 6. vConSentTo |<----| 5. vConEnhanced|<----| 4. vConReceived|
| Processors | | | | |
S + S + S +
I
v
. + . +
| 7. Data | ---->] 8. vConDel etion]|
| Processing | | |
S + S +

1. *vConCreated*: The call conpletes, and a vCon is created with
call metadata stored in the vCon Registry.

2. *Recordi ngAdded*: The actual recording is saved and added to the
attachnments section of the vCon.

3. *vConSent*: The Data Originator sends the vCon to the Data
Controller with integrity protection using SC TT.

4., *vConReceived*: The Data Controller receives the vCon and records
this in the SCITT Transparency Servi ce.

5. *vConEnhanced*: The Data Controller adds transcription and
license information and identifies thenselves.

6. *vConSent ToProcessors*: The Data Controller sends the vCon to
rel evant Data Processors.

7. *Data Processing*: Val ue-added services are perforned on the vCon
dat a.

8. *vConDel etion*: The vCon is del eted when no | onger needed, when
consent is revoked, or when it expires.
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3.2.2. Digital R ghts Managenent

Interwoven with the vCon lifecycle is consent managenent. A nodern
consent nodel is envisioned: consent is gathered by the Data
Controller (or the Data Originator acting as a data processor on
behal f of the Data Controller) for particular purposes (such as
training or sharing) and can be w thdrawn by the Data Subject on
demand. This withdrawal may result in revoking the vCon or nodifying
it to rempve non-consenting portions.

o e e e oo + o e e e oo + o e e e oo +
| 1. ConsentTo | ---->] 2. Consent For | ---->] 3. Consent
| Record | | Pur pose | | Recor ded |
Fom e e e oo + Fom e e e oo + Fom e e e oo +
|
v
o e e e oo + o e e e oo + o e e e oo +
| 6. RevokeRequest |<----| 5. ConsentReview |<----| 4. Consent Recei pt|
| Processi ng | | Revocati on | | Sent |
Fom e e e oo + Fom e e e oo + Fom e e e oo +

Li fecycle events in Digital Ri ghts Managenent incl ude:

1. *Consent ToRecord*: Consent is requested fromthe Data Subject to
record the conversation.

2. *Consent For Purpose*: Confirmati on of consent for specific
purposes (e.g., "sales foll owp") is obtained.

3. *Consent Recorded*: The Data Controller records where consent was
confirned in the transcript or recording.

4. *ConsentReceipt Sent*: Notification is sent to Data Subject(s)
with a link to review consent details.

5. *Consent Revi ew/ Revocati on*: Data Subject can review or choose to
revoke consent at any tine.

6. *RevokeRequestProcessing*: If consent is revoked, the request is
processed and communicated to all parties.
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3.2.3. Anendnent of Existing vCons

Under normal circunstances, vCons may be anended. For example, at
creation tine, parties to a vCon may be verified through nethods such
as QAuth. However, if account credentials are later found to be
conprom sed, the verification status may need revision. Party
verification issues often trigger "Rights to Correct" requests and
are fundanental to responsible data rights nanagenment. O her
enhancements and nodifications may occur for security reasons, future
processi ng needs, or in response to regulatory changes.

. + . + . +
| 1. Dial ogAdded |----> 2. vConProcessed|----> 3. Data |
| | | | | Redacti on |
o e + o e + o e +

Events that may be recorded on the distributed | edger include:
1. *Dial ogAdded*: A dialog is saved and added to the vCon.
2. *vConProcessed*: The Data Controller processes the vCon.

3. *Data Redaction*: Data Processors delete the data or redact the
Dat a Subj ect.

4, Detail ed Use Case

4.1. vCon Create, Consent and Share

o
<3}
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4. vCon Created

I
|
| 5. Recording Added
I
I
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vCon Recei ved

vCon Enhanced
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10.

11.

12.

13.

14.

15.

vCon Recei ved
Consent Recorded
vCon Enhanced

Consent Recei pt
Sent

Consent Revi ew

Val ue- Add
Servi ces

| Data Processor |

4.1.1. Data Oiginator

1. *Initiating Call*: An initiating caller contacts a Data Subject

to provide a service

2. *Consent to Record*: The initiating caller requests consent to

record the call for training purposes.
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3. *Consent to Share*: The call conpletes, confirm ng consent for
the recording to be used for "sales followp", noting that the
Dat a Subject can review and revoke consent |later. Depending on
the types of personal data communicated on the call and the
purpose of its processing, the consent request |anguage may need
to include additional information.

4. *vCon Created*: The call conpletes, the vCon is created, and call
met adata is recordedin the vCon Registry.

5. *Recordi ng Added*: The recording is saved to the vCon Registry,
adding it to the vCon's attachnents section.

6. *vCon Sent*: The Data Originator conpletes their responsibilities
and sends the vCon to the Data Controller.

4.1.2. Data Controller
1. *vCon Received*: The vCon is received fromthe Data Ori gi nator,
and a vcon_received operation is recorded in the SCITT
Transpar ency Servi ce.
2. *vCon Enhanced with License and Data Controller*: The Data
Control l er adds transcription, specifies the intended |icense,
and identifies thenselves as the Data Controller on the vCon.

3. *vCon Sent*: The Data Controll er sends the vCon to the Data
Processor (s).

4.1.3. Data Processor(s)

1. *vCon Received*: The Data Processor validates the vCon's SCITT
receipt fromthe Data Controller.

2. *Consent Recorded*: The Data Processor records consent
confirmation in the SCITT Transparency Servi ce.

3. *vCon Enhanced*: Sentinment anal ysis and ot her enhancements are
processed through the Data Processor’s Conserver workfl ows.

4. *Consent Receipt Sent*: The Data Processor sends notification to
the Data Subject(s) with a link to review consent details.

5. *Consent Review': The Data Subject(s) can review vCon information
at any tine and revoke consent if desired.

6. *Data Processor Val ue-Add*: The Data Processor perforns val ue-
added services for the Data Subject(s).
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4.2. Revocation and the Right to Be Forgotten

At any point, a Data Subject can request revocation or the right to
be forgotten, requiring all vCon possessors to act accordingly. vCons
must be tracked for where they were sent and who to contact when a
Dat a Subj ect nakes such requests. The SCITT Transparency Service

mai nt ai ns net adata about ingested vCons, ensuring integrity and

i ncl usion protection.

o e e e e oo + o e e e e oo +
| Dat a Subj ect | | Data Controller |
S S + e +

I

| 1. Revoke Consent

|-------- >

| 2. Revoke Request Sent

3. Act on Revocation

4. Send Request to
Al Processors

|-------- >
I
Y £ + B |V 2 +
| Dat a Subj ect | | Data Controller |
o e e e e oo + o e e e e oo +
I
%
S RIS +
| Data Processor |
S R S R +
I
| 5. Deletion of Data
I
e R +
| Data Processor |
o e e e o +

4.2.1. Data Subject

1. *Revoke Consent*: The Data Subject revokes consent by sone
manner: i.e. clicks a link included in all conmunications between
the Data Processor and the Data Subject(s), through an external
systemor in conversation with the data controller.
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4.

4.

5

2

2

2

*Revoke Request Sent*: |f the vcon_consent_revoked operation was
handl ed by the Data Processor, they MJST contact the Data
Controller to communicate the Data Subject’s intent.

Data Control |l er Revocation

*Act on Consent Revocation Request*: The Data Controller receives
the vCon Consent Revocation Request and records it on their SCITT
Transpar ency Servi ce.

*Send Revocation Request to Data Controllers*: If the vCon was
sent to other Data Processors, they nust conmunicate the
revocation request to any Data Processor that hasn't yet
acknow edged it.

Dat a Processor Revocation

*Del etion of Data*: Any Data Processor that hasn't yet acted on
the request nust acknow edge it.

vCon Lifecycle Events

The following events outline inportant "nonents that natter” in a
vCon's lifecycle. These events are not intended to be stored within
the vCon itself, but rather as operations stored on SCITT to provide
context for the vCon's intent at specific points in tinme:

*

*vcon_created*: The initial vCon docunent as first recorded. The
vCon may start with a basic structure defining mninmal netadata,
as recordings or attachments may be added asynchronously upon
encodi ng compl eti on.

*vcon_enhanced*: The vCon has been amended or appended. While
vCons are considered i mutable, information may be anended or
appended— previ ous val ues exist in the vCon Registry but nmay be
superseded. Anendnents may include transcription corrections or
consent changes.

*vcon_sent*: The vCon was sent to an external party. This
operation seals the vCon’s integrity, recordi ng what was sent, to
whom and when in the SCITT Transparency Service. A SCITT receipt
fromthe receiving service confirns possession.

*vcon_recei ved*: The vCon was received froman external entity.
Thi s docunents possession at a specific tinme, sealing content
integrity and returning a SCITT receipt to the sender
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* *ycon_consent _accepted*: One or nore parties have consented to the
vCon being recorded and shared for its intended purpose. Consent
may not be established during initial vCon creation, as the Data
Controller, not the Data Originator (infrastructure provider), is
responsi bl e for nmanagi ng Data Subject consent.

* *ycon_consent _revoked*: One or nmore parties have revoked consent
for one or nore purposes. Depending on region, license, and
regul atory requirenments, one revocation may or may not require al
Data Processors to act.

* *ycon_party redacted*: A party to the vCon has been redact ed.
This differs fromconsent revocation, as the vCon may renain
viable if a party’'s informati on can be redacted whil e maintaining
integrity and useful ness.

* *ycon_del eted*: The vCon has been deleted due to an inplicit act
such as revocation or no |onger being needed. Wen a Data
Controller deletes a vCon, they nmust informall recipients to
either delete it or assune Data Controller responsibilities.

* *ycon_expired*: The vCon has expired due to license terns or
conpliance requirenents. This triggers deletion and notification
to all shared entities.

* *ycon_rcvr_purged*: When a vCon is sent froma Data Controller
the receiving Entity may maintain it indefinitely, for a set

period, or delete it upon operation conpletion. |If the Entity no
| onger needs to nmamintain the vCon, they can delete it and notify
t he sender.

6. Security Considerations

The security of the vCon |ifecycle depends heavily on the integrity
and availability of the SCITT Transparency Service. Entities MJST
ensure that their SCITT inplenmentations are properly secured and that
access controls are in place to prevent unauthorized nodifications.

The handling of personally identifiable information (PIl) throughout
the vCon lifecycle requires careful consideration of privacy
regul ati ons and data protection requirenments. Entities MJST

i npl emrent appropriate technical and organizational neasures to
protect PIl and ensure conpliance with applicable regul ations.
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7.

9.

9.

9.

10.

Privacy Considerations

Thi s docunent describes a framework for nmanagi ng vCons that contain
personally identifiable information. |Inplenenters MJUST ensure
conpliance with applicable privacy regulations, including but not
limted to GDPR GDPR (https://gdpr.eu/) and CCPA CCPA
(https://oag.ca.gov/privacy/ccpa).

The framework provides mechani sns for consent managenent and data
subj ect rights, but inplenenters are responsible for ensuring that
their inplenentations properly respect and enforce these rights.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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