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Abst r act

Thi s docunent defines a |awful basis extension for Virtualized
Conversations (vCon) that provides standardi zed nechani sns for
recordi ng, verifying, and managi ng the | awful basis for processing
data within conversation containers. The |awful basis extension
addresses privacy conpliance chall enges through structured attachnent
met adata, including the specific | awful basis being asserted,
tenmporal validity periods where applicable, and cryptographic proof
mechani sns.

The extension is designed as a Conmpati ble vCon extension that

i ntroduces | awful basis managenent capabilities without altering

exi sting vCon semantics. It defines a "lawful basis" attachment type
with structured records for each of the six | awmful bases defined in
regul ations |ike GDPR, including consent, contract, |egal obligation,
vital interests, public task, and legitimate interests.

Key features include automated | awful basis detection during
conversation processing, auditable records with cryptographic proofs,
granul ar purpose-based perm ssions for all |awful bases, docunented
justifications for other |awful bases, and integration with privacy
regul ations including GDPR, CCPA, and H PAA

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://vcon-

dev. gi thub.i o/ draft-howe-vcon-| awf ul - basi s/ draft-howe-vcon-I| awf ul -
basis-latest.htnml. Status information for this docunment may be found
at https://datatracker.ietf.org/doc/draft-howe-vcon-I|awf ul -basis/.

Di scussi on of this docunent takes place on the vCon Wirking G oup
mailing list (mailto:vcon@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/vcon/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/vcon/.

Source for this draft and an issue tracker can be found at
https://github. com vcon-dev/draft-howe-vcon-|awf ul - basis.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any



time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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I nt roduction

Conversations originating fromall nodes (voice, video, email, fax
and nessaging) [|-D.draft-ietf-vcon-overview], contain sensitive
informati on that requires a docunmented | awful basis for processing to
comply with privacy regul ati ons and ethical standards. This docunent
defines a |l awful basis extension for Virtualized Conversations (vCon)
that enabl es automated | awful basis detection, structured recording,
and cryptographi ¢ proof nechanisns.

A vCon (Virtualized Conversation) is a standardi zed container format

for storing conversation data, including nmetadata, participants, and

conversation content, as defined in [I-D.draft-ietf-vcon-vcon-core].

The vCon specification supports extensible attachnments that can carry
addi tional structured data related to the conversation.

This | awful basis extension provides a Conpatible vCon extension (as
defined in Section 2.5 of [I-D.draft-ietf-vcon-vcon-core]) that

i ntroduces | awful basis managenent capabilities through a
standardi zed "l awful basis" attachment type. The extension captures
essential netadata including:
* The specific | awful basis being asserted for processing

* Party identification (for consent-based processing)

* Tenporal validity periods (where applicable)
* Granul ar purpose-based perm ssions

* Documented justifications for non-consent-based | awful bases

* Cryptographic proof nmechani sns and external verification
* Integration with SCITT transparency services for audit trails
The | awful basis extension addresses key privacy and conpliance
chal | enges while maintaining conpatibility with existing vCon

i npl ementations. |Inplenentations that do not recogni ze the | awful
basis extension can safely ignore | awful basis attachnments while

mai ntai ni ng valid processing of other vCon content.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
.1. Core Terns
*Lawful Basis*: A valid justification, as defined by applicable |Iaw
(e.g., GPR), for the processing of personal data. One of six
potential bases nmust be identified prior to processing.

*Data Subject*: The identified or identifiable natural person to whom
personal data relates [ GDPR].

*Lawful Basis Attachment*: A vCon attachnment with type "I awful basis"
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that contains structured informati on docunenting the | awful basis for
processi ng conversation data.

*Attestation Registry*: An external transparency service that

mai ntains an authoritative, verifiable I og of attestations about a
vCon, which can include attestations of a |awful basis. This
docunent defines integration with registries using the SCITT

pr ot ocol

*Conpati bl e Extension*: A vCon extension that introduces additiona
data without altering the nmeaning or structure of existing el enents,
as defined in [I-D.draft-ietf-vcon-vcon-core].

Overvi ew of Lawful Bases

Wil e this docunent defines an extension for recordi ng any | awf ul
basis for processing, it is inmportant to understand the distinctions
between them Under regulations |ike the GDPR, there are six |awful
bases for processing personal data. Consent is unique in that it is
a perm ssion granted by the data subject, while the other five are
justifications asserted by the data controller. Understanding this
distinction is critical for correctly inplenenting this extension

The six | awful bases for processing under CDPR are:

1. *Consent*: The data subject has given clear, unanbi guous consent
for their personal data to be processed for a specific purpose.
This basis is unique because it originates with the data subject.

2. *Contract*: The processing is necessary for a contract that the
data subject has with the organi zation, or because they have
asked the organi zation to take specific steps before entering
into a contract. For exanple, processing a custoner’'s address to
deliver a purchased product.

3. *Legal Obligation*: The processing is necessary for the
organi zation to conply with the |aw (not including contractua
obligations). For exanple, a financial institution nmay be
legally required to report certain transactions to prevent fraud.

4. *Vital Interests*: The processing is necessary to protect
someone’s life. For exanple, sharing a patient’s medical history
wi th energency services

5. *Public Task*: The processing is necessary for the organization
to performa task in the public interest or for its officia
functions, and the task or function has a clear basis in |aw.

For exanple, a local authority processing data to provide public
services

6. *Legitimate Interests*: The processing is necessary for the
organi zation's legitimate interests or the legitimate interests
of a third party, unless there is a good reason to protect the
i ndi vidual ' s personal data which overrides those legitimate
interests. For exanple, a business using customer data for
mar keting analysis to inprove its services, provided it does not
infringe on the custonmer’s privacy rights.

This lawful basis extension for vCon provides a standardi zed way to
record and verify any of these | awful bases. The presence and
content of a |lawful _basis attachnent are intended to be the prinmary
mechani sm for determning the authorized uses of a vCon's data.
vCon Lawful Basis Extension Definition

Ext ension C assification
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5. 1.

The | awful basis extension is a *Conpati bl e Extension* as defined in
Section 2.5 of [I-D.draft-ietf-vcon-vcon-core]. This extension

* Introduces additional |awful basis nmetadata wi thout altering
exi sting vCon semantics

* Can be safely ignored by inplenmentations that don't support |awf ul
basi s processing

* Does not require listing in the critical paraneter

* Maintains backward conpatibility with existing vCon
i npl ement ati ons

Ext ensi on Regi stration

Thi s docunent defines the "lawful basis" extension token for
registration in the vCon Extensions Nanes Registry:

*  *Extension Nane*: |awful basis

* *Extension Description*: Lawful basis nmanagenment for conversation
participants with cryptographi c proof nechanisns and regul atory
compl i ance support

* *Change Controller*: |ESG

* *Specification Document*: This docunent

Ext ensi on Usage

vCon instances that include |awful basis attachnments SHOULD i ncl ude
"l awful basis" in the extensions array:

json { "uuid": "01234567-89ab- cdef-0123-456789abcdef", "extensions"
["l awful _basis"], "created_at": "2025-01-02T12: 00: 00Z", "parties"

[...], "dialog": [...], "attachnents": [ { "type": "lawful basis",
"start": "2025-01-02T12:15:30Z", "party": 0, "dialog": 0, "encoding"
"json", "body": { // Lawful basis data structure defined below} } ]
}

Lawful Basis Attachnent Structure

Attachment Cont ai ner
Lawf ul basis information MJUST be included as vCon attachnents using
the standard attachnent object structure defined in Section 4.4 of
[I-D.draft-ietf-vcon-vcon-core].
The | awful basis attachment MJST incl ude:
*  *type*: MJIST be set to "Il awful basis"

* *encodi ng*: MJST be set to "json" for structured | awmful basis data

* *pody*: MIST contain the | awful basis data structure as defined
bel ow

The | awful basis attachnment SHOULD i ncl ude:

* *gtart*: |1SO 8601 tinestanp [ RFC3339] when | awful basis was
recor ded

* *party*: Index of the party in the vCon parties array
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*di al og*: Index of the associated dialog in the vCon dial og array

Lawful Basis Body Structure

The body field of the awful basis attachment MJUST contain a JSON
object with the follow ng structure

1.

2

3.

Required Fields

*| awf ul _basi s*: String enumfrom consent, contract,
| egal _obligation, vital _interests, public_task,
legitimate_interests

*expiration*: |SO 8601 tinestanp indicating when the |awful basis
expires, or null for indefinite

*purpose_grants*: Array of purpose grant objects specifying
per m ssi ons

Optional Fields

*terns_of service*: URL reference to applicable terns of service
docunent

*status_interval *: Duration string for revalidation intervals
(e.g., "30d")

*content _hash*: An object containing content integrity information
for the lawful basis attachnment. The object has the follow ng
fields:

- *algorithnt: (string, required) The hash algorithmused. This
docunment defines initial values of "sha-256", "sha-3-256", and
"bl ake2b-256". O her values nay be registered in an | ANA
registry

- *canonicalization*: (string, required) The canonicalization
met hod used. This docunent defines an initial value of "jcs"
(JSON Canoni cal i zation Scherme per RFC 8785). O her val ues may
be registered in an | ANA registry.

- *value*: (string, required) The hexadeci nal - encoded hash val ue
of the canonicalized | awmful basis attachnent body.

*registry*: An object containing information about an externa
attestation registry for audit trails. The object has the
follow ng fields:
- *type*: (string, required) The type of the attestation registry
service. This document defines an initial value of "scitt".
O her values may be registered in an | ANA registry.

- *url*: (string, required) The URL endpoint for the attestation
registry service

*proof _mechani sns*: Array of proof objects supporting the | awful
basi s

*met adat a*: Additional inplenmentation-specific netadata

Pur pose Grant nbjects

Each object in the purpose grants array MJST contai n:

*

*purpose*: String identifying the processing purpose (e.qg.,
"recordi ng", "transcription", "analysis")



* *granted*: Bool ean indicating whether permission is granted (true)
or denied (false)

* *granted_at*: |1SO 8601 tinmestanp when this specific pernission was
gr ant ed

* *conditions*: Optional array of strings describing conditions or
restrictions

5.2.4. Proof Mechani sm (bjects
Each object in the proof _nmechani sms array MJST cont ai n:
* *proof type*: String identifying the proof nechani smtype
*  *timestanp*: |SO 8601 tinestanp when proof was created
* *proof _data*: Object containing proof-type-specific data
Supported proof types include:

* *yerbal _confirmation*: Lawful basis given verbally within the
conversati on

* *gjgned docunment*: External signed | awful basis form or agreenent

* *cryptographic_signature*: Digital signature using COSE standards
[ CCSE- ALG

* *external _systenr: Lawful basis recorded in external systemwth
APl verification

5.3. Exanpl e Lawful Basis Attachnent

json { "type": "lawful _basis", "start": "2025-01-02T12: 15: 302",
"party": 0, "dialog": 0, "encoding": "json", "body": {

"l awful basis": "consent", "expiration": "2026-01-02T12: 00: 002",
"purpose _grants": [ { "purpose": "recording", "granted": true,

"granted_at": "2025-01-02T12:15:302" }, { "purpose": "transcription",
"granted": true, "granted_at": "2025-01-02T12:15:30z2" }, { "purpose"
"sentinent_anal ysis", "granted": false, "granted_at":

"2025-01-02T12: 15:30Z2" } ], "proof_nechanisns”: [ { "proof_type"
"verbal confirmation", "tinmestanp": "2025-01-02T12: 15: 302",

"proof data": { "dialog reference": 0, "tinme_offset": "00:01:23",
"confirmation_ text": "Yes, | consent to recording this call" } } 1],
"terns_of _service": "https://exanple.comterns/v2024. 1",
"status_interval": "30d", "content_hash": { "algorithn: "sha-256",
"canoni cal i zation": "jcs", "value"

"alb2c3d4e5f 6789abcdef 0123456789abcdef 0123456789abcdef 0123456789ab"
}, "registry": { "type": "scitt", "url":

"https://transparency. exanpl e. coml | awmf ul _purpose/registry" } } }
6. Lawful Basis Processing Requirenments
6.1. Content Hash Validation

I mpl ement ati ons MUST val i date content hashes when present in |lawfu
basis attachments:

1. *Canonicalization*: Apply the specified canonicalization method
to the lawful basis attachnent body

* For "jcs" canonicalization: Use JSON Canonicalization Schene
per RFC 8785
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* Sort object keys |exicographically
* Renove insignificant whitespace
* Ensure consistent number representations

*Hash Conputation*: Compute the hash using the specified
al gorithm

* For "sha-256": Use SHA-256 al gorithm
* For "sha-3-256": Use SHA-3-256 al gorithm
* For "bl ake2b-256": Use BLAKE2b-256 al gorithm

*Hash Verification*: Conpare conputed hash with the provided
val ue

* Reject processing if hashes do not match
* Log hash validation results for audit purposes

*Error Handling*: Provide specific error reporting for hash
val idation failures

* *Cont ent HashM smat chError*: Conput ed hash does not match
provi ded val ue

* *Unsupport edHashAl gorithnError*: Hash al gorithm not supported
by inplementation

* *Unsupport edCanoni cal i zati onError*: Canonicalization nethod
not supported by inplenentation

Temporal Validity

I mpl enent ati ons MJST val idate | awful basis expiration before
processi ng:

1.

2

6. 3.

Conpare current time against expiration tinmestanp
Account for reasonable clock skew (maxi mum 5 ni nutes recomended)
Rej ect processing if lawful basis has expired

Support null expiration for indefinite validity subject to
revalidation intervals

Ref erence Validation

I mpl enent ati ons MJST val i date attachnent references

1.

2

6. 4.

Verify party index exists in vCon parties array

Verify dialog indices exist in vCon dialog array

G anul ar Perm ssi on Eval uation

When processi ng vCon content, inplenmentations MJST:

1.

Check for applicable | awful basis attachnments for the requested
processi ng purpose

Eval uate all relevant purpose grants for the specific purpose

Apply nost restrictive perm ssion when multiple grants apply



4. Deny processing if no valid permission exists or if it is
explicitly denied

6.5. Proof Verification
I mpl enent ati ons SHOULD verify proof nechani sns when present:
1. Validate cryptographic signatures using appropriate algorithns
2. Verify external docunent integrity using content hashes
3. Check external system|awful basis status via APl calls
4. Log proof verification results for audit purposes
7. Transparency Service Integration
7.1. Registry Services
The optional registry field enables integration with externa
attestation registries for audit trails. The registry object’s type

field specifies the protocol to be used.

VWhen the registry object is present and its type is "scitt", the url
field MUST:

* Reference a SCITT (Supply Chain Integrity, Transparency, and
Trust) Transparency Service inplenenting SCRAP
[I-D.draft-ietf-scitt-scrapi-07]

* Provide cryptographic receipts for state changes

* Support status queries and updates

* I mpl enent appropriate access controls and privacy protections

O her transparency service types nay be used if they are registered

with ANA.  The docunentation for each registered type nust specify

the necessary protocols and interaction nodels.
7.2. Registry Integration Requirements

I npl enent ati ons that support registries MJIST:

1. Use HITPS with TLS 1.2 or higher for all conmunications

2. Inplenent appropriate authentication nechani sns

3. Validate SCITT recei pts using standard verification procedures

4. Handl e service unavailability gracefully

5. Cache lawful basis state within configured intervals

7.3. Privacy Considerations for Registries

Regi stry servi ces SHOULD:

* Store only lawful basis netadata, not full conversation content

* | nplenment privacy-preserving query nechani sns

* Mintain audit 1ogs for regul atory conpliance

* Support deletion and other personal data conpliance
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responsibilities
Error Handl i ng
| mpl enent ati ons SHOULD provi de specific error reporting:

* *Lawful Basi sExpi redError*: Lawful basis has expired and cannot be
used

*  *Perm ssi onDeni edError*: Permi ssion explicitly denies the
request ed processing

* *Lawful Basi sM ssingError*: No valid |lawful basis found for the
request ed processing

* *Proof VerificationError*: Lawful basis proof mechanisns failed
val i dation

* *ReferenceValidationError*: Attachnent references invalid vCon
el enent s

*  *Cont ent HashM smat chError*: Conput ed hash does not match provided
val ue

* *Unsupport edHashAl gorithnError*: Hash al gorithm not supported by
i mpl ement ati on

* *Unsupport edCanoni cal i zati onError*: Canoni calizati on nethod not
supported by inplenmentation

Interoperability
To ensure interoperability across inplenentations:
* Use only standard JSON data types in | awful basis body structures

* Support graceful degradati on when advanced features are
unavai | abl e

* I nplenment |awful basis attachnent format negotiation for multi-
party exchanges

Security Considerations

The vcon-core specification provides general - purpose security
mechani snms, such as digital signatures, designed to ensure the basic
integrity of the vCon container. These nechani sns answer the
question, "Has this vCon been tanpered with?" However, nanagi ng

| awf ul basis requires addressing a nore specific and legally
significant question: "Did this specific person provide a valid basis
for this specific action at a specific tinme?" Answering this
question requires a higher |evel of security and contextua

awar eness. The follow ng sections detail the additional security
considerations that are critical for a lawful basis mechanismto be
considered trustworthy and conpliant with privacy regul ati ons.

1. Cryptographic Protection and Forgery

*Background: * Forgery is the act of creating a fake record or
altering an existing one -- for instance, by changing the expiration
dat e, expandi ng the scope of what was agreed to, or faking the
identity of the party. The ability to prove that a |awful basis is
authentic and unaltered is the bedrock of any privacy conpliance
framework |ike GDPR or CCPA. A forged record is equivalent to having
no lawmful basis at all and carries severe |egal and financia

penal ties under frameworks such as GDPR [ GDPR] and CCPA [ CCPA].
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VWil e vcon-core provides a signature field, this extension adds the
necessary business rules to ensure that a signature represents a
trusted, verifiable, and legally binding act.

*Requi renents: * | npl enentati ons MUST prevent forgery through

* Cryptographic signature verification for digital proof nechanisns.
* External docunment integrity validation using content hashes

* Secure comuni cation channels for external verification

* Audit logging of all validation activities.

2. Replay Attack Prevention

*Background: * A replay attack involves an attacker copying a valid

| awf ul basis attachment from one vCon and maliciously inserting it
into a different vCon that the user never actually provided a basis
for. Wthout replay protection, a user’s |awful basis for a non-
sensitive inquiry could be "replayed" to appear as if they provided
it for the recording and analysis of a highly sensitive conversation
This woul d be a massive privacy violation and woul d render the
mechani sm neani ngl ess.

*Requirenments:* The | awful basis attachnent design MJST prevent
replay attacks through:

*  Cryptographic binding to specific vCon instances.
* Timestanp validation with appropriate clock skew tol erance.
* Nonce inclusion in proof mechani sns where applicabl e.

* Reference validation to ensure | awful basis applies to correct
content.

3. Secure Communi cation Channel s

*Background: * Lawful basis records are thensel ves sensitive persona
data. It is critical that they are protected while in transit

bet ween systems. An attacker in a "man-in-the-mddle" position could
intercept a vCon and alter it before it reaches its destination,
potentially stripping or nodifying |awful basis information

*Requirements:* Al |awful basis attachnments MJST be integrity
protected using vCon signing nmechani snms as defined in
[I-D.draft-ietf-vcon-vcon-core]. Lawful basis attachments containing
sensitive informati on SHOULD be encrypted when transmtted outside
secure environnents, for instance by using TLS 1.2 or higher for al
communi cati ons.

4. Audit Logging

*Background: * Lawful basis is a matter of |egal and regul atory
compliance. |If a dispute arises, the organization processing the
data nust be able to prove_ it had a valid |awful basis at the tine
of the action. An audit log provides this crucial, non-repudiable
evi dence for regulators, auditors, and courts. It is a cornerstone
of the "accountability" principle in nmodern privacy |aw

*Requirenments: * Systens that process or nanage | awful basis
attachnents SHOULD maintain a secure, inmutable record of all related
activities (e.g., when a lawful basis was given, checked, revoked, or
expired). Wen a registry is used, this requirement may be fulfilled
by the registry service.
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Privacy and Regul atory Conpliance
1. Data Mnimzation

Lawful basis attachments MJST inpl ement data minimzation principles
by:

* Including only information necessary for verification

* Avoi di ng duplication of personal data already in vCon el ements
* Supporting attachment redaction while maintaining verifiability
* I nplenmenting privacy-preserving verification nechanisns

2. Regul atory Alignnent

The | awful basis extension addresses requirenents from major privacy
regul ati ons:

* *CGDPR Article 7*: Conditions for |lawful basis including wthdrawal
nmechani sms

* *CCPA Section 1798.135* [CCPA]: Requirenents for personal
i nformati on processing

* *H PAA Privacy Rule* [H PAA]: Requirenents for protected health
i nformation

I mpl enenters MUST ensure their inplenentations conply with applicable
regulations in their jurisdiction. The N ST Privacy Franmework

[ NI ST- PRI VACY] provi des additional guidance for organi zations

i npl ementing privacy controls.

3. Data Subject Rights

I npl enent ati ons MJST support data subject rights including:

* *Right of Access*: Enable data subjects to access their records

* *Right of Rectification*: Allow correction of inaccurate
i nformation

* *Right to be Forgotten*: Support deletion and data erasure

* *Right of Portability*: Enable export of data in interoperable
formats

* *Wthdrawal *: Provide nechani snms for revocation of a |awful basis
Concl usi on

Thi s docunent defines a conprehensive | awful basis extension for vCon

that bal ances privacy protection with practical inplementation

requirenents. The extension provides a foundation for |awful basis-

awar e conversation processing while maintaining conpatibility with

exi sting vCon infrastructure.

Security and Privacy Considerations Summary

This | awful basis extension addresses several critical security and
privacy concerns:

*Integrity*: Cryptographic protection prevents unauthorized
modi fication of records while maintaining verifiability across system
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boundari es.

*Tenporal Security*: Expiration controls and revalidation intervals
ensure a |awful basis cannot be m sused beyond its intended tenporal
scope.

*Audit Transparency*: SCITT integration provides cryptographic audit
trails for operations while naintaining privacy protections.

*Regul atory Conpliance*: Structured managenent supports conpliance
with GDPR, CCPA, HI PAA and other privacy regul ations through
st andardi zed nmet adata and processing control s.

*Data M nimzation*: Privacy-preserving design mninzes data
coll ection and supports |awful basis-driven access controls
t hr oughout the conversation |ifecycle.

| mpl enent ers shoul d conduct thorough security reviews and ensure
compliance with applicable privacy regulations in their depl oynent
envi ronments.
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Appendi x A. | ANA Consi derati ons
A. 1. vCon Extensions Nanes Registry
Thi s docunent requests IANA to register the follow ng extension in
the vCon Extensions Names Registry established by
[I-D.draft-ietf-vcon-vcon-core]:
* *Extension Nane*: |awful basis
* *Extension Description*: Lawful basis managenent for conversation
participants with cryptographi c proof nechanisns and regul atory
compl i ance support
* *Change Controller*: |ESG
*  *Specification Docunent (s)*: RFC XXXX
A. 2. Attachment Object Paraneter Nanmes Registry

Thi s docunent requests IANA to register the follow ng paranmeter in
the Attachnment Object Paraneter Nanes Registry:

* *Paraneter Name*: type

*  *Paranmeter Description*: Semantic type identifier for attachnent
cont ent

* *Change Controller*: |ESG
* *Specification Docunent (s)*: RFC XXXX, Section 4

Not e: This addresses the "TODO type or purpose" noted in
Section 6.3.6 of [I-D.draft-ietf-vcon-vcon-core].

A. 3. Lawful Basis Attachment Type Val ues Registry



Thi s docunent requests I ANA to establish a new registry for |aw ul
basis attachnent type values with the following initial registration:

*  *Type Val ue*: |awful basis

* *Description*: Structured | awful purpose records with temnporal
validity and cryptographic proof mechani snms

* *Change Controller*: |ESG

* *GSpecification Document (s)*: RFC XXXX

Regi strati on Tenpl at e:

*Type Val ue*: The string value used as the attachment type identifier

*Description*: Brief description of the attachnment type and its
pur pose

*Change Controller*: For Standards Track RFCs, list "IESG'. For
others, give the nane of the responsible party.

*Speci fication Docunent(s)*: Reference to defining docunents with
URI s where avail abl e ## Lawful Basis Registry Type Values Registry

Thi s docunent requests IANA to establish a new registry for | awf ul
basis registry type values with the following initial registration:

*  *Type Val ue*: scitt

* *Description*: A transparency service inplenmenting the SCITT
(Supply Chain Integrity, Transparency, and Trust) protocol.

* *Change Controller*: |ESG

* *Specification Docunment (s)*: RFC XXXX,
[I-D.draft-ietf-scitt-scrapi-07]

Regi strati on Tenpl at e:
*Type Val ue*: The string value used as the registry type identifier
*Description*: Brief description of the registry type and its purpose

*Change Controller*: For Standards Track RFCs, list "IESG'. For
others, give the name of the responsible party.

*Speci fication Docunent (s)*: Reference to defining docunents with
URI's where avail abl e

A. 4. Lawful Basis Content Hash Al gorithm Val ues Registry
Thi s docunent requests | ANA to establish a new registry for |awf ul
basis content hash algorithmvalues with the followng initial
regi strations:
* *Algorithm Val ue*: sha-256
* *Description*: SHA-256 hash algorithmas defined in FIPS 180-4
* *Change Controller*: |ESG
* *Specification Docunent (s)*: RFC XXXX, [FIPS-180-4]

*  *Algorithm Val ue*: sha-3-256



* *Description*: SHA-3-256 hash algorithmas defined in FIPS 202

* *Change Controller*: |ESG

* *Specification Docunment (s)*: RFC XXXX, [FlPS-202]

* *Algorithm Val ue*: bl ake2b-256

* *Description*: BLAKE2b-256 hash al gorithmas defined in RFC 7693
* *Change Controller*: |ESG

* *Specification Docunent(s)*: RFC XXXX, [RFC7693]

Regi strati on Tenpl at e:

*Al gorithm Val ue*: The string val ue used as the hash al gorithm
identifier

*Description*: Brief description of the hash algorithmand its
pur pose

*Change Controller*: For Standards Track RFCs, list "IESG'. For
others, give the nane of the responsible party.

*Speci fication Docunent(s)*: Reference to defining docunents with
URlI s where avail abl e

A.5. Lawful Basis Content Hash Canonicalization Values Registry
Thi s docunent requests I ANA to establish a new registry for |aw ul
basis content hash canonicalization values with the following initial
regi stration:
* *Canoni calization Value*: jcs
* *Description*: JSON Canoni calization Scheme as defined in RFC 8785
* *Change Controller*: |ESG
* *Specification Docunment (s)*: RFC XXXX, [ RFC8785]

Regi strati on Tenpl at e:

*Canoni cal i zation Val ue*: The string value used as the
canoni cal i zation nethod identifier

*Description*: Brief description of the canonicalization method and
its purpose

*Change Controller*: For Standards Track RFCs, list "IESG'. For
others, give the name of the responsible party.

*Speci fication Docunent(s)*: Reference to defining docunents with
URI's where avail abl e
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