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Abst ract

Thi s docunent defines a consent attachnent type for Voice
Conversations (vCon), establishing standardi zed nechani sns for
recordi ng, verifying, and managi ng consent information wthin
conversation containers as defined in the vCon core specification
The consent attachnent addresses privacy conpliance chal | enges

t hrough structured netadata including consenting parties, tenporal
validity periods, and cryptographi c proof nechanisns.

The specification defines the mandatory and optional fields for
consent attachnents, including expiration tinmestanps, party

ref erences, dialog segnents, and consent arrays. |t supports
granul ar consent nanagenent through purpose-based perm ssions and
integrates with the Al Preferences vocabul ary for autonated
processing systens. The attachment type incorporates SCITT (Supply
Chain Integrity, Transparency, and Trust) for cryptographic
transparency and provides integration patterns for consent |edger
servi ces

Key features include automated consent detection during conversation
processi ng, auditable consent records with cryptographic proofs,
support for consent revocation through supersedi ng statenents, and
integration with existing privacy regul ations. The consent
attachnent enabl es organi zations to maintain conpliance while
providing sufficient structure for automated processing and
verification of consent throughout the vCon lifecycle.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://github. con
vcon-dev/ draft-howe-vcon-consent. Status information for this

docunent may be found at https://datatracker.ietf.org/doc/draft-howe-
vcon-consent /.
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Di scussion of this docunent takes place on the Virtualized
Conversations Wrking Goup nmailing list (milto:vcon@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/vcon/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/vcon/.

Source for this draft and an issue tracker can be found at
https://github. com vcon-dev/draft-howe-vcon-consent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 22 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Voi ce conversations often contain sensitive information that requires
proper consent management. This docunent defines a consent
attachnent type for Virtualized Conversations (vCon) that enables

aut omat ed consent detection, structured consent recordi ng, and proof
mechani sns for conpliance with privacy regul ati ons.

A vCon (Virtualized Conversation) is a standardi zed contai ner format
for storing conversation data, including nmetadata, participants, and
conversation content, as defined in [I-D.draft-ietf-vcon-core-00].
The vCon specification provides an overview of the technol ogy and use
cases [I-D.draft-ietf-vcon-overview00], while the core docunent
defines the data nodel and structure. vCons support extensible
attachnents that can carry additional structured data related to the
conversation. These attachnents enable the association of various
types of information with the conversation, such as transcripts,

anal ytics, or consent records.

The consent attachnent type provides a standardi zed nmechani smfor
recordi ng and managi ng consent information within vCon contai ners.
Thi s attachnent captures essential consent netadata including the
consenting party, the specific dialog or conversation segnment covered
by the consent, tenporal validity periods, and any associ ated proof
mechani snms. By enbeddi ng consent information directly within the
vCon structure, inplenentations can nmaintain the integrity of the
consent record and ensure it remains associated with the rel evant
conversation data throughout the lifecycle of the vCon

The consent attachnent addresses key privacy and conpliance
chal | enges faced by organi zati ons handling voice conversations. |t
enabl es aut omat ed consent detection during conversation processing,
provi des auditable consent records, and supports regul atory
compl i ance through structured consent nmanagement. The attachnent
type is designed to be flexible enough to accommodat e vari ous consent
nodel s while providing sufficient structure to enabl e autonated
processing and verification.
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Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC8174] when, and only when, they appear in all capitals, as
shown here.

1. Core Terns

*Consent*: Any freely given, specific, informed, and unanbi guous

i ndi cation of the data subject’s wi shes by which they, by a statenent
or by a clear affirmative action, signify agreenment to the processing
of personal data relating to them [ GDPR].

*Data Subject*: The identified or identifiable natural person to whom
personal data relates [GDPR]. Also referred to as "consuner"” in sone
jurisdictions [CCPA].

*Data Controller*: The natural or |egal person, public authority,
agency, or other body which, alone or jointly with others, deternines
the purposes and neans of the processing of personal data [ GDPR].

*Data Processor*: A natural or |egal person, public authority,
agency, or other body which processes personal data on behalf of the
controll er [ GDPR].

*Personal Data*: Any information relating to an identified or
i dentifiable natural person [ GDPR].

*Processing*: Any operation or set of operations perforned on
personal data [ GDPR].

2. vCon-Specific Terns

*vCon*: A standardi zed contai ner for conversational information,
i ncludi ng netadata, participants, dialog content, analysis, and
attachnents [I-D.draft-ietf-vcon-core-00].

*vCon I nstance*: A vCon populated with data for a specific
conversation [I-D.draft-ietf-vcon-core-00].

*vCon I nstance Version*: A single version of an instance of a
conversation, which may be nodified to redact or append additiona
information [I-D.draft-ietf-vcon-core-00].

*Party*: An observer or participant to the conversation, either
passive or active [I-D.draft-ietf-vcon-core-00].
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*Di al og*: The captured conversation in its original form(e.g., text,
audi o, or video) [I-D.draft-ietf-vcon-core-00].

*Anal ysi s*: Analysis, transfornmations, summary, sentinent, or
translation typically of the dialog data
[I-D.draft-ietf-vcon-core-00].

*Attachment*: A data bl ock either included or referenced in a vCon
[I-D.draft-ietf-vcon-core-00].

2.3. Consent-Specific Terns

*Consent Attachnment*: A vCon attachnment of type "consent" that
contains structured consent information for one or nore parties to a
conversati on.

*Consent Statenent*: A structured representation of consent that
i ncludes the consenting party, purposes, tenporal validity, and proof
mechani sns.

*Consent Ledger*: A SCITT Transparency Service that maintains
authoritative consent state and provides cryptographic receipts for
consent operations.

*Consent Proof*: Cryptographic or other evidence that validates the
authenticity and integrity of a consent statenent.

*Consent Purpose*: A specific use case or processing activity for
whi ch consent is granted or denied.

*Consent Status*: The current state of consent (granted, denied,
revoked, expired) for a specific purpose.

*Consent Expiration*: The point in tinme when consent becones invalid,
either through explicit expiration or revocation

*Consent Revocation*: The withdrawal of previously granted consent by
the data subject.

*Consent Verification*: The process of validating that consent is
current, valid, and applicable to the requested processing activity.

2.4. Technical Terns
*SCI TT*: Supply Chain Integrity, Transparency, and Trust - a protoco

for maintaining append-only transparency | edgers
[I-D.draft-ietf-scitt-scrapi-05].
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*SCRAPI *: SCI TT Receipt APl - the interface for interacting with
SCI TT Transparency Services [I-D.draft-ietf-scitt-scrapi-05].

*COSE*: CBOR (bject Signing and Encryption - a standard for creating
and processing signed, encrypted, and MACed objects [ RFC8949].

*COSE Signl*: A COSE structure containing a single signature
[ RFC8949] .

*Al Preferences Vocabul ary*: A standardi zed vocabul ary for expressing
preferences related to automated processing systens
[I-D.draft-ietf-aipref-vocab-01].

*Cl ock Skew*: The difference in tine between different systens, which
must be accounted for when validating tenporal constraints.

*Referential Integrity*: The consistency of references between
consent attachnents and the vCon el enments they reference.

*Data M nimzation*: The principle of limting personal data
collection to what is necessary for the specified purpose [ GPR].

*Privacy by Design*: The principle of enbedding privacy
considerations into the design and architecture of systens and
processes [ NI ST- PRI VACY] .

3. Regulatory Terns

*@PR*: Ceneral Data Protection Regulation - the prinmary data
protection law in the European Union [ CDPR].

*CCPA*: California Consuner Privacy Act - a state statute intended to
enhance privacy rights and consuner protection for residents of
Cal i fornia [ CCPA].

*H PAA*: Health Insurance Portability and Accountability Act - a US
| aw that provides data privacy and security provisions for
saf eqguardi ng medi cal information [H PAA].

*Right to be Forgotten*: The right of data subjects to have their
personal data erased [ GDPR].

*Ri ght of Access*: The right of data subjects to obtain confirmation
of whether their personal data is being processed and access to that
data [ GDPR].

*Ri ght of Rectification*: The right of data subjects to have
i naccurate personal data corrected [ GDPR].
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*Right of Portability*: The right of data subjects to receive their
personal data in a structured, conmonly used, nachi ne-readabl e format
[ GDPR] .

*Lawful Basis*: One of the six legal grounds for processing personal
data under GDPR consent, contract, |egal obligation, vital
interests, public task, or legitinmate interests [ GDPR].

Requi renent s

1. Consent Attachnent Requirenents Summary
The vCon consent specification establishes standardized requirenents
for managi ng consent information within voice conversation containers
as defined in [I-D.draft-ietf-vcon-core-00]. The specification
addresses privacy conpliance chal |l enges through structured consent
attachnents that capture essential netadata and proof nmechani sns.

2. Core Requirements

*Mandat ory Fiel ds*: Consent attachnents mnust include four essential
fields:

* *expiration*: RFC3339 tinestanp indicating consent validity period

* *party*: Zero-based index referencing the consenting party in the
vCon parties array

* *dial og*: Zero-based index referencing the specific conversation
segment

* *consents*: Array containing the actual consent records and
per m ssi ons

*Optional Fields*: Additional fields may include terns of service
references, status nonitoring intervals, consent |edger URLs, and
crypt ographi ¢ proof nechani sns.

4.3. Tenporal Managenent

Consent attachnents nust inplenent proper expiration handling with
configurable clock skew tolerance (default naxi mum5 m nutes).
Indefinite consent is supported through null expiration val ues but
requires periodic revalidation nmechanisns.
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4.4. Referential Integrity

The specification enforces strict referential integrity between
consent attachnents and vCon elenents. Party and dial og references
must be validated agai nst the vCon structure, and nodifications to
the underlying conversation data require correspondi ng updates to
consent attachnents.

4.5. Status Mnitoring

Consent status nust be verified at configurable intervals based on
data sensitivity:

* Hi gh-sensitivity data: 24-hour verification cycles
* Standard business data: 7-day verification cycles
* Lowsensitivity data: 30-day verification cycles
* Public data: 90-day verification cycles

4.6. 3.1.5. Terns of Service Integration
Terms of service references must be i mutabl e and support both URI
ref erences and enbedded content. |nplenentations should naintain
| ocal caching with proper HITP cache control conpliance

4.7. 3.1.6. Conpliance and Audit
The specification enabl es autonmated consent detection, auditable
consent records, and regulatory conpliance through structured consent
managenment. |t supports various consent nodels while providing
sufficient structure for automated processing and verification

5. Consent Attachnent Structure
The consent attachment MJST be a JSON object that is included in the
vCon attachnents array. The consent attachment MJST contain the
followi ng top-level fields: "expiration", "party", "dialog" and
"consents". Inplenentations MJST rej ect consent attachnents that are
m ssing any of these required fields.

The consent attachnent MAY contain the follow ng top-level fields
"ternms_of _service", "status_interval", "consent_| edger", "proof".

The consent attachnent SHOULD i ncl ude appropriate netadata fields as

defined in the vCon core specification [I-D.draft-ietf-vcon-core-00],
including "type", "start", and "signature" fields when applicable.
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Tenmporal Validity and Expiration

The "expiration” field MIST contain a tinestanp in RFC3339 format

i ndi cati ng when the consent becones invalid. |nplenentations MJST
conpare the current tine against this expiration tinestanp and SHALL
reject expired consent attachnents.

The expiration tinestanp MAY be set to null to indicate indefinite
consent duration, as defined by |local policy or applicable

regul ations. Wen the expiration field is null, the consent is
considered valid indefinitely until explicitly revoked. However,

i mpl ement ati ons SHOULD provi de nechani sns for periodic consent
reval i dati on even when indefinite consent is granted.

When processing consent attachments, inplenentations MJST account for
cl ock skew and SHOULD al | ow for reasonable tine differences between
systens. The acceptabl e clock skew tol erance SHOULD be confi gurable
but MUST NOT exceed 5 minutes by default.

Terms of Service Integration

The "ternms_of service" field MUST contain either a URI reference to
the applicable terns of service docunment or an enbedded terns object.
When using URI references, inplenentations MJST support HTTPS URLs
and SHOULD support content integrity verification through
crypt ogr aphi ¢ hashes.

The ternms of service reference MIUST be immutable for the lifetime of
the consent attachnment. |If terms of service change, a new consent
attachnment MJUST be created rather than nodifying the existing

ref erence

I mpl enent ati ons SHOULD mai ntain a | ocal cache of terns of service
docunents to ensure availability during consent verification. The
cache SHOULD respect HTTP cache control headers when fetching terns
docunments via URl.

Party and Di al og References

The "party"” field MJST contain a zero-based integer index referencing
an entry in the vCon parties array. |nplenentations MJST validate
that the referenced party index exists in the vCon and SHOULD verify
that the party has authority to grant consent for the specified

di al og.
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The "dialog" field MUST contain a zero-based integer index
referencing an entry in the vCon dialog array. Miltiple consent
attachnents MAY reference the sane dialog entry to represent consent
fromdifferent parties or for different purposes.

I mpl enentati ons MUST naintain referential integrity between consent
attachnents and the referenced vCon el ements. Wen a vCon is
nmodi fi ed through redacti on or amendnent, consent attachnent

ref erences MJUST be updated accordingly or the consent MJST be

i nval i dat ed.

9. Status Mnitoring and Intervals
The "status_interval" field MIST specify the maximumtime interval,
in seconds, between consent status verifications. Inplenentations
MUST perform consent status checks at |least as frequently as
specified by this interval
The status interval MJST be a positive integer value. A status
interval of zero indicates that consent status MJST be verified on
every access to the associated di al og content.

9.1. Recomended Interval Values

The follow ng intervals are RECOVWENDED based on privacy regul ation
requi renents and operational considerations:

* *High-sensitivity data*: 86400 seconds (24 hours) - For nedical,
financial, or legal conversations

* *Standard business data*: 604800 seconds (7 days) - For typica
busi ness conmmuni cati ons

* *Lowsensitivity data*: 2592000 seconds (30 days) - For genera
custoner service interactions

*  *Public/transparent data*: 7776000 seconds (90 days) - For non-
private conmuni cations that do not contain personally identifiable
informati on not in the public domain.

| mpl enent ati ons SHOULD consi der the followi ng factors when sel ecting
i nterval s:

* Data sensitivity and regul atory requirenents (CGDPR, CCPA, H PAA
etc.)

* Risk tol erance and conpliance obligations
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* (Operational overhead of frequent verification
* User experience inpact of verification del ays
* Consent revocation patterns and requirenents

When the status interval expires, inplenmentations MIST either verify
consent status through the consent |edger mechanismor treat the
consent as potentially invalid until verification is conpleted.

| mpl enent ati ons MAY continue to honor consent during brief
verification delays but MJUST NOT exceed tw ce the specified status
interval w thout successful verification

Consent Ledger Integration
The "consent | edger" field SHOULD contain a URL referencing a SCITT
Transparency Service that nmaintains the authoritative consent state.
I mpl ement ati ons MAY use this URL to verify current consent status and
detect consent revocations.
1. SCTT Transparency Service Interface
Consent | edger services MJST inplenment the SCRAPI interface as
specified in [I-D.draft-ietf-scitt-scrapi-05]. The consent |edger
acts as a SCITT Transparency Service that:

1. *Registers Consent Statenents*: Consent attachments are
regi stered as Signed Statenments using the /entries endpoint

2. *lssues Receipts*: Provides cryptographic receipts proving
consent registration

3. *Enables Verification*: Allows verification of consent status
t hrough recei pt validation

4. *Supports Revocation*: Handl es consent revocation through
statement updates

2. Consent St at ement For mat

Consent statenments MJUST be formatted as COSE Signl objects
cont ai ni ng:
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{
"protected": {
"al g": "ES256",
"kid": "consent-issuer-key-id",
"cty": "application/vcon-consent+json"
},
"unprotected": {
"consent _id": "urn:uuid:consent-identifier",
"vcon_uui d": "urn:uuid:vcon-identifier",
"party_index": O,
"dialog index": 0O
},
"payl oad": {
"consents": [
{
"pur pose": "recording",
"status": "granted",
"timestanmp": "2025-01-02T12: 15: 302"
| }
"expiration": "2026-01-02T12: 00: 002",
"terns_of service": "https://exanple.conterns"
}
}

11. Consent Ledger Operations
11.1. Registration
*  *Endpoint*: POST /entries
* *Content-Type*: application/cose
* *Body*: COSE Signl consent statenent

*  *Response*: 201 with receipt or 303 with |Iocation for async
processi ng

11.1.1. Status Verification

* *Endpoint*: GET /entries/{entry-id}

* *Response*: 200 with receipt or 302/404 for pendi ng/ not found
11.1. 2. Receipt Resolution

* *Endpoint*: GET /entries/{entry-id}

McCart hy- Howe & Lasker Expires 22 January 2026 [ Page 13]



I nternet-Draft vCon Consent Attachnent July 2025

*  *Response*: 200 with current receipt or 404 if not found
11.2. Consent Revocation

Consent revocation is handl ed by registering a new Signed Statenent
that supersedes the original consent:

{
"protected": {
"al g": "ES256",
"kid": "consent-issuer-key-id",
"cty": "application/vcon-consent+json"
},
"unprot ected":
"consent _id": "urn:uuid:consent-identifier"”,
"vcon_uuid": "urn:uuid:vcon-identifier",
"supersedes”: "urn:uuid:original-consent-id",
"revocation": true
},
"payl oad": {
"consents": [
{
"purpose": "recording",
"status": "revoked",
"timestamp": "2025-01-03T10: 30: 00Z"
}
I, |
"revocation_reason": "user_request",
"revocation_tinestanp": "2025-01-03T10: 30: 002"
}
}
11.3. Inplenentati on Requirenents

When a consent |edger URL is provided, inplenentations MJST
1. *Support SCRAPI*: |nplement all mandatory SCRAPI endpoints
2. *Use HITPS*: Al communi cati ons MJST use TLS 1.2 or higher

3. *Authenticate*: |nplenent appropriate authentication as specified
by the | edger service

4. *Handl e Failures*: Gacefully handle service unavailability

5. *Verify Receipts*: Validate all receipts using SCITT verification
procedur es
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6. *Cache Strategically*: Cache consent state within status_interva
limts

4. Error Handling

Consent | edger services MJST return appropriate HTTP status codes and
Conci se Problem Details objects as specified in SCRAPI :

* *400*: Ml formed consent statenent

*  *401*: Authentication required

*  *403*: Registration policy violation

* *404*: Consent not found

* *429*:. Rate linmting exceeded

*  *B503*: Service tenporarily unavail able
5. Privacy Considerations

Consent | edger services SHOULD i npl ement privacy-preserving
mechani sns:

* *Mninmal Data*: Only store consent nmetadata, not full vCon content

* *Access Control *: Inplenent appropriate access controls for
consent queries

* *Audit Logging*: Maintain audit trails for conpliance purposes

* *Data Retention*: Inplenment appropriate data retention policies
Crypt ographi ¢ Proof Requirenents

The "proof" field MJST contain an array of proof objects that provide

crypt ographi ¢ evidence of valid consent. Each proof object MJST

include a "type" field specifying the proof nechanismand a "val ue"

field containing the proof data.

Proof objects MAY include various types of evidence:

* *Dj al og- based proofs*: Consent statements or confirmations given
verbally or textually within the conversation dialog itself
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* *External document proofs*: Signed consent forns, terns of service
agreenments, or other |egal documents referenced by URL or enbedded
cont ent

* *External site proofs*: Consent granted through web interfaces,
nmobi | e applications, or other external systems that provide
cryptographic attestation

I mpl enent ati ons MJST support digital signature proofs using

al gorithms specified in the 1 ANA COSE Al gorithns registry [ COSE-ALQG.
The proof SHOULD include a tinmestanp indicating when the consent was
granted and MJST include a reference to the consenting party’s
cryptographic identity.

VWhen multiple proofs are present, inplenentations MJIST verify al
proofs and SHALL reject the consent attachnent if any proof fails
validation. The proof verification process MJST include validation
of the signing key authority and certificate chain when applicable.

Proof objects MAY reference external proof data to mninize consent

attachnent size. Wen external references are used, inplenentations
MUST verify the integrity of externally referenced proof data using

crypt ographi ¢ hashes included in the proof object.

G anul ar Consent Managenent

The "consents" field MJST contain an array of consent objects, each
specifying a particular perm ssion granted by the consenting party.
Each consent object MJUST include a "purpose" field identifying the
specific use case and a "status" field indicating whether consent is
granted or deni ed.

St andard consent purposes MJST include "recording", "transcription”,
"anal ysi s", "storage", and "sharing". |nplenentations MAY define
addi ti onal purpose categories but SHOULD use standardi zed purpose

t axononi es when avail abl e.

1. Al Preferences Vocabul ary Support

I npl enent ati ons SHOULD support the Al Preferences vocabul ary as
defined in [I-D.draft-ietf-aipref-vocab-01] for expressing granul ar
consent related to automated processing systens. Wen using the Al
Pref erences vocabul ary, consent objects MAY include the follow ng
st andar di zed cat egori es:

* *tdnf: Text and Data M ning - Automated anal ytical techniques for
anal yzing text and data
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14.

* *ai*: Al Training - Training nachine | earning nodels or artificial
intelligence

* *genai *: Generative Al Training - Training Al nodels that generate
synt hetic content

* *search*: Search - Building search indexes or providing search
results

* *inference*: Al Inference - Using assets as input to trained Al/M
nmodel s

When the Al Preferences vocabulary is used, consent objects SHOULD
include a "vocabul ary" field set to "ai-pref" to indicate the use of
this standardi zed vocabul ary. The "purpose” field SHOULD use the
correspondi ng | abel fromthe Al Preferences vocabulary (e.g., "ai",
"genai", "tdnl').

Exanpl e consent object using Al Preferences vocabul ary:

{

"purpose": "genai",
"status": "denied",
"vocabul ary": "ai-pref",

"timestamp": "2025-01-02T12: 15: 30Z"
}

I npl enent ati ons that support the Al Preferences vocabul ary MJST
follow the hierarchical relationship rules defined in
[I-D.draft-ietf-aipref-vocab-01], where nore specific categories
override general categories unless explicitly stated otherwi se.

Each consent object SHOULD include additional netadata such as the
ti mestanp when consent was granted, any restrictions or conditions on
the consent, and references to applicable | egal regul ations.

I mpl enent ati ons MJST support fine-grained consent eval uation,

all owing different consent decisions for different purposes. Wen
mul ti ple consent objects apply to the same purpose, the nost
restrictive consent MJUST take precedence.

Consent Wt hdrawal and Revocation

I mpl enent ati ons MJST support consent wi thdrawal mechani snms that all ow
data subjects to revoke previously granted consent. Wen consent is
revoked, the consent status in the | edger service MJST be updated

i medi ately and all processing of the associated dial og content MJST
cease.
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The consent withdrawal process MJST provide confirmation to the data
subj ect and SHOULD i nclude a timestanp of when the revocation becane
effective. Inplenentations MIST honor consent revocations even if
they cannot immedi ately delete or nodify existing vCon instances.

When consent is revoked, inplenmentations SHOULD notify all parties
that have received copies of the vCon containing the revoked consent.
The notification nmechani sm MAY use the SCITT transparency service
integration described in the vCon overview
[I-D.draft-ietf-vcon-overview 00] and related vCon lifecycle

speci fications.

15. Privacy and Data M nimization

Consent attachments MJST i npl enent data m nimzation principles by
including only information necessary for consent verification and
audit purposes. Personal information SHOULD NOT be duplicated in
consent attachnents when it is already available in the referenced
vCon el enents.

The consent attachnment design MJST support privacy-preserving
verification nechanisns that allow consent validation w thout
exposi ng sensitive personal information to all parties in a consent
verification workfl ow.

I mpl enent ati ons SHOULD support consent attachment redaction

techni ques that allow sensitive consent details to be renmoved while
mai ntaining the ability to verify that valid consent was originally
present.

16. FError Handling and Vali dation

I mpl enent ati ons MJST val i date consent attachnent syntax according to
the JSON schema defined in this specification. Malfornmed consent
attachnents MJST be rejected with appropriate error nessages

i ndicating the specific validation failures.

When consent validation fails, inplenmentations MJUST NOT process the
associ ated dialog content and SHOULD | og the failure for audit
purposes. The error handling process MJST distinguish between
tenmporary failures (such as network tinmeouts during | edger
verification) and permanent failures (such as invalid cryptographic
proof s) .

I mpl enent ati ons SHOULD provi de detailed error reporting to assi st

wi th troubl eshooting consent validation issues while avoiding
exposure of sensitive information in error nessages.
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17.

18.

Interoperability and Versioning

Consent attachments MUST include version information to support

evol ution of the consent attachnent specification. |nplenentations
MUST handl e version mi smatches gracefully and SHOULD support nultiple
consent attachnent versions during transition periods.

The consent attachnment format MJST be designed to support extensions
whi | e mai ntai ni ng backward conpatibility with existing

i npl ementations. New fields MAY be added to consent attachnents but
MUST NOT break existing validation |ogic.

| mpl enent ati ons SHOULD support consent attachment format negotiation
when multiple parties exchange vCons with different consent
attachnent version support.

Security Considerations

Al'l consent attachments MJUST be integrity protected using the vCon
si gni ng mechani sms as defined in [I-D.draft-ietf-vcon-core-00].
Consent attachnments containing sensitive information SHOULD be
encrypted when the vCon is transmtted outside secure environnents.

I mpl enent ati ons MJST protect consent | edger comuni cations using TLS
and SHOULD i npl enent addi tional authentication mechanisnms to prevent
unaut hori zed consent status queries or nodifications.

The consent attachnent design MJUST prevent replay attacks and consent
forgery through appropriate use of tinestanps, nonces, and
cryptographic binding to the specific vCon instance and dial og
content.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capital s, as shown here
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19.

1.

"expiration": "2026-01-02T12: 00: 002",

"ternms_of _service": "https://exanple.comterns”,
"party": O,
"dialog": O,
"status_interval": "30d",
"consent | edger": "https://| edger.exanpl e.con consent/ 123",
"proof": [
"timestanp": "2025-01-02T12:15: 302",
"type": "verbal confirnmation"
H
{
"url": "https://exanpl e.com consent-form pdf",
"type": "external _asset"”
}
1,
"consents": |
{
"val ue": true,
"consent": "recordi ng"
H
{
"val ue": true,
"consent": "transcription"
b
{
"val ue": true,
"consent": "anal ysis"
}

Attachment Fields
Requi red Fi el ds
*expiration*: |1SO 8601 timestanp indicating when consent expires
*party*: Index of the party in the vCon parties array
*di al og*: I ndex of the dialog in the vCon dial og array

*consents*: Array of consent objects with value and consent type
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19.

20.

21.

22.

22.

2. Optional Fields
* *terms_of _service*: URL to the ternms of service docunent

* *gstatus_ interval*: Duration string (e.g., "30d") for status check
interval s

* *consent_ledger*: URL to external consent |edger for audit
pur poses

* *proof*: Array of proof objects supporting the consent
Consent njects
Each consent object MJST contain:

* *yal ue*: Bool ean indicating consent status (true for granted,
fal se for denied)

* *consent*: String identifying the consent type (e.g., "recording",
"transcription”, "analysis")
Proof njects

Proof objects provide evidence of consent and MAY contai n:
* *timestanp*: |1SO 8601 tinmestanp when consent was given

* *type*: Proof type identifier (e.g., "verbal _confirmation",
"external asset")

* *url*: URL to external proof document (for external asset type)
I ANA Consi derati ons
1. vCon Attachnent Type Registration

Thi s docunent requests IANA to register the follow ng vCon attachnent
type:

*  *Type*: consent

* *Description*: Consent information for voice conversation
partici pants

*  *Reference*: This docunent
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23.

23.

23.

1.

How to Use the Consent Attachment

Creating a Consent Attachnent

To create a consent attachnment for a vCon

1.

2

}

*ldentify the consenting party*: Reference the party index in the
vCon parties array

*Specify the dialog segnent*: Reference the dialog index in the
vCon di al og array

*Define consent pernissions*: Create consent objects for each
pur pose

*Set expiration*: Define when the consent expires

*Add proof nechanisns*: |nclude cryptographic or other proof of
consent

*Include in vCon*: Add the attachnent to the vCon attachnents
array

Exanpl e Usage

"type": "consent",
"start": "2025-01-02T12:15: 302",
"expiration": "2026-01-02T12: 00: 00Z",

"party": O,
"dialog": O,
"consents": [
{
"purpose": "recording",
"status": "granted",
"timestanmp": "2025-01-02T12: 15: 302"
}
,roof": [
"type": "verbal confirnmation",
"timestanmp": "2025-01-02T12: 15: 302"
}
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23.

24.

3. Processing Consent Attachnents

VWhen processing a vCon with consent attachnents:

1. *Validate structure*: Ensure all required fields are present

2. *Check expiration*: Verify the consent hasn't expired

3. *Verify references*: Ensure party and dialog indices are valid

4. *Validate proofs*: Verify cryptographic or other proof nechanisns

5. *Check | edger status*: If a consent |edger is specified, verify
current status

6. *Apply perm ssions*: Use consent status to deterni ne all owed
operations

Privacy Considerations

Thi s docunent describes nechani sns for managi ng consent information
within vCon containers as defined in [I-D.draft-ietf-vcon-core-00].
I mpl enenters MUST ensure conpliance with applicable privacy

regul ations, including but not linted to COPR [ GDPR], CCPA [ CCPA],
and Hi PAA [ H PAA].

The consent attachnment provides structured nechani sns for recording
and verifying consent, but inplenenters are responsible for ensuring
that their inplenentations properly respect and enforce data subject
rights, including:

* *Right of Access*: Data subjects nust be able to access their
consent records

* *Right of Rectification*: Data subjects nust be able to correct
i naccurate consent information

* *Right to be Forgotten*: Data subjects nust be able to revoke
consent and request del etion

* *Right of Portability*: Data subjects nmust be able to export their
consent data

* *Consent Wthdrawal *: Data subjects nust be able to wi thdraw
consent at any tine
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I mpl enenters SHOULD fol |l ow privacy by design principles
[ NI ST- PRI VACY] and i npl enment appropriate technical and organi zationa
measures to protect personal data throughout the consent |ifecycle.

25.

Security Considerations

Consent attachments contain sensitive information that requires
appropriate security measures:

25. 1.

*

25. 2.

25. 3.

25. 4.

Crypt ographi c Protection

Al'l consent attachnents MJST be integrity protected using vCon
si gni ng nmechani sns

Consent attachnments containing sensitive information SHOULD be
encrypted when transmtted outside secure environnents

I mpl enent ati ons MJST use strong cryptographic algorithnms as
specified in [ COSE-ALG

Access Contr ol

I mpl enent ati ons MJST i npl enent appropriate access controls for
consent data

Consent verification SHOULD be performed with m nimal privilege
Audit | ogging MIST be inplenented for all consent operations
Net wor k Security

Al'l conmuni cations with consent |edger services MJST use TLS 1.2
or hi gher

I npl enent ati ons MJST validate certificate chains and host nanes

I mpl ement ati ons SHOULD i npl enent certificate pinning for critica
services

Data Protection
Consent data SHOULD be encrypted at rest
| mpl enent ati ons MJST i npl enent secure key managenent

I npl enent ati ons SHOULD support hardware security nodul es for key
st orage
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25.

26.

27.

27.

5. Threat Mtigation

* I npl enentati ons MIUST prevent replay attacks through proper use of
ti mestanps and nonces

* | nplenmentati ons MJUST validate all cryptographic proofs to prevent
forgery

* I mplenmentati ons SHOULD i npl ement rate limting to prevent abuse
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