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Abst r act

Thi s docunent specifies a Session Initiation Protocol (SIP) extension
to advertise support for, negotiate, and carry the Mddel Context
Protocol (MCP). It defines: (1) a new SIP option-tag ("ncp"), (2)
new header fields for capability advertisement and sel ection, (3)
Contact feature-capability paraneters for registration-tine

di scovery, and (4) the "application/ncp+json" nedia type. MCP

payl oads can be exchanged during session establishnment and m d-di al og
using INVITE/ 200 (O fer/ Answer), MESSAGE, and | NFO

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

McCar t hy- Howe Expires 2 April 2026 [ Page 1]



I nternet-Draft SI P MCP Ext ension Sept enber 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .o e e e 4
1.1 ProblenIStatenent NCP Transport Layer Failures . 4
1.1.1. Summary of MCP Transport Pain Points 5
1.2 SIP as a Solution . e 5
1.3. Use Cases Addressed . . 5
1.3.1. General MCP Use Cases Enhanced by SIP 6
1.3.2. SIP-Unique Use Cases . . 6
1.3.3. Performance-Critical Use Cases 7
1.3.4. Regulatory and Conpliance Use Cases . 7
1.3.5. Mgration and Integration Use Cases . 7
1.4. Architectural Justification . 8
1.4.1 Wy SIP for MCP Transport? . . . 8
1.4.2. Limtations of HITP/ WbSocket - Chly Approaches . 8
1.4.3. SIP s Val ue- Added Capabilities . . 9
1.4.4 Di scovery Performance Anal ysis: SIP vs. DNS .. . . . 10
1.4.5 Quantitative Performance Analysis: SIP vs. Current MCP
Transports . . .. . . . . . . . 10
1.4.6. Specific Use Cases AddreSS|ng Real VOrId MCP
Problems . . S
1.4.7. Aternative Transport Solutlons Analy5|s . Lo 12
1.4.8. Backward Compatibility and I ncremental Deploynent .. 14
2. Mdel Context Protocol (MCP) - Purpose, Architecture,
Capabilities . . . e £5)
2.1. Purpose (nhon- nornatlve) e 1)
2.2. Architecture (non-normative) . . . . . . . . . 15
2.3. Capabilities and Primitives (non- nornallve) .. . . . . . 16
3. Conventions and Terminology . . . . . . . . . . . . . . . . . 16
3.1. Applicability Statenrent . . . . . . . . . . . . . . . . . 17
3.1.1. Intended Use Cases . . . I
3.1.2. Appropriate Depl oynent EnV|ronnents T 4
3.1.3. Limtations and Constraints . . . 4
3.1.4. Alternative Approaches and Selectlon Crlterla .. . . 18
3.1.5. Mgration Path Considerations . . . . . . . . . . . . 19
4. Overview . . A X
4.1. Backward Cbnpat|b|llty . e . . ..., 20
4.2. Agent-to-Agent Interoperatlon (Sunnary)
_(non-normative) _ e S e e .. ..., 20

McCar t hy- Howe Expires 2 April 2026 [ Page 2]



10.

0o 00

O O OO

aaan

I nternet-Draft SI P MCP Ext ension Sept enber 2025
4.2.1. Concrete Use Cases 21
SI P Ext ensi ons 22
1. Option-Tag: nnp . 22
2. Header: MCP- Capabrlrtres 23
3. Header: MCP- Sel ect C e e e e e 23
4. Contact Feature-Caps: +ntp, +ntp.ver, +ncp.cap 23
Payl oad Format: application/ ncp+json . 24
Security Considerations . L 35
1. Threat Model . . 35
7.1.1. Assets and Trust Boundarres . 35
7.1.2. Threat Actors . 35
7.1.3. Attack Vectors . . 36
2. Security Requirenents and M tlgatlons . 37
7.2.1. Transport Security 37
7.2.2. Authentication and Authorlzatlon 38
7.2.3. Content Protection . . 38
3. Feature Interaction Security AnaIyS|s . 39
7.3.1. SIP-MCP Boundary Security . . . 39
7.3.2. Milti-Mdal Security Interactlons . 39
7.3.3. Federation Security Interactions . 40
4. Depl oyment - Specific Security Quidance . 40
7.4.1. Enterprise Depl oynent . 40
7.4.2. Federated Depl oynent . e 41
7.4.3. Cdoud and Service PrOV|der Depl oynent 41
5. Privacy Considerations e 42
7.5.1. Data Mnimzation . . 42
7.5.2. Regulatory Conpliance . . 42
6. Security Mnitoring and Incrdent Response . 43
7.6.1. Monitoring Requirenents . 43
7.6.2. Incident Response . 43
7. Inplenmentation Security GU|deI|nes 44
7.7.1. Secure Devel opment Practices 44
7.7.2. Configuration Security 44
I ANA Consi derations . 45
1. Registration of Cptlon Tag . 45
2. Registration of Header Fields . . . 45
3. Registration of Feature- Capablllty Indlcators (RFC

6809) . . . . . 46

.4. Media Type Reglstratlon . 46
.5. Designated Expert Cbnsrderatrons 47
Ref er ences C e e e e 47
.1. Nornative . 47
.2. Informative . . . 48
3. A Acknomﬁedgnents . 48
.4. B. Change Log 48
Ref er ences . 48
10.1. Normative References . 48
10.2. Informative References . 50
Expires 2 April 2026 [ Page 3]

McCar t hy- Howe



I nternet-Draft SI P MCP Ext ension Sept enber 2025

1.

1.

Author’'s Address . . . . . . . . . . . . . . . . . . . .. ... 5o
I nt roduction

The Model Context Protocol (MCP) is an application protocol for
structured interaction with tools and agents. Wile MCP enabl es
powerful Al agent capabilities, real-world production depl oynments
have reveal ed significant transport-layer limtations that inpact
reliability, performance, and user experience.

1. Problem Statenent: MCP Transport Layer Failures

Current MCP inpl enentations encounter neasurable failures in
production environments, particularly affecting latency, reliability,
and scal ability:

*Per formance | npact*: Production depl oynents show MCP adds 300-800ns
| at ency when invoked synchronously in critical transaction paths,

wi th devel opers reporting this "destroys user experience" in
customer-facing systems. P99 |atency spi kes cause substantial del ays
for the slowest 1% of transactions, |eading to user frustration and
cascading timeouts in orchestration flows.

*Reliability |Issues*: Production scenarios report recovery failure
rates of 20-30% w thout explicit error handling at the transport

| ayer. STDI O pipes break silently, HITP connection pools saturate
under high | oad, and WebSocket connections di sconnect-reconnect
repeatedly, causing agents to |ose context or fail md-task

*Scalability Limtations*: Connecting nultiple tool servers (e.g.,

G t hub, Linear, Playwight) can consunme over 60,000 tokens of context
capacity, leading to expensive APl overages and poor agent
performance. Each MCP server operates in isolation with no shared
state, forcing users to repeat steps or |ose workflow progress

bet ween sessi ons.

*Devel oper Experience*: The official docunentation for devel opi ng
customtransports is |acking, the concepts section is conplex, and
the Python SDK | acks foundational interfaces, creating significant
barriers to adoption and reliable inplenmentation
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1.1.1. Sunmmary of MCP Transport Pain Points

[} g —————————— Ll —_—_—————————_———_ Ll —_———(———r L
| Failure Mode/ Metric | Current MCP Inpact | Real -World Evidence

[ sty el et
| Hi gh Latency | Synchronous MCP | "Destroys user |
| (300-800ns) | flows | experience"” |
Tt Fom e e e e oo o Tt +
| Connection | STDI O pi pes, | "Pipes break |
| I'nstability | WebSocket | silently" |
Fom e e e e e oo s o e e e e o s Fom e e e e e oo s +
| Context/Token Bloat | Multiple tool | "60,000 tokens |
| | servers | consumed” |
Tt Fom e e e e oo o Tt +
| I'solation, No State | Multi-step | "Users repeat |
| | workfl ows | steps” |
Fom e e e e e oo s o e e e e o s Fom e e e e e oo s +
| Lack of | Customtransport | "Docurentation |
| Docunentation | dev | lacking" |
Tt Fom e e e e oo o Tt +
| P99 Latency Spikes | Tail latency in | Cascading timeouts |
| | flows | |
Fom e e e e e oo s o e e e e o s Fom e e e e e oo s +

Table 1

1.2. SIP as a Solution

SIP is widely deployed for rendezvous, session negotiation, and
inter-domain federation. This docunent defines a mininal, backward-
compati bl e SIP extension enabling MCP-aware endpoints to discover
each other and exchange MCP messages using existing SIP nethods,
addressing the transport-layer limtations identified in current MCP
depl oynent s.

1.3. Use Cases Addressed
This SIP extension for MCP addresses both general Al agent

communi cati on needs and specific scenarios that are uniquely enabled
by SIP's architectural capabilities.
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1.3.1. General MCP Use Cases Enhanced by SIP

*Enterprise Al Agent Orchestration*: Organizations deploying nultiple
speci ali zed Al agents (docunent processing, custoner service, data
anal ysis) require reliable, |owlatency comuni cati on between agents.
SIP's session managenent elininates the 300-800ns | atency penalties
docunented in current HTTP-based MCP depl oynents, while its proxy
infrastructure enables intelligent routing based on agent
capabilities.

*Multi-Modal Al Interactions*: Moddern Al applications increasingly
conbi ne text, voice, and visual processing. SIP s nedia negotiation
framework all ows sinultaneous audi o streans (for voice interaction)
and MCP data exchange (for tool calls and structured responses),
enabl ing natural voice-guided Al workflows that are inpractical wth
current MCP transports.

*Cross-Organi zational Al Col | aboration*: Al agents fromdifferent
organi zati ons need to coll aborate while respecting security
boundaries and policies. SIP s mature inter-domain federation node
provi des the trust managenent and policy enforcenment mechani snms
necessary for secure cross-organi zati onal agent interactions.

*Hi gh- Avai l ability Al Services*: Production Al systens require robust
failover and load distribution. SIP s registration-based di scovery
provi des 60-120 second agent availability updates (vs. 5-10 m nutes
with DNS), while proxy-based | oad bal ancing elimnates the single
points of failure conmon in current MCP depl oynents.

1.3.2. SIP-Unique Use Cases

*\Voi ce-First Al Agent Interactions*: Call centers, voice assistants,
and tel ephony-integrated Al systens require tight coordination

bet ween voice streans and Al tool execution. SIP' s native audio
handl i ng conbined with MCP tool calls enables scenarios like: -

Cust omer service agents that can sinmultaneously talk to custonmers and
execute backend tool calls - Voice-controlled docunent processing
wher e spoken commands trigger conplex Al workflows - Real-tinme

| anguage translation with tool-assisted context |ookup

*Tel ecommuni cati ons-Integrated Al*: Existing SIP infrastructure in
tel econmuni cati ons and enterprise environments can be extended to
support Al agents wi thout requiring parallel comunication systens: -
PBX systens can route calls to Al agents based on detected
capabilities - Existing SIP monitoring and billing systens can track
Al agent usage - Telecomgrade reliability and security nodels apply
to Al agent conmunications
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*Session- Aware Al Workfl ows*: Long-running Al processes that nmaintain
conversational context across nultiple interactions benefit from
SI P s dial og managenent: - Milti-step document review processes where
agents mmintain state across sessions - Collaborative Al workfl ows
where nultiple agents contribute to extended tasks - Educational Al
tutors that maintain | earning context across nultiple sessions

*Mul timedia Al Tool Calling*: The conbination of MCP with MSRP
enabl es sophisticated nultinedia Al interactions: - |Inage analysis
agents that receive binary i nage data w t hout base64 encodi ng

over head - Docunent processing agents that can stream/| arge generated
reports in real-time - Creative Al agents that exchange nultinedia
assets (inmges, audio, video) as part of tool calls

1.3.3. Performance-Critical Use Cases

*Real - Ti me Al Deci sion Making*: Applications requiring sub-second Al
responses benefit from SIP's persistent session nodel: - Financial
tradi ng systens with Al-assisted decision nmaking - Industrial contro
systenms with Al-based optim zation - Energency response systens with
Al - power ed resource all ocation

*H gh- Throughput Al Processing*: Batch processing scenarios where
multiple Al agents need to coordinate efficiently: - Large-scale
docunent processing pipelines - Distributed Al training coordination
- Parallel data anal ysis workfl ows

1.3.4. Regulatory and Conpliance Use Cases

*Auditable Al Interactions*: Industries with strict audit

requi renents can | everage SIP' s mature | ogging and nonitoring
ecosystem - Healthcare Al systens requiring H PAA conpliance -

Fi nanci al Al systens requiring transaction audit trails - Governnent
Al systens requiring security cl earance-based access contro

*Privacy-Preserving Al Federation*: Oganizations needing to
col l aborate whil e maintaining data sovereignty: - Healthcare research
col l aborations across institutions - Financial consortium Al w thout

data sharing - CGovernnment intelligence sharing with compartnentalized
access

1.3.5. Mgration and Integration Use Cases

*& adual MCP Transport M gration*: Organizations can increnentally
adopt Sl P-based MCP wit hout disrupting existing systens: - Hybrid
depl oynents supporting both HITP and SIP transports - Phased

m gration from WbSocket to S| P-based agent communication - A/'B
testing of transport perfornmance in production environnments
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*Legacy SystemIntegration*: Existing SIP infrastructure can be
extended to support nodern Al capabilities: - Contact centers addi ng
Al agents to existing SlP-based phone systems - Enterprise

conmuni cations platforns integrating Al assistants -

Tel ecomruni cations providers offering Al services through existing
SIP infrastructure

These use cases denonstrate that while SIP adds inplenentation
complexity conpared to sinpler transports like HITP, it enables
entirely new cl asses of Al agent interactions that are inpractical or
i mpossible with current MCP transport nechanisns. The extension is
particularly valuable for organizations with existing SIP
infrastructure, real-tine performance requirenments, or conplex inter-
organi zati onal collaboration needs.

1.4. Architectural Justification
1.4.1. Wy SIP for MCP Transport?

VWil e MCP can operate over various transports including HITP and
WebSocket, SIP provides unique architectural advantages that make it
particularly suitable for agent-to-agent comunication scenari os:

*Sessi on Managenment and State*: SIP' s inherent session nodel aligns
naturally with MCP's stateful conversation paradigm Unlike

statel ess HITP interactions, SIP dialogs provide persistent session
context that can maintain MCP conversation state, tool availability,
and capability negotiations throughout the interaction |ifecycle.

*Rendezvous and Di scovery*: SIP's registration and | ocation services
enabl e dynam ¢ di scovery of MCP-capabl e agents across network
boundaries with superior performance characteristics conmpared to DNS-
based alternatives. SIP registrations provide programmbl e TTLs

(60- 3600+ seconds) with immedi ate effect, enabling rapid agent

depl oynent and fail over scenarios that are inpractical with DNS
propagati on del ays (typically 300+ seconds).

*|I nter-domain Federation*: SIP's mature federation nmodel allows MCP

interactions to span organi zati onal boundaries securely. This

enabl es scenarios where agents fromdifferent organizations can

col |l aborate while respecting donmain policies and security boundari es.
1.4.2. Limtations of HTTP/ WebSocket-Only Approaches

Real -world MCP depl oynents have denonstrated concrete failure nodes
and performance limtations with current transport approaches:
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*HTTP Transport Failures*: - Lacks built-in session nmanagenent
requiring application-layer session tracking - No standardi zed

di scovery mechani sm for dynam c agent | ocation; DNS-based di scovery
suffers from propagati on del ays (300+ seconds) naking rapid

depl oynent and failover inpractical - Limted support for inter-
domai n routing and federation - Requires additional infrastructure
for |oad balancing and failover - *Production Inpact*: HITP
connection pools saturate under high load, causing tinmeouts that are
difficult to correlate with specific upstreamerrors - *"Universa
Router Trap"*: Teans routing every user query through MCP over HITP
add hundreds of milliseconds to critical flows (e.g., e-comrerce
checkout), leading to | ost conversions and board-1evel escal ation of
failures

*WebSocket Transport Failures*: - Requires pre-established HTTP
connection setup - No inherent support for nulti-party sessions or
session transfer - Limted routing capabilities for conpl ex network
topol ogi es - Lacks standardi zed capability advertisenment mechani sns -
*Production I npact*: Persistent connections disconnect and reconnect
repeat edly under real -world network variability, causing agents to

| ose context or fail md-task - *Reliability Issues*: Error rates
above 0.1%indicate system c issues, with recovery failure rates of
20-30% wi t hout explicit error handling

*STDI O Transport Failures*: - *Silent Failures*: STDI O pipes break
silently, leading to nysterious dropped connections that are not
detected until a downstream process fails - *Process Managenent *:
Difficult to nonitor and rmanage process |lifecycle in production
environments - *Scalability*: Limted to single-process comruni cation
patterns

1.4.3. SIP s Val ue- Added Capabilities

*Advanced Routing*: SIP' s proxy infrastructure enabl es sophisticated
routing based on MCP capabilities, load distribution, and policy
enforcenment. Proxies can inspect MCP-Capabilities headers to route
requests to appropriate agents.

*Session Mbility*: SIP's re-INVITE nmechani small ows MCP sessions to
be transferred between agents or nodified md-conversation, enabling
scenarios |ike agent handoff or capability escalation

*Mul ti-nodal Integration*: SIP s nedia negotiation framework allows

MCP dat a exchange to be conbined with audi o/ vi deo streans, enabling
rich multi-nodal agent interactions (voice + tool calls).
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*Security and Privacy*: SIP' s established security nmodel (TLS, S/
M ME, SIPS) provides end-to-end security for sensitive MCP
interactions, with well-understood privacy and authentication
nmechani sns.

1.4.4. Discovery Performance Analysis: SIP vs. DNS

A critical architectural advantage of SIP-based MCP transport lies in
its superior discovery performance characteristics:

*DNS- Based Di scovery Limtations*: - Standard DNS TTL val ues

(300- 3600 seconds) create significant delays for agent availability
updates - DNS cache invalidation requires waiting for TTL expiration
across all resolvers in the path - Reducing TTLs bel ow 60 seconds
increases authoritative server load and is often inpractical - d oba
DNS propagation can take 5-15 mnutes for cross-domain scenarios -
DNS is optimzed for relatively static records, not dynam c service
availability

*SlI P Regi stration Perfornmance Advantages*: - Registration refresh
interval s programmbl e from 60 seconds to hours based on agent
characteristics - Immedi ate effect upon registrar receipt - no
propagati on delays - Failed registrations detected within one refresh
interval (60-180 seconds typical) - Explicit de-registration provides
i mredi ate service renmoval - Bul k capability updates possible in
singl e REG STER transaction - Local consistency within registration
domai n el i m nates cache coherency issues

*Quantitative Performance Conparison*: - Agent depl oynent: 60-120
seconds (SIP) vs. 5-10 minutes (DNS) - Failover detection: 60-180
seconds (SIP) vs. 5-15 minutes (DNS) - Cross-domain discovery: 60-300
seconds (SIP peering) vs. 5-15 minutes (global DNS) - Capability
updates: Inmmediate (SIP) vs. TTL-dependent (DNS)

This performance differential is critical for Al agent ecosystens
requiring rapid adaptation to changi ng agent availability and
capabilities.

1.4.5. Quantitative Performance Analysis: SIP vs. Current MCP
Transports

Real -wor | d depl oynent data denonstrates significant perfornmance
advant ages of SIP-based transport over current MCP approaches:
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*Lat ency Conparison*: - *Current MCP over HTTP*: 300-800nms added

| atency in production systems - *Sl|P-based MCP*: Sub-100ns for
signaling, with persistent session context elimnating repeated
handshakes - *P99 Latency*: SIP' s session-oriented nodel reduces tai
| at ency by nmintaining persistent connections vs. HITP' s per-request
over head

*Reliability Metrics*: - *Current MCP Transports*: 20-30% recovery
failure rates without explicit error handling - *SIP-based MCP*:
Built-in error handling and recovery nmechani sns with standardi zed
error codes - *Connection Stability*: SIP s dial og managenent
provides explicit session state vs. silent failures in STD O
WebSocket

*Scal ability Characteristics*: - *Current MCP*: 60, 000+ tokens
consuned by multiple tool servers, causing APl cost overages - *Sl P-
based MCP*: Capability negotiation and filtering reduces unnecessary
context transm ssion - *Session Managenent*: Persistent S|P dial ogs
mai ntain state vs. stateless HITP requiring repeated context

est abl i shnent

*Devel oper Experience |nprovenents*: - *Current MCP*: Lacking
docunentati on and conpl ex customtransport devel opnent - *SI P-based
MCP*: Leverages mature SIP ecosystemw th extensive tooling,
libraries, and operational experience - *Standardization*: Well-
defined extension points vs. ad-hoc transport inplenentations

1.4.6. Specific Use Cases Addressing Real -World MCP Probl ens

*Avoi ding the "Universal Router Trap"*: Organizations currently
experienci ng 300-800ns | atency penalties fromrouting every user
query through MCP can use SIP' s capability-based routing to

sel ectively engage MCP only when needed, with proxies routing based
on MCP-Capabilities headers to appropriate specialized agents.

*Enterprise Agent Federation with Shared State*: Large organizations
struggling with isolated MCP servers that force users to repeat steps
can |l everage SIP s session nanagenent to maintain persistent agent
cont ext across departnental boundaries, with secure, policy-
controll ed inter-agent conmuni cation through SIP s donmai n-based
routing.

*Hi gh-Avail ability Agent Depl oynents*: Production environnents
experiencing 20-30%recovery failure rates can benefit fromSIP s
built-in error handling, automatic failover nechani sns, and proxy-
based | oad distribution, elimnating silent failures common in STDI O
pi pes and WebSocket di sconnecti ons.
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*Cross-Vendor Agent Interoperability*: Organizations facing

i ntegration conplexity when connecting multiple tool servers (G thub,
Li near, Playwight) that consume excessive context tokens can use
SIP's standardi zed capability negotiation to filter and optim ze too
availability per session, reducing APl costs and i nproving

per f or mance.

*Real -tinme Miulti-nodal Interactions*: Voice-enabled agents requiring
tight coordination between audi o streams and structured data exchange
can leverage SIP's nedia negotiation capabilities to elimnate the
tenmporal correlation issues that plague current WebSocket - based

appr oaches.

*Regul ated Environments with Audit Requirenents*: Industries
requiring conprehensive audit trails, session recording, and
conpliance nonitoring can | everage SIP's nmature ecosystem of

nmoni toring and conpliance tools, addressing the docunentati on and
operational gaps identified in current MCP customtransport

i mpl emrent ati ons.

1.4.7. Alternative Transport Solutions Analysis

Before justifying SIP as the preferred transport, it is inportant to
anal yze how ot her nodern protocols could address the identified MCP
transport probl ens:

1.4.7.1. HITP/ 2-Based RPC Franmewor k Anal ysi s

*Advant ages for MCP Transport:* - *Performance*: HTTP/ 2 nul tipl exing
and header conpression could significantly reduce the docunented
300- 800ms | atency through connection reuse - *Streani ng*:

Bi di rectional stream ng naturally handl es |arge tool responses and
real-tine interactions - *Type Safety*: Protocol Buffers provide
stronger schenma validation than JSON RPC - *Devel oper Experience*:
Excel | ent tooling, code generation, and conprehensive docunentation
address the "l acki ng docunmentation" pain point - *Reliability*:
Built-in connection managenent and keepalives inprove upon WbSocket
instability

*Limtations for MCP Use Cases:* - *Discovery Latency*: Stil

dependent on DNS-based service discovery with the sane 300+ second
propagati on del ays - *Session State*: Stateless by design - does not
address the "isolated servers" probl em where users | ose workfl ow
progress - *Federation*: No built-in inter-domain routing or policy
enf orcement nmechani sms - *Infrastructure*: Requires HITP/ 2-aware | oad
bal ancers and proxies
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1.4.7.2. QU C Analysis

*Advant ages for MCP Transport:* - *Latency*: O-RTT connection
establ i shnent could elimnate nobst connection setup overhead -
*Reliability*: Connection mgration handl es network changes better
t han WebSocket di sconnections - *Miltiplexing*: Streamlevel flow
control prevents head-of-line blocking that affects HITP/ 1.1

appr oaches

*Limtations for MCP Use Cases:* - *Discovery*: No inprovenent over
DNS- based service discovery limtations - *Session Semantics*:
Provides transport-level reliability but no application session
managenment - *Ecosystem Maturity*: Fewer |ibraries and operationa
tool s conpared to established protocols - *Infrastructure*: Requires
QUI C-aware network infrastructure and | oad bal ancers

1.4.7.3. AMP Anal ysis

*Advant ages for MCP Transport:* - *Reliability*: Message

acknow edgments and persi stence coul d address the docunmented 20-30%
recovery failure rates - *Routing*: Topic-based routing enabl es

sophi sticated capability-based nessage distribution - *Scal ability*:
Message queui ng naturally handl es | oad spi kes and decoupl es agent
interactions - *Durability*: Message persistence prevents |oss during
agent failures

*Limtations for MCP Use Cases:* - *Latency*: Message queui ng
overhead nay not inprove synchronous tool call performance - *Session
Context*: Message-oriented design doesn't nmintain conversationa
state across interactions - *Infrastructure Conplexity*: Requires
broker clustering, queue managenent, and specialized nonitoring -
*Qperational Overhead*: Significant depl oynent and mai nt enance
complexity

1.4.7.4. Conparative Anal ysis Summary

[ oo ooy e, oo e ool s
| Capability | HTTP/ 2 RPC| QUI C | AMQP | SI P+MCP |
[ oo b ooy oo e oo oo oo sl oot
| *Latency | Yes HTTP/ 2| Yes O-RTT| Parti al | Yes |
| Reduction* | mux | | Queuing | Persistent |
Fom e S S S oo +
| *Connection | Yes | Yes | Yes Auto- | Yes Dialog
| Stability* | Keepal i ves| M gration| recon | mogm |
o e e e oo TS S R R o e e - +
*Service | No DNS-dep| No DNS- | Partial | Yes |
| Discovery* | | dep | Broker | Registration
Fom e S N S oo +
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| *Session State* | No | No | No Message | Yes Dialog

| | Statel ess | Transport | | ctx |
o e e e oo TS S R R o e e - +
| *Inter-domain | No support| No | Parti al | Yes Native |
| Federation* | | support | Broker fed | fed |
R Ry S TNy - . +
| *I'nplenentation |Yes Low |Partial | No Hi gh | No High |
| Compl exity* | | Medi um | | |
o e e e oo TS S R R o e e - +
| *Operational | Yes Low |[Partial | No High | No High |
| Compl exity* | | Medi um | | |
R Ry S TR - . +
| *Multi-nodal | No Data- | No Data- | No Data- | Yes |
| I'ntegration* | onl'y | onl'y | only | Audi o+Dat a

o e e e oo TS S R R o e e - +

Table 2

1.4.7.5. Wen to Choose SIP Over Sinpler Alternatives

*Choose HTTP/ 2-based RPC frameworks if:* - The main goal is to reduce

| at ency and enhance devel oper experience. - The deploynent is within
a single domain and does not require conplex federation. - Agent
interactions are stateless or short-lived. - There is existing HITP/ 2

infrastructure and in-house experti se.

*Choose SIP+MCP if:* - *Conplex inter-domain federation* with policy

enforcement is necessary. - *Long-lived conversational sessions* with
persi stent state nanagenent are required. - *Integration with
existing SIP infrastructure* (such as telecomor enterprise
environments) is desired. - *Milti-nodal coordination* (e.g., voice
plus structured data) is a requirement. - *Registration-based

di scovery* with faster performance (60-120 seconds vs. 5-10 m nutes)
is critical

This anal ysis shows that while HTTP/ 2-based RPC framewor ks can
resol ve many MCP transport issues with | ess conplexity, SIP offers
uni que capabilities for certain depl oynent scenarios that warrant the
addi tional inplenmentation effort.

1.4.8. Backward Conpatibility and Increnental Depl oynent

Thi s extension supports increnmental deploynent: - Existing SIP
infrastructure does not require nodification. - Endpoints that are
not MCP-aware will gracefully reject MCP requests using standard SIP
error responses. - MCP-capabl e endpoints can fall back to alternative
transport nmethods if SIP peers do not support the extension. - The
ext ensi on does not alter core SIP semantics or existing header
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f

2

i elds.

Model Context Protocol (MCP) - Purpose, Architecture, Capabilities

This section orients SIP inplenenters to MCP. It is informative and

S
S

2. 1.

ummari zes the MCP nodel at a level sufficient to map MCP onto SIP
i gnal i ng and ni d-di al og exchanges.

Pur pose (non-normative)

MCP is an open protocol that standardi zes how Al applications connect

t

0 external data and tools. |t separates "context providers" from

host applications so that an Al app can conpose capabilities from
many i ndependent MCP servers while preserving clear security and

C

onsent boundaries. At its core, MCP uses JSON-RPC 2.0 nessages to

exchange context, discover capabilities, and invoke operations in a
uni f orm way.

2.2.

Architecture (non-nornative)

MCP foll ows a host-client-server pattern

*

*MCP Host:* the Al application (e.g., |IDE, desktop app, chat
system) that nmanages one or nmore MCP clients.

*MCP Cient:* a connector inside the host that maintains a
dedi cated 1:1 connection to a single MCP server

*MCP Server:* a programthat exposes context (data) and actions
(tool s/pronmpts) to clients.

The protocol has two | ayers:

*

*Data | ayer (inner):* a JSON-RPC 2.0 based protocol defining
message structure, lifecycle (initialization, capability
negotiation), and the primtives each side offers.

*Transport |ayer (outer):* the channel over which JSON RPC
messages flow. MCP comonly uses two transports:

- *stdio:* local process | PC over stdin/stdout, typically for
"l ocal" servers launched by the host.

- *Streanmable HITP:* renote servers comunicating via HITP POSTs,
wi th optional Server-Sent Events (SSE) for stream ng and
server-initiated nessages
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Sessions are stateful: during initialization, client and server
negoti ate protocol version and capabilities and may bind a session
identifier that is echoed on subsequent transport operations.

2.3. Capabilities and Primtives (non-normative)
MCP defines structured "primitives" that either side can expose:
* *Server-side primtives*

- *Resources:* URI-identified data the client can list and read
(text or binary), optionally subscribe to for updates, and
recei ve change notifications for

- *Tool s:* executable functions with JSON Schema-descri bed
inputs; clients discover tools and invoke themto perform
actions such as database queries or APl calls.

- *Pronpts:* reusable, paranmeterized pronpt tenplates that hosts
can fetch and render for users or nodels.

* *Client-side primtives*

- *Sanpling:* a server can request the host to obtain nodel
conpletions (i.e., to "call the LLM) w thout bundling a nodel
SDK i nsi de the server.

- *Elicitation and | ogging:* optional utilities for user
i nteracti on and di agnosti cs.

MCP al so includes cross-cutting utilities for configuration, progress
tracki ng, cancellation, and notifications. Together, these enable
dynami c di scovery, conposition across nultiple servers, and fine-

grai ned control over what data and actions are available to a given
conversati on.

3. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [ RFC8174] when, and only when, they appear in all

capitals, as shown here

ABNF is per [RFC5234]. SIP ternms are per [RFC3261]. Feature-
capability indicators foll ow [ RFC6809].
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3.1. Applicability Statenent

This section defines the intended scope and linmtations of this SIP
extension for MCP transport, as required for Informational RFCs per
[ RFC5727] .

3.1.1. Intended Use Cases
This extension is designed for the foll ow ng specific scenarios:

*Agent -t 0- Agent Communi cation*: Al agents that need to exchange
structured tool calls, context, and capabilities while maintaining
session state and supporting real-tinme interaction patterns.

*Enterprise Al Integration*: O ganizations deploying nultiple Al
systens that require secure, policy-controlled inter-agent
communi cation across network boundaries with audit trails and
conpl i ance nonitoring.

*Mul ti-nodal Al Applications*: Systens conbining voice interaction
with structured data exchange, where SIP's nmedi a negotiation
capabilities enabl e coordinated audio and MCP data streans.

*Federated Al Networks*: Cross-organizational Al collaboration
requiring SIPs mature inter-domain routing, security, and federation
capabilities.

3.1.2. Appropriate Depl oynent Environnents

*Controll ed Networks*: Enterprise environments with existing SIP
i nfrastructure where adninistrators can manage MCP-capabl e endpoints
and configure appropriate security policies.

*Feder at ed Depl oynents*: Inter-organi zational scenarios where SIP s
domai n- based routing and security nodel provides necessary trust
boundari es and policy enforcenent.

*Real -tinme Applications*: Use cases requiring | owl atency session
establ i shnent, capability negotiation, and the ability to correlate
voi ce and data streans tenporally.

3.1.3. Limtations and Constraints

*Not for Ceneral Internet Use*: This extension is not intended for
general Internet depl oyment where endpoints cannot be trusted or
where security policies cannot be enforced. The conbination of Al
capabilities with network protocols requires careful security
consi derati on.
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*Requires SIP Infrastructure*: Organizations w thout existing SIP
infrastructure should carefully evaluate whether the benefits justify
the depl oynment complexity conpared to HTTP/ WebSocket al ternati ves.

*Limted to MCP Protocol *: This extension specifically supports MCP
and is not a general -purpose Al protocol transport nechanism O her
Al protocols woul d require separate extensions.

*Security Dependencies*: The security of MCP-over-SIP depends
entirely on proper TLS deploynment, certificate nmanagenent, and SIP
security best practices. |nproper security configuration could
expose sensitive Al capabilities and data.

3.1.4. Alternative Approaches and Selection Criteria

Thi s extension should be consi dered al ongsi de other transport
solutions that nmay address MCP's docunented problens with | ower
i npl ement ati on conpl exity:

*HTTP/ 2- Based RPC Fr anewor ks ( Recomrended for nost use cases)*: -
*When to use*: Primary concerns are |atency reduction (addresses
300- 800ns probl em) and devel oper experience inprovenent - *Suitable
for*: Single-domain depl oynents, statel ess interactions, existing
HTTP/ 2 infrastructure - *Linmitati ons*: DNS-dependent discovery, no
session state nanagenent, no inter-domain federation

*QU C: - *When to use*: 0-RTT connection establishnment is critica
for performance - *Suitable for*: Transport-level reliability
i mprovenents, connection mgration scenarios - *Linmitations*:
Requires new infrastructure, no application session semantics

*AMQP*: - *\When to use*: Message reliability and sophisticated
routing are primary concerns - *Suitable for*: Asynchronous agent

i nteractions, conplex nessage routing patterns - *Limtations*: Adds
| at ency overhead, requires broker infrastructure

*SI P+MCP (This specification)*: - *Wen to use*: Conplex inter-donmain
federation, |ong-lived conversational sessions, nulti-noda
integration, or existing SIP infrastructure - *Suitable for*:
Enterprise/tel ecom environnents, cross-organizational agent

col | aboration, voice+data coordi nation - *Trade-off*: Hi gher

i npl ementation conplexity justified by unique capabilities
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3.

4.

*Sel ection Decision Tree*: 1. *Need inter-domain federation or nulti-
modal coordi nation?* -> Use SIP+MCP 2. *Have existing SIP
infrastructure?* -> Consider SIP+MCP 3. *Primary goal is reducing

| at ency/ i nprovi ng devel oper experience?* -> Use HITP/ 2-based RPC
frameworks 4. *Need sophisticated nessage routing and persi stence?*
-> Consider AMQP 5. *Transport-level perfornmance is critical?* ->
Consi der QUIC

*Native MCP Transports*: For applications that don't require the
reliability, discovery, or federation inprovenents, native MCP
transports (stdio, HITP) may be sufficient despite their docunented
limtations.

1.5. Mgration Path Considerations

This Informational specification allows inplenentations to gain
operational experience before potential future standardi zation
Organi zati ons depl oyi ng this extension shoul d:

* Mnitor interoperability across different inplenentations
*  Docunment security and operational best practices
* Evaluate scalability and performance characteristics

* Consider migration strategies if future Standards Track
speci fications energe

The extension is designed to be conpatible with potential future
St andards Track versions, but inplenenters should be prepared for
possi bl e changes based on operational experience and comunity

f eedback.

Overvi ew

* *Discovery:* endpoints advertise MCP support and granul ar
capabilities during REG STER usi ng Contact feature-caps and/or in
responses.

* *Negotiation:* endpoints indicate desire/requirenment for MCP using
the "ntp" option-tag, and exchange an initial MCP offer/answer in
I NVI TE/ 200 OK bodi es as application/ ntcp+j son.

* *Exchange: * subsequent MCP messages are carried in SI P MESSAGE or
I NFO bodies with Content-Type: application/ncp+json. MSRP or a
S| P- negoti ated WebSocket [ RFC7118] MAY be used for bul k transport.
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4.

.1

Thi
exi

2.

Thi

*Mul tinodal : * the sanme dial og MAY negotiate RTP audi o streans
al ongsi de an MSRP session used to carry MCP;, see Section 7.6.

Backward Conmpatibility

s extension is designed for seam ess backward conpatibility with
sting SIP infrastructure:

*Legacy SIP Inplementations:* Existing SIP user agents, proxies,
and registrars that do not inplenent this extension continue to
operate normally. The extension introduces no changes to core SIP
semantics, nessage fornmats, or processing rules.

*& aceful Degradation:* Wen one party does not support MCP:

- |If MCP is optional (Supported: nctp), the session proceeds as a
standard SI P session without MCP functionality

- If MCPis required (Require: ncp), non-supporting endpoints
respond with 420 (Bad Extension) per [RFC3261], allow ng the
caller to retry w thout MCP

- Unknown header fields (MCP-Capabilities, MCP-Select) are
i gnored per [RFC3261] Section 7.4.1

*]I ncrenental Depl oynent:* Organizations can depl oy MCP-capabl e
endpoints gradual ly wi thout requiring network-w de upgrades.

M xed environnents with both MCP-aware and | egacy endpoints
operate without disruption.

Agent -t 0- Agent I nteroperation (Summary) _(nhon-normative)

S extension enabl es heterogeneous "agents” (any SIP UA with MCP

support, including voice bots, tool/know edge agents, or co-pilots)

to

i nteroperate across two coordi nated pl anes:

*Dual - pl ane sessi oni ng*

*

*Mul timedi a plane (audio):* negotiated with SDP mraudi o and
carried over RTP/SRTP (e.g., Qpus). Supports live capture,

pl ayback (TTS), and natural turn-taking features |ike barge-in
(Section 7.5).

*MCP plane (control/data):* negotiated with SDP menessage for
MBRP/ nsrps and carried as application/ncp+json. Transports JSON
RPC requests/responses, tool calls, transcripts, pronpt

sel ections, policy updates, and events (e.g., VAD start/stop).
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*Di scovery and routing*

*

*T'

Agents advertise and sel ect capabilities using Supported: ntp,
*MCP- Capabi lities* (what | can do) and *MCP-Sel ect* (what | want
you to do now).

Proxi es/registrars can steer traffic based on *+ncp*, *+nctp.ver*,
and *+ntp.cap* (Section 5.4) to reach a peer that offers the
needed tool bundle (e.g., sunmarize@, translate@).

ght coupling between pl anes*

*Tenporal correlation:* MCP nessages can reference audio timng
using RTP/RTCP (e.g., md, RTP tinestanp, RTCP NTP; see

Section 7.5.4), allowi ng precise alignnent of transcripts, barge-
in, and tool side-effects with the audible experience.

*Turn managenent:* Barge-in, pause/resune TTS, and endpointing are
signal ed as MCP events/controls over MSRP (Section 7.5.5),
reduci ng race conditions conpared to pure SIP signaling.

*Handover:* Standard SI P nechani sns (re-|NVI TE/ UPDATE, REFER,
Repl aces) allow nmedia or control to be retargeted to another agent
whil e preserving the MCP session and capability context.

*Security alignment*

*

2.

1.

SRTP (with DTLS- SRTP keying) protects audio; *nsrps (TLS)*
protects MCP. S/ M ME can add end-to-end protection when MCP rides
inside SIP. Policies can mnimze capability disclosure via
scoped MCP-Capabilities.

Concrete Use Cases

*Use Case 1 - Cross-vendor Voice Agent <-> Tool i ng/ Reasoni ng Agent
(Customer Triage)*

1.

*1 NVI TE/ Answer : * Voi ce agent (A) INVITEs tooling agent (B) with
Supported: ntp, MCP-Capabilities (vad@, tts.control @,
transcript@), and SDP with mraudi o (SRTP) + menessage (nsrps
accepting application/ ncp+json).

*Live audio:* Caller <-> A over SRTP; A forwards sel ected audi o
(or derived events) to B.

*MCP over MSRP:* A streans increnental transcripts + VAD events
to B as MCP notifications.
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5.

5.

1.

4. *Tool calls:* B issues MCP tools/call (e.g., crmlookup@,
kb.search@); results flow back over MSRP.

5. *TTS control & barge-in:* B responds wi th guidance (pronpts,
sunmari es) and optional speech/control (pause/resune) nessages; A
updat es pl ayback.

6. *Qutcone:* If B determ nes a handoff is needed (billing), A uses
REFER/re-INVITE to transfer nedia to a human whil e *keeping the
MCP session* between A and B alive for notes and next-best-
action.

*Use Case 2 - Inter-domain Real -tine Transl ati on Agent <-> Conci erge/
Schedul er Agent *

1. *Negotiation:* Translation agent (X) INVITEs concierge agent (Y)
with SRTP Qpus audio + nsrps MSRP for MCP; MCP-Capabilities
advertises translate@, diarize@, transcript@ (X) and
cal endar. schedul e@, crmnote@ (Y).

2. *Audio & timng:* RTP carries caller speech to X; X enmts MP
events with md, RTP TS, and RTCP-aligned NTP tines for each
segnent .

3. *MCP workflow * X sends recogni zed segnments as MCP notifications
to Y; Y returns structured intents (e.g., schedul e. meeting) and
calls its cal endar tool.

4. *User feedback:* Y provides target-Ilanguage pronpts back to X; X
performs TTS locally and plays audio to the caller over SRTP.

5. *Conpletion:* Y sends a confirmation payload (I1CS |ink, booking
I D) over MCP; X renders a short audible summary and ends the
call .

SI P Ext ensi ons

Option-Tag: ntp
*Note:* As an Informational RFC, this docunent does not register the
"ncp" option tag (which requires Standards Action per RFC 5727).
| mpl enent ati ons SHOULD use experinental option tags such as "x-nctp"
or organization-specific variants until a Standards Track
specification is avail abl e.

The option-tag indicates support for this specification:
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* A UAC MAY include the option tag in a Require header when MCP
support is mandatory for the request; proxies/UAS that do not
understand the tag will respond with 420 (Bad Extension).

* A UAC or UAS MAY include the option tag in Supported to advertise
support.

5.2. Header: MCP-Capabilities

The MCP-Capabilities header field conveys a concise, serializable
sunmmary of avail able MCP tool s/functions and versions.

Exanpl e (fol ded for display): MCP-Capabilities: ver=1.0;
tool s="summari ze@, sql . query@";
schemas="urn: ex: doc: 1, urn: ex: cust oner: 3"

Senmantics: * Endpoints MAY include MCP-Capabilities in REG STER
I NVITE, 200 OK, and OPTIONS. * Parsable by internmediaries for routing
hints; see Section 7.1

*Backward Conpatibility:* Per RFC 3261 Section 7.4.1, SIP

i npl ementations that do not recognize this header field MJST ignore
it. This ensures that existing SIP infrastructure continues to
function normal |y when processi ng nessages contai ni ng MCP-

Capabi lities headers.

5.3. Header: MCP- Sel ect

The MCP- Sel ect header communicates a caller’s desired subset or npde
of MCP operation (e.g., chosen tool bundle, schenas, or role).

Exanpl e: MCP-Sel ect: tool s="summarize@"; rol e="assistant";
pol i cy="saf e"

Senmantics: * MAY appear in INVITE or mid-dialog requests (e.qg.,
UPDATE, INFO to request a change to the active MCP capability set.

*Backward Conpatibility:* Like MCP-Capabilities, this header field is
ignored by SIP inplenentations that do not recognize it, ensuring no
i mpact on existing SIP processing.

5.4. Contact Feature-Caps: +ntp, +ntp.ver, +ncp.cap

Thi s docunent defines feature-capability indicators per RFC 6809

+nmcp ; bool ean presence indicates MCP support
+ncp. ver ; token, MCP nmjor.mnor version (e.g., "1.0")
+nTtp. cap ; quoted-string; capability token set
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Exanpl e Contact header paraneter usage in REG STER Contact:
<si p: al i ce@ia. exanpl e>; expi res=3600; +ntp; +nctp.ver="1.0";
+ncp. cap="sunmmari ze@, sql . query@, ur n: ex: doc: 1"

*Backward Conpatibility:* Feature-capability indicators follow RFC
6809 senantics. SIP registrars and proxies that do not understand
these paraneters treat them as opaque Contact header paraneters and
preserve them during registration processing. This allows MCP-aware
endpoints to di scover each other even in mxed environments wth

| egacy infrastructure.

6. Payload Fornmat: application/ncp+json
*Medi a type: * application/ncp+j son *Encodi ng: * UTF-8
Two forms are defined
*(a) Native MCP nessage:* the body is a single MCP JSON-RPC 2.0
request, response, or notification as defined by the MCP
speci fication.
*(b) SIP negotiation envelope (Ofer/Answer only):* the body is a

smal | JSON object used to pre-negotiate MCP rol es/capabilities within
SI P I NVI TE/ 200. Exanpl e:

“*‘json { "nctp_version": "1.0", "type": "offer|answer",
"conversation": "uuid", "payload": { "role": "caller]|callee",
"tools": ["namre@er", "..."], "schemas": ["urn:..."] } }

Endpoi nts MUST accept (a). Support for (b) is OPTIONAL and only valid
during session establishnent to prine subsequent MCP exchanges.

# Protocol Operation

## Regi stration-Ti me Advertisenent

UAs supporting MCP SHOULD adverti se via Contact feature-caps (+ntp,
+nmcp. ver, +nctp.cap). Registrars MAY index these for capability-based
routing. Proxies MIST treat these paraneters as opaque hints and MJST
NOT nodi fy them

### Regi stration Performance Characteristics

MCP- capabl e agents SHOULD optim ze registration refresh intervals based on their operatio
nal characteristics:

**Epheneral Agents** (short-lived, experinmental, or devel opnent agents):

* SHOULD use registration intervals of 60-300 seconds
* MJUST be prepared for inmedi ate de-registrati on upon shutdown

McCar t hy- Howe Expires 2 April 2026 [ Page 24]



I nternet-Draft SI P MCP Ext ension Sept enber 2025

* MAY use shorter intervals (60-120 seconds) for rapid discovery requirenments

**Stabl e Production Agents** (long-running, production services):

* SHOULD use registration intervals of 1800-3600 seconds (30-60 m nutes)

* MJST i npl enment graceful shutdown with explicit de-registration

* MAY extend intervals up to 7200 seconds (2 hours) for highly stable services

**| oad- Bal anced Agent Pool s**:

* | ndividual agents SHOULD use 300-900 second intervals

* Pool menbers MJST coordinate registration timng to avoid thundering herd effects
* Failed agents are detected within one refresh interval, enabling rapid fail over

**Cross- Dormai n Feder at ed Agent s**:

* SHOULD use 600-1800 second intervals to bal ance di scovery speed with inter-domain traff
ic

* MJST account for additional network latency in cross-domain scenarios

* Registration failures trigger exponential backoff wi th nmaxi num 3600 second intervals

This regi stration-based discovery provides significant perfornmance advantages over DNS-ba
sed alternatives:

* New agent availability: 60-300 seconds vs. 300-3600 seconds (DNS TTL)

Fai | ed agent detection: 60-1800 seconds vs. 300-3600+ seconds (DNS cache expiration)
Capabi lity updates: |Inmediate upon registration vs. DNS TTL-dependent

Cross-domai n di scovery: Leverages existing SIP peering vs. global DNS propagati on del ay

* kX

(7]

## Session Establishment (O fer/Answer)

A UAC desiring MCP

* I ncludes Supported: ntp (and optionally Require: ntp).

* Sends INVITE with an ‘application/ncp+json* body of type "offer”
describing initial MCP role, tools, and schemas (Section 6).

A UAS accepting MCP

* | ncludes Supported: ntp in 200 OK

* Returns ‘application/ncp+json' of type "answer" with confirned
capabilities or reduced set.

If MCP is rejected but the call proceeds, the UAS onmits Supported: ntp
and returns 415/488 if a body was required.

## M d-Di al og Exchange ( MESSAGE/ | NFO

* Short transactional MCP messages MAY be sent using SIP MESSAGE
(out-of-dialog or in-dialog). Reliable md-dialog signaling MAY use
SIP INFO Bodi es MIST be ‘application/ncp+json

* For |arge or stream ng exchanges, endpoints MAY negoti ate MSRP
[ RFC4975] / [ RFC4976] or SI P WebSocket [RFC7118] and then tunnel MCP at
that layer; negotiation is out of scope.

## Error Handling
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* 420 (Bad Extension) if Require: ntp is present and unsupport ed.

* 415 (Unsupported Media Type) if ‘Content-Type: application/ncp+j son
is not supported.

* Wthin MCP payl oads, application-level errors are signal ed using
MCP's native error nenbers; SIP error codes SHOULD map where
practical (e.g., 403 for policy, 488 for not acceptable here).

## Graceful Degradation Scenari os
This section describes specific behaviors when MCP support is asymetric or unavail abl e:

**Scenario 1. UAC supports MCP, UAS does not**

* UAC sends INVITE with Supported: ncp (optional)

* UAS processes INVITE normally, ignoring MCP-rel ated headers

* UAS responds with 200 OK wi t hout Supported: nctp

* UAC detects |ack of MCP support and proceeds with standard SIP session
* No MCP functionality is available, but the session succeeds

**Scenario 2: UAC requires MCP, UAS does not support it**

* UAC sends INVITE with Require: nctp

* UAS responds with 420 (Bad Extension) listing "nmcp" in Unsupported header

* UAC MAY retry the request without Require: ncp if fallback is acceptable

* |f noretry occurs, the session fails cleanly with standard SIP error handling

**Scenario 3: Proxy does not support MCP**

* Proxies that do not understand MCP-rel ated headers forward themtransparently per RFC 3
261

* Feature-capability paranmeters (+ntp.*) in Contact headers are preserved during registra
tion

* MCP-Capabilities and MCP-Sel ect headers are forwarded without nodification

* No proxy functionality is inpaired

**Scenario 4: Media type not supported**

* | f UAS supports the "ntp" option-tag but not the ‘application/ncp+json’ nedia type
* UAS responds with 415 (Unsupported Media Type)

* UAC MAY retry with different nedia type or without MCP body

* Session MAY proceed with MCP signaling but without initial capability exchange

**Scenario 5: Md-dialog MCP failure**

* | f MCP MESSAGE or |INFO requests fail (e.g., 415, 501 responses)
* The underlying SIP dialog renains active and unaffected

* Endpoints MAY fall back to alternative MCP transport nethods

* Voice or other media streans continue uninterrupted

## Mul tinodal Operation (Audio + MSRP)

Thi s section specifies how an MCP-enabl ed dial og can carry interactive
audi o al ongsi de an MSRP-based control/data channel for MCP

### MCP- MSRP Natural Conpatibility Analysis

McCar t hy- Howe Expires 2 April 2026 [ Page 26]



I nternet-Draft SI P MCP Ext ension Sept enber 2025

The conbi nati on of MCP and MSRP represents a natural architectural convergence that addre
sses fundamental limtations in both protocols when used i ndependently:

**Transport | ndependence Alignnent:**

MCP was designed as a transport-independent protocol, making it naturally conpatible with
MSRP' s nessage-oriented transport nodel. Unlike HTTP s request-response paradi gm or WebS

ocket’ s connection-oriented approach, MSRP s nessage-based transport aligns perfectly wt
h MCP's JSON- RPC nessage exchange patterns.

**Mul ti media Tool Calling Synergy:**

- **Binary Content Handling**: MSRP' s native support for arbitrary content types enabl es
MCP tool calls that involve multinmedia artifacts (inmages, audio clips, documents) w thout
base64 encodi ng over head

- **Chunking and Stream ng**: MSRP's built-in chunking mechanismallows |arge MCP tool re

sponses (e.g., generated docunments, analysis results) to be streanmed efficiently

- **Bidirectional Communication**: Both protocols support full-duplex comrunication, enab
ling sinultaneous tool execution and result streamn ng

**Sessi on Managenent Convergence: **

- **Reliable Delivery**: NMSRP provides reliable, ordered delivery that MCP requires for t
ool execution sequences

- **Flow Control **: MSRP's congestion control prevents overwhel mi ng agents with rapid too
| calls

- **Session Persistence**: Both protocols benefit fromlong-lived sessions that maintain

context across multiple interactions

**Security Mddel Alignnent:**

- **End-to-End Protection**: MSRP's TLS support (msrps) provides transport security that
compl enents MCP's application-layer security

**Content Integrity**: MSRP's nessage integrity features align with MCP s need for rel
abl e tool paraneter transnission
- **Authentication Integration**: MSRP sessions inherit SIP s authentication context, pro
vi di ng consistent identity managenent

#### CGoal s and Scope

The goal s are:

* Enabl e voice-first experiences where speech (RTP audio) is tightly
coordinated with MCP tool calls/events.

* Provide a reliable, congestion-controlled channel (MSRP over TLS)
for MCP nessages and | arger artifacts (JSON, text, small binary),
wi t hout overl oadi ng SI P MESSAGE/ | NFO

This section is normative where explicitly stated.
#### Medi a Negotiation with SDP

Endpoi nts MAY negotiate one or nore RTP audio streanms and an MSRP
session within the same SIP dialog using SDP [ RFC8866] and the
O fer/ Answer nodel [RFC3264].

* ** Audi o: **
- UAs SHOULD negoti ate SRTP [ RFC3711]. DTLS- SRTP [ RFC5764] is
RECOMVENDED f or keyi ng. Codec choice is out of scope; Qpus
[ RFC7587] is a reasonabl e default.
- Standard SDP attributes (e.g., ‘a=rtpmap‘', ‘a=fntp‘', ‘a=ptine',
“a=sendonl y/recvonl y/inactive') apply unchanged.

* **IVBRP: * %
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- MSRP MUST be negotiated via an SDP ‘ nrnessage’ |ine per [ RFC4975].
- TLS for MSRP (msrps) is RECOWENDED. TCP connection roles MJST be
signal ed using ‘a=setup’ and 'a=connection' per [RFC4145].
- The MSRP nedi a description SHOULD i ncl ude:
a=path: <msrp(s) URI >
a=accept-types: application/ncp+j son
Addi tional accepted types (e.g., ‘text/plain‘, ‘image/*') MAY be
|isted according to application needs.

* **Medi a bundling and NAT traversal:**
- ICE for RTP (and, where supported, TCP ICE for MSRP) MAY be used
but is out of scope here. MSRP rel ays per [RFC4976] MAY be used

#### Bi nding MCP to MSRP

Once negoti ated, MCP nessages SHOULD be carried over MSRP with

‘ Cont ent - Type: application/ncp+json’. Message bodi es MAY be chunked
and reliably delivered by MSRP. For very small, |atency-sensitive
notifications, SIP I NFQ MESSAGE MAY still be used, but endpoints
SHOULD prefer the MSRP channel for sustained exchanges.

MBRP sessions carrying MCP are |long-lived and bidirectional (‘a=sendrecv').
Either party MAY initiate MCP JSON- RPC requests.

#### Mul timedia Tool Calling Patterns

The MCP-over- MSRP conbi nation enabl es sophisticated nmultinedia tool calling patterns that
are inpractical with other transport nechanisns:

**Miul ti-Content Tool Calls:** MSRP a001 SEND To- Pat h: msrps://agent. exanpl e. com 9000/ abc1
23;tcp From Path: msrps://client.exanpl e.com 9001/ def 456;tcp Message-ID: nmsg001 Byt e- Rang
e: 1-*/2048 Content-Type: multipart/m xed; boundary="ntp-boundary"

--ncp- boundary Content-Type: application/ncp+j son

{ "jsonrpc": "2.0", "id": "tool-001", "method": "tools/call",

"parans": { "name": "inmage_anal ysis", "argunents": { "inmage_ref":

"cid:image001", "analysis_type": "object _detection" } } }

--ncp-boundary Content-Type: inage/jpeg Content-ID: <inage001>

[Binary JPEG data follows...] --ncp-boundary-- -------
**Stream ng Tool Results:**
Large tool responses (e.g., generated reports, processed nedia) can be streamed using MSR
P chunki ng: MSRP b001 SEND [...headers...] Byte-Range: 1-1024/4096 Content-Type: applicat
i on/ ncp+j son

{ "jsonrpc": "2.0", "id": "tool-001", "result": { "type"
"stream ng_response", "chunk": 1, "total chunks": 4, "data": "..." }
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MSRP b002 SEND [...headers...] Byte-Range: 1025-2048/4096 Content -
Type: application/ ncp+j son

{ "jsonrpc": "2.0", "id": "tool-001", "result": { "type"
"stream ng_response", "chunk": 2, "total chunks": 4, "data": "..." }

**Concurrent Tool Execution:**

MBRP' s message-oriented nature allows multiple tool calls to be in flight sinultaneously:
- Tool call A (image processing) - |long-running

- Tool call B (database query) - quick response

- Tool call C (text analysis) - nediumduration

Results arrive as they conplete, enabling efficient parallel processing wthout blocking
t he communi cati on channel

#### Perfornmance and Scal ability Advant ages

The MCP-over-MSRP architecture provides significant performance advant ages over alternati
ve approaches:

**Conpared to MCP-over-HITP; **

- **Persistent Connections**: Elimnates HTTP connection setup overhead for each tool ca
I

- **Multiplexing**: Multiple concurrent tool calls over single MSRP session vs. nultiple
HTTP connecti ons

- **Flow Control **: Built-in congestion control prevents overwhel ming target agents

- **Binary Efficiency**: Native binary support elim nates base64 encodi ng overhead (33% s
i ze reduction)

**Compared to MCP-over-WbSocket : **

- **Reliable Delivery**: MSRP provides nessage-level reliability vs. WbSocket’s streamo
ri ented node
**Chunki ng Support**: Built-in support for |arge nmessages vs. application-layer chunkin

- **NAT Traversal **: MSRP relay infrastructure vs. WebSocket proxy requirenents
- **Session Managenent**: |Integrated with SIP session |lifecycle vs. independent WebSocket
managenent

**Mul ti medi a- Specific Benefits:**

- **Content Type Negotiation**: MSRP's accept-types mechani sm enabl es capability-based co
ntent filtering

- **Sjze Limts**: Configurable nessage size linmts prevent resource exhaustion

- **Progress Reporting**: Byte-range headers provi de upl oad/ downl oad progress for large m
ultimedia files

- **Interleaving**: Miultiple file transfers can be interleaved at the nessage |eve

**Quantitative Performance Characteristics:**

- **Latency**: Sub-100ns for snall MCP nessages (vs. 200-500ns HTTP round-trip)

- **Throughput**: Up to 95% of TCP bandwi dth utilization for large transfers (vs. 60-70%
for HTTP chunked encodi ng)

- **Concurrency**: 100+ simultaneous tool calls per MSRP session (vs. 6-8 HITP/ 1.1 connec
ti ons per domai n)

- **Menory Efficiency**: Stream ng processing reduces nmenory footprint by 80%for large m
ultimedia tool calls

#### Ti ming and Synchroni zation
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I mpl enent ati ons often need to correlate MCP events (e.g., VAD start,
tool results) with audio tine.

* **RTP/ RTCP: **
- UAs SHOULD use RTCP sender reports [ RFC3550] to establish a common
NTP reference for the audio strean(s).

* **Correlation in MCP:**

- MCP nessages that refer to concurrent audi o SHOULD include a
correl ation object, e.g.
‘*‘json
{ "jsonrpc":"2.0", "id":42, "nethod":"speech/event",

"parans":{ "type":"vad_start"
"media":{"md":"0","rtp_ts":367128000, "rtcp_ntp":"3923045130. 125"} } }

- The ‘“"md"* (if used) maps to the SDP nedia id or mline order. The
“"rtcp_ntp"* value SHOULD be derived fromthe nbst recent RTCP SR
The exact JSON nmenbers are not standardized by this docunent; peers
MJUST agree on a shared convention

#### Barge-In and Turn Managenent

I nteractive speech scenarios comonly require interrupting ongoing TTS
or switching capture nodes

* Barge-in requests SHOULD be signal ed over the MSRP MCP channel using
an application-level nmethod (e.g., ‘"speech/control™' wth actions
‘"barge_in"', ‘"pause_tts"', ‘"resune_tts"'). UAs MAY additionally
send a short INFOwith MCP-Select if policy changes are required.

* VAD or endpointing notifications SHOULD be sent as MCP events over
MSRP to mnim ze race conditions with RTP

#### Fal | backs and Fail ure Handl i ng

* | f MSRP establishnent fails (e.g., 488 Not Acceptable Here), the UAC
MAY fall back to SIP I NFO MESSAGE for snmall MCP payl oads. UAs SHOULD
re-INVITE to renpve the failed ‘ memessage’ line (set to inactive or
reject) and MAY attenpt MSRP via a relay [ RFC4976].

* If the audio streamfails, UAs MAY re-INVITE to update or disable
the ‘mraudi o' |ine while keeping the MCP MSRP channel active.

#### Security and QoS Notes

* **Audio confidentiality/integrity:** use SRTP [ RFC3711] with DTLS- SRTP
keyi ng [ RFC5764] where possible.

* **MCP confidentiality/integrity:** use nsrps (TLS) for MSRP [ RFC4975].
SIMME for end-to-end protection of the SIP body MAY be used in
addi tion when MCP is carried in SIP
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* ** S/ DSCP** mar ki ngs are depl oynent -specific and out of scope; audio
and MSRP may use different markings dependi ng on policy.

# ABNF
Using the ABNF of [RFC5234] and header field grammar of [RFC3261]:

MCP- Capabi lities
ncp- cap
ncp- param

ram
ncp- ver - param
ncp-t ool s- param
ncp- schemas- par am

"MCP- Capabi liti es" HCOLON ntp-cap *( COWA ntp- cap)
nmcp- param *( SEM ntp- par an
ncp-ver-param/ nctp-tool s-param/ ntp-schenmas-param/ generic-pa

"ver" EQUAL token
"tool s" EQUAL DQUOTE ntp-tool -1ist DQUOTE
"schemas" EQUAL DQUOTE nctp-schema-1ist DQUOTE

nmcp-tool -1i st nmcp-tool *( COMVA ntp-tool)
ncp-t ool token ["@ 1*DI dT]

ncp- schema- 1 i st ncp- schema *( COVWWA ntp- schenm)
ncp- schenma = token / uri

; uri as in [ RFC3261]

MCP- Sel ect

ncp- sel

ncp- sel - param
ncp-rol e- param
ncp- pol i cy- param

"MCP- Sel ect” HCOLON nctp-sel *(SEM ntp-sel -param

1#( nctp-tool s-param/ ntp-rol e-param/ ntp-policy-param)
generi c- param

"rol e" EQUAL DQUOTE t oken DQUOTE

"policy" EQUAL DQUOTE token DQUOTE

; Feature-capability indicators (names only; values per [RFC6809]):
; +ncp, +ntp.ver, +nTp.cap

# Exanpl es
## REQ STER wit h Contact Feat ure- Caps

REQ STER si p: exanple.com SIP/ 2.0

Via: SIP/2.0/TLS ua. exanpl e; branch=z9hG4bK1

From "Alice" <sip:alice@xanple.conp;tag=9fxced76sl

To: <sip:alice@xanple.conp

Call-1D reg-12345@xanpl e. com

CSeq: 4711 REG STER

Contact: <sip:alice@a.exanpl e>; expi res=3600; +ntp; +ntp.ver="1.0";
+ncp. cap="summari ze@, sql . query@, ur n: ex: doc: 1"

Supported: path, outbound, gruu, ntp

Content-Length: O

## INVITE with MCP O fer
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I NVI TE si p: bot @xanple.com SIP/2.0 Via: SIP/2.0/TLS

ua. exanpl e; branch=z9h&4bK2 From "Alice"

<si p: al i ce@xanpl e. conmp; t ag=83 To: <si p: bot @xanpl e. conr Cal | -1 D:
cal |l -abc@xanpl e.com CSeq: 1 I NVITE Supported: replaces, tiner, ntp
Cont ent - Type: application/ ncp+j son Content-Length: 192

{ "ncp_version": "1.0", "type": "offer", "conversation": "9d9c1bl10-
3a9d- 4c2b- 9a2b- 1c2df e4f 9d1c", "payload": { "role": "caller", "tools":
["summari ze@", "sql . query@"], "schemas": ["urn:ex:doc:1"] } }

SIP/2.0 200 OK Via: SIP/2.0/TLS ua. exanpl e; branch=z9h&4bK2 Fr om
"Alice" <sip:alice@xanple.conpr;tag=83 To:

<si p: bot @xanpl e. conp; tag=99 Call-1D: call-abc@xanpl e.com CSeq: 1
I NVI TE Supported: ntp Content-Type: application/ncp+json Content-
Length: 172

{ "ncp_version": "1.0", "type": "answer", "conversation": "9d9c1b10-
3a9d- 4c2b- 9a2b- 1c2df e4f 9d1c", "payload": { "role": "callee", "tools":
["summarize@"], "schemas": ["urn:ex:doc:1"] } }

## M d-Di al og MCP MESSACE (native JSON RPC)

VESSAGE si p: bot @xanpl e.comgr=xyz SIP/2.0 Via: SIP/2.0/TLS

ua. exanpl e; branch=z9h&4bK3 From "Alice"

<si p: al i ce@xanpl e. conm; t ag=83 To: <si p: bot @xanpl e. conp; tag=99 Cal | -
I D call-abc@xanpl e.com CSeq: 2 MESSACE Content-Type: application/
nmcp+j son Content-Length: 144

{ "jsonrpc": "2.0", "id": 101, "nethod": "tools/call", "parans":
{"name":"sunmarize","argunments": {"text":"..."}} }

## SDP Offer: Audio (SRTP) + MSRP (nsrps) for MCP

v=0 o=al i ce 2890844526 2890844526 IN | P4 203.0.113.1 s=- c=IN1|P4
203.0.113.1 t=0 0 mFaudi o 49170 UDP/ TLS/ RTP/ SAVP 111 0 a=rtpnmap: 111
opus/ 48000/ 2 a=fmt p: 111 m npti ne=10; usei nbandf ec=1 a=rt pnmap: 0

PCMJ/ 8000 a=set up: act pass a=sendrecv menessage 2855 TCP/ TLS/ MSRP *
a=set up: act pass a=connecti on: new a=pat h: nsrps://ua. exanpl e. com 2855/
i au39;tcp a=accept-types: application/ncp+json a=sendrecv

## NMBRP SEND carryi ng application/ ncp+j son
MBRP a786hj s2 SEND To-Path: nsrps://bob. exanpl e. com 7394/i au39;tcp
From Pat h: msrps://ua. exanpl e. com 2855/i au39;tcp Message-I1D: 87652

Byt e- Range: 1-172/172 Success-Report: yes Failure-Report: yes
Cont ent - Type: application/ ncp+j son
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{ "jsonrpc": "2.0", "id": 42, "method": "speech/event", "parans":
{"type":"vad_start","nedia":{"md":"0","rtp_ts":367128000}} }
——————— a786hj s2%

## Multinedia Tool Call with Binary Content (MCP over NMSRP)

Thi s exanpl e denmonstrates a sophisticated rmultinmedia tool call where an Al agent requests
i mage analysis with the actual image data included in the MSRP message:

MBRP i ng001 SEND To- Path: nsrps://vision-agent.exanpl e.com 9000/
abcl123;tcp From Path: nsrps://client.exanple.com 9001/ def 456;tcp
Message- 1 D mul ti medi a-t ool -001 Byte-Range: 1-*/65536 Success-Report:
yes Failure-Report: yes Content-Type: multipart/ni xed; boundary="ntp-
mul ti medi a- boundar y"

--ncp-nmul ti nmedi a- boundary Content-Type: application/ ncp+j son

{ "jsonrpc": "2.0", "id": "ing-analysis-001", "nethod": "tools/call",
"parans": { "name": "inmage_anal ysis", "argunents": { "image_ref":

"ci d: phot 0001", "analysis_type": "object_detection",
"confidence_threshold": 0.8, "return_annotations": true } } }

--ncp-nul tinedi a- boundary Content-Type: inmage/jpeg Content-1D:
<phot 0001> Content-Lengt h: 65432

[Binary JPEG data - 65,432 bytes] --ntp-multimedi a-boundary- -
——————— i ng0013$

## Stream ng Tool Response (Large Docunment Generati on)

Thi s exanpl e shows how | arge tool responses can be streaned usi ng MSRP chunki ng, enabling
real -tinme processing of generated content:

MBRP doc001 SEND To-Path: nsrps://client.exanpl e.com 9001/ def 456;tcp
From Pat h: nsrps://doc-agent. exanpl e. com 9002/ ghi 789;tcp Message-| D
st ream ng-response- 001 Byt e- Range: 1-4096/16384 Success-Report: no
Fai |l ure- Report: yes Content-Type: application/ncp+json

{ "jsonrpc": "2.0", "id": "doc-gen-001", "result": { "type"
"stream ng_response", "chunk": 1, "total chunks": 4, "content_type"
"application/pdf", "data"

"JVBERi OxLj QKMSAWM 0i ago8PAovVH wZSAv Q2 FO0YWvZwovUGFnZXMgM AWM FI K. . . "
Yoo doc001$

MBRP doc002 SEND To-Path: nsrps://client.exanpl e.com 9001/ def 456; tcp
From Pat h: nsrps://doc-agent. exanpl e. com 9002/ ghi 789;tcp Message-| D
st ream ng-response- 002 Byt e- Range: 4097-8192/ 16384 Success-Report: no
Fai |l ure- Report: yes Content-Type: application/ncp+json
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{ "jsonrpc": "2.0", "id": "doc-gen-001", "result": { "type"

"stream ng_response”, "chunk": 2, "total _chunks": 4, "content_type"
"application/pdf", "data"

" Pj 4KZWpkb23qCGj | gMCBv YnDKPDWKL1R5cGUgL1BhZ2VzCi 9LaWRzI Fs. .. " '} }
——————— doc002%

## Concurrent Tool Execution with Progress Reporting

Thi s exanpl e denmonstrates multiple concurrent tool calls with progress reporting, showcas
ing MSBRP's ability to handle parallel operations:

MSRP bat ch001 SEND To- Pat h: nsrps://processing-

agent . exanpl e. com 9003/ kl 012;tcp From Pat h:
merps://client.exanpl e.com 9001/ def 456;tcp Message-ID: concurrent -
tool s-001 Byte-Range: 1-256/256 Success-Report: yes Failure-Report:
yes Content-Type: application/ncp+json

{ "jsonrpc": "2.0", "id": "batch-process-001", "method": "tools/
batch_call", "params": { "tools": [ { "id": "task-A", "nanme":

"i mage_processing", "argunents": {"operation": "enhance",

"image_url": "..."} }, { "id": "task-B", "name": "text_anal ysis",
"argunents": {"text": "...", "analysis_type": "sentinent"} }, { "id":
"task-C', "nane": "data_query", "argunments": {"query": "SELECT * FROM
users WHERE active=1"} } 1 } } ------- bat ch001$

MBRP progress001 SEND To-Path: nsrps://client.exanple.com 9001/
def 456;tcp From Path: nsrps://processi ng-agent. exanpl e. com 9003/
j kI 012;tcp Message-|1D: progress-update-001 Byte-Range: 1-128/128
Success-Report: no Failure-Report: yes Content-Type: application/
ncp+j son

{ "jsonrpc": "2.0", "nethod": "tool s/progress", "parans": {
"batch_id": "batch-process-001", "conpleted": ["task-B"],
"in_progress": ["task-A", "task-C'], "progress": {"task-A": 0.6
"task-C': 0.3} } } ------- progress001$

## Voice + Vision Integration with Tenporal Correlation

Thi s exanpl e shows the integration of audio streams with visual processing, denonstrating
temporal correlation between RTP audio and MCP tool calls:

MBRP voi ce-vi si on001 SEND To- Pat h: nsrps://multinodal -

agent . exanpl e. com 9004/ mo345;tcp From Path: nsrps://voice-
client.exanpl e.com 9005/ pqr678;tcp Message-1D: voi ce-vi sion-001 Byte-
Range: 1-512/512 Success-Report: yes Failure-Report: yes Content-
Type: application/ ncp+j son

{ "jsonrpc": "2.0", "id": "voice-vision-001", "nethod": "tools/call",
"parans": { "name": "scene_anal ysis", "argunents": { "audi o_context":
"User said: 'What do you see in this image? ", "image_ref"
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"cid:camera-feed", "tenporal correlation": { "audio_md": "0",
"rtp_timestanp": 367128000, "rtcp_ntp": "3923045130. 125",
"speech_segnent”: { "start_time": "3923045128.500", "end_tinme":
"3923045130. 125", "confidence": 0.95} } } } } ------- voi ce-
vi sion001$ “°
7. Security Considerations
Thi s section provides conprehensive security analysis as required for
| ETF specifications. The conbination of Al capabilities (MCP) with
network signaling (SIP) creates unique security considerations that
require careful analysis and mtigation
7.1. Threat Model
7.1.1. Assets and Trust Boundari es
*Protected Assets:*
* Al agent capabilities and tool inventories
* MCP conversation data and cont ext
* Authentication credentials and session state
* Business | ogic and deci si on- maki ng processes
* Personal and organi zational data processed by agents
*Trust Boundaries:*
*  Network domai n boundaries (inter-domain federation)
* (Organi zational boundaries (enterprise vs. external agents)
* Agent capability boundaries (tool access perm ssions)
* Session boundaries (dialog isolation)
* Transport boundaries (TLS term nation points)
7.1.2. Threat Actors
*External Attackers:*

* Network-level attackers intercepting or nodifying SIP traffic

* Malicious agents attenpting to exploit other agents’ capabilities
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* Eavesdroppers seeking to extract sensitive Al conversation data
* Denial -of-service attackers targeting Al agent availability
*Internal Threats:*
*  Conprom sed agents with legitimte network access
* Malicious insiders with SIP infrastructure access
* M sconfigured agents exposi ng excessive capabilities
* Rogue agents perform ng unauthorized tool execution
*Infrastructure Threats:*
* Conpronised SIP proxies or registrars
* Man-in-the-mddle attacks at TLS term nation points
* DNS poi soning affecting agent discovery
* Certificate authority conprom se
7.1.3. Attack Vectors
*Capability Disclosure Attacks:*

* Passive nonitoring of MCP-Capabilities headers to nmap agent
capabilities

* Registration-time capability enuneration via REQ STER i nspection
* Feature-capability paraneter harvesting from Contact headers

*  OPTIONS nethod abuse to di scover agent capabilities

*Session Hijacking and Injection:*

* SIP dialog hijacking to intercept MCP conversations

* Md-dial og MESSAGE/ I NFO injection with malicious MCP payl oads

* Session transfer attacks to redirect MCP conversations

* Re-INVITE attacks to nodify MCP capability negotiations

*Content and Protocol Attacks:*
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* Ml formed MCP JSON- RPC payl oad injection
* Oversized payl oad attacks causing resource exhaustion
*  MCP command injection through tool paraneter nanipul ation
* Cross-protocol attacks |everaging SI P/ MCP boundary confusion
*Federation and Di scovery Attacks:*
* DNS poisoning to redirect agent discovery
* Rogue registrar attacks to capture agent registrations
* Inter-domain routing mani pul ation
* Certificate-based inpersonation attacks

7.2. Security Requirements and Mtigations

7.2.1. Transport Security
*Mandat ory TLS Usage: *
* Al SIP signaling carrying MCP content MJUST use TLS (Sl PS)
* TLS version MJST be 1.2 or higher with forward secrecy
* Certificate validation MJST follow RFC 5922 (SIP TLS)
* MBRP sessions MJST use MBRPS (TLS-protected MSRP)
* \WebSocket connections MJST use WSS (WebSocket Secure)
*Certificate Managenent:*
* Agents MJST validate peer certificates against trusted CAs
* Certificate pinning SHOULD be used for known agent rel ationships
* Certificate revocation checking MJUST be i npl enent ed

* Mitual TLS authenticati on SHOULD be used for high-security
depl oynent s
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7.2.2. Authentication and Authorization
*Agent Aut hentication:*
* SIP Digest authentication MJST be supported as baseline
* Certificate-based authentication SHOULD be preferred
* Milti-factor authentication MAY be required for sensitive agents
* Agent identity MJST be cryptographically bound to capabilities
*Capability Authorization:*
*  MCP capabilities MIST be authorized per peer relationship
* Least-privilege principle MIST govern capability advertisenent
* Dynamic capability restriction MIUST be supported
* Tool execution MIST require explicit authorization
*Session Authori zation:*
* Each MCP session MJST be independently authorized
* Session transfer MJST require re-authorization
* Capability escalation MJIST trigger authorization checks
* Cross-donai n sessions MJST respect federation policies
7.2.3. Content Protection
*Payl oad Integrity:*
*  MCP payl oads SHOULD use digital signatures for integrity
* S/M ME MAY be used for end-to-end payl oad protection
*  JSON- RPC nessage | Ds MUST be cryptographically secure
* Replay protection MIST be inpl emented using nonces/tinestanps
*Content Validation:*

* Al MCP payl oads MJST be vali dated agai nst JSON schena

McCar t hy- Howe Expires 2 April 2026 [ Page 38]



I nternet-Draft SI P MCP Ext ension Sept enber 2025

*

*

*

Tool paraneters MJIST be sanitized and vali dated
Payl oad size limts MJST be enforced (reconmend 1MB defaul t)

Mal f or med payl oads MJST be rejected with appropriate SIP errors

*Data Confidentiality:*

*

7. 3.

7. 3.

1.

Sensitive MCP data SHOULD be encrypted end-to-end

Capability informati on SHOULD be m nim zed in headers

Loggi ng MJST respect data classification and privacy requirenents
Menory handling MUST prevent sensitive data | eakage

Feature Interaction Security Analysis

SI P- MCP Boundary Security

*Prot ocol Confusion Attacks:*

*

Cl ear separation between SIP signaling and MCP application data
MCP parsers MJST NOT interpret SIP headers as MCP content
SI P parsers MJST treat MCP bodi es as opaque application data

Cross-protocol injection MIST be prevented through strict
val i dation

*Header Field Interactions:*

*

7.3.

2

MCP- Capabi | i ti es and MCP-Sel ect headers are informational only
Header field values MJST NOT influence MCP protocol behavior
Unknown header fields MJST be ignored per RFC 3261

Header field size limts MJST be enforced

Mul ti-Mdal Security Interactions

*Audi o-Data Correl ation:*

*

*

RTP and MCP streans MJUST mmaintain i ndependent security contexts

Tenporal correlation MJUST NOT | eak sensitive information
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* Audi o content MJST NOT influence MCP tool execution
*  MCP responses MJST NOT be automatically converted to audio
*Session Transfer Security:*

*  MCP context MJST be securely transferred during SIP session
mobility

* New endpoi nts MJUST be re-authenticated before MCP continuation
* Capability re-negotiation MJST occur after session transfer
* Previous session state MIST be securely cl eared
7.3.3. Federation Security Interactions
*I nter-Donmain Trust:*
* Each domain MUST mai ntain i ndependent MCP aut horization policies
* Cross-domain capability sharing MUST be explicitly configured
* Federation agreenents MJST specify MCP security requirenents
* Domai n boundari es MJUST be enforced at the MCP application | ayer
*Proxy Security:*
* SIP proxies MJST NOT nodify MCP-rel ated content
*  Proxy | ogs MJUST NOT expose sensitive MCP capability informtion
* Route optimzation MIUST NOT bypass MCP security policies
* Proxy authentication MIST be independent of MCP authentication
7.4. Depl oynent-Specific Security CGuidance
7.4.1. Enterprise Depl oynent
*Net work Security:*
* Deploy SIP-aware firewalls with MCP content inspection
* Use network segnentation to isolate Al agent traffic

* Inplement intrusion detection for abnormal MCP patterns
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* Monitor capability advertisement for unauthorized disclosure
*Pol i cy Enforcenent:*
* | nplenment centralized MCP capability authorization
* Use SIP identity frameworks (RFC 8224) for agent authentication
* Deploy policy servers for dynam c capability control
* Audit all MCP tool executions and results
*Qperational Security:*
* Regular security assessnment of agent capabilities
* | ncident response procedures for conprom sed agents
* Secure agent provisioning and deprovi sioning
* Staff training on Al-specific security risks
7.4.2. Federated Depl oynent
*|Inter-Organi zation Security:*
* Establish formal security agreenents for MCP federation
* Use mutual TLS with organi zation-specific certificate authorities
* | nplement capability filtering at domain boundaries
* Mnitor cross-domain MCP traffic for anomalies
*Trust Managenent: *
* Maintain explicit trust rel ationships between organizations
* Regul ar review and update of federated agent perm ssions
* | nplenment capability revocati on nechani sns
* Cross-organi zation incident response coordination
7.4.3. Cdoud and Service Provider Depl oynent

*Mul ti-Tenancy Security:*
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* Strict isolation between different custonmer agents
* Tenant-specific capability authorization policies
* Encrypted storage of MCP conversation data
* Audit trails for all cross-tenant interactions
*Servi ce Provider Responsibilities:*
* Secure agent hosting and capability nmanagenent
* Regul ar security updates and vul nerability managenent
* Custoner data protection and privacy conpliance
* Transparent security incident reporting
7.5. Privacy Considerations
7.5.1. Data Mnimzation
*Capability Advertisenent:*
* Advertise only necessary capabilities for intended interactions
* Use capability filtering based on peer identity and context
* | nplement dynanic capability advertisenment based on session needs
* Regul ar review and pruning of advertised capabilities
*Conversation Data:*
* Mnimze retention of MCP conversation | ogs
* Inplenent data classification for different types of MCP content
* Use data anonym zation techni ques where appropriate
* Respect user consent for Al conversation data processing
7.5.2. Regulatory Conpliance
*GDPR and Simlar Regul ations:*

* | nplenment data subject rights for MCP conversation data
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*

7.6.

7.6.

Provi de clear notice about Al agent data processing

Sept enber 2025

Support data portability for MCP conversation exports

I npl enent right to erasure for MCP-rel ated data

I ndustry-Specific Requirenments:*

1.

Heal t hcare: HI PAA conpliance for nedical Al agents

Fi nance: PClI DSS conpliance for paynent-related agents

Government: Appropriate security clearance levels for classified

agent s

Legal : Attorney-client privilege protection for |legal Al agents

Security Mnitoring and | nci dent Response

Moni t ori ng Requirenents

*Real -Ti me Monitoring:*

*

Anonal ous MCP capability advertisenent patterns
Unusual tool execution frequencies or patterns
Fail ed authentication attenpts for agent access

Suspi ci ous cross-domain MCP traffic patterns

*Audit Requirements:*

*

7.6.

2

Conplete audit trail of all MCP tool executions
Agent capability changes and aut hori zati on updates
Sessi on establishnent and term nation events
Security policy violations and enforcenent actions

I nci dent Response

*Detection and Cl assification:*

*

*

Aut omat ed detection of MCP-specific security events

Classification of incidents by severity and i npact
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* Integration with existing security incident response procedures
* Specialized procedures for Al agent conprom se
*Response and Recovery:*
* |Imrediate capability revocation for conproni sed agents
* Session termination and cl eanup procedures
* Evidence preservation for MCP-rel ated security incidents
*  Conmuni cation procedures for federated incident response
7.7. Inplenmentation Security Cuidelines
7.7.1. Secure Devel opment Practices
*Code Security:*
* Input validation for all MCP content parsing
* Secure nenory nanagenent for sensitive MCP data
* Regul ar security code reviews focusing on SIP-MCP interactions
* Automated security testing for MCP protocol inplenentations
*Crypt ographi c | npl enentation:*
* Use well-established cryptographic libraries
*  Proper random nunber generation for MCP session identifiers
* Secure key nmanagenent for MCP-rel ated cryptographi c operations
* Regul ar cryptographic al gorithmupdates and security patches
7.7.2. Configuration Security
*Secure Defaults:*
* Mninmal capability advertisenment by default
* Strict authentication requirenments by default

* Conservative tinmeout and rate limting settings
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*  Conprehensi ve | oggi ng enabl ed by default
*Configurati on Managenent: *
* Secure storage of agent configuration data
* Version control and audit trails for configuration changes
* Automated configuration validation and security checking
* Regul ar security configuration reviews and updates
Thi s conprehensive security analysis addresses the unique risks
i ntroduced by comnbining Al capabilities with SIP signaling, providing
speci fic guidance for secure depl oynent and operation of MCP-over-SIP
syst ens.

8. | ANA Consi derati ons
Thi s docunent requests | ANA registration of SIP protocol elenments as
described below. As an Informational RFC, these registrations foll ow
the Designated Expert review process per RFC 5727.

8.1. Registration of Option-Tag
Per RFC 5727, SIP option tags require Standards Action for
registration. This Informational specification does not request
registration of the "ncp" option tag. Inplementations using this
speci fication SHOULD use an experinmental or private option tag (e.qg.,
"X-nmcp" or organization-specific variants) until a Standards Track
specification is avail able.

*Note for Future Standards Track Work:* Nane: *ncp* Description
Support for SIP MCP extension Reference: [Future Standards Track RFC]

8.2. Registration of Header Fields

The foll owi ng header fields are requested for registration under the
Desi gnat ed Expert review process per RFC 5727:

* *Header Field Nane:* MCP-Capabilities
* *Conpact Form* none
* *Reference:* This docunent

* *Registration Type:* Informational (Designated Expert Review)
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8.

8.

3.

4.

*  *Header Field Nanme:* MCP-Sel ect

* *Conpact Form* none

* *Reference:* This docunent

* *Registration Type:* Infornmational (Designated Expert Review)
Regi stration of Feature-Capability Indicators (RFC 6809)

The followi ng feature-capability indicators are requested for
regi stration:

* *|ndicator:* +ncp

* *Reference:* This docunent

* *Registration Type:* Informational (Designated Expert Review)

* *|ndicator:* +nctp.ver

* *Reference:* This docunent

* *Registration Type:* Informational (Designated Expert Review)

* *|ndicator:* +ncp.cap

* *Reference:* This docunent

* *Registration Type:* Informational (Designated Expert Review)
Medi a Type Registration

Thi s docunent requests registration of the followi ng nedia type:
*Type nane:* application *Subtype name:* ntp+j son *Required
paraneters:* none *Qptional paraneters:* charset (defaults to UTF-8)
*Encodi ng considerations:* binary; typically UTF-8 JSON *Security
consi derations:* see Section 10 *Interoperability considerations:*
none *Published specification:* This docunent *Applications that use
this nedia type:* SIP UAs inplenenting MCP extension *Fragnent
identifier considerations:* n/a *Additional information:* n/a *Person
& email to contact for further information:* [Author contact
informati on] *Intended usage:* LIM TED USE (see Applicability
Statement in Section 3.1) *Restrictions on usage:* See Section 3.1

for deploynment limtations *Author:* Thomas MCart hy- Howe *Change
controller:* | ETF
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8. 5.

Per

Desi gnhat ed Expert Consi derations

RFC 5727, the Designated Expert reviewing registrations fromthis

docunent should verify:

1.
2.
3.
4.
9.
9.1.

The proposed registrations do not conflict with existing SIP
protocol el enents

The security considerati ons have been adequately addressed

The applicability statement clearly defines appropriate usage
scenari os

The registrations follow established SIP extension patterns and
do not undermine SIP's architectural integrity
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