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Abstract

In the Renpte Attestation Procedures (RATS) architecture, Verifiers
requi re Endorsenents and Reference Values to assess the
trustworthiness of Attesters. This docunent specifies the Concise
Sel ector for Endorsenents and Reference Values (CoSERV), a structured
query/result format designed to facilitate the discovery and
retrieval of these artifacts fromvarious providers. CoSERV defines
a query | anguage and corresponding result structure using CDDL, which
can be serialized in CBOR format, enabling efficient interoperability
across di verse systens.
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1. Introduction

Renote Attestation Procedures (RATS) enable Relying Parties to

eval uate the trustworthiness of renote Attesters by appraising

Evi dence. This appraisal necessitates access to Endorsenents and

Ref erence Val ues, which are often distributed across multiple

provi ders, including hardware manufacturers, firmware devel opers, and
software vendors. The |lack of standardi zed nethods for querying and
retrieving these artifacts poses challenges in achieving seanl ess
interoperability.

The Conci se Sel ector for Endorsenents and Reference Val ues ( CoSERV)
addresses this challenge by defining a query | anguage and a
correspondi ng result structure for the transaction of artifacts

bet ween a provider and a consuner. The query | anguage format
provides Verifiers with a standard way to specify the environnment
characteristics of Attesters, such that the relevant artifacts can be
obt ai ned from Endorsers and Reference Value Providers. In turn, the
result format all ows those Endorsers and Reference Value Providers to
package the artifacts within a standard structure. This facilitates
the efficient discovery and retrieval of relevant Endorsenents and
Ref erence Val ues from providers, maxinising the re-use of conmon
software tools and libraries within the transactions.

The CoSERV query | anguage is intended to formthe input data type for

tool s and services that provide access to Endorsenents and Reference
Val ues. The CoSERV result set is intended to formthe corresponding
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output data type fromthose tools and services. This docunent does
not define the conplete APIs or interaction nodels for such tools and
services. The scope of this document is limted to the definitions
of the query language and the result set only.

Both the query | anguage and the result set are designed for
extensibility. This addresses the need for a common baseline fornat
to optimse for interoperability and software reuse, while

mai ntaining the flexibility demanded by a dynam c and diverse
ecosystem

The environment characteristics of Endorsenents and Reference Val ues
are derived fromthe equival ent concepts in CoRIM
[I-D.ietf-rats-corinm. CoSERV therefore borrows heavily from CoRI M
and shares sone data types for its fields. And, like CoRIM the
CoSERV schema is defined using CDDL [ RFC8610]. A CoSERV query can be
serialized in CBOR [ STD94] fornmat.

1.1. Ternminology and Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses terns and concepts defined by the RATS
architecture. For a conplete glossary, see Section 4 of [RFC9334].

Thi s docunment uses terns and concepts defined by the CoRI M
specification. For a conplete glossary, see Section 1.1.1 of
[I-Dietf-rats-corinj.

Thi s docunent uses the terns "actual state" and "reference state"_
as defined in Section 2 of [I-D.ietf-rats-endorsenents].

The term nol ogy from CBOR [ STDO4], CDDL [ RFC8610] and COSE [ STD96]
applies; in particular, CBOR diagnostic notation is defined in
Section 8 of [STD94] and Appendi x G of [RFC8610]. Terns and concepts
are always referenced as proper nouns, i.e., with Capital Letters.
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2

Aggr egation and Trust Models

The rol es of Endorser or Reference Val ue Provider mght sonetinmes be
fulfilled by aggregators, which collect fromnultiple supply chain
sources, or even from other aggregators, in order to project a
holistic view of the endorsed system The notion of such an
aggregator is not explicit in the RATS architecture. |In practice,
however, supply chains are conplex and nulti-layered. Supply chain
sources can include silicon manufacturers, device manufacturers,
firmvare houses, systemintegrators, service providers and nore. In
practical terms, an Attester is likely to be a conplex entity, forned
of conponents from across such supply chains. Evidence would be

i kewi se structured, with contributions fromdifferent segnments of
the Attester’s overall anatony. A Verifier for such Evidence may
find it convenient to contact an aggregator as a single source of
truth for Endorsenents and Reference Values. An aggregator would
have intelligence about the Attester’'s conplete anatony and supply
chain. It would have the ability to contact all contributing supply
chain actors for their individual Endorsenents and Reference Val ues,
before collecting theminto a cohesive set, and delivering themto

the Verifier as a single, ergonom c package. |In pure RATS terms, an
aggregator is still an Endorser or a Reference Val ue Provider - or,
more likely, both. It is not a distinct role, and so there is no

di stinctly-nodel ed conveyance between an aggregator and a Verifier
However, when consumi ng from an aggregator, the Verifier nay need
visibility of the aggregation process, possibly to the extent of
needing to audit the results by inspecting the individual inputs that
came fromthe original supply chain actors. CoSERV addresses this
need, catering equally for both aggregating and non-aggregating
supply chai n sources

To support deploynents with aggregators, CoSERV allows for flexible
trust nodels as foll ows.

* *Shallow Trust*: in this nodel, the consumer trusts the
aggregator, solely and conpletely, to provide authentic
descriptions of the endorsed system The consumer does not need
to audit the results of the aggregation process.

* *Deep Trust*: in this nodel, the consuner has a trust relationship
with the aggregator, but does not deemthis to be sufficient. The
consumer can still use the collected results fromthe aggregation
process, where it is convenient to do so, but also needs to audit
those results.

Any gi ven CoSERV transacti on can operate according to either nodel.
The consuner deci des which nodel to use when it forns a query. The
CoSERV result payload can convey both the aggregated result and the
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3.

3.

audit trail as needed. The payl oad size may be smaller when the
shal | ow nodel is used, but the choice between the two nodels is a
question for inplementations and depl oynments.

Al t hough CoSERV is designed to support aggregation, it is not a
requirenent. \When aggregation is not used, CoSERV still fulfills the
need for a standard conveyance nechani sm between Verifiers and
Endorsers or Reference Val ue Providers.

CoSERV | nformati on Model
1. Overview

CoSERV is designed to facilitate query-response transacti ons between
a producer and a consuner. In the RATS nodel, the producer is either
an Endorser or a Reference Val ue Provider, and the consunmer is a
Verifier. CoSERV defines a single top-level data type that can be
used for both queries and result sets. Queries are authored by the
consuner (Verifier), while result sets are authored by the producer
(Endorser or Reference Value Provider) in response to the query. A
CoSERV dat a obj ect always contains a query. Wen CoSERV is used to
express a result set, the query is retained alongside the result set
that was yielded by that query. This allows consuners to verify a
mat ch between the query that was sent to the producer, and the query
that was subsequently returned with the result set. Such
verification is useful because it mtigates security threats arising
fromany untrusted infrastructure or internediaries that mght reside
bet ween the producer and the consunmer. An exanple of this is caching
in HTTP [ STDO8] and CoAP [ RFC7252]. It might be expensive to conpute
the result set for a query, which would nmake cachi ng desirable.
However, if caching is nmanaged by an untrusted internediary, then
there is a risk that such an untrusted intermediary m ght return
incorrect results, either accidentally or maliciously. Pairing the
original query with each result set provides an end-to-end contract
bet ween the consuner and producer, mitigating such risks. The
transactional pattern between the producer and the consunmer woul d be
that the consumer begins the transaction by authoring a query and
sending it to the producer as a CoSERV object. The producer receives
the query, conputes results, and returns a new CoSERV object formned
fromthe results along with the original query. Notionally, the
producer is "adding" the results to the query before sending it back
to the consuner.
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3.2. Artifacts

Artifacts are what the consumer (Verifier) needs in order to verify
and apprai se Evidence fromthe Attester, and therefore they formthe
bul k of the response payload in a CoSERV transaction. The comon
CoSERV query | anguage recognises three artifact types. These
correspond to the three categories of endorsenent artifact that can
be identified natively in the RATS architecture:

*  *Trust Anchor*: A trust anchor is as defined in [ RFC6024]. An
exanpl e of a trust anchor would be the public part of the
asymetric signing key that is used by the Attester to sign
Evi dence, such that the Verifier can verify the cryptographic
si gnature.

* *Endorsed Value*: An endorsed value is as defined in Section 1.1.1
of [I-D.ietf-rats-corin]. This represents a characteristic of the
Attester that is not directly presented in the Evidence, such as
certification data related to a hardware or firmware nodul e.

* *Reference Value*: A reference value is as defined in
Section 1.1.1 of [I-D.ietf-rats-corin]. A reference value
specifies an individual aspect of the Attester’'s desired state.
Ref erence val ues are sonetines infornmally called "gol den val ues”
An exampl e of a reference value woul d be the expected hash or
checksum of a binary firnmwvare or software inmage running in the
Attester’s environnent. Evidence fromthe Attester would then
i nclude clains about the Attester’s actual state, which the
Verifier can then conpare with the reference val ues at Evi dence
apprai sal tine.

When artifacts are produced by an aggregator (see Section 2), the
followi ng additional classifications apply:

* *Collected Artifacts*: these refer to artifacts that were derived
by the aggregator by collecting and presenting data from origi na
supply chain sources, or from other aggregators. Collected
artifacts forma single holistic package, and provi de the nost
ergonom ¢ consunpti on experience for the Verifier

* *Source Arfifacts*: these refer to artifacts that were obtained
directly fromthe original supply chain sources, and used as
inputs into the aggregation process, allowi ng the aggregator to
derive the collected artifacts.
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In the shall ow trust nodel of aggregation, only the collected
artifacts are used by the consumer. |In the deep trust nodel, both
the collected artifacts and the source artifacts are used. The
source artifacts allow the consunmer to audit the collected artifacts
and operate the trust-but-verify principle.

Envi ronnent s

The environnent defines the scope (or scopes) in which the
endorsenent artifacts are applicable. G ven that the consuner of
these artifacts is likely to be a Verifier in the RATS nodel, the
typical interpretation of the environnent would be that of an
Attester that either has produced evidence, or is expected to produce
evi dence, that the Verifier needs to appraise. The Verifier
consequently needs to query the Endorser or Reference Val ue Provider
for artifacts that are applicable in that environment. There are
three nutual |l y-excl usive nethods for defining the environnment wthin
a CoSERV query. Exactly one of these three nmethods MJST be used for
the query to be valid. Al three nethods correspond to environnents
that are also defined within CoRRM[I-D.ietf-rats-corimn.

* *Class*: Aclass is an environment that is expected to be common
to a group of simlarly-constructed Attesters, who might therefore
share the sanme set of endorsed characteristics. An exanple of
this mght be a fleet of conputing devices of the sane nodel and
manuf act ur er .

* *]nstance*: An instance is an environnent that is unique to an
i ndividual and identifiable Attester, such as a single conputing
devi ce or conponent.

* *Q@oup*: Agroup is a collection of common Attester instances that
are coll ected together based on sone defined semantics. For
exanple, Attesters may be put into groups for the purpose of
anonymty.

1. Stateful Environnents

In addition to specifying the Attester environment by class,
instance, or group, it is sonetinmes necessary to constrain the target
environment further by specifying aspects of its state. This is
because the applicability of Endorsenents and Reference Val ues night
vary, depending on these stateful properties. Consider, for exanple,
an Attester instance who signs Evidence using a derived attestation
key, where the derivation algorithmis dependent on one or nore
aspects of the Attester’s current state, such as the version nunber
of an upgradable firmvare conmponent. This exanple Attester woul d, at
different points inits lifecycle, sign Evidence with different
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attestation keys, since the keys woul d change upon any firnware
update. To provide the correct public key to use as the trust anchor
for verification, the Endorser would need to know the confi gured
state of the Attester at the tine the Evidence was produced.

Speci fying such an Attester solely by its instance identifier is
therefore insufficient for the Endorser to supply the correct
artifact. The environnent specification would need to include these
critical stateful aspects as well. In CoRIM[I-D.ietf-rats-corini,
stateful environments are nodel ed as an environnment identifier plus a
col l ection of neasurenents, and CoSERV takes the same approach
Therefore, any environnent selector in a CoSERV query can optionally
be enhanced with a collection of one or nmore nmeasurements, which
specify aspects of the target environnent state that mght materially
i npact the selection of artifacts.

3.4. Queries

The purpose of a query is to allow the consumer (Verifier) to specify
the artifacts that it needs. The information that is conveyed in a
CoSERV query includes the foll ow ng:

* A specification of the required artifact type: Reference Val ue,
Endorsed Val ue or Trust Anchor. See Section 3.2 for definitions
of artifact types. A single CoSERV query can only specify a
single artifact type.

* A specification of the Attester’s environment. Environnents can
be sel ected according to Attester instance, group or class.
Addi tional properties of the environment state can be specified by
addi ng one or nore neasurenents to the selector. See Section 3.3
for full definitions. To facilitate efficient transactions, a
single query can specify either nmultiple instances, multiple
groups or multiple classes. However, it is not possible to mx
i nst ance-based sel ectors, group-based sel ectors and cl ass-based
sel ectors in a single query.

* A tinmestanp, denoting the tinme at which the CoSERV query was sent.

* Aswitch to select the desired supply chain depth. A CoSERV query
can request collected artifacts, source artifacts, or both. This
switch is especially relevant when the CoSERV query is fulfilled
by an aggregator. The collected artifacts are intended for
conveni ent consunption (according to the shallow trust nodel),
while the source artifacts are principally useful for auditing
(according to the deep trust nmodel). It is possible for a query
to select for source artifacts only, wi thout the collected
artifacts. This nmight happen when the consuner needs to inspect
or audit artifacts fromacross the deep supply chain, while not
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requiring the conveni ence of the aggregated view. It could also
happen when the consuner is acting as an internmedi ate broker,
gathering artifacts for delivery to another aggregator. See
Section 2 for details on aggregation, auditing and trust nodels.

Result Sets

The result set contains the artifacts that the producer collected in
response to the query. The top-level structure of the result set
consists of the following three itens:

* Acollection of one or nore result entries. This will be a
collection of either reference val ues, endorsed val ues or trust
anchors. See Section 3.2 for definitions of artifact types. In
the future, it may be possible to support additional artifact
types via an extension nmechanism Artifact types are never m xed
in any single CoSERV result set. The artifacts in the result
collection therefore MIUST nmatch the single artifact type specified
in the original CoSERV query.

* Atimestanp indicating the expiry time of the entire result set.
Consunmers MJST NOT consider any part of the result set to be valid
after this expiry tine.

* A collection of the original source materials from which the
producer derived the correct artifacts to include in the result
set. These source materials are optional, and their intended
purpose is auditing. They are included only when requested by the
original CoSERV query. Source nmaterials would typically be
requested in cases where the consumer is not willing to place sole
trust in the producer, and therefore needs an audit trail to
enabl e additional verifications.

Each individual result entry conbines a CoMD triple with an
authority delegation chain. CoMD triples are exactly as defined in
Section 5.1.4 of [I-D.ietf-rats-corinj. Each CoMD triple wll
denonstrate the associ ati on between an environnent matching that of
the CoSERV query, and a single artifact such as a reference val ue,
trust anchor or endorsed value. The authority delegation chain is
conposed of one or nore authority del egates. Each authority del egate
is represented by a public key or key identifier, which the consuner
can check against its own set of trusted authorities. The authority
del egati on chain serves to establish the provenance of the result
entry, and enables the Verifier to evaluate the trustworthiness of
the associated artifact. The purpose of the authority del egation
chain is to all ow CoSERV responses to support decentralized trust
nodel s, where Verifiers may apply their own policy to determ ne which
authorities are acceptable for different classes of artifact.
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Because each result entry conbines a CoMD triple with an authority
del egation chain, the entries are consequently known as quadrupl es
(or "quads" for short).

4. CoSERV Dat a Model

This section specifies the CBOR data nodel for CoSERV queries and
result sets.

CDDL is used to express rules and constraints of the data nodel for
CBOR. These rules nust be strictly foll owed when creating or
val i dati ng CoSERV data objects.

The top-level CoSERV data structure is given by the foll ow ng CDDL:
;# inmport com d-autogen

coserv = {
& profile: 0) => profile
& query: 1) => query
? &results: 2) =>results

}
profile = com d.oid-type / ~uri
4.1. Common Data Types

CoSERV inherits the following types fromthe CoRI M data nodel class-
map, $cl ass-id-type-choice, $instance-id-type-choice and $group-id-
t ype- choi ce.

The collated CDDL is in Appendix A
4.2. Profile

In common with EAT and CoRIM CoSERV supports the notion of profiles.
As with EAT and CoRIM profiles are a way to extend or specialize the
structure of a generic CoSERV query in order to cater for a specific
use case or environment.

In a CoSERV query, the profile can be identified by either a Uniform
Resource ldentifier (URI) or an Object Identifier (OD). This
convention is identical to how EAT profiles are identified using the
eat_profile claimas described in Section 4.3.2 of
[I-Dietf-rats-eat].
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4.3. Query Structure

The CoSERV query | anguage enables Verifiers to specify the desired
characteristics of Endorsenents and Reference Val ues based on the
environment in which they are applicable.

The top-level structure of a CoSERV query is given by the follow ng
CDDL:

query = {
& artifact-type: 0) => artifact-type
& environnent -sel ector: 1) => environment-sel ector-nap
&(tinmestanp: 2) => tdate ; RFC3339 date
&result-type: 3) => result-type
}

artifact-type = & endorsed-val ues: 0)
| &(trust-anchors: 1)
| &(reference-val ues: 2)

result-type = &(collected-artifacts: 0)
/| &(source-artifacts: 1)
[/ &(both: 2)

The nmeani ngs of these fields are detailed in the follow ng
subsecti ons.

4.3.1. Artifact Type

The artifact-type field is the forenost discrimnator of the query.
It is a top-level category selector. |Its three perm ssible val ues
are trust-anchors (codepoint 1), endorsed-val ues (codepoint 0) and
ref erence-val ues (codepoint 2).

See Section 3.2 for full definitions of artifact types.

It is expected that inplenmentations m ght choose to store these
different categories of artifacts in different top-level stores or
dat abase tables. Wiere this is the case, the artifact-type field
serves to narrow the query down to the correct store or table. Even
where this is not the case, the discrinmnator is useful as a filter
for the consuner, resulting in an efficiency gain by avoiding the
transfer of unwanted data itens.

4. 3. 2. Envi ronnent Sel ect or

The environnent selector forns the nain body of the query, and its
CDDL i s given bel ow
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;# inmport com d- aut ogen
envi ronment - sel ector-map = { selector }

stateful-class = |
class: conid. cl ass-nmap
? neasurenents: [ + com d.nmeasurenent-nmap |

]

selector //=( &class: 0) => |
+ stateful -cl ass

1)

stateful -i nstance = |
i nstance: com d. $i nstance-i d-type-choi ce
? measurenents: [ + comi d. nmeasurenent-map ]

]

selector //= ( & instance: 1) => |
+ stateful -instance

1)

stateful -group = |
group: com d. $group-i d-type-choice
? neasurenents: [ + com d. nmeasurenent-nmap |

]

selector //=( & group: 2) => |
+ stateful -group

1)

Envi ronments can be specified according to instance, group or class.
See Section 3.3 for details.

Al t hough these three environnment definitions are mutually-excl usive
in a CoSERV query, all three support nultiple entries. This is to
gain efficiency by allow ng the consuner (Verifier) to query for
multiple artifacts in a single transaction. For exanple, where
artifacts are being indexed by instance, it would be possible to
specify an arbitrary nunber of instances in a single query, and
therefore obtain the artifacts for all of themin a single
transaction. Likew se for classes and groups. However, it would not
be possible for a single query to specify nore than one kind of
environment. For exanple, it would not be possible to query for both
cl ass-level and instance-level artifacts in a single CoSERV
transacti on.
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Al'l three environment selector types can optionally be enhanced with
one or nore neasurenent-map entries, which are used to express
aspects of the environnent state. See Section 3.3.1 for a
description of stateful environnents.

4.3.2.1. Selector Semantics

VWhen mul tiple environnent selectors are present in a single query,
such as multiple instances or nultiple groups, the inplenentation of
the artifact producer MJST consider these to be alternatives, and
hence use a | ogical OR operation when applying the query to its
internal data stores

Below is an illustrative exanple of how a CoSERV query for endorsed
val ues, selecting for multiple Attester instances, mght be
transfornmed into a senmantically-equival ent SQL database query:

SELECT *
FROM endor sed_val ues
WHERE ( instance-id
( instance-id

"At6tvu/erQ@==") OR
"1zl 4zvY=" )"

The sane applies for class-based sel ectors; however, since class
sel ectors are thensel ves conposed of nultiple inner fields, the
i mpl ementation of the artifact producer MJST use a | ogical AND
operation in consideration of the inner fields for each class.

Al so, for class-based selectors, any unset fields in the class are
assuned to be wildcard (*), and therefore match any val ue.

Below is an illustrative exanple of how a CoSERV query for reference
val ues, selecting for multiple Attester classes, mght be transforned
into a semantical |l y-equival ent SQL dat abase query:

SELECT *
FROM r ef er ence_val ues
VWHERE ( class-id = "izl 42v¥Y=" AND cl ass-vendor = "ACME Inc." ) OR

( class-id = "31f b5abf - 023e- 4992- aade- 95f 9¢1503bf a" )
4.3.3. Tinmestanp
The tinestanp field records the date and tine at which the query was
made, formatted according to Section 3.4.1 of [STD94].

| mpl enent ati ons SHOULD popul ate this field with the current date and
time when form ng a CoSERV query.
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4.3.4. Result Type

The result-type field selects for either collected-artifacts
(codepoint 0), source-artifacts (codepoint 1) or both (codepoint 2).
See Section 2 for definitions of source and collected artifacts.

4.4. Result Set Structure
The result set structure is given by the foll owi ng CDDL

;# inmport cmw autogen
;# inmport com d-aut ogen

results = {

result-set

& expiry: 10) => tdate ; RFC3339 date

? &(source-artifacts: 11) => [ + cmw cbor-record ]
}

result-set //= reference-val ues
result-set //= endorsed-val ues
result-set //= trust-anchors
result-set //= $$result-set-extensions

refval -quad = {
& authorities: 1) =>[ + com d. $crypt o-key-type-choice ]
&(rv-triple: 2) => comd.reference-triple-record

}

ref erence-val ues = (
&rvqg: 0) => [ * refval-quad ]
)

endval - quad = {
& authorities: 1) => [ + com d. $crypt o-key-type-choice ]
&(ev-triple: 2) => comid. endorsed-triple-record

}

cond- endval - quad = {
& authorities: 1) =>[ + com d. $crypt o-key-type-choice ]
& ce-triple: 2) => comd.conditional-endorsenent-triple-record

}

endor sed- val ues = (

&evqg: 1) => [ * endval -quad ]

& ceq: 2) => [ * cond-endval - quad ]
)
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ak-quad = {
& authorities: 1) =>[ + com d. $crypt o-key-type-choice ]
&(ak-triple: 2) => comd.attest-key-triple-record

}

cots-stm = {
& authorities: 1) =>[ + com d. $crypto-key-type-choice ]
& cots: 2) => cots

trust-anchors = (
& akqg: 3) => [ * ak-quad ]
&(tas: 4) => [ * cots-stnt ]

3

; inmport CoTS
cots = "TODO COTS"
4.5. Encodi ng Requirenents

I npl enentati ons may wish to use serialized CoSERV queries as
canonical identifiers for artifact collections. For exanple, a

Ref erence Val ue Provider service may w sh the cache the results of a
CoSERV query to gain efficiency when responding to a future identica
query. For these use cases to be effective, it is essential that any
gi ven CoSERV query is always serialized to the sane fixed sequence of
CBOR bytes. Therefore, CoSERV queries MJST al ways use CBOR
deterministic encoding as specified in Section 4.2 of [STD94].
Further, CoSERV queries MJST use CBOR definite-length encoding.

4.6. Cryptographic Binding Between Query and Result Set

CoSERV is designed to ensure that any result set passed froma
producer to a consuner is precisely the result set that corresponds
to the consunmer’s original query. This is the reason why the
original query is always included along with the result set in the
data nodel. However, this neasure is only sufficient in cases where
the conveyance protocol guarantees that CoSERV result sets are al ways
transacted over a secure channel w thout any untrusted

intermedi aries. Werever this is not the case, producers MJST create
an additional cryptographic binding between the query and the result.
This is achieved by transacting the result set within a cryptographic
envel ope, with a signature added by the producer, which is verified
by the consuner. A CoSERV data object can be signed usi ng COSE

[ STD96]. A signed-coserv is a COSE Signl with the follow ng | ayout:
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si gned-coserv = |
protected: bytes .cbor signed-coserv-protected-hdr
unpr ot ect ed: si gned-coserv-unprot ect ed- hdr
payl oad: bytes .cbor coserv
signature: bytes

]
The payl oad MJUST be the CBOR-encoded CoSERV.

si gned- coserv-protected-hdr = {
1 =>int ; alg
2 => "application/coserv+cbor"” / 10000 ; cty
* cose. |l abel => cose. val ues

}

si gned- coserv-unprot ected-hdr = {
* cose. | abel => cose. val ues

cose.label = int / text
cose.val ues = any

The protected header MJUST include the signature algorithmidentifier
The protected header MJST include either the content type

appl i cation/coserv+cbor or the CoAP Content-Format TBDl1. O her
header parameters MAY be added to the header buckets, for example a
kid that identifies the signing key.

5. Exanpl es
5.1. Query Data Exanpl es

This section provides sone illustrative exanples of valid CoSERV
query obj ects.

The foll owi ng exanpl e shows a query for Reference Values scoped by a
single class. The artifact-type is set to 2 (reference-val ues),
indicating a query for Reference Values. The profile is given the
exanpl e val ue of tag:exanple.com 2025: cc-platforn#l1.0.0. Finally,
the environnent-sel ector uses the key 0 to select for class, and the
val ue contains a single entry with illustrative settings for the
identifier, vendor and nodel.
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[/ profile / 0: "tag:exanpl e.com 2025: cc-pl at form#l. 0. 0",
[/ query / 1 {
[/ artifact-type / 0: 2, / reference-values /
/ environment-selector / 1. {
[ class / 0: [ [

/ class-id / 0: 560(h’00112233'), / tagged-bytes /
/ vendor / 1: "Exanpl e Vendor",
/ rmodel / 2: "Exanpl e Model "
}
1]
}

/ timestanmp / 2: 0("2030-12-01T18:30:012"),
/ result-type / 3: 1/ source-material /
}
}

The next exanple is simlar, but adds a second entry to the set of
classes in the environnent-map, showi ng how multiple classes can be
queried at the sane tine.

[/ profile / 0: "tag:exanpl e.com 2025: cc-pl atform#l. 0. 0",
[ query / 1 {
[ artifact-type / 0: 2, / reference-values /
/ environment-selector / 1: {
/[ class [ 0: |

[ {
[/ class-id / 0: 560(h'8999786556'), [/ tagged-bytes /
/ vendor / 1: "Exanpl e Vendor",
[/ model / 2: "Exanpl e Model "
}]1
[ {
/ class-id / O:
37(h’ 31FB5ABF023E4992AA4E95F9C1503BFA’) / UUID /
P

} ]
/,tinestanp / 2: 0("2030-12-01T18:30:012"),
/ result-type / 3: 2/ both collected and source material /
}
}
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The foll owi ng exanpl e shows a query for Reference Val ues scoped by
instance. Again, the artifact-type is set to 2, and profile is given
a denonstration value. The environnent-sel ector now uses the key 1
to select for instances, and the value contains two entries with
exanpl e instance identifiers.

[/ profile / 0: "tag:exanpl e.com 2025: cc-pl at f or m#1. 0. 0",
[/ query / 1 {
/[ artifact-type / 0: 2, / reference-values /
/ environment-selector / 1. {
/ instance / 1:
[ 550(h’ 02DEADBEEFDEAD ) ], / UEID/
[ 560(h’ 8999786556’ ) ] / tagged-bytes /
} ]
/[ timestanp / 2: 0("2030-12-01T18:30:01z2"),
/ result-type / 3: 0/ collected material /

5.2. Result Data Exanpl es

This section provides sonme illustrative exanples of valid CoSERV
queries with their corresponding result sets.

In this next exanple, the query is a reference value query based on
cl ass.

The top-level structure is a map with three entries: profile
(codepoint 0), query (codepoint 1) and results (codepoint 2).

The profile and query structures are the sane as in the previous
exanples. The result structure is a map with two entries: expiry
(codepoint 10) and rvg (codepoint 0). The rvqg (reference val ue quad)
entry conprises the asserting authority and the asserted triples. A
single reference-value triple is showm in this exanple. Its

envi ronment - map, as expected, is the same as the environnent-nmap that
was supplied in the query. The rest of the structure is the
measurenent-map as defined in CORRM[I-D.ietf-rats-corinj.
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[/ profile / 0: "tag:exanpl e.com 2025: cc-pl at form#l. 0. 0",
[ query [ 1: {
0.

3

1 {
0: [ [
0: 560(h’ 8999786556’ )
}
} 1]
2. 0("2030-12- 01T18: 30: 01Z"),
3: 0
}1
/[ results /| 2: {
0: [
1. [ 560(h"abcdef’) ],
2: [
{
0:
0: 560(h’ 8999786556’ )
}
}1
[
0: 37(h’ 31FB5ABF023E4992AA4E95F9C1503BFA' ) ,
1. {
/ version / 0: {
0: "1.2.3",
1: 16384
}1
/[ svn [ 1: 553(2)
}
}

]
]
}

10: 0(*2030- 12- 13T18: 30: 02Z")
}
}

The following exanple is for a query that requested the results be
provided in the "source artifacts” format. This neans one or nore
original signed manifests containing information that satisfies the
query criteria.
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6

Conpared with the previous exanple, the rvg entry is enpty, while the
source-artifacts (codepoint 11) contain two CMANrecords
[I-Dietf-rats-nmsg-wap], each of which contains a (nade up) manifest
with the type "application/vnd. exanple.refval s".

{
[ profile / 0: "tag:exanpl e.com 2025: cc-pl atform#l. 0. 0",

[/ query / 1 {
[ artifact-type / 0: 2, / reference-values /
/ environment-selector / 1: {
[ class / 0: [ |

/[ class-id / 0: 560(h’00112233'), / tagged-bytes /
/ vendor / 1: "Exanpl e Vendor",
[/ rmodel / 2: "Exanpl e Model "
}
1]
}

/1tinEstanp / 2: 0("2030-12-01T18:30:012"),
/ result-type / 3: 1/ source-artifacts /

b,
/[ results / 2: {
[ rvg /! O: [ ],
/[ expiry [/ 10: 0("2030-12-13T18:30:022"),
/ source artifacts / 11: [
[ "application/vnd. exanmpl e.refval s", h’ afaeadac’ ],
[ "application/vnd. exanpl e.refval s", h adacabaa’ ]
]
}
}

| mpl enent ati on Status

/1 RFC Editor: please renpove this section prior to publication

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenment by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

Howard, et al. Expires 21 January 2026 [ Page 21]



I nternet-Draft CoSERV July 2025

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

6.1. Veraison

Responsi bl e Organi sation: Verai son (open source project within the
Confidential Conputing Consortium.

Location: https://github. com veraison

Description: Veraison provides conponents that can be used to build a
Verifier, and al so exenplifies adjacent RATS rol es such as the
Relying Party. There is an active effort to extend Verai son so that
it can act in the capacity of an Endorser or Reference Val ue

Provi der, showi ng how CoSERV can be used as a query | anguage for such
services. This includes library code to assist with the creation,
par si ng and mani pul ati on of CoSERV queri es

Level of Maturity: This is a proof-of-concept prototype
i mpl ement ati on.

Li cense: Apache-2.0.

Coverage: This inplenentation covers all aspects of the CoSERV query
| anguage.

Contact: Thonmas Fossati, Thonas. Fossati @i naro.org
7. Security Considerations

The CoSERV data type serves an auxiliary function in the RATS
architecture. It does not directly convey Evidence, Endorsenents,
Ref erence Values, Policies or Attestation Results. CoSERV exists
only to facilitate the interactions between the Verifier and the
Endorser or Reference Value Provider roles. Consequently, there are
fewer security considerations for CoSERV, particularly when conpared
with data objects such as EAT or CoRI M

Certain security characteristics are desirable for interactions
between the Verifier and the Endorser or Reference Val ue Provider.
However, these characteristics would be the province of the specific
i npl ementations of these roles, and of the transport protocols in
bet ween them They would not be the province of the CoSERV data
object itself. Exanples of such desirable characteristics mght be:
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* The Endorser or Reference Value Provider is available to the
Verifier when needed.

* The Verifier is authorised to query data fromthe Endorser or
Ref erence Val ue Provider

* Queries cannot be intercepted or undetectably nodified by an
entity that is interposed between the Verifier and the Endorser or
Ref erence Val ue Provi der

7.1. Forming Native Database Queries from CoSERV

I mpl enent ati ons shoul d take care when transform ng CoSERV queri es
into native query types that are conpatible with their underlying
storage technol ogy (such as SQL queries). There is a risk of
injection attacks arising frompoorly-forned or maliciously-forned
CoSERV queries. |Inplenentations nust ensure that suitable
sanitization procedures are in place when perform ng such
transl ati ons.

8. Privacy Considerations

A CoSERV query can potentially contain privacy-sensitive information.
Specifically, the environnent-selector field of the query may
reference identifiable Attester instances in sone cases. This
concern naturally also extends to the data objects that night be
returned to the consumer in response to the query, although the
specifications of such data objects are beyond the scope of this
docunent. I nplenentations should ensure that appropriate attention
is paid to this. Suitable mitigations include the foll ow ng:

* The use of authenticated secure channels between the producers and
the consumers of CoSERV queries and returned artifacts

* Collating Attester instances into anonymity groups, and
referencing the groups rather than the individual instances.

9. | ANA Consi derations
/1l RFC Editor: replace "RFCthis" with the RFC nunber assigned to this
docunent .

9.1. Media Types Registrations

I ANA is requested to add the following nedia types to the "Media
Types" registry [I ANA nedi a-types].

Howard, et al. Expires 21 January 2026 [ Page 23]



I nternet-Draft CoSERV July 2025

| Nare | Tenpl ate | Reference |
[} e ——— e —p—_—————————————_——————_ Ll —p—_—_—r
| coserv+cbor | application/coserv+cbor | Section 4 of RFCthis

Fom e o - o m e e e e e e aao o Fom e e e e a e e oo +
| coserv+cose | application/coserv+cose | Section 4.6 of RFCthis
R o e e e e a e oo oo o +

Table 1: CoSERV Medi a Types
9.1.1. application/coserv+cbor

Type name: application

Subt ype nane: coserv+cbor

Required paraneters: n/a

Optional parameters: "profile" (CoSERV profile in string fornat.
O Ds nmust use the dotted-decimal notation.)

Encodi ng consi derations: binary (CBOR)

Security considerations: Section 7 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nedia type: Verifiers, Endorsers,
Ref erence Val ue Providers

Fragrment identifier considerations: The syntax and senantics of
fragment identifiers are as specified for "application/cbor". (No
fragment identification syntax is currently defined for
"application/cbor".)

Person & enmmil address to contact for further information: RATS WG
mailing list (rats@etf.orq)

I ntended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |1ETF

Provisional registration: no

9.1.2. application/coserv+cose

Type name: application

Subt ype nanme: coserv+cose

Required paraneters: n/a (cose-type is explicitly not supported, as
it is understood to be "cose-signl")

Optional parameters: "profile" CoSERV profile in string format.
O Ds nust use the dotted-decinmal notation. Note that the cose-
type parameter is explicitly not supported, as it is understood to
be "cose-signl".

Encodi ng consi derations: binary

Security considerations: Section 7 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis
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9.

2.

10.

10.

Applications that use this nedia type: Verifiers, Endorsers,
Ref erence Val ue Providers

Fragnment identifier considerations: n/a

Person and enmil address to contact for further information: RATS WG
mailing list (rats@etf.orqg)

I ntended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |1ETF

Provi sional registration? no

CoAP Cont ent-Formats

I ANA is requested to register the followi ng Content-Format IDs in the
"CoAP Content-Formats" registry, within the "Constrai ned RESTf ul

Envi ronments (CoRE) Parameters” registry group

[ 1 ANA. cor e- par anet ers] :

[ oo el Lol el e e e 0
| Content-Type | Content Coding | ID | Reference |
[ sl ool el el
| application/coserv+cbor | - | TBDL | Section 4 |
| | | | of RFGthis |
I T T I I T +------ L i +
| application/coserv+cose | - | TBD2 | Section 4.6 |

| | | of RFCthis |
I T R +------ I +

Tabl e 2: New CoAP Content Fornmats
I f possible, TBD1 and TBD2 shoul d be assigned in the 256..9999 range.
Ref er ences
1. Normative References

[I-Dietf-rats-corin
Bi rkhol z, H., Fossati, T., Deshpande, Y., Smith, N, and
W Pan, "Concise Reference Integrity Manifest", Wrk in
Progress, Internet-Draft, draft-ietf-rats-corimO08, 7 July
2025, <https://datatracker.ietf.org/doc/htm/draft-ietf-
rats-cori m 08>,

[I-D.ietf-rats-msg-w ap]
Birkholz, H, Smith, N, Fossati, T., Tschofenig, H, and
D. d aze, "RATS Conceptual Messages Wapper (CMN", Wirk
in Progress, Internet-Draft, draft-ietf-rats-nsg-w ap-16,
3 July 2025, <https://datatracker.ietf.org/doc/htm/draft-
ietf-rats-msg-w ap-16>.
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[ 1 ANA. cor e- par anet er s]
I ANA, "Constrai ned RESTful Environnents (CoRE)
Par amet er s",
<https://ww. i ana. or g/ assi gnnent s/ cor e- par anet er s>.

[ 1 ANA. medi a-t ypes]
| ANA, "Media Types",
<https://wwv. i ana. or g/ assi gnnent s/ medi a-t ypes>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8259] Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,
DA 10.17487/ RFC8259, Decenber 2017,
<https://www. rfc-editor.org/rfc/rfc8259>.

[ RFC8610] Birkholz, H, Vigano, C., and C. Bornann, "Concise Data
Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://www. rfc-editor.org/rfc/rfc8610>.

[ RFC9334] Birkholz, H, Thaler, D., Richardson, M, Smth, N, and
W Pan, "Renpte ATtestation procedureS (RATS)
Architecture", RFC 9334, DA 10.17487/ RFC9334, January
2023, <https://www. rfc-editor.org/rfc/rfc9334>.

[ STD94] Bormann, C. and P. Hoffnan, "Concise Binary Object
Representation (CBOR)", STD 94, RFC 8949,
DO 10.17487/ RFC8949, Decenber 2020,
<https://www. rfc-editor.org/rfc/rfc8949>.

[ STDO6] Schaad, J., "CBOR hject Signing and Encryption (COSE):
Structures and Process", STD 96, RFC 9052,
DA 10. 17487/ RFC9052, August 2022,
<https://www. rfc-editor.org/rfc/rfc9052>.

10. 2. I nformati ve References
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[I-Dietf-rats-eat]

Lundbl ade, L., Mandyam G, O Donoghue, J., and C.
Wal | ace, "The Entity Attestati on Token (EAT)", Wirk in
Progress, Internet-Draft, draft-ietf-rats-eat-31, 6
Sept enber 2024, <https://datatracker.ietf.org/doc/htm/
draft-ietf-rats-eat-31>.

[1-D.ietf-rats-endorsenents]

[ RFC6024]

[ RFC7252]

[ RFC7942]

[ STD98]

Appendi x A

Thal er, D., Birkholz, H, and T. Fossati, "RATS
Endorsenents”, Wirk in Progress, Internet-Draft, draft-
i etf-rats-endorsenents-06, 3 March 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-rats-
endor senment s- 06>.

Reddy, R and C. Wllace, "Trust Anchor Managenent
Requi renents", RFC 6024, DA 10.17487/ RFC6024, OCctober
2010, <https://ww.rfc-editor.org/rfc/rfc6024>.

Shel by, Z., Hartke, K, and C. Bormann, "The Constrai ned
Application Protocol (CoAP)", RFC 7252,

DA 10.17487/ RFC7252, June 2014,
<https://ww.rfc-editor.org/rfc/rfc7252>.

Sheffer, Y. and A Farrel, "lInproving Awareness of Running
Code: The Inplenentation Status Section", BCP 205,

RFC 7942, DA 10. 17487/ RFC7942, July 2016,

<https://www. rfc-editor.org/rfc/rfc7942>.

Internet Standard 98,
<https://ww. rfc-editor.org/info/std98>.
At the tine of witing, this STD conprises the foll ow ng:

Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Caching", STD 98, RFC 9111,

DO 10.17487/ RFC9111, June 2022,

<https://ww. rfc-editor.org/info/rfc9111>.

Col | at ed CoSERV CDDL

;# inmport com d-autogen

coserv =

& profile: 0) => profile

&(query:

1) => query

? &results: 2) =>results

}

profile =

com d. oid-type / ~uri

Howard, et al. Expires 21 January 2026 [ Page 27]



I nternet-Draft CoSERV July 2025

;# inmport com d- aut ogen
envi ronment - sel ector-map = { selector }

stateful-class = |
class: conid. cl ass-nmap
? neasurenents: [ + com d.nmeasurenent-nmap |

]

selector //=( &class: 0) => |
+ stateful -cl ass

1)

stateful -i nstance = |
i nstance: com d. $i nstance-i d-type-choi ce
? measurenents: [ + comi d. nmeasurenent-map ]

]

selector //= ( & instance: 1) => |
+ stateful -instance

1)

stateful -group = |
group: com d. $group-i d-type-choice
? neasurenents: [ + com d. nmeasurenent-nmap |

]

selector //=( & group: 2) => |
+ stateful -group

1)

concise-md-tag = {
? &(l anguage: 0) => text
& tag-identity: 1) => tag-identity-nmap
? &entities: 2) =>[ + comd-entity-map ]
? &(linked-tags: 3) =>[ + linked-tag-nmap ]
&(triples: 4) => triples-map
* $$conci se-m d-t ag- ext ensi on

}

attest-key-triple-record = |
envi ronnment: envi ronnent - nap
key-list: [ + $crypto-key-type-choice ]
? conditions: non-enpty< {
? &(nkey: 0) => $neasured-el ement -type-choice,
? & authorized-by: 1) => [ + $crypto-key-type-choice ]
1>
]
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$cl ass-i d-type-choi ce /= tagged-oi d-type
$cl ass-id-type-choi ce /= tagged- uui d-type
$cl ass-i d-type-choi ce /= tagged- bytes

cl ass-map = non-enpt y<{
? &(class-id: 0) => $class-id-type-choice

? & vendor: 1) => tstr

? & nodel: 2) => tstr

? &layer: 3) => uint

? &(index: 4) => uint
1>

comd-entity-map =
entity-map<$com d-rol e-type-choi ce, $$com d-entity-map-extension>

$conmi d-rol e-type-choice /= & tag-creator: 0)
$coni d-rol e-type-choice /= & creator: 1)
$com d-rol e-type-choice /= & naintai ner: 2)

condi ti onal - endor senent -series-triple-record = |
condition: stateful-environnent-record
series: [ + conditional-series-record ]

]

conditional -series-record = |
sel ection: [ + measurenent - nmap]
addition: [ + neasurenent-map |

]
CCSE _KeySet = [ + COSE _Key ]

COSE_Key = {

1 =>tstr / int

? 2 => bstr

? 3 =>tstr / int

? 4 => [+ (tstr / int) ]

? 5 => bstr

* cose-| abel => cose-val ue
}
cose-label = int / tstr
cose-val ue = any

coswid-triple-record = |
envi r onment - map
[ + concise-swid-tag-id ]
]
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concise-swid-tag-id = text / bstr .size 16

$crypt o- key-t ype-choi ce
$crypt o- key-type-choi ce
$crypt o- key-t ype-choi ce
$crypt o- key-t ype-choi ce
$crypt o- key-t ype-choi ce
$crypt o- key-t ype- choi ce
$crypt o- key-t ype-choi ce
$crypt o- key-type-choi ce
$crypt o- key-t ype-choi ce

t agged- pki x- base64- key-type

t agged- pki x- base64-cert-type

t agged- pki x- base64-cert - pat h-type
t agged- cose- key-type

t agged-t hunbpri nt -t ype

t agged-cert-thunbprint-type

t agged- cert - pat h-t hunbprint-type
t agged- pki x-asnlder-cert-type

t agged- byt es

~ YN YN YN YN N N~~~

t agged- pki x- base64- key-type = #6.554(tstr)

t agged- pki x- base64-cert-type = #6.555(tstr)

t agged- pki x- base64-cert-path-type = #6.556(tstr)

t agged-t hunbprint-type = #6.557(di gest)

t agged- cose-key-type = #6.558( COSE _KeySet / COSE_Key)
tagged-cert-thunbprint-type = #6.559(di gest)

t agged-cert-pat h-thunbprint-type = #6. 561(di gest)

t agged- pki x-asnlder-cert-type = #6.562(bstr)

dommi n- dependency-triple-record = |
$domai n-t ype-choi ce
[ + $dommi n-type-choice ]

]

domai n- menber shi p-triple-record
$domai n-t ype-choi ce
[ + environment-map ]

]

condi ti onal -endorsenent-triple-record = [
conditions: [ + stateful-environnent-record ]
endorsenments: [ + endorsed-triple-record ]

]

1
—

$domai n-t ype-choi ce /= uint
$donmi n-t ype-choi ce /= text
$domai n-t ype-choi ce /= tagged-uui d-type
$donmi n-t ype- choi ce /= tagged-oi d-type

endorsed-triple-record = |
condi tion: environment-mnmap
endorsenment: [ + neasurenent-map ]

]

entity-map<rol e-type-choi ce, extension-socket> = {
&(entity-name: 0) => $entity-nanme-type-choice
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? &reg-id: 1) => uri
&role: 2) =>[ + role-type-choice ]
* extensi on-socket

}
$enti ty-name-type-choice /= text

envi ronment - map = non- enpt y<{
? &(class: 0) => class-map
? & instance: 1) => $instance-id-type-choice
? &(group: 2) => $group-id-type-choice

1>

flags-map = {

? &(is-configured: 0) => bool
&(i s-secure: 1) => boo
&(i s-recovery: 2) => boo
&(i s-debug: 3) => bool
&(i s-replay-protected: 4) => bool
&(is-integrity-protected: 5) => boo
&(i s-runtime-nmeas: 6) => bool
&(i s-immutable: 7) => bool
&(is-tch: 8) => bool
&(is-confidentiality-protected: 9) => bool
$$f | ags- map- ext ensi on

E RS TR RIS JECS JETS BRI JETS IETS IS I

}

$gr oup-i d-type-choi ce /= tagged-uui d-type
$group-i d-type-choi ce /= tagged- bytes

identity-triple-record = [
envi ronnment : envi ronnent - map
key-list: [ + $crypto-key-type-choice ]
? conditions: non-enpty<{
? & nkey: 0) => $neasured-el ement -t ype-choi ce,
? & authorized-by: 1) => [ + $crypto-key-type-choice ]
1>
]

$i nst ance-i d-type-choi ce
$i nst ance-i d-t ype-choice
$i nstance-i d-type-choi ce
$i nst ance-i d-type-choi ce

t agged- uei d-type

t agged- uui d-type

$crypt o- key-t ype-choi ce
t agged- byt es

~~ ~

i p-addr-type-choice = ip4-addr-type / ip6-addr-type
i p4-addr-type = bytes .size 4
i p6-addr-type = bytes .size 16
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rawint-type-choice = int / tagged-int-range

int-range = [mn: int / negative-inf, max: int / positive-inf]
tagged-int-range = #6. 564(i nt-range)

positive-inf = nul

negative-inf = nul

i nked-tag-map = {
&(linked-tag-id: 0) => $tag-id-type-choice
&tag-rel: 1) => $tag-rel-type-choice

}

mac- addr -t ype- choi ce = eui 48-addr-type / eui 64-addr-type
eui 48-addr-type = bytes .size 6
eui 64-addr-type = bytes .size 8

$neasur ed- el enent -t ype-choi ce /= t agged- oi d-type
$neasur ed- el enent -t ype-choi ce /= tagged-uui d-type
$neasur ed- el enent -t ype-choi ce /= uint
$neasur ed- el enent -type-choice /= tstr

measur enent - map = {

? &(nkey: 0) => $neasured-el enment-type-choice

& mval : 1) => neasurenent-val ues-nmap

? &(authorized-by: 2) => [ + $crypto-key-type-choice ]
}

neasur ement - val ues- map = non- enpt y<{
? & version: 0) => version-nap

? &(svn: 1) => svn-type-choice
? &(digests: 2) => digests-type
? &(flags: 3) => flags-nmap
?
&(raw val ue: 4) => $raw val ue-type-choice,
? &(raw val ue-mask: 5) => raw val ue- mask-type
)
? &(mac-addr: 6) => nac-addr-type-choice
? &ip-addr: 7) => ip-addr-type-choice
? &(serial -nunber: 8) => text
? & ueid: 9) => ueid-type
? & uuid: 10) => uuid-type
? &(nane: 11) => text
? &(cryptokeys: 13) => [ + $crypto-key-type-choice ]
? &integrity-registers: 14) => integrity-registers
? &rawint: 15) => rawint-type-choice
* $$neasur enent - val ues- map- ext ensi on
}>

non-enpty<mM> = (M .and ({ + any => any })
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oid-type = bytes
t agged-oi d-type = #6.111(oi d-type)

$raw val ue-type-choi ce /= tagged- bytes
$raw val ue-type- choi ce /= tagged- nasked-r aw val ue

raw val ue- mask-type = bytes

t agged- masked-raw val ue = #6.563([
val ue: bytes
mask : bytes

1)

reference-triple-record = |
ref-env: environment-mp
ref-clains: [ + nmeasurenent-nmap ]

]

stateful -environment-record = |
envi ronment : envi r onment - map,
claims-list: [ + neasurenent-map ]

]

svn-type = uint

svn = svn-type

m n-svn = svn-type

tagged-svn = #6.552(svn)

tagged-m n-svn = #6. 553(m n-svn)

svn-type-choice = svn / tagged-svn / tagged-m n-svn

$tag-id-type-choice /= tstr
$tag-i d-type-choi ce /= uuid-type

tag-identity-map = {

&(tag-id: 0) => $tag-id-type-choice
? &(tag-version: 1) => tag-version-type

$tag-rel -type-choice /= & suppl ements: 0)
$tag-rel -type-choice /= &replaces: 1)
tag-version-type = uint .default O

t agged- byt es = #6. 560( byt es)

triples-map = non-enpty<{

? &reference-triples: 0) =>
[ + reference-triple-record ]
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? &(endorsed-triples: 1) =>
[ + endorsed-triple-record ]
? &identity-triples: 2) =>
[ +identity-triple-record ]
? & attest-key-triples: 3) =>
[ + attest-key-triple-record ]
? &(dependency-triples: 4) =>
[ + dommi n-dependency-triple-record ]
? & menbership-triples: 5) =>
[ + dommi n-menbership-triple-record ]
? &(coswid-triples: 6) =>
[ + coswid-triple-record ]
? &(conditional -endorsenent -series-triples: 8) =>
[ + conditional -endorsenent-series-triple-record ]
? &(conditional -endorsement-triples: 10) =>
[ + conditional -endorsenent-triple-record ]
* $$tri pl es- map- ext ensi on

1>

ueid-type = bytes .size (7..33)
t agged- uei d-type = #6. 550( uei d-type)

uui d-type = bytes .size 16
t agged- uui d-type = #6. 37(uui d-type)

version-map = {
& version: 0) => text
? & version-schene: 1) => $version-schene

}

digest = |
alg: (int / text),
val : bytes

]
digests-type = [ + digest ]
integrity-register-id-type-choice = uint / text

integrity-registers = {
+ integrity-register-id-type-choice => digests-type

}

conci se-swid-tag = {
tag-id => text / bstr .size 16,
tag-version => integer,
? corpus => bool,
? patch => bool,
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? suppl emental => bool,
sof t war e- name => text,
? software-version => text,
? version-schene => $version-schene,
? media => text,
? software-neta => one-or-nore<software-neta-entry>
entity => one-or-nore<entity-entry>,
? link => one-or-nore<link-entry>,
? payl oad-or - evi dence,
* $$coswi d- ext ensi on,
gl obal -attri butes,
}
payl oad-or-evidence //= ( payl oad => payl oad-entry )
payl oad-or-evidence //= ( evidence => evidence-entry )
any-uri = uri
| abel = text / int
$version-scheme /= nultipartnuneric
$version-scheme /= nul tipartnumeric-suffix
$versi on-schene /= al phanuneric
$versi on-schene /= deci mal
$versi on-schene /= senver
$version-scheme /= int / text
any-attribute = (
| abel => one-or-nore<text> / one-or-nore<int>
)
one-or-more<T> =T /[ [ 2* T ]
gl obal -attributes = (
? lang => text,
* any-attribute,
)
hash-entry = [
hash-al g-id: int,
hash-val ue: bytes,
]
entity-entry = {
entity-nane => text,
? reg-id => any-uri,
rol e => one-or - nore<$rol e>,
? thunbprint => hash-entry,
* $$entity-extension,
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gl obal -attri butes,

}

$role /= tag-creator
$rol e /= software-creator
$rol e /= aggregat or

$role /= distributor
$role /= 1icensor

$rol e /= maintai ner

$role /=int / text
link-entry = {

? artifact => text,

href => any-uri,

? media => text,

? ownership => $ownershi p,
rel => $rel,

? nedi a-type => text,

? use => $use,

* $$l i nk- ext ensi on,

gl obal -attri butes,

}

$owner ship /= shared
$ownership /= private
$owner shi p /= abandon
$ownership /= int / text

$rel /= ancestor

$rel /= conponent

$rel /= feature

$rel /= installationnedia
$rel /= packageinstaller
$rel /= parent

$rel /= patches

$rel /= requires

$rel /= see-also

$rel /= supersedes

$rel /= suppl ement al

$rel /= -256..64436 / text
$use /= optiona

$use /= required

$use /= recommended

$use /= int / text

software-neta-entry = {
? activation-status => text,
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channel -type => text,

col I oqui al -versi on => text,
description => text,

edition => text,

entitl ement-data-required => bool,
entitlement-key => text,

generator => text / bstr .size 16,
persistent-id => text,

product => text,

product-famly => text,

revision => text,

sumary => text,

unspsc- code => text,
unspsc-version => text,

$$sof t war e- et a- ext ensi on,

gl obal -attri butes,

}

pat h-el ements-group = ( ? directory => one-or-nore<directory-entry>,
? file => one-or-nore<file-entry>,

)

resource-collection = (
pat h- el ement s- gr oup,
? process => one-Or-nore<process-entry>,
? resource => one-or-nore<resource-entry>,
* $$resource-col | ecti on-extension,

)

file-entry = {
filesystemitem
? size => uint,
? file-version => text,
? hash => hash-entry,
* $$fil e- extension,
gl obal -attri butes,

}

directory-entry = {
filesystemitem
? path-el enents => { path-el enents-group },
* $$di rect ory- ext ensi on,
gl obal -attri butes,

}

process-entry = {
process-nane => text,
? pid => integer,

£ NS JETS JETS JETS BRI IETS JETS JETS JETG JETS JETS JETS JETS )
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* $$process- ext ensi on,
gl obal -attri butes,

}

resource-entry = {
type => text,
* $$resour ce- ext ensi on,
gl obal -attri butes,

}

filesystemitem = (
? key => bool,
? location => text,
fs-name => text,
? root => text,

)

payl oad-entry = {
resour ce-col |l ecti on,
* $$payl oad- ext ensi on,
gl obal -attri butes,

}

evi dence-entry = {
resource-col |l ection,
? date => integer-tinme,
? device-id => text,
? location => text,
* $$evi dence- ext ensi on,
gl obal -attri butes,

}
integer-tine = #6. 1(int)

tag-id = 0
software-nane = 1
entity = 2
evidence = 3

link = 4
software-neta = 5
payl oad = 6

hash = 7

corpus = 8
patch = 9

media = 10

suppl enental = 11
tag-version = 12
sof tware-version = 13
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ver si on-schene = 14

lang = 15
directory = 16
file = 17

process = 18
resource = 19

size = 20
file-version = 21
key = 22

| ocation = 23
fs-nane = 24

root = 25

pat h-el ements = 26
process-nanme = 27

pid = 28

type = 29
entity-nane = 31
reg-id = 32

role = 33
thunbprint = 34
date = 35

device-id = 36
artifact = 37

href = 38
ownership = 39
rel = 40
medi a-type = 41
use = 42

activation-status = 43
channel -type = 44

col I oqui al -versi on = 45
description = 46
edition = 47
entitlement-data-required = 48
entitlement-key = 49
generator = 50
persistent-id = 51
product = 52
product-famly = 53
revision = 54

summary = 55
unspsc-code = 56
unspsc-version = 57

mul tipartnunmeric = 1

mul tipartnuneric-suffix = 2
al phanuneric = 3

decimal = 4
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senver = 16384

tag-creator=1

sof t war e- cr eat or =2
aggr egat or =3

di stributor=4

l'i censor =5

mai nt ai ner =6

abandon=1
private=2
shared=3

ancestor=1
conponent =2
feature=3

i nstallationmedi a=4
packagei nstal | er=5
par ent =6

pat ches=7
requires=8

see-al so=9

super sedes=10

optional =1
requi r ed=2
recommended=3
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