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Abst r act

Thi s docunent specifies an extension to the Transport Layer Security
(TLS) Protocol Version 1.3 that allows TLS clients and servers to use
the Message Layer Security (MS) Protocol handshake to establish the
shared secret instead to the traditional shared secret establishnent
mechanism The M.S protocol provides straightforward nechanismto
update the shared secret that can be initiated by either the client
or the server during the TLS session, and each epoch provides forward
security and post-conprom se security.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at TBD. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-housley-tls-using-m s-
handshake/ .

Di scussion of this docunent takes place on the Transport Layer
Security mailing list (mailto:tls@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/tls/. Subscribe at
https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com russhousl ey/ draft-housl ey-tl s-usi ng-nl s- handshake.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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protocol provides a straightforward nmechanismto update the shared
secret, and either the client or the server can initiate the update
during the TLS session. The period of time during which one shared
secret is used is called an epoch. An epoch provides forward
security and post-conprom se security.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Mdtivation and Design Rationale

There are operational notivations and security notivations for using
the MLS handshake to nmanage TLS shared secrets.

An operational notivation is the straightforward mechani smfor shared
secret update that can be initiated by either the client or the
server. The initial shared secret is based on the client KeyPackage
and the server Wl conme, which are carried in the TLS 1.3 CientHello
and the ServerHello, respectively. The KeyPackage and Wl cone are
specified in [RFC9420]. At any time during the TLS session, the
client or server can update the keying material in their Leaf Node of
the MLS ratchet tree, which results in the conputation of a fresh
epoch, including a fresh TLS shared secret. By discarding all stale
secret val ues, each epoch provides forward security and post-
conprom se security.

To apply the MLS protocol in TLS 1.3, the client provide a
KeyPackage. In MS, the KeyPackages are distributed by the Delivery
Service (DS), but in the TLS environnment, the the client KeyPackage
is sent directly to the server in an extension in the CientHello
message. Once the TLS session is established, the client or server
can provide an update to the keying material in their LeafNode in a
m s_handshake message as specified in Section 6. Each KeyPackage is
intended to be used only once. Reuse of KeyPackages can lead to
replay attacks.

A security notivation is the ability to obtain both forward secrecy
and post-conprom se security, especially for long-lived TLS sessi ons.
Forward secrecy nmeans that TLS records sent at a certain point in
time are secure in the face of |ater conprom se of a the peer. Post-
conprom se security means that TLS records are secure even if the
conmuni cati ng peer was conprom sed at sone point in the past.
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Forward secrecy between epochs is provided by deleting private keys
from past versions of the M.S ratchet tree, as this prevents old
session secrets frombeing re-derived. Forward secrecy within an
epoch is possible with the M.S protocol, but that feature is not
currently supported in TLS

Post - conpromi se security (PCS) is provided between epochs by the
client or server regularly updating their leaf key in the MS ratchet
tree. Updating their |eaf key prevents shared secrets from
continuing to be encrypted to public keys whose private keys had
previ ously been conprom sed.

Note that a client or server sending an update of the keying materi al
for their Leaf Node does not achieve PCS until the peer processes the
M.S Commit. That is, the PCS guarantees conme into effect when the
peer processes the relevant Conmt, not when the sender creates it.

Thi s specification nakes use of the two-party profile for M.S that is
defined in [I-D. kohbrok-m s-two-party-profile].

4, Ext ensi on Overvi ew

This section provides a brief overview of the
"tls_using _ms_handshake" extension.

The client includes the "tls_using_m s_handshake" extension in the
ClientHell o nessage. The "tls_using_m s_handshake" extension MJST
contain the client KeyPackage.

If the client includes both the "tls using _m s handshake" extension
and the "early_data" extension, then the server MIST term nate the
connection with an "illegal _paraneter” alert.

If the server is willing to use M.S to establish the shared secret,
then the server includes the "tls using nls _handshake" extension in
the ServerHell o nessage. The "tls_using _m s _handshake" extension
MJUST contain the Wl come nessage created by the server using the
client KeyPackage.

When the "tls_using_m s _handshake" extension is successfully
negotiated, the TLS 1.3 key schedul e processi ng depends on the shared
secret produced by the MLS ratchet tree and MLS key schedul e.

The server MJST validate the client KeyPackage. KeyPackage

val i dati on depends on the G oupContext object, which captures M.S
state:
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struct {
Pr ot ocol Versi on version = m s10;
Ci pher Sui te ci pher_suite;
opaque group_i d<V>;
ui nt 64 epoch;
opaque tree_hash<V>;
opaque confirmed_transcript_hash<V>;
Ext ensi on ext ensi ons<V>;
} G oupCont ext;

The fields in the MLS state have the followi ng semantics for the TLS
sessi on:

* The cipher_suite is the cipher suite fromthe client KeyPackage,
and the same ci pher_suite MJST be used in the Wl cone generated by
the server.

* The group_id field is an application-defined identifier; it MJST
contain "tls13".

* The epoch field represents the current version, starting with a
val ue of 0x0000000000000000.

* The tree_hash field contains a coormitnment to the contents of the
group’s ratchet tree and the credentials for the menbers of the
group, which are always only the TLS client and the TLS server.
See Section 7.8 of [RFC9420] for details.

* The confirnmed_ transcript_hash field contains a running hash over
the MLS nessages that led to this state. See Section 8.2 of
[ RFC9420] for details.

* The extensions field contains the details of any M.S protoco
extensions that apply to the group. See Section 12.1.7 of
[ RFC9420] for details.

The server generates Wl come nmessage, which MJST include an extension
of type ratchet _tree to ensure that the client and the server have
the sanme MLS ratchet tree. In MS the ratchet tree is often provided
by the Delivery Service, which is not an option in TLS. The Wl cone
nmessage provides the client with the state of the group after it is
created by the server:

struct {
Ci pher Sui te ci pher_sui te;
Encrypt edG oupSecrets secrets<V>
opaque encrypted_group_i nfo<V>;
} Vel cone;
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See Section 12.4.3.1 of [RFC9420] for details regarding creations and
processi ng of the Wl cone message.

5. The "tls_using _m s _handshake" Extension

This section specifies the "tls using ms_handshake" extension, which
MAY appear in the CientHello nessage and ServerHell o nessage. It
MUST NOT appear in any other nmessages. The "tls_using_nls_handshake"
ext ensi on MUST NOT appear in the ServerHell o nessage unl ess the
"tls_using mMs_handshake" extension appeared in the preceding
ClientHell o nessage. |f an inplenentation recognizes the

"tls_using _ms_handshake" extension and receives it in any other
message, then the inplenentati on MUST abort the handshake with an
"illegal _paraneter” alert.

The general extension nechani sns enable clients and servers to

negoti ate the use of specific extensions. Cdients request extended
functionality fromservers with the extensions field in the
ClientHell o nessage. |If the server responds with a Hell oRetryRequest
message, then the client sends another ClientHell o nessage as
described in Section 4.1.2 of [RFC9846], including the same
"tls_using _mMs_handshake" extension as the original CientHello
nmessage, or aborts the handshake.

Many server extensions are carried in the EncryptedExtensions
message; however, the "tls_using_m s_handshake" extension is carried
in the ServerHell o nmessage. The "tls_using_m s_handshake" extension
is only present in the ServerHello nessage if the server recognizes
the "tls_using _ms _handshake" extension and the server is willing to
use M.S key nmanagenent and authentication in lieu of the traditiona
TLS 1.3 key managenent and aut hentication

The Extension structure is defined in [ RFC9846]; it is repeated here
for conveni ence.

struct {
Ext ensi onType ext ensi on_type;
opaque extension_dat a<0..2"16-1>;
} Extension;

The "extension_type" identifies the particular extension type, and
the "extension _data" contains information specific to the particul ar
ext ension type.

Thi s docunent specifies the "tls_using_m s_handshake" extension,
addi ng one new type to ExtensionType:
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enum {

tls_using_m s_handshake( TBDO) ,
(65535)
} Ext ensi onType;

The "tls_using_m s _handshake" extension is rel evant when the client
and server are willing to use the M.S protocol for key managenent and
aut hentication. The "tls_using _m s_handshake" extension provides the
client KeyPackage and the server KeyPackage needed to build the M.S
ratchet tress for the client and server. The KeyPackage structure is
defined in Section 10 of [RFC9420]. The "tls_using_m s _handshake"
extension has the follow ng syntax:

struct {
sel ect (Handshake.msg_type) {
case client_hell o: KeyPackage;
case server_hell o: Wl cone;

i
} TLSUsi ngM_SHandshake;

The TLS client creates its own KeyPackage for inclusion in the
ClientHell o. The KeyPackage includes a cipher suite and any M.S
extensions that the client desires.

If the TLS server supports MS handshake, then the TLS server

i nspects KeyPackage fromthe ClientHello to determ ne whether the

ci pher suite is supported and acceptable, whether all of the client
provi ded MLS extensions are supported and acceptable, and whether the
client credential is valid. |If all of these checks are successful,
then the TLS server creates the M.S group and sends the Wl cone
message in the ServerHello.

6. M.S Handshake Messages

If the "tls using _ms_handshake" extension is successfully

negoti ated, then the client and the server can update the keying
material in their LeafNode by encapsul ating inside a TLS handshake
message with a "m s_handshake" type. Only the M.S Commit nessage is
needed to achieve this capability, but any M.S handshake nessage
could be carried in this TLS handshake nessage to ensure future
conpatibility.

enum {
m s_handshake( TBD1) ,
(255)

} HandshakeType;
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In the TLS protocol, the "m s_handshake" message encapsul ates one of
the MLS Handshake messages specified in

[1-D. kohbrok-m s-two-party-profile] for key update or resunption
When updating the keying material in the M.S Leaf Node, the Conmt
message MJST include the update by value. The TwoPartyM.SMessage
types are:

struct {
Pr ot ocol Versi on version = nlsl0;
uintl1l6 tpmsnt;
sel ect (TwoPartyM.SMessage.tpm snt) {
case m s_connecti on_updat e:
Commit conmit;
case m s_epoch_key_updat e:
ui nt 64 epoch;
case nmls_resunption_request:
Commt conmit;
case nmls_resunption_response
Commit conmit;
3
} TwoPart yM.SMessage,;

The format for each nmessage is defined in [ RFC9420].

Since the TLS environnment does not include a Delivery Service, the
M.S Commit message MJST contain the proposal to be applied by val ue
as specified in Section 12.4 of [RFC9420].

6.1. Establishing the Initial TLS Shared Secret with M.S

The TLS server creates the M.S group, add it adds the client with the
KeyPackage provided in the ClientHello, which results in a group of
two menbers. The server send the Wel conme nessage to the client in
the ServerHello. The Wl cone can include any MLS extensions that are
supported by the client KeyPackage.

Upon successful conpletion of the M.S handshake, the exporter_secret
produced by the M.S key schedule is used to derive the TLS shared
secret, this value is referred to as the "Handshake Secret” in

[ RFC9846]. The TLS shared secret is derived as:

M.S- Exporter(Label, Context, Length) =
ExpandW t hLabel (Deri veSecret (exporter_secret,
"TLS shared secret"), "exported",
Hash( Cont ext), Length)

Note: Length is the size of the TLS shared secret to be input into
the TLS key schedul e.
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6.2. Updating the TLS Shared Secret with M.S

After the initial MS handshake is successfully conpleted or a
session is resuned, the client or the server can update the session
key using a Commit nessage, which results in a new TLS shared secret.
Once the new MLS key schedul e is conputed, a fresh "Handshake Secret"
is exported to conpute a new TLS key schedul e.

To enforce the forward secrecy and post-conprom se security, the
client and the server periodically update the keys that represent
themto the MLS group by sending a Conmit nessage that includes an
Update by value for their own Leaf Node. See Section 12.1.2 of

[ RFC9420] for details.

Once the Commt nessage is sent, sone traffic using the previous
keying material might still be in flight. Once traffic using the new
keying material is received, then the stale keying material can
safely be discarded.

The following illustrates the update of the TLS shared secret.
Cient Server
(I'nitiator) (Responder)
e \
| Initial Handshake |
R e /
[Application Data]N  -------- >
R [ Application Data] N
R e T P \
| Sone tine |ater |
R e /
m s_connection_update -------- >

# no epoch change yet

S [ Application Data] N
# confirns epoch change
S m s_epoch_key updat e=N+1
R [ Appl i cation Data] N+1
[Application Data] \#1 - ------- >
R [ Appl i cation Data] N+1

Legend:

[IN I ndicates nessages protected with keys derived fromepoch N
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6.3. Resunption

After the initial MS handshake is successfully conpleted, a session
can resune as long as the client and server have retained the M.S
group state. The normal TLS 1.3 resunption process is described in
Section 2.2 of [RFC9846].

To cryptographically separate the resuned session fromthe origina
session and ensure forward secrecy and post-conprom se security, the
client and the server each update their nodes in the M.S ratchet tree
with a Commit nessage

If the client had sent a Update before the TLS session was

di sconnected, and the client was waiting for a EpochKeyUpdate, then
the client MJST use that pending Update nessage as the basis for the
Conmit nessage

If the server had sent a Update before the TLS session was

di sconnected, and the server was waiting for a EpochKeyUpdate, then
the server MUST use that pending Update nessage as the basis for the
Conmit nessage.

The following illustrates the update of the TLS shared secret after
resunpti on.
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dient Server
(I'nitiator) (Responder)
e e \
| Initial Handshake |
R e e /
[Application Data]N  -------- >
S [ Application Data] N
e e \
| Disconnect and resune sone tinme |ater |
R e /
m s_resunption_request -------- >
<-------- m s _resunption_response
# confirns epoch changes
R [ Appl i cation Data] N+2
[Application Data] N\#2  -------- >
R [ Appl i cation Data] N+2
Legend:

[IN I ndicates nessages protected with keys derived fromepoch N
Security Considerations
The security considerations in [RFC9846] and [ RFC9420] apply.
I ANA Consi derations

I ANA is requested to update the "TLS ExtensionType Val ues" registry
[ ANA-TLS- EXT] to include "tls_using_ms_handshake" with a val ue of
TBDO and the list of messages "CH, SH' in which the

"tls_using _ms_handshake" extension is allowed to appear

I ANA is requested to update the "TLS HandshakeType Val ues" registry
[ ANA-TLS-HS] to include "m s_handshake" with a value of TBDl, a
DTLS- K val ue of "Y', and a Reference to this docunent (once it is
publ i shed as an RFC).

I ANA is requested to update the "M.S Exporter Labels" registry

[1 ANA-MLS-EL] to include "TLS shared secret”, a Reconmended val ue of
"N', and a Reference to this docunent (once it is published as an
RFC) .

Ref er ences
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