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Abstract

Thi s docunment defines a new otherName for inclusion in the X 509
Subj ect Alternative Name (SAN) and |ssuer Alternative Name (I AN)
extensions to carry an | EEE Media Access Control (MAC) address. The
new name form makes it possible to bind a |layer-2 interface
identifier to a public key certificate. Additionally, this docunent
defines how constraints on this nane formcan be encoded and
processed in the X. 509 Nane Constraints extension
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1. Introduction

Depl oyments that use X 509 certificates to identify a device by a
Medi a Access Control (MAC) address need a standard way to encode it
in the Subject Alternative Nanme (SAN) extension defined in [ RFC5280].
Thi s docunment defines a new ot her Name form "MACAddress". The nane
formcarries either a 48-bit | EEE 802 MAC address (EU -48) or a
64-bit extended identifier (EU-64) in an OCTET STRI NG

Additionally, the name formal so can convey constraints on EU -48 or
EU - 64 val ues when included in the Name Constraints extension defined
in [RFC5280]. The new nane form enabl es certificate-based
authentication at layer 2 and facilitates secure provisioning in

I nt ernet - of - Thi ngs and aut onotive networks.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. MACAddr ess ot her Nane

The new name formis identified by the object identifier (O D)

i d-on- MACAddress (TBD1). The name form has variants to convey a

EUl -48 as an OCTET STRI NG conprising of 6 octets, or a EU -64 as an
OCTET STRING conprising of 8 octets. Constraints on EU -48 and

EUl - 64 val ues are conveyed as OCTET STRI NGs whose | engths are twi ce
the octet length of the identifiers. The first set of N octets
(where Nis the length of the address octets) define the bit mask of
the constraint, and the second set of N octets defines the bit
pattern that the address nust match for the asserted bits in the
mask.

The foll owi ng sub-sections describe how to encode EU -48 and EUl - 64
val ues and their correspondi ng constraints.

3.1. Encoding a MACAddress as an alternative nane

When the nane formis included in a Subject Alternative Nane or

I ssuer Alternate Name extension, the syntax consists of exactly six
or eight octets. Values are encoded with the nmpst significant octet
encoded first ("big-endian" or "left-to-right" encoding). No text
representation is permtted in the certificate, as human-readabl e
forns such as "00-24-98-7B-19-02" or "0024.987B. 1902" are used only

i n managenent interfaces. Wien a device natively possesses a 48-bit
MAC identifier, the CA MIUST encode it using a 6-octet OCTET STRI NG as
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t he MACAddress value. Wen the device' s factory identifier is a
64-bit EU -64 or when no canonical 48-bit formexists, the CA MJST
encode it using an 8-octet OCTET STRI NG as the MACAddress val ue.

3.2. Encodi ng a MACAddress constraint

When the nanme formis included in the Nane Constraints extension, the
syntax consists of an OCTET STRING that is twice as long as the OCTET
STRI NG representati on of the address type being constrained. Wthin
the OCTET STRING two el enments are encoded:

1. The first N octets (where Nis 6 for an EU -48 constraint or 8
for an EU -64 constraint) encodes the "mask bit pattern” of the
constraint. Each bit that is asserted in the mask bit pattern
indicates that the bit in the same position in the address is
constrai ned by the second set of N octets.

2. The second set of N octets contains the "value bit pattern"
This bit pattern encodes the bits that the nasked address nust
contain to be considered a match.

The bit patterns encoded in both the mask bit pattern and val ue bit
pattern are encoded with the nost significant bit encoded first
("big-endian" or "left-to-right" encoding).

If a bit is not asserted in the mask bit pattern, then the CA MJST
NOT assert the corresponding bit in the value bit pattern. This rule
ensures that a distinguished encoding is used for a given mask bit
pattern and value bit pattern

When a constraint is included in the pernittedSubtrees field of a
Nane Constraints extension, certificates containing a MACAddress nane
formof the specific identifier type (EU -48 or EU -64) that are

i ssued by the Certification Authority are trusted only when the
masked bits (masked according to the "nmask bit pattern") of the val ue
are binary equal to the "value bit pattern".

When a constraint is included in the excludedSubtrees field of a Name
Constraints extension, certificates containing a MACAddress nane form
of the specific identifier type (EU -48 or EU -64) that are issued by
the Certification Authority are trusted only when the nmasked bits
(masked according ot the "mask bit pattern") of the value are not

bi nary equal to the pattern
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3.3. Ceneration and Validation Rul es

A certificate MAY include one or nore MACAddress ot her Name val ues if
and only if the subject device owns (or is expected to own) the
correspondi ng MAC address for the certificate lifetinme. MAC
addresses SHOULD NOT appear in nore than one valid certificate issued
by the sane Certification Authority (CA) at the same tinme, unless
different layer-2 interfaces share a public key.

A Relying party that matches a presented MAC address to a certificate
SHALL perform a byte-for-byte conparison of the OCTET STRI NG
contents. Canonicalization, case folding, or renoval of delimter
characters MJST NOT be perf ornmed.

W dcards are not support ed.

Sel f-signed certificates that carry a MACAddress ot her Nane SHOULD
i ncl ude the address of one of the device’ s physical ports.

3.4. Nanme Constraints Processing

The MACAddress ot her Nane foll ows the general rules for otherNane
constraints in RFC 5280, Section 4.2.1.10. A nane constraints
ext ensi on MAY i npose permittedSubtrees and excl udedSubtrees on

i d- on- MACAddr ess.

A constraint that is represented as an OCTET STRI NG of exactly 12
octets is relevant only to nacAddress values that are encoded using 6
octets; such a constraint is ignored for nmacAddress val ues that are
encoded using 8 octets. Likewi se, a constraint that is represented
as an OCTET STRING of exactly 16 octets is relevant only to

macAddr ess val ues that are encoded using 8 octets; such a constraint
is ignored for nacAddress values that are encoded using 6 octets.

To determine if a constraint matches a given nane val ue, the
certificate-consuning application perforns the foll ow ng steps:

1. Extract the mask bit pattern fromthe upper N octets of the
constraint value, where Nis "6" for EU-48 identifiers and "8"
for EU -64 identifiers.

2. Extract the value bit pattern fromthe |lower N octets of the
constraint value, where Nis "6" for EU-48 identifiers and "8"
for EU -64 identifiers.

3. Performan exclusive OR (XOR) operation with the value bit string
extracted in step 2 and the octets of the name val ue.
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4. Performa bitwi se AND operation with the bit string calculated in
step 3 and the mask bit pattern.

5. If the result of step 4 is a bit string consisting of entirely
zeros, then the nane matches the constraint. Conversely, if the
result of the operation is a bit string with at |east one bit
asserted, then the name does not match the constraint.

The first octet of a MAC address contains two flag bits.

* |/Gbit (bit 0) O
are never QU s.

unicast, 1 = multicast. Milticast prefixes

* UL bit (bit 1) O uni versal (I|EEE-assigned), 1 = local.

These flags | et the inplenentations exclude nulticast and | ocal
prefixes but still cannot prove that a 24-bit value is an

| EEE-regi stered OUl. 36-bit ClDs share the same first 24 bits and
enterprises MAY depl oy pseudo-QUl's. CAs MJST include only prefixes
the subscriber legitimtely controls (registered QU or CID). Before
issuing a certificate that contains a MACAddress or a name constraint
based on such a prefix, the CA MIST verify that control —for exanple,
by consulting the I EEE registry or review ng rmanufacturer

docunent ati on.

4. Security Considerations

The binding of a MAC address to a certificate is only as strong as
the CA” s validation process. CAs MJST verify that the subscriber
legitimately controls or owns the asserted MAC address.

Sone systens dynam cally assign or share MAC addresses. Such
practices can underm ne the uni queness and accountability that this
nane formains to provide.

Unli ke | P addresses, MAC addresses are not typically routed across
| ayer 3 boundaries. Relying parties in different broadcast donains
SHOULD NOT assune uni queness beyond their |ocal network.

4.1. Privacy Considerations

A MAC address can uniquely identify a physical device and by
extension, its user. Certificates that enbed unchangi ng MAC
addresses facilitate long-termdevice tracking. Deploynents that use
the MACAddress name SHOULD consider rotating addresses, using
tenmporary certificates, or enploying MAC Address Randoni zati on where
f easi bl e.
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5. | ANA Consi derati ons

IANA is requested to make the followi ng assignnents in the “SM
Security for PKIX Mddule Identifier” (1.3.6.1.5.5.7.0) registry:

| Decimal | Description | References |
| TBDO | id-nod-mac-address- ot her-nanme-2025 | This document |
R S —— oo e e e e e e e e e e m oo - R +

IANA is requested to nmake the follow ng assignnment in the “SM
Security for PKIX Other Name Fornms” (1.3.6.1.5.5.7.8) registry:

[} ety Cpp—p————(—————————(—(—(—————————————— Ll p—p—_—_—r
| Decimal | Description | References |
[ el s sy el
| TBD1 | id-on-MACAddress | This document |
S o m e e e e e e e eee— oo oo +

6. ASN. 1 Mdule

Thi s Appendi x contains the ASN.1 Modul e for the MAC Address; it
foll ows the conventions established by [ RFC5912].
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MACAddr essOt her Namre- 2025
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- nac- addr ess- ot her - nane- 2025( TBDO) }

DEFI NI TIONS I MPLICI T TAGS :: =
BEGA N

| MPORTS
OTHER- NAME FROM PKI X1I npl i ci t - 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-inmplicit-02(59) }

i d- pki x FROM PKI X1Expl i cit-2009

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)

i d- nod- pki x1-explicit-02(51) }

’

-- id-pkix 8 is the otherNane arc

id-on OBJECT IDENTIFIER ::= { id-pkix 8 }

-- ODfor this nane form

i d- on- MACAddress OBJECT IDENTIFIER ::= { id-on TBD1 }

-- Contents of the otherNanme field

MACAddr essQt her Names OTHER- NAME :: = { on- MACAddress, ... }
on- MACAddr ess OTHER- NAME :: = {

MACAddr ess | DENTI FI ED BY i d- on- MACAddr ess }

MACAddress ::= OCTET STRING (SIZE (6 | 8 | 12 | 16))

END

7. MAC Address ot her Nane Exanpl es

7. 1. EUl -48 identifier

The following is a human-readabl e summary of the Subject Alternative
Nane extension froma certificate containing a single MACAddress
ot her Name with val ue 00-24-98-7B-19-02:
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SEQUENCE {
ot her Nanme [0] {
OBJECT | DENTI FI ER i d- on- MACAddr ess ( TBD)
[0] OCTET STRI NG ' 0024987B1902' H

7.2. EU-64 identifier
An EUl - 64 exanpl e (AC- DE-48-00-11-22-33-44):
[0] OCTET STRING ' ACDE480011223344' H
7.3. EU -48 constraint for universal addresses

The foll owing constraint definition constrains EU -48 values to only
those are universal; locally assigned values will not match the
constraint.

[0] OCTET STRI NG ' 020000000000020000000000' H
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