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1. I nt roducti on

It is a generally accepted design principle that abstraction is a key
to managi ng software devel opnent. Wth abstraction, a designer can
specify a part of a systemwi thout concern for how the part is
actually inplenented or represented. Such a practice | eaves the

i mpl ementation open; it sinplifies the specification; and it makes it
possible to state "axi ons” about the part that can be proved when the
part is inplemented, and assuned when the part is enployed in

anot her, higher-level part. Abstraction is the hallmark of nost
nmodern sof tware specifications

The Open Systens Interconnection (OSI) [X200] series of standards
invol ve a great deal of abstraction. OS|I is an internationally
standardi zed architecture for the interconnection of conputers from
the physical layer up to the user application layer. bjects at

hi gher layers are defined abstractly and intended to be inpl enented
with objects at |ower layers. For instance, a service at one |ayer
may require transfer of certain abstract objects between conputers; a
| ower |ayer may provide transfer services for strings of ones and
zeroes, using encoding rules to transformthe abstract objects into
such strings. GSl is called an open system because it supports nany
different inplementations of the services at each | ayer
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CsSl’s method of specifying abstract objects is called ASN. 1 (Abstract
Syntax Notation One) [X680], and one set of rules for representing
such objects as strings of ones and zeros is called the BER (Basic
Encoding Rules) [X690]. ASN. 1 is a flexible notation that all ows one
to define a variety data types, fromsinple types such as integers
and bit strings to structured types such as sets and sequences, as
wel |l as conplex types defined in terms of others. BER describes how
to represent or encode values of each ASN. 1 type as a string of
eight-bit octets. There is generally nore than one way to BER-encode
a given value. Another set of rules, DER (D stinguished Encoding

Rul es [ X690], which is a subset of BER, gives a unique encoding to
each ASN. 1 val ue.

The purpose of this note is to describe a subset of ASN. 1, BER and
DER sufficient to understand and inpl ement OSI-based applications,
Publ i c- Key Cryptography Standards (PKCS), and Internet protocols that
make use of ASN. 1. The features described include an overview of
ASN. 1, BER, and DER and an abridged list of ASN. 1 types and their BER
and DER encodi ngs.

Sections 2-4 give an overview of ASN. 1, BER, and DER, in that order
Section 5 lists some ASN. 1 types, giving their notation, specific
encodi ng rul es, exanples, and coments about their application
Section 6 concludes with an exanple, X 500 [X500] distinguished
namnes.

Advanced features of ASN. 1, such as CLASS, are not described in this
note. For information on the other features, and for nore detai
generally, the reader is referred to [ X680] and [ X690], which define
ASN. 1, BER, and DER

1.1. Background

The first version of this docunent was published on June 3, 1991 as
part of the initial public release of PKCS. It was published as
NI ST/ CSl | npl enentors’ Wborkshop docunent SEC SI G 91-17

The second version of this docunment was published on Novenber 1, 1993
as a RSA Laboratories Technical Note.

The third version of this docunent is the Internet-Draft
[draft-kaliski-asnl-laynman-guide], which is a republication of the
second version. It includes the follow ng notice:

Thi s docunent represents a republication of A Layman’'s CGuide to a
Subset of ASN. 1, BER, and DER, originally authored and published
by RSA Security USA LLC. This docurment is submitted with

perm ssion from and on behal f of RSA Security USA LLC. By
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publi shing this docunent, change control is transferred to the
| ETF and the Internet technical conmunity in full conformance with
the provisions of BCP 78 and BCP 79

This docunent is the fourth version, and the first under the transfer
of change control. The changes fromthe third version include:

Di scussi on of CLASS was added as the replacenent for ANY follow ng
the nmodern ASN. 1 specification

Di scussion of UTF8String and GeneralizedTi ne were added.

Ref erences were updated. PKCS docunents are now referenced by their
RFC number .

1.2. Terminology and notation

In this note, an octet is an eight-bit unsigned integer. Bit 8 of
the octet is the nost significant and bit 1 is the |least significant.

The foll owi ng neta-syntax is used for describing ASN. 1 notation
nl denotes a variable

[ square brackets indicate that a termis
optiona

{} braces group related terns

| vertical bar delimts alternatives with a
group

el lipsis indicates repeated occurrences
= equal s sign expresses terns as subterns
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Abstract Syntax Notation One

Abstract Syntax Notation One, abbreviated ASN.1, is a notation for
descri bi ng abstract types and val ues.

Kal i ski, et al. Expires 12 COctober 2026 [ Page 5]
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In ASN. 1, a type is a set of values. For sone types, there are a
finite nunmber of values, and for other types there are an infinite
nunber. A value of a given ASN.1 type is an elenent of the type's
set. ASN. 1 has four kinds of type: sinple types, which are "atom c"
and have no conponents; structured types, which have conponents;
tagged types, which are derived from other types; and other types,

whi ch include the CHO CE type and the ANY type. Types and val ues can
be given names with the ASN. 1 assignnment operator (::=) , and those
nanes can be used in defining other types and val ues.

Every ASN. 1 type other than CHO CE and ANY has a tag, which consists
of a class and a nonnegative tag nunber. ASN. 1 types are abstractly
the sane if and only if their tag nunbers are the sane. In other
words, the name of an ASN. 1 type does not affect its abstract

meani ng, only the tag does. There are four classes of tag:

Uni ver sal
for types whose neaning is the same in all applications; these
types are specified in [ X680].

Appli cation
for types whose neaning is specific to an application, such as
X. 500 directory services; types in two different applications may
have the same application-specific tag and different neanings.

Privat e:
for types whose neaning is specific to a given enterprise.

Cont ext - speci fi c:
for types whose neaning is specific to a given structured type;
context-specific tags are used to distinguish between conponent
types with the same underlying tag within the context of a given
structured type, and component types in two different structured
types may have the sane tag and different neanings.

The types with universal tags are defined in X 208, which also gives
the types’ universal tag nunbers. Types with other tags are defined
in many places, and are always obtained by inplicit or explicit
tagging (see Section 2.3). Table 1 lists some ASN.1 types and their
uni versal -cl ass tags.

Kal i ski, et al. Expires 12 COctober 2026 [ Page 6]
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Type | Decimal Tag Nunmber | Hexadeci mal Tag Number
[} e ———————— e ——————————————— s —_———————
| NTEGER | 2 | 02 |
------------------- e T .
BI T STRING | 3 | 03 I
------------------- e .
OCTET STRI NG | 4 | 04 |
------------------- S e T
NULL | 5 | 05 |
------------------- e T .
OBJECT IDENTIFIER | 6 | 06 |
------------------- e .
UTF8Stri ng | 12 | Oc |
------------------- S e T
SEQUENCE and | 16 | 10 |
SEQUENCE OF | | |
------------------- e T
SET and SET OF | 17 | 11 |
------------------- S e
Printabl eString | 19 | 13 |
------------------- S e
T61String | 20 | 14 |
------------------- e T
| A5String | 22 | 16 |
------------------- S e
UTCTi e | 23 | 17 |
------------------- S e
General i zedTi me | 24 | 18 |
------------------- e T

Table 1: Sone types and their universal-class tags.

ASN. 1 types and val ues are expressed in a flexible, progranm ng-
| anguage-1li ke notation, with the follow ng special rules:

*

Layout is not significant; nultiple spaces and |ine breaks can be
consi dered as a single space.

Comments are delimted by pairs of hyphens ('--"), or a pair of
hyphens and a |ine break

Ildentifiers (nanes of values and fields) and type references
(names of types) consist of upper- and |ower-case letters, digits,
hyphens, and spaces; identifiers begin with | ower-case letters;
type references begin with upper-case letters.

Kal i ski, et al. Expires 12 COctober 2026 [ Page 7]
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The foll owi ng four subsections give an overvi ew of sinple types,
structured types, inplicitly and explicitly tagged types, and ot her
types. Section 5 describes specific types in nore detail.
2.1. Sinple types
Sinpl e types are those not consisting of conponents; they are the
"atomic" types. ASN. 1 defines several; the types that are rel evant
to the PKCS standards are the foll ow ng:
BIT STRING an arbitrary string of bits (ones and zeroes).
| A5String, an arbitrary string of 1A5 (ASCI1) characters.
I NTEGER, an arbitrary integer.
NULL, a null val ue.
OBJECT | DENTI FI ER, an object identifier, which is a sequence of
i nteger conponents that identify an object such as an al gorithm
or attribute type
OCTET STRING an arbitrary string of octets (eight-bit val ues).

UTF8String, an arbitrary string of international characters using
UTF- 8 encodi ng.

PrintableString, an arbitrary string of printable characters.
T61String, an arbitrary string of T.61 (eight-bit) characters.

UTCTine, a "coordinated universal time" or Geenwi ch Mean Tine
(Q@wvr) val ue.

CeneralizedTinmeTine, a tine value in the local tine zone, GV, or
the difference between | ocal and GVI

Sinple types fall into two categories: string types and non- string
types. BIT STRING |A5String, OCTET STRING PrintableString,
T61String, and UTCTinme are string types.

String types can be viewed, for the purposes of encoding, as

consi sting of conmponents, where the conponents are substrings. This
view all ows one to encode a val ue whose length is not known in
advance (e.g., an octet string value input froma file stream) with a
constructed, indefinite- Iength encoding (see Section 3).
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The string types can be given size constraints linmting the | ength of
val ues.

2.2. Structured types

Structured types are those consisting of conponents. ASN. 1 defines
four, all of which are relevant to the PKCS standards:

SEQUENCE: an ordered collection of one or nore types.

SEQUENCE OF: an ordered collection of zero or nobre occurrences of a
gi ven type

SET: an unordered coll ection of one or nore types.

SET OF: an unordered collection of zero or nbre occurrences of a
gi ven type

The structured types can have optional conponents, possibly with
default val ues.

2.3. Inplicitly and explicitly tagged types

Tagging is useful to distinguish types within an application; it is
al so commonly used to distinguish component types within a structured
type. For instance, optional conponents of a SET or SEQUENCE type
are typically given distinct context-specific tags to avoid

anbi guity.

There are two ways to tag a type: inplicitly and explicitly.

Implicitly tagged types are derived from other types by changing the
tag of the underlying type. |Inplicit tagging is denoted by the ASN. 1
keywords [class nunber] IMPLICIT (see Section 5.1).

Explicitly tagged types are derived fromother types by addi ng an
outer tag to the underlying type. In effect, explicitly tagged types
are structured types consisting of one component, the underlying
type. Explicit tagging is denoted by the ASN. 1 keywords [cl ass
nunber] EXPLICIT (see Section 5.2).

The keyword [class nunber] alone is the sane as explicit tagging,
except when the "nodul e" in which the ASN. 1 type is defined has
inmplicit tagging by default. ("Mdules" are anong the advanced
features not described in this note.)

Kal i ski, et al. Expires 12 COctober 2026 [ Page 9]
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For purposes of encoding, an inplicitly tagged type is considered the
same as the underlying type, except that the tag is different. An
explicitly tagged type is considered like a structured type with one
conponent, the underlying type. Inplicit tags result in shorter
encodi ngs, but explicit tags may be necessary to avoid anbiguity if
the tag of the underlying type is indetermnate (e.g., the underlying
type is CHO CE or ANY).

2.4. Oher types

O her types in ASN.1 include the CHO CE and ANY types. The CHO CE
type denotes a union of one or nore alternatives; the ANY type
denotes an arbitrary value of an arbitrary type, where the arbitrary
type is possibly defined in the registration of an object identifier
or integer val ue.

3. Basic Encoding Rules

The Basic Encoding Rules for ASN. 1, abbreviated BER give one or nore
ways to represent any ASN.1 value as an octet string. (There are
certainly other ways to represent ASN. 1 values, but BER is the
standard for interchanging such values in OSl.)

There are three nmethods to encode an ASN. 1 val ue under BER, the

choi ce of which depends on the type of value and whether the | ength
of the value is known. The three nmethods are primtive, definite-

| ength encodi ng; constructed, definite-length encoding; and
constructed, indefinite-length encoding. Sinple non-string types
(such as BOOLEAN, | NTEGER, NULL, and OBJECT | DENTI FI ER) enpl oy the
primtive, definite-length nmethod; structured types enpl oy either of
the constructed nethods; and sinple string types enploy any of the
met hods, dependi ng on whether the I ength of the value is known.
Types derived by inplicit tagging enploy the nethod of the underlying
type and types derived by explicit tagging enploy the constructed
met hods.

In each nethod, the BER encoding has three or four parts:
Identifier octets. These identify the class and tag nunber of the
ASN. 1 val ue, and indicate whether the nethod is primtive or
construct ed.

Length octets. For the definite-length methods, these give the

nunber of contents octets. For the constructed, indefinite-length
met hod, these indicate that the length is indefinite.
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Contents octets. For the primtive, definite-length nmethod, these
give a concrete representation of the value. For the constructed

met hods, these give the concatenation of the BER encodi ngs of the

conponents of the val ue.

End- of -contents octets. For the constructed, indefinite-length
met hod, these denote the end of the contents. For the other nethods,
these are absent.

The three net hods of encoding are described in the follow ng
secti ons.

3.1. Primtive, definite-length nethod

This method applies to sinple types and types derived from sinple
types by inplicit tagging. It requires that the length of the val ue
be known in advance. The parts of the BER encoding are as foll ows:

Identifier octets. There are two forms: |low tag nunber (for tag
nunbers between 0 and 30) and high tag nunber (for tag nunbers 31
and greater).

Lowtag-nunber form One octet. Bits 8 and 7 specify the class
(see Table 2), bit 6 has value "0", indicating that the encoding
is primitive, and bits 5-1 give the tag nunber.

Hi gh-tag-nunber form Two or nore octets. First octet is as in
| owt ag-nunber form except that bits 5-1 all have value "1".
Second and follow ng octets give the tag nunber, base 128, nost
significant digit first, with as few digits as possible, and with
the bit 8 of each octet except the last set to "1".

oot ool et
| dass | Bit 8| Bit 7 |
R ety jp——_—j—— e p—p——_———
| universal | O | O |
I I I +----- - +----- - +
| application | O | 1 |
R i +------- +------- +
| context-specific | 1 | O |
I i T ) +------- +------- +
| private | 1 | 1 |
I I I +----- - +----- - +

Table 2: Cass encoding in
identifier octets.

Length octets. There are two forms: short (for |engths between 0O
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and 127), and long definite (for |engths between 0 and 2741008
-1).

Short form One octet. Bit 8 has value "0" and bits 7-1 give
the length. For exanple the length for an encoding that has 32
contents octets would encode sinply as: 20

Long form Two to 127 octets. Bit 8 of first octet has val ue
"1" and bits 7-1 give the nunber of additional |ength octets.
Second and follow ng octets give the |length, base 256, nost
significant digit first. For exanple the length for an
encodi ng that has 3200 contents octets woul d encode sinply as:

82 Oc 80 the first octet indicating that the length is in the
following 2 octets and the next two octets give the value of the
| engt h.

Contents octets. These give a concrete representation of the val ue
(or the value of the underlying type, if the type is derived by
inplicit tagging). Details for particular types are given in
Section 5.

3.1.1. Prefixes and Magi ¢ Nunbers

It is worth noting that definite-length encodi ngs, by their nature,
are sinple enough to parse without the need for a conplete ASN. 1
decoder and prefixes to the contents octets can often be treated |like
magi ¢ nunbers in order to recognise the contents octets that are
fol | owi ng.

For exanple, the private key field of an encoded M.- DSA-44 private
key, which is defined as a CHOCE itemwith the followi ng structure

M.- DSA- 44-PrivateKey ::= CHO CE { seed [0] OCTET STRI NG (S| ZE (32)),
expandedKey OCTET STRING (SIZE (2560)), both SEQUENCE { seed OCTET
STRING (Sl ZE (32)), expandedKey OCTET STRI NG (SIZE (2560)) } } can be
reconposed as a series of contents octets preceeded by one of the
foll owi ng prefixes and breakdowns:

Kal i ski, et al. Expires 12 COctober 2026 [ Page 12]
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[ bbb s oo ooy )
| Prefix | CHOCE Item| Breakdown |
[ bbb oo s oo oo sy o}
| 80 20 | seed | tag 0x80, short form

| | | length 1 octet, value 32 |
R ppe—— T - e +
| 04 82 | expandedKey | tag O0x04, long form Ilength

| Oa 00 | | 3 octets, value 2560 |
Fomm oo S o e e e e e e e e m o +
| 30 82 | both | tag 0x30, long form length |
| Oa 26 | | 3 octets, value 2598 |
R ppe—— T - e +

Table 3: Prefixes for an M.-DSA private key CHO CE
item

As can be seen fromthe table, the first octet of each prefix can be
used to distinguish the CHOCE itemthat has been used to describe
the M.- DSA-44 private key val ue.

The three-octet |lengths for "expandedKey" and "both" start with 0x82
and indicate that the real length of the contents octets is two
octets long. In the case "both" CHO CE item the contents octets
will contain the the prefixes given in the first two rows, as they
appear at the start of the encodi ngs of each of the elenments in the
SEQUENCE

3.2. Constructed, definite-length nethod
This nmethod applies to sinple string types, structured types, types
derived fromsinple string types and structured types by inplicit
taggi ng, and types derived fromanything by explicit tagging. It
requires that the Iength of the value be known in advance. The parts
of the BER encoding are as foll ows:

Identifier octets. As described in Section 3.1, except that bit 6
has value "1", indicating that the encoding is constructed.

Length octets. As described in Section 3.1

Contents octets. The concatenation of the BER encodi ngs of the
conmponents of the val ue:
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- For sinple string types and types derived fromthemby inplicit
taggi ng, the concatenation of the BER encodi ngs of consecutive
substrings of the value (underlying value for inplicit
tagging). For exanple an OCTET string of length 8 encoded as a
definite-length constructed encodi ng woul d encode as: 24 Oc 04
04 00000000 04 04 00000000

- For structured types and types derived fromthemby inplicit
taggi ng, the concatenation of the BER encodi ngs of conponents
of the value (underlying value for inplicit tagging).

- For types derived fromanything by explicit taggi ng, the BER
encodi ng of the underlying val ue.

Details for particular types are given in Section 5
3.3. Constructed, indefinite-length nethod

This method applies to sinple string types, structured types, types
derived sinple string types and structured types by inplicit tagging,
and types derived fromanything by explicit tagging. It does not
require that the length of the value be known in advance. The parts
of the BER encoding are as foll ows:

Identifier octets. As described in Section 3.2.

Length octets. One octet, 80.

Contents octets. As described in Section 3.2.

End- of -contents octets. Two octets, 00 00.
Since the end-of-contents octets appear where an ordi nary BER
encodi ng m ght be expected (e.g., in the contents octets of a
sequence val ue), the 00 and 00 appear as identifier and | ength
octets, respectively. Thus the end-of-contents octets is really the
primtive, definite-length encoding of a value with universal class,
tag nunber 0, and length O.
Consi dering our previous exanple of an 8 byte OCTET STRING in

constructed formwith 4 byte elenents, the indefinite | ength encoding
woul d produce: 24 80 04 04 00000000 04 04 00000000 0000

Kal i ski, et al. Expires 12 COctober 2026 [ Page 14]



I nternet-Draft Layman’s Quide to ASN. 1 April 2026

4.

Di stingui shed Encodi ng Rul es

The Distingui shed Encoding Rules for ASN. 1, abbreviated DER are a
subset of BER, and give exactly one way to represent any ASN. 1 val ue
as an octet string. DER is intended for applications in which a

uni que octet string encoding is needed, as is the case when a digita
signature is computed on an ASN. 1 value. BER and DER are defined in
[ X690] .

DER adds the following restrictions to the rules given in Section 3:

1. Wen the length is between 0 and 127, the short formof |ength
nmust be used

2. Wien the length is 128 or greater, the long formof |ength nust
be used, and the length nust be encoded in the m ni mum nunber of
octets.

3. For sinple string types and inplicitly tagged types derived from
simple string types, the primtive, definite-length method nust
be enpl oyed.

4. For structured types, inplicitly tagged types derived from
structured types, and explicitly tagged types derived from
anyt hing, the constructed, definite-length nmethod nust be
enpl oyed.

O her restrictions are defined for particular types (such as BOOLEAN,
BIT STRING SEQUENCE, SET, and SET OF), and can be found in
Section 5.

Not ati on and encodi ngs for some types

This section gives the notation for some ASN. 1 types and descri bes
how to encode val ues of those types under both BER and DER

The types described are those presented in Section 2. They are
listed al phabetically here.

Each description includes ASN. 1 notation, BER encodi ng, and DER
encodi ng. The focus of the encodings is primarily on the contents
octets; the tag and I ength octets follow Sections 3 and 4. The
descriptions al so explain where each type is used in PKCS and rel ated
standards. ASN. 1 notation is generally only for types, although for
the type OBJECT | DENTI FI ER, val ue notation is given as well.
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5.1. Inmplicitly tagged types

An implicitly tagged type is a type derived from another type by
changing the tag of the underlying type.

Implicit tagging is used for optional SEQUENCE comnponents with
underlying type other than ANY in many protocols, including [RFC5280]
and [ RFC5652].

ASN. 1 notation:
[[class] number] IMPLICIT Type
class = UNTVERSAL | APPLICATION | PRIVATE

where Type is a type, class is an optional class nane, and nunber is
the tag number within the class, a nonnegative integer

In ASN. 1 nodul es whose default tagging nethod is inplicit tagging,
the notation [[class] nunber] Type is al so acceptable, and the
keyword IMPLICIT is inmplied. (See Section 2.3.) For definitions
stated outside a nodule, the explicit inclusion of the keyword
IMPLICIT is preferable to prevent anbiguity.

If the class nane is absent, then the tag is context-specific.
Cont ext-specific tags can only appear in a conmponent of a structured
or CHO CE type.

Exanmpl e: PKCS #8 PrivateKeylnfo type [ RFC5958] has an optiona
attributes conponent with an inplicit, context-specific tag:

Privat eKeyl nfo ::= SEQUENCE {
versi on Version
privat eKeyAl gorithm Privat eKeyAl gorithm dentifier
privat eKey PrivateKey,
attributes [0] IMPLICIT Attributes OPTI ONAL }

Here the underlying type is Attributes, the class is absent (i.e.,
context-specific), and the tag nunber within the class is O.

BER encoding. Primtive or constructed, depending on the underlying
type. Contents octets are as for the BER encoding of the underlying
val ue.

Exampl e: The BER encoding of the attributes conponent of a
Privat eKeylnfo value is as follows:
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- the identifier octets are 80 if the underlying Attributes val ue
has a primtive BER encoding and a0 if the underlying
Attributes value has a constructed BER encodi ng

- the length and contents octets are the sane as the | ength and
contents octets of the BER encoding of the underlying
Attributes val ue

DER encoding. Primtive or constructed, depending on the underlying
type. Contents octets are as for the DER encodi ng of the underlying
val ue.

5.2. Explicitly tagged types

Explicit tagging denotes a type derived from another type by addi ng
an outer tag to the underlying type.

Explicit tagging is used for optional SEQUENCE conponents with
underlying type ANY throughout in many protocols, including the
versi on conponent of the Certificate type [ RFC5280].

Inplicit tagging is used for optional SEQUENCE conponents with
underlying type other than ANY ASN. 1 notation

[[class] number] EXPLICIT Type
class = UNTVERSAL | APPLICATION | PRIVATE

where Type is a type, class is an optional class nane, and nunber is
the tag number within the class, a nonnegative integer

If the class nane is absent, then the tag is context- specific.
Cont ext -speci fic tags can only appear in a conponent of a SEQUENCE
SET or CHO CE type.

In ASN. 1 "nodul es" whose default tagging nethod is explicit tagging,
the notation [[class] nunber] Type is al so acceptable, and the
keyword EXPLICIT is inmplied. (See Section 2.3.) For definitions
stated outside a nodule, the explicit inclusion of the keyword
EXPLICIT is preferable to prevent anbiguity.

Exanpl e 1: The CVS Contentlnfo type [ RFC5652] has an optional content
conponent with an explicit, context-specific tag:

ContentInfo ::= SEQUENCE {

cont ent Type Cont ent Type,
content [0] EXPLICIT ANY DEFI NED BY content Type OPTI ONAL }
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Here the underlying type is ANY DEFI NED BY content Type, the class is
absent (i.e., context-specific), and the tag nunber within the class
is 0.

Example 2: the Certificate type [ RFC5280] has a version conponent
with an explicit, context-specific tag, where the EXPLICIT keyword is
omitted:

Certificate ::= ..
version [0] Version DEFAULT v1988,

The tag is explicit because the default tagging nethod for the ASN. 1
modul e in [RFC5280] that defines the Certificate type is explicit

t aggi ng.

BER encodi ng. Constructed. Contents octets are the BER encodi ng of
t he underlying val ue.

Exanpl e: the BER encodi ng of the content conmponent of a Contentlnfo
value is as follows:

- identifier octets are a0

- length octets represent the I ength of the BER encoding of the
under | yi ng ANY DEFI NED BY cont ent Type val ue

- contents octets are the BER encodi ng of the underlying ANY
DEFI NED BY cont ent Type val ue

DER encodi ng. Constructed. Contents octets are the DER encodi ng of
the underlying val ue.

5.3. ANY

In the original ASN. 1 specification, the ANY type denotes an
arbitrary value of an arbitrary type, where the arbitrary type is
possibly defined in the registration of an object identifier or
associated with an integer index.

In [ RFC5652], the ANY type is used for content of a particular

content type within the Contentlnfo type. |In [RFC5280] and

[ RFC5652], the ANY type is used for parameters of a particul ar
algorithmwithin the Algorithm dentifier type. In [RFC5280], the ANY
type is used for attribute values within the Attribute type.

ASN. 1 notati on
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ANY [ DEFI NED BY identifier]
where identifier is an optional identifier
In the ANY form the actual type is indeterninate.

The ANY DEFI NED BY identifier formcan only appear in a conponent of
a SEQUENCE or SET type for which identifier identifies some other
component, and that other component has type | NTEGER or OBJECT

| DENTI FIER (or a type derived fromeither of those by tagging). In
that form the actual type is determ ned by the value of the other
conponent, either in the registration of the object identifier value,
or in a table of integer val ues.

Exanmpl e: The Al gorithm dentifier type [ RFC5280] has a conponent of
type ANY:

Al gorithm dentifier ::= SEQUENCE {

al gorithm OBJECT | DENTI FI ER

par anet ers ANY DEFI NED BY al gorithm OPTI ONAL }
Here the actual type of the paranmeter conponent depends on the val ue
of the algorithm conponent. The actual type would be defined in the
registration of object identifier values for the algorithm conponent.
BER encodi ng. Sanme as the BER encodi ng of the actual val ue.
Exanmpl e: The BER encodi ng of the value of the paraneter conponent is
the BER encodi ng of the value of the actual type as defined in the
registration of object identifier values for the algorithm conponent.
DER encodi ng. Sanme as the DER encodi ng of the actual val ue.

In the nodern ASN. 1 specification, the CLASS construction replaces
the ANY type

Exanpl e: The Algorithm dentifier type can be inplemented as shown
bel ow, which is a sinplification of the definition in [ RFC5912]:
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ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE
&Par ans OPTI ONAL
} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Par ans] ]

}

Al gorithm dentifier{ ALGORI THM Al gorithntet} ::= SEQUENCE {
al gorithm ALGORI THM & d({Al gorithnSet}),
paraneters ALGORI THM &Par ans({ Al gorithnBSet}{ @l gorithn}) OPTI ONAL }

O course, the BER and DER encodi ng are unchanged.

The Al gorithnSet makes it easier for inplenmenters to determ ne all of
the algorithmidentifiers and the associated type for paranmeters, if
any are defined.

5.4. BIT STRING

The BIT STRING type denotes an arbitrary string of bits (ones and
zeroes). A BIT STRING val ue can have any |length, including zero.
This type is a string type.

The BIT STRING type is used for digital signatures on for digita
signatures on certificates and for public keys in certificates in
Subj ect Publ i cKeyl nfo type [ RFC5280].

ASN. 1 notati on
BI T STRI NG

Exanpl e: Subj ect Publ i cKeyl nfo type [ RFC5280] has a component of type
BI T STRI NG

Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithmdentifier,
publicKey BI T STRI NG }

BER encoding. Primtive or constructed. 1In a primtive encoding,
the first contents octet gives the nunber of bits by which the I ength
of the bit string is less than the next nmultiple of eight (this is
called the "nunber of unused bits"). The first contents octet is

al ways encoded; if the length of the bit string is 0 bits, then the
first contents octet will have the value 0 and there not be any
subsequent contents octets. The second and follow ng contents octets
give the value of the bit string, converted to an octet string. The
conversion process is as foll ows:
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1. The bit string is padded after the last bit with zero to seven
bits of any value to make the length of the bit string a nultiple
of eight. |If the length of the bit string is a nultiple of eight
al ready, no padding is done.

2. The padded bit string is divided into octets. The first eight
bits of the padded bit string become the first octet, bit 8 to
bit 1, and so on through the last eight bits of the padded bit
string.

In a constructed encoding, the contents octets give the concatenation
of the BER encodi ngs of consecutive substrings of the bit string,
where each substring except the last has a length that is a multiple
of eight bits.

Exampl e: The BER encoding of the BI T STRI NG val ue
"011011100101110111" can be any of the follow ng, anobng others,
dependi ng on the choice of padding bits, the formof length octets,
and whether the encoding is primtive or constructed:

03 04 06 6e 5d cO DER encodi ng
03 04 06 6e 5d e0 padded wi th "100000"
03 81 04 06 6e 5d cO long formof length octets
23 09 constructed encoding: "0110111001011101" + "11"
03 03 00 6e 5d
03 02 06 cO

DER encoding. Prinitive. The contents octets are as for a prinmtive
BER encodi ng, except that the bit string is padded with zero-val ued
bits. Additionally, BIT STRING that represent named bit lists, such
as the value of the Key Usage certificate extension [RFC5280], have
all trailing O bits renoved before it is encoded

Exanpl e: The DER encoding of the BI T STRI NG val ue
"011011100101110111" is:

03 04 06 6e 5d cO

Exanpl e: The DER encodi ng of a Key Usage certificate extension val ue,
asserting only the digital Signature bit:

03 02 07 80
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BOCLEAN

BER encoding. Primtive. A single octet in length, for FALSE the
octet is set to zero, for TRUE, the octet is non-zero.

DER encoding. Prinmitive. A single octet in length, for FALSE the
octet is set to zero, for TRUE, the octet is set to OxFF.

Exanpl e: The DER encodi ng of the BOOLEAN val ue TRUE i s:

01 01 FF

CHO CE

The CHO CE type denotes a union of one or nore alternatives.
The CHO CE type is used to represent the union of an extended
certificate and an X 509 certificate in the

Ext endedCertificateOrCertificate type specified in [ RFC5652].
ASN. 1 not ati on:

CHO CE {
[identifierl] Typel,

.[i.;Jl’entifierN] TypeN }

where identifierl , ..., identifierN are optional, distinct
identifiers for the alternatives, and Typel, ..., TypeN are the types
of the alternatives. The identifiers are primarily for
docunentation; they do not affect values of the type or their

encodi ngs in any way.

The types nust have distinct tags. This requirenent is typically
satisfied with explicit or inplicit tagging on sonme of the
al ternatives.

Exampl e: I n [ RFC5652], the ExtendedCertificateOrCertificate type is a
CHO CE type:

Ext endedCertificateOCertificate ::= CHO CE {
certificate Certificate, -- X 509
extendedCertificate [0] IMPLICI T ExtendedCertificate }

Here the identifiers for the alternatives are certificate and

extendedCertificate, and the types of the alternatives are
Certificate and [0] I MPLICI T ExtendedCertificate.
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BER encodi ng. Same as the BER encoding of the chosen alternative.
The fact that the alternatives have distinct tags makes it possible
to distinguish between their BER encodi ngs.

Exanpl e: The identifier octets for the BER encoding are 30 if the
chosen alternative is certificate, and a0 if the chosen alternative
is extendedCertificate.

DER encodi ng. Sane as the DER encodi ng of the chosen alternative.
5.7. 1A5String

The 1 A5String type denotes an arbitrary string of | A5 characters.

| A5 stands for International Al phabet 5, which is the same as ASClI.

The character set includes non-printing control characters. An

| A5String val ue can have any length, including zero. This type is a

string type.

The 1 A5String type is used in the PKCS #9 [ RFC2985] el ectronic-mai l
addr ess, unstructured-name, and unstructured-address attri butes.

ASN. 1 not ati on:

| A5String

BER encoding. Primtive or constructed. 1In a primtive encoding,
the contents octets give the characters in the I A5 string, encoded in
ASCIl. In a constructed encoding, the contents octets give the
concat enati on of the BER encodi ngs of consecutive substrings of the

I A5 string.

Exanpl e: The BER encoding of the I A5String val ue "testl@xanple.cont
can be any of the follow ng, anobng others, depending on the form of
| ength octets and whether the encoding is primtive or constructed:

16 11 74 65 73 74 31 40 65 78 61 6d 70 6¢c 65 2e 63 6f 6d DER encodi ng

16 81 11 long formof |ength octets
74 65 73 74 31 40 65 78 61 6d 70 6¢c 65 2e 63 6f 6d

36 17 constructed encoding: "testl" + "@ + "exanple.cont
16 05 74 65 73 74 31
16 01 40

16 OB 65 78 61 6d 70 6¢c 65 2e 63 6f 6d

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.
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Exanpl e: The DER encoding of the | A5String val ue "testl@xanpl e.cont
is

16 11 74 65 73 74 31 40 65 78 61 6d 70 6¢c 65 2e 63 6f 6d
5.8. I NTEGER

The | NTECGER type denotes an arbitrary integer. |NTECER values can be
positive, negative, or zero, and can have any nagnitude.

The | NTECER type is used for version nunbers in nany protocols,

i ncludi ng [ RFC5280] and [ RFC5652]. The I NTEGER type is used for
crypt ographi ¢ val ues such as nodul us, exponent, and primes in the
PKCS #1 RSAPubl i cKey and RSAPrivateKey types [RFC8017]. The | NTEGER
type is used for a nessage-digest iteration count in PKCS #5

PBEPar anet er type [ RFC8018].

ASN. 1 notation

I NTEGCER [{ identifierl(valuel) ... identifierN(valueN) }]
where identifierl, ..., identifierN are optional distinct identifiers
and valuel, ..., valueN are optional integer values. The

identifiers, when present, are associated with values of the type.
I NTECER i s al ways si gned.

Exampl e: Version type [RFC5280] is an I NTEGER type with identified
val ues:

Version ::= INTECER { v1(0), v2(1), v3(2) }

The identifier vl is associated with the value 0. The Certificate
type [ RFC5280] uses the identifier vl to give a default value of O
for the version conponent:

Certificate ::= ..
ver sion Version DEFAULT v1,

BER encoding. Primtive. Contents octets give the value of the

i nteger, base 256, in twd's conplenent form nost significant digit
first, with the m ni mum nunber of octets. The value 0 is encoded as
a single 00 octet.

Sone examnpl e BER encodi ngs (which al so happen to be DER encodi ngs)
are given in Table 3.
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[ oo s
| I'nteger value | BER encoding

‘o4 oo —=——=—=—=—==—+
| 0 | 02 01 00 |
R I I B I +
| 127 | 02 01 7F |
I I I Fomm e e e - +
| 128 | 02 02 00 80 |
Feom e - - I ] +
| 256 | 02 02 01 00 |
R I I B I +
| -128 | 02 01 80 |
I I I Fomm e e e - +
| -129 | 02 02 FF 7F |
Feom e - - I ] +

Tabl e 4: Exanpl e BER
encodi ngs of | NTEGER val ues.

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.

5.9. NULL
The NULL type denotes a null val ue.

The NULL type is used for algorithmparaneters in several places in
as required al gorithm paraneters, including [ RFC4055].

ASN. 1 notation

NULL

BER encoding. Primtive. Contents octets are enpty.

Exanpl e: The BER encoding of a NULL val ue can be either of the
followi ng, as well as others, depending on the formof the length
octets:

05 00

05 81 00

DER encoding. Primtive. Contents octets are enpty; the DER
encodi ng of a NULL value is always 05 00.
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5.10. OBJECT | DENTI FI ER

The OBJECT | DENTI FI ER type denotes an object identifier, a sequence
of integer conmponents that identifies an object such as an algorithm
an attribute type, or perhaps a registration authority that defines
ot her object identifiers. An OBJECT | DENTIFI ER val ue can have any
number of components, and components can generally have any
nonnegative value. This type is a non-string type.

OBJECT | DENTI FI ER val ues are given neanings by registration
authorities. FEach registration authority is responsible for al
sequences of conponents beginning with a given sequence. A
registration authority typically del egates responsibility for subsets
of the sequences in its domain to other registration authorities, or
for particular types of object. There are always at |east two
conponents.

The OBJECT | DENTIFIER type is used to identify content in Contentlnfo
type [ RFC5652], to identify algorithms in Al gorithm dentifier type

[ RFC5280] and [ RFC5652] .

ASN. 1 notation:

OBJECT | DENTI FI ER

The ASN.1 notation for values of the OBJECT | DENTIFIER type is

{ [identifier] conmponentl ... conponentN }

conponent|l = identifierl | identifierl (valuel) | valuel

where identifier, identifierl, ..., identifierNare identifiers, and
valuel, ..., valuel are optional integer val ues.

The formwi thout identifier is the "conplete" value with all its

conponents; the formwith identifier abbreviates the beginning
components with another object identifier value. The identifiers
identifierl, ..., identifierN are intended primarily for
docunent ati on, but they nmust correspond to the integer val ue when
both are present. These identifiers can appear wi thout integer
values only if they are anong a snall set of identifiers defined in
[ X680] .

Exanpl e: The foll owi ng values both refer to the object identifier
assigned to RSA Data Security, Inc.

{ iso(1l) menber-body(2) 840 113549 }
{ 1 2 840 113549 }
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(I'n this example, which gives ASN. 1 val ue notation, the object
identifier values are decimal, not hexadecinmal.) Table 4 gives sone
other object identifier values and their meanings.

[ s e s e e e e s s e e
| Ooject identifier value | Meaning |
| {12} | 1'SO menber bodies |
o e e e e e e oo o e e e e e e e e e e aa o - +
| { 1 2 840} | US (ANSI) |
o m e e e e e e aao o o m e e e e e e e aaao o +
| { 1 2 840 113549 } | RSA Data Security, Inc |
o e e e e a e oo oo o m e e e e e e aaa oo +
| { 1 2 840 113549 1} | RSA Data Security, Inc. PKCS |
o e e e e e e oo o e e e e e e e e e e aa o - +
| { 25} | directory services (X 500) |
o m e e e e e e aao o o m e e e e e e e aaao o +
| { 258} | directory services-algorithns |
o e e e e a e oo oo o m e e e e e e aaa oo +

Table 5: Sone object identifier values and their meanings.

BER encoding. Primtive. Contents octets are as foll ows, where
valuel, ..., valuen denote the integer values of the conponents in
the conplete object identifier:

1. The first octet has value 40 * valuel + value2. (This is
unanbi guous, since valuel is limted to values 0, 1, and 2;
value2 is limted to the range 0 to 39 when valuel is 0 or 1
and, according to [X680], n is always at |least 2.)

2. The following octets, if any, encode value3, ..., valuen. Each
val ue i s encoded base 128, npst significant digit first, with as
few digits as possible, and the nost significant bit of each
octet except the last in the value's encoding set to "1."

Exanpl e: The first octet of the BER encodi ng of RSA Data Security,
Inc.’s object identifier is 40 * 1 + 2 = 42 = 2a (hexadecimal). The
encoding of 840 = 6 * 128 + 48 (hexadecimal) is 86 48 and the
encodi ng of 113549 = 6 * 1282 + 77 (hexadecinmal) * 128 + d
(hexadecimal) is 86 f7 0d. This |leads to the followi ng BER encodi ng:

06 06 2a 86 48 86 f7 0Od

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.
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5.11. OCTET STRI NG

The OCTET STRING type denotes an arbitrary string of octets (eight-
bit values). An OCTET STRING val ue can have any | ength, including
zero. This type is a string type.

The OCTET STRING type is used for salt values in the PBEParaneter
type [ RFC8018]. The OCTET STRING type is used for message digests,
encrypted nmessage digests, and encrypted content in [RFC5652]. The
OCTET STRING type is used for private keys and encrypted private keys
in PKCS #8 [ RFC5958].

ASN. 1 notation
OCTET STRING [ SI ZE ({size | sizel..size2})]

where size, sizel, and size2 are optional size constraints. 1In the
OCTET STRING SI ZE (size) form the octet string must have size

octets. In the OCTET STRI NG SI ZE (sizel..size2) form the octet
string must have between sizel and size2 octets. In the OCTET STRI NG
form the octet string can have any size.

Exanpl e: The PBEParaneter type in [ RFC8018] has a conponent of type
OCTET STRI NG

PBEPar anet er ::= SEQUENCE ({
salt OCTET STRI NG SI ZE(8),
iterationCount | NTECER }

Here the size of the salt conponent is always eight octets.

BER encoding. Primtive or constructed. 1In a primtive encoding,
the contents octets give the value of the octet string, first octet
to last octet. In a constructed encoding, the contents octets give

the concatenation of the BER encodi ngs of substrings of the OCTET
STRI NG val ue.

Exanpl e: The BER encodi ng of the OCTET STRI NG val ue 01 23 45 67 89 ab
cd ef can be any of the follow ng, among ot hers, depending on the
formof length octets and whether the encoding is prinitive or
construct ed:
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04 08 01 23 45 67 89 ab cd ef DER encodi ng
04 81 08 01 23 45 67 89 ab cd ef long formof length octets
24 Oc constructed encoding: 01 ... 67 + 89 ... ef
04 04 01 23 45 67
04 04 89 ab cd ef

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.

Exanpl e: The BER encodi ng of the OCTET STRI NG val ue 01 23 45 67 89 ab
cd ef is

04 08 01 23 45 67 89 ab cd ef
5.12. PrintableString

The PrintableString type denotes an arbitrary string of printable
characters fromthe foll owing character set:

A B ..., Z
a, b, ..., z
o, 1, ..., 9
(space) " () +, - . [ : =72

This type is a string type.

The PrintableString type is used in PKCS #9 [ RFC2985] chal |l enge-
password and unstructured-address attributes, and in several

di stingui shed nanmes attributes [ RFC5280].

ASN. 1 not ati on

PrintableString

BER encoding. Primtive or constructed. 1In a primtive encoding,
the contents octets give the characters in the printable string,
encoded in ASCI1. In a constructed encoding, the contents octets

gi ve the concatenation of the BER encodi ngs of consecutive substrings
of the string.

Exanpl e: The BER encodi ng of the PrintableString value "Test User 1"

can be any of the follow ng, anobng others, depending on the form of
| ength octets and whether the encoding is primtive or constructed:
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13 Ob 54 65 73 74 20 55 73 65 72 20 31 DER encodi ng

13 81 0Ob long formof |ength octets
54 65 73 74 20 55 73 65 72 20 31

33 Of constructed encoding: "Test " + "User 1"
13 05 54 65 73 74 20
13 06 55 73 65 72 20 31

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.

Exanpl e: The DER encoding of the PrintableString value "Test User 1"
is

13 Ob 54 65 73 74 20 55 73 65 72 20 31
5.13. SEQUENCE
The SEQUENCE type denotes an ordered collection of one or nore types.

The SEQUENCE type is used throughout by just about every standard
that nakes use of ASN. 1.

ASN. 1 notation

SEQUENCE {
[identifierl] Typel [{OPTIONAL | DEFAULT val uel}],

[identifierN] TypeN [{OPTIONAL | DEFAULT val ueNy] }

where identifierl , ..., identifierN are optional, distinct
identifiers for the conponents, Typel, ..., TypeN are the types of
the conponents, and valuel, ..., valuen are optional default val ues

for the conmponents. The identifiers are primarily for docunmentation;
they do not affect values of the type or their encodings in any way.

The OPTIONAL qualifier indicates that the value of a conponent is
optional and need not be present in the sequence. The DEFAULT
qualifier also indicates that the value of a conponent is optional,
and assigns a default value to the conponent when the conponent is
absent .

The types of any consecutive series of conmponents with the OPTI ONAL
or DEFAULT qualifier, as well as of any conponent imredi ately
followi ng that series, nmust have distinct tags. This requirenment is
typically satisfied with explicit or inplicit tagging on sone of the
conponents.
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Exanpl e: Validity type [RFC5280] is a SEQUENCE type with two
conponent s:

Validity ::= SEQUENCE ({
start Tine,
end Tine }

Here the identifiers for the conponents are start and end, and the
types of the conponents are both Tine.

BER encodi ng. Constructed. Contents octets are the concatenation of
the BER encodi ngs of the values of the conponents of the sequence, in
order of definition, with the following rules for conponents with the
OPTI ONAL and DEFAULT qualifiers:

* if the value of a conponent with the OPTIONAL or DEFAULT qualifier
is absent fromthe sequence, then the encodi ng of that conponent
is not included in the contents octets

* if the value of a conmponent with the DEFAULT qualifier is the
default value, then the encoding of that conponent nay or may not
be included in the contents octets

DER encoding. Constructed. Contents octets are the sane as the BER
encodi ng, except that if the value of a conmponent with the DEFAULT
qualifier is the default value, the encoding of that component is not
included in the contents octets.

5.14. SEQUENCE OF

The SEQUENCE OF type denotes an ordered collection of zero or nore
occurrences of a given type.

The SEQUENCE OF type is used in distinguished nanes [ RFC5280].
ASN. 1 not ati on

SEQUENCE [ SI ZE ({size | sizel..size2})] OF Type

where Type is a type, and where size, sizel, and size2 are optiona
size constraints. In the SEQUENCE Sl ZE (sizel..size2) OF form the
SEQUENCE nust have between sizel and size2 itenms present. In the
SEQUENCE OF form the SEQUENCE can have any nunber of itens,

i ncludi ng zero.

Exanpl e: The RDNSequence type [ RFC5280] consists of zero or nore

occurrences of the RelativeDi stingui shedNane type, nopbst significant
occurrence first:
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RDNSequence ::= SEQUENCE OF Rel ati veDi sti ngui shedNane

BER encodi ng. Constructed. Contents octets are the concatenation of
the BER encodi ngs of the values of the occurrences in the collection,
in order of occurrence.

DER encodi ng. Constructed. Contents octets are the concatenation of
the DER encodi ngs of the values of the occurrences in the collection,
in order of occurrence.

Exanmpl e: The Extensions type in [RFC5280] requires that at |east one
item be present in the SEQUENCE OF

Extensions ::= SEQUENCE S| ZE (1..MAX) OF Extension
There are some w dely used ASN. 1 specifications that define an
OPTI ONAL SEQUENCE OF conponent without a size constraint. In this
case, the sender can encode either an enpty SEQUENCE, or it can el ect
to not encode the SEQUENCE. Absent some requirenent established in
the prose of the specification, it is preferable to not encode the
enpty SEQUENCE OF, as it minimzes the size of the nessage.

5.15. SET

The SET type denotes an unordered collection of one or nore types.
The SET type is not used in the ESSSecuritylLabel [RFC5035].

ASN. 1 not ati on:

SET {
[identifierl] Typel [{OPTIONAL | DEFAULT val uel}],

[identifierN] TypeN [{OPTIONAL | DEFAULT val ueNd] }

where identifierl, ..., identifierN are optional, distinct
identifiers for the conponents, Typel, ..., TypeN are the types of
the components, and valuel, ..., valueN are optional default values

for the conmponents. The identifiers are primarily for documentation;
they do not affect values of the type or their encodings in any way.

The OPTIONAL qualifier indicates that the value of a conponent is
optional and need not be present in the set. The DEFAULT qualifier
al so indicates that the value of a conponent is optional, and assigns
a default value to the conponent when the conponent is absent.

The types nust have distinct tags. This requirenent is typically

satisfied with explicit or inplicit tagging on sone of the
component s.
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Exanple. The SET type is used in the ESSSecuritylLabel type
[ RFC5035] .

ESSSecuritylLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier,
security-classification SecurityCd assification OPTI ONAL
privacy-mark ESSPrivacyMark OPTI ONAL
security-categories SecurityCategories OPTI ONAL }

BER encodi ng. Constructed. Contents octets are the concatenation of
the BER encodi ngs of the val ues of the conponents of the set, in any
order, with the following rules for conponents with the OPTI ONAL and
DEFAULT qualifiers:

- if the value of a component with the OPTI ONAL or DEFAULT
qualifier is absent fromthe set, then the encodi ng of that
conponent is not included in the contents octets

- if the value of a conmponent with the DEFAULT qualifier is the
default value, then the encodi ng of that conponent may or nay
not be included in the contents octets

DER encoding. Constructed. Contents octets are the sane as for the
BER encodi ng, except that:

1. If the value of a conmponent with the DEFAULT qualifier is the
default value, the encoding of that conponent is not included.

2. There is an order to the conmponents, nanely ascendi ng order by
tag (care: the CONSTRUCTED bit is not part of the tag val ue, see
bel ow). By ascending order, imagine every set element’s encoding
is padded with zeroes so that every encoding is the sane length
and then each padded encoding is treated as an INTEGER with t he
smal | est encodings sorted to the start of the SET.

A sinpl e pseudo-code version of the sort (in-place) would | ook |ike:
“tY Sort (ASNLOoj ect[] elenents) { bool ean swapped = true; while

(swapped) { swapped = false; for (var i = 0; i != Length(elements) -
1, i++) { if (!LessThanOrEqual (DER(el ements[i]), DER(el ements[i+1])))
{ swapped = true; var ei = elenents[i]; elenments[i] = elenents[i +

1]; elenents[i+1] =ei; } } } }
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/'l cl ear CONSTRUCTED bit
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in tag byte if set

var a0 = encAl 0] & ~CONSTRUCTED
var b0 = encB[0] & ~CONSTRUCTED
if (a0 != b0)
{
return a0 < bO;
}
var last = M n(Length(encA), Length(encB)) - 1
for (var i =1; i < last; ++i) {
if (encAli] !'= encB[i])
return encAli] < encB[i]
}

return encAll ast] <= encB[l ast]
} 't Were Length()
of two val ues and DER()

, and C#. Likewise for & - the bitw se AND

NOTE: As you can see fromthe LessThanO Equa

returns the length of an array,
returns the DER encodi ng of the ASN1Obj ect passed to it,
~ operator provides the ones conplinent of a val ue,

m ni mum
and the
as it does in | anguages like C, Java

Mn returns the mat hemati ca

function, SET el enents

in DER encodings are ordered first according to their tags (class and

nunber), but the CONSTRUCTED bit

Li nks to exanples of different
can be found in Section 7.

For SET- OF (see bel ow),

or all

this is uninportant.
same tag and DER requires themto either al
in primtive form according to that tag.

is not part of the tag.

i mpl ement ati ons of the DER SET sort

Al el ements have the
be in constructed form
The el ements are

effectively ordered according to their contents octets.

For SET, the elenents wll

general it is best to nake sure it
the tag.
5.16. SET OF

have di stinct tags,
constructed or primtive form accordingly.
CONSTRUCTED bit could therefore lead to ordering inversions,
is not present

and each will be in
Failing to ignore the
so in
in the encoding of

The SET OF type denotes an unordered collection of zero or nore

occurrences of a given type.

The SET OF type is used for sets
The SET OF type is used for sets
identifiers, signer informtion,
[ RFC5652] .
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ASN. 1 notation
SET [SI ZE ({size | sizel..size2})] OF Type

where Type is a type, and where size, sizel, and size2 are optiona
size constraints. In the SET SIZE (sizel..size2) OF form the SET
must have between sizel and size2 itens present. |In the SET OF form
the SET can have any nunber of itens, including zero.

Exanpl e: The Rel ati veDi stingui shedNane type [ RFC5280] consists of one
or nore occurrences of the AttributeVal ueAssertion type, where the
order is uninportant:

Rel ati veDi sti ngui shedNane :: =
SET SIZE (1..MAX) OF Attri but eTypeAndVal ue

BER encodi ng. Constructed. Contents octets are the concatenation of
t he BER encodings of the values of the occurrences in the collection,
in any order.

DER encoding. Constructed. Contents octets are the sanme as for the
BER encodi ng, except that there is an order, nanely ascending

| exi cographi ¢ order of BER encoding. Lexicographic conparison of two
different BER encodings is done as follows: Logically pad the shorter
BER encodi ng after the last octet with dummy octets that are smaller
in value than any normal octet. Scan the BER encodings fromleft to
right until a difference is found. The small er-valued BER encodi ng
is the one with the smaller-valued octet at the point of difference.

There are sonme w dely used ASN. 1 specifications that define an

OPTI ONAL SET OF conponent without a size constraint. |In this case,
the sender can encode either an enpty SET, or it can elect to not
encode the SET. Absent sone requirement established in the prose of
the specification, it is preferable to not encode the enpty SET OF
as it mninmzes the size of the nessage.

5.17. T61String

The T61String type denotes an arbitrary string of T.61 characters.
T.61 is an eight-bit extension to the ASCI|I character set. Specia
"escape" sequences specify the interpretation of subsequent character
val ues as, for exanple, Japanese; the initial interpretation is
Latin. The character set includes non-printing control characters.
The T61String type allows only the Latin and Japanese character
interpretations, and inplementors’ agreenents for directory nanes
exclude control characters [NIST92]. A T61String value can have any
I ength, including zero. This type is a string type.
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The T61String type is used in PKCS #9 unstructured-address and
chal | enge-password attributes [ RFC2985], and in several attributes
docunented in [ RFC5280] .

ASN. 1 not ati on

T61String

BER encoding. Primtive or constructed. 1In a primtive encoding,

the contents octets give the characters in the T.61 string, encoded
in ASCII. In a constructed encoding, the contents octets give the

concat enati on of the BER encodi ngs of consecutive substrings of the
T.61 string.

Exanpl e: The BER encoding of the T61String value "clils publiques"”
(French for "public keys") can be any of the follow ng, anobng others,
depending on the formof Iength octets and whether the encoding is
primtive or constructed:

14 Of DER encodi ng
63 6¢c c2 65 73 20 70 75 62 6¢ 69 71 75 65 73

14 81 Of long formof |ength octets
63 6c c2 65 73 20 70 75 62 6¢c 69 71 75 65 73

34 15 constructed encoding: "cliis" + " "

14 05 63 6¢c c2 65 73

14 01 20

14 09 70 75 62 6¢ 69 71 75 65 73

+ "publiques”

The eight-bit character c2 is a T.61 prefix that adds an acute accent
(') to the next character.

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.

Exanpl e: The DER encoding of the T61String value "cl’'es publiques" is
14 Of 63 6¢c c2 65 73 20 70 75 62 6¢c 69 71 75 65 73

5.18. UTCTi e
The UTCTi ne type denotes a "coordi nated universal tinme" or G eenw ch
Mean Time (GMIN value. A UICTi ne val ue includes the |ocal time

precise to either mnutes or seconds, and an offset from GVl in hours
and mnutes. It takes any of the follow ng forns:
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YYMVDDhhmmZ
YYMVDDhhmmt+hh'
YYMVDDhhrmm hh' nmi
YYMVDDhhmrssZ
YYMVDDhhmrss+hh' mmi
YYMVDDhhmss- hh' mmi
wher e:
YY is the least significant two digits of the year (00 to 99)
MMis the nonth (01 to 12)
DD is the day (01 to 31)
hh is the hour (00 to 23)
mmare the minutes (00 to 59)
ss are the seconds (00 to 59)
Zindicates that local time is GJMI, + indicates that local time is
|ater than GMI, and - indicates that local time is earlier than
GVr
hh' is the absolute value of the offset from GMI in hours
mr is the absolute value of the offset from GVl in minutes
This type is a string type.
The UTCTine type is used for signing times in PKCS #9 signing-tine
attribute [RFC2985] and for certificate validity periods in Validity
type [ RFC5280].

ASN. 1 notation

UTCTi ne

BER encoding. Primtive or constructed. 1In a primtive encoding,
the contents octets give the characters in the string, encoded in
ASCIlI. In a constructed encoding, the contents octets give the

concat enati on of the BER encodings of consecutive substrings of the
string. (The constructed encoding is not particularly interesting,
since UTCTi ne val ues are so short, but the constructed encoding is

permtted.)
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Exanple: The tine this sentence was originally witten was 4:45:40
p.m Pacific Daylight Tine on May 6, 1991, which can be represented
with either of the foll owi ng UTCTi ne val ues, anong ot hers:
"910506164540-0700"

"9105062345402"

These val ues have the foll owi ng BER encodi ngs, anong ot hers:

17 0d 39 31 30 35 30 36 32 33 34 35 34 30 5a

17 11 39 31 30 35 30 36 31 36 34 35 34 30 2D 30 37 30 30

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.

5.19. GeneralizedTinme
The GeneralizedTine type consists of a calendar date and time. A
General i zedTi me val ue includes the local tinme precise to fractions of
seconds. A GeneralizedTime value can include mdnight at the start
of a day, but it excludes mdnight at the end of a day. A
General i zedTi me val ue uses one of the followi ng three forns:
1. a local time of day;

2. alocal tinme of day with the difference between |l ocal tine and
UTC, or

3. a UrCtime of day.
Accuracy of the time takes one of the follow ng three fornmns:

1. hours, mnutes, and seconds, with fractions of a second to any
nunber of decimal places;

2. hours and minutes, with fractions of a mnute to any nunber of
deci mal pl aces; or

3. hours, with fractions of an hour to any nunber of deci mal places.
This type is a string type. It uses a subset of VisibleString.
The VisibleString starts with a four-digit representation of the

year, a two-digit representation of the nonth, and a two-digit
representation of the day, w thout use of separators.
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The VisibleString continues with the tinme of day to an accuracy of
one hour one mnute, one second, or fractions of a second, using
either comma or full stop as the decimal sign

The VisibleString ends with upper-case letter Z to indicate a UTC
time.

The VisibleString ends the signed difference between |ocal tine and
UTC, with the m nutes conmponent optionally omtted if the difference
is an integral number of hours.

Al'l possible forms of GeneralizedTi me cannot be enunerated, but it is
worth noting that [ RFC5280] requires dates after 2049 use the
followi ng form which uses the same as above, except that a four
digit year is provided:

YYYYMVDDhhmrssZ

The GeneralizedTine type is used for certificate validity periods in
Validity type [ RFC5280].

ASN. 1 not ati on:

Ceneral i zedTi ne

BER encoding. Primtive or constructed. 1In a primtive encoding,
the contents octets give the characters in the string, encoded in
VisibleString. In a constructed encoding, the contents octets give

the concatenation of the BER encodi ngs of consecutive substrings of
the string. (The constructed encoding is not particularly
interesting, since CeneralizedTi me values are usually very short, but
the constructed encoding is permtted.)

Exanmpl e: Local tinme 6 minutes, 27.3 seconds after 9 pmon 6 Novenber
2050.

"20501106210627. 3"
Thi s val ue has the foll owi ng BER encodi ngs, anong ot hers:
18 10 31 39 38 35 31 31 30 36 32 31 30 36 32 37 2e 33

DER encoding. Prinmitive. Contents octets are as for a primtive BER
encodi ng.

Exanmpl e: [ RFC5280] uses the GeneralizedTi ne val ue of

"999912312359597" to indicate that a certificate has no wel |l -defined
expiration date.
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Thi s value has the foll owi ng DER encodi ngs:
18 10 31 39 38 35 31 31 30 36 32 31 30 36 32 37 2e 33

DER encoding. Primtive. Contents octets are as for a primtive BER
encodi ng.

18 Of 39 39 39 39 31 32 33 31 32 33 35 39 35 39 5a

5.20. UTF8String
The UTF8String type supports the encodi ng of character sets which
covers nmost of the world’ s witing systens; see [ RFC3629]. This type
is a string type.

The UTF8String type is used with many nam ng attributes in [ RFC5280].

ASN. 1 notation

UTF8Stri ng
BER encoding. Primtive or constructed. 1In a primtive encoding,
the contents octets give the characters in the UTF-8 string. 1In a

constructed encodi ng, the contents octets give the concatenation of
the BER encodi ngs of consecutive substrings of the UTF-8 string.

Exampl e: The character sequence U+D55C U+AD6D WH+C5B4 ( Kor ean
"hangugeo", neaning "the Korean | anguage") is encoded in UTF-8, and
then this value has the foll owi ng DER encodi ngs, anobng ot hers:
Oc 09 ed 95 9c ea b5 ad ec 96 b4

6. An exanple

This section gives an exanple of ASN. 1 notation and DER encoding: the
Nane type [ RFC5280].

6.1. Abstract notation

This section gives the ASN. 1 notation for the Nane type [ RFC5280].
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Nane ::= CHO CE {
RDNSequence }

RDNSequence ::= SEQUENCE OF Rel ati veDi sti ngui shedNane

Rel ati veDi sti ngui shedNane :: =
SET OF Attri buteVal ueAssertion

Attri buteVal ueAssertion ::= SEQUENCE ({
Attribut eType,
AttributeVal ue }

AttributeType ::= OBJECT | DENTI FI ER
AttributeValue ::= ANY

The Nane type identifies an object in an X 500 directory. Nane is a
CHO CE type consisting of one alternative: RDNSequence. (Future
revisions of X 500 may have other alternatives.)

The RDNSequence type gives a path through an X. 500 directory tree
starting at the root. RDNSequence is a SEQUENCE OF type consisting
of zero or nore occurrences of RelativeDi stingui shedName.

The Rel ativeDi stingui shedNane type gives a unique name to an object
relative to the object superior to it in the directory tree.

Rel ati veDi sti ngui shedNane is a SET OF type consisting of zero or nore
occurrences of AttributeVal ueAsserti on.

The AttributeVal ueAssertion type assigns a value to sonme attribute of
a relative distinguished nane, such as country name or comoDn nane.
AttributeVal ueAssertion is a SEQUENCE type consisting of two
components, an AttributeType type and an Attri buteVal ue type.

The AttributeType type identifies an attribute by object identifier.
The AttributeValue type gives an arbitrary attribute value. The
actual type of the attribute value is deternmined by the attribute

type.
6.2. DER encoding

This section gives an exanpl e of a DER encodi ng of a val ue of type
Name, working fromthe bottom up.

The nane is that of the Test User 1. The name is represented by the
fol | owi ng pat h:
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(root)

I
countryName = "US"

organi zati onNane = "Exanpl e Organi zation"

comonName = "Test User 1"

Each | evel corresponds to one Rel ativeDi stingui shedName val ue, each
of which happens for this name to consist of one

AttributeVal ueAssertion value. The AttributeType value is before the
equal s sign, and the AttributeValue value (a printable string for the
given attribute types) is after the equals sign

The countryNane, organizati onName, and commonUni t Nane are attribute
types defined in [ RFC5280] as:

attributeType OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 4}
count ryNane OBJECT IDENTIFIER ::= { attributeType 6 }
organi zati onNanme OBJECT IDENTIFIER ::= { attributeType 10 }
comonUni t Name OBJECT IDENTIFIER ::= { attributeType 3 }

Note: joint-iso-ccitt and joint-iso-itu-t are interchangeable for

(2).
6.2.1. AttributeType

The three AttributeType values are OCTET STRI NG val ues, so their DER
encoding follows the primtive, definite-|ength nethod:

06 03 55 04 06 count r yNanme
06 03 55 04 Oa organi zat i onNane
06 03 55 04 03 commonNanme

The identifier octets followthe lowtag form since the tag is 6 for
OBJECT IDENTIFIER. Bits 8 and 7 have value "0," indicating universal
class, and bit 6 has value "0," indicating that the encoding is
primtive. The length octets follow the short form The contents
octets are the concatenation of three octet strings derived from
subidentifiers: 40 * 2 + 5 = 85 = 55 (hexadecimal); 4; and 6, 10, or
3.
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6.2.2. AttributeVal ue

The three AttributeValue values are PrintableString values, so their
encodings followthe primtive, definite-|length nethod:

13 02 55 53 "us"
13 14 "Exanpl e Organi zation"
45 78 61 6d 70 6¢c 65 20 4f 72 67 61 6e 69 7a 61
74 69 6f 6e
13 0Ob "Test User 1"

54 65 73 74 20 55 73 65 72 20 31

The identifier octets follow the | owtag-nunber form since the tag
for PrintableString, 19 (decimal), is between 0 and 30. Bits 8 and 7
have val ue "0" since PrintableString is in the universal class. Bit
6 has value "0" since the encoding is prinmtive. The length octets
follow the short form and the contents octets are the ASC |
representation of the attribute val ue.

6.2.3. AttributeVal ueAssertion

The three AttributeVal ueAssertion values are SEQUENCE val ues, so
their DER encodings follow the constructed, definite-Iength nethod:

30 09 countryName = "US"
06 03 55 04 06
13 02 55 53

30 1b organi zati onNane = "Exanpl e Organi zai ton"
06 03 55 04 Oa
13 14 ... 6f 6e

30 12 comonNane = "Test User 1"
06 03 55 04 Ob
13 0b ... 20 31

The identifier octets follow the | owtag-nunber form since the tag
for SEQUENCE, 16 (decimal), is between 0 and 30. Bits 8 and 7 have
val ue "0" since SEQUENCE is in the universal class. Bit 6 has val ue
"1" since the encoding is constructed. The length octets follow the
short form and the contents octets are the concatenation of the DER
encodi ngs of the attributeType and attri buteVal ue conmponents.
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6.2.4. RelativeD stingui shedNane

The three Rel ativeDi stingui shedName val ues are SET OF val ues, so
their DER encodings follow the constructed, definite-length nethod:

31 Ob

30 09 ... 55 53
31 1d

30 1b ... 6f 6e
31 14

30 12 ... 20 31

The identifier octets follow the | owtag-nunber form since the tag
for SET OF, 17 (decinal), is between 0 and 30. Bits 8 and 7 have
value "0" since SET OF is in the universal class Bit 6 has value "1"
since the encoding is constructed. The |lengths octets follow the
short form and the contents octets are the DER encodi ngs of the
respective AttributeVal ueAssertion values, since there is only one
val ue in each set.

6.2.5. RDNSequence

The RDNSequence value is a SEQUENCE OF val ue, so its DER encoding
follows the constructed, definite-length method:

30 42
31 Ob ... 55 53
31 1d ... 6f 6e
31 14 ... 20 31

The identifier octets follow the | owtag-nunber form since the tag
for SEQUENCE OF, 16 (decinmal), is between 0 and 30. Bits 8 and 7
have value "0" since SEQUENCE OF is in the universal class. Bit 6
has value "1" since the encoding is constructed. The lengths octets
follow the short form and the contents octets are the concatenation
of the DER encodings of the three Rel ativebDi stingui shedName val ues,
in order of occurrence.

6.2.6. Nanme

The Nane value is a CHO CE value, so its DER encoding is the sane as
that of the RDNSequence val ue:
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30 42
31 Ob
30 09
06 03 55 04 06 attributeType = countryNane
13 02 55 53 attri buteval ue = "US"
31 1d
30 1b
06 03 55 04 Oa attributeType = organi zati onNane
13 14 attri but eval ue = "Exanpl e Organi zati on"
45 78 61 6d 70 6¢c 65 20 4f 72 67 61 6e 69 7a 61
74 69 6f 6e
31 14
30 12
06 03 55 04 03 attributeType = commonNane
13 0Ob attri butevalue = "Test User 1"

54 65 73 74 20 55 73 65 72 20 31

Which if pretty-printed in strict order would provide an X 500 Nane
that | ooked like: countryName=US, organi zati onNane=Exanpl e

Organi zat i on, conmonName=Test User 1 Occasionally, just occasionally
you will also cone across a '+ syntax in X. 500 Nanes so instead the
nane m ght | ook |ike: countryName=US, organi zati onNane=Exanpl e

Or gani zat i on+commonNanme=Test User 1 This case is interesting, the
reason for this being that the '+ neans the last two attribute val ue
pairs end up in the same RDN, or nore specifically the same SET as
can be seen in the encoding below. 30 40 31 Ob 30 09 06 03 55 04 06
13 02 55 53 31 31 30 1b 06 03 55 04 Oa Oc 14 45 78 61 6d 70 6¢c 65 20
4f 72 67 61 6e 69 7a 61 74 69 6f 6e 30 12 06 03 55 04 03 Oc Ob 54 65
73 74 20 55 73 65 72 20 31 That said, while the above is a correct
definite-length encoding for the X 500 nane we are looking at, it is
not the correct DER encoding for the X 500 nanme we are | ooking at as
the correct DER encoding | ooks like: 30 40 31 Ob 30 09 06 03 55 04 06
13 02 55 53 31 31 30 12 06 03 55 04 03 Oc Ob 54 65 73 74 20 55 73 65
72 20 31 30 1b 06 03 55 04 0Oa Oc 14 45 78 61 6d 70 6¢c 65 20 4f 72 67
61 6e 69 7a 61 74 69 6f 6e which, if pretty-printed directly, would
gi ve: countryName=US, commonName=Test User 1+organi zati onNane=Exanpl e
Organi zation The difference between the two encodi ngs being that the
SET has been correctly sorted for DER encoding in the final encoding.

There are a few norals to this particular tale. As you can inmgine
"+ in an X. 500 nanme is best avoided as sonetines people forget about
the sorting or insist on definite-length encoding to preserver order
requiring DER encoding to be done every time for signature generation
and verification. Ideally if you have to include a '+ (it really
does happen) it is also better to wite out the X 500 nane in DER
format at the start, so anyone else trying to verify a signature that
m ght be associated with the use of the name will always get a
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correct result. Were it is not possible to wite out the X 500 name
in DER format, so anyone checki ng the subsequent encoding wll be
presented with a definite-length encoding instead, special care nust

be taken
t he nane
encodi ng,

One fina

to calculate and eval uate any signatures or MACs based on
usi ng the DER encoding, rather than the definite-length
ot herwi se recipients will not be able to verify the data.

note, as Nanme is of type CHO CE, whenever it is tagged it

wi Il always encode as explicitly tagged, even if it’s in a nodul e
with which starts with a definitions bl ock reading "DEFI N Tl ONS

IMPLICIT

TAGS ::=". This convention is followed as CHO CE encodi ngs

need to maintain the original encoding of the ASN.1 primtive, or
structure, making up the CHOCE. Overwiting the tag by follow ng

the inpl
compl et el

cit tagging rule could change the nmeaning of the CHO CE item
y!

Useful Links

The following table provides alternate inplenmentations of the DER SET

sort for

| C

a variety of |anguages.

| OpenSSL| https://github. com openssl/openssl /bl ob/ 3206bb708246a97b281133009a41

9f b7421971d9/ crypt o/ asnl/ |

| | tasn_enc. c#L399

| Bouncy | https://github.con bcgit/bc-
I
| Castl e | csharp/ bl ob/ 0c87b54b4b78e95eb80db716elac57f 2e7875d21/ crypt o/ src/ asnl

I
| | AsnlSet . cs#L277C38-L277C44

| Bouncy | https://github.con bcgit/bc-

I
| Castl e |javal/ bl ob/ 126ac9el4a0f 56f ae088973a777f 1f 90a521f d82/ cor e/ src/ mai n/ j av

a/ or g/ bouncycast| e/ asnl/ |

| Rust

f.rs#L456

8.

| | ASN1Set . j ava#L500

S e
| Rust | https://github. coml Rust Crypto/fornmats/bl ob/ master/der/src/asnl/set_o
| Crypto | |

S e

Tabl e 6: Exanpl e | nplenentati ons of DER SET Sorti ng.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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9.

10.

10.

10.

Security Considerations

Security considerations are discussed throughout this neno.

I npl enentati ons that enploy ASN. 1 need to take care when parsing and
decodi ng data to avoid buffer overflows, denial of service through
resource exhaustion, and arbitrary code execution. These

consi derations are not unique to ASN.1; they need to be considered by
all data parsers and decoders.

In relation to resource exhaustion, while ASN.1 allows for arbitrary
nesting of constructed objects and very large | engths of individua
data objects, we recommend that linmts for both these are enforced
appropriate for the use-case the parser, or decoder, is used for.
Such Iimts can provide a useful early warning of corrupted data
whil e al so (usually) providing a recoverable situation for the
parser, or decoder, encountering the issue.

I mpl enenters of ASN. 1 parsers and decoders are encouraged to use fuzz
testing to identify security vulnerabilities and other flaws.
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