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Abst r act

Thi s docunent specifies a categorical refund receipt format for
agentic-paynent flows. The format is the post-settlenent counterpart
to the adm ssion-tine conpliance receipt format specified in draft-
hopl ey- x402- conpl i ance-recei pt: where the conpliance receipt records
an adm ssion deci sion under regulatory screening obligations, the
refund recei pt records a reversal -of-funds event with the sane
canoni cal i sation discipline and the sane audit-chain semanti cs.

The recei pt format uses a cl osed enuneration of categorical outcones
(FULL, PARTI AL, REJECTED) rather than a continuous percentage or
anount-only representation. The categorical outcone is |oad-bearing
for downstreamregul atory obligations: under PSD2 (Directive

2015/ 2366) Article 89 a REJECTED outcome carries di spute-evidence
obligations that a PARTIAL refund does not, and the categorica

di stinction nust be preserved at the canonical -bytes | evel rather
than col |l apsed to a percentage projection of the original amount.

Recei pts are canonical i sed under RFC 8785 (JSON Canoni cal i zation
Scheme) with an in-band canonicalisation rule pin (canon_version).
The pin enables year-N re-verification fromretained bytes al one,

wi t hout dependence on an out-of-band rule registry that the operator
must continue to publish

The refund receipt fornmat conposes with the conpliance recei pt fornmat
via the original _payment_ref field, a content-addressed reference to
the original paynent record. A verifier walking the audit chain can
confirmthe full payment lifecycle from adm ssion-time screening
through settlenment to refund event under one byte-determ nistic
canoni cal i sation pin.

Thi s docunent is conplenentary to draft-vauban-x402-stark-receipts
(whi ch covers cryptographic settlement-tine paynment-condition proofs)
and to draft-hopl ey-x402-conpl i ance-recei pt (which covers adm ssi on-
time conpliance screening receipts). The three docunents pin the
same urn: x402: canoni cal i sation:jcs-rfc8785-v1l canonicalisation

di sci pli ne.

Hopl ey Expires 1 Decenber 2026 [ Page 1]



I nternet-Draft x402-r ef und-recei pt May 2026

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Decenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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Agenti c-paynent flows generate two classes of receipt over the
lifecycle of a transaction: adm ssion-tinme receipts (conpliance
screeni ng, paynent authorisation, mandate verification) and post-

settlenent receipts (settlenent confirmation, refund, dispute

resol ution).
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Arefund is a state transition that creates a new record on the post-
settlenent chain: funds previously transferred to a payee are
returned in full, in part, or the return request is denied. The
operational and regulatory significance of this state transition is

| oad- beari ng:

* Under UK Consuner Rights Act 2015 and EU Consuner Rights Directive
2011/83/EU Article 9, a FULL refund within the statutory w ndow
cl oses the consumer’s right to further renedy.

* Under PSD2 (Directive 2015/2366) Article 89, an unauthorised
paynent nust be refunded i mrediately or rejected with docunented
reasons. A REJECTED outcone creates di spute-evidence obligations
distinct froma FULL or PARTI AL out cone.

* Under UK POCA 2002 and EU AM_ Directives 5/6, a refund triggered
by post-settlenment sanctions screening or fraud detection requires
audit-chain linkage to the original conpliance receipt for
retention-period audit by conpetent authorities.

A receipt format that coll apses these distinctions to a conti nuous
anount -only representation | oses the | oad-bearing operationa
di stinction.

Thi s docunent specifies a refund receipt format that preserves the
categorical outcone at the canonical -bytes level. The sane
canoni cal i sation discipline and audit-chain semantics as draft-
hopl ey- x402- conpl i ance-recei pt apply, so a verifier can use one

i mpl ementation to walk the entire paynent |ifecycle.

1.2. Scope
Thi s docunent specifies:

* The canoni cal JSON shape of the refund receipt (Section 3)

* The canonicalisation rule applicable to the receipt (Section 4)
* The audit chain conposition under which refund recei pts conpose
with conpliance receipts and settlenment records (Section 5)

The year-N auditability properties the format pins (Section 6)
Wor ked exanpl es covering FULL, PARTIAL, and REJECTED out cones

(Appendi x A)
* Reference inplenentations and confornmance vectors (Appendi x B)

The docunment does NOT specify:

* The refund orchestration protocol (operator-|ayer concern; out of
scope)

* Dispute-resolution state machines (a refund receipt records one
state transition; nmulti-party dispute orchestration is a separate
probl em cl ass)
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* Cross-chain settlenent nmechanisns (an asset substitution between
original paynent and refund is permitted in the receipt format but
the bridge nechanismis out of scope)

* Card-network chargeback or interchange formats (1SO 8583 / |SO
20022 nessage fanmilies serve that purpose)

1.3. Relationship to other Internet-Drafts

Thi s docunent is one of a coordinated suite of five Al goVoi-authored
recei pt and response format Internet-Drafts, all anchoring to the
canoni cal i sation discipline specified in draft-hopl ey-x402-
canoni cal i sation-j cs:

* draft-hopl ey-x402- canoni cal i sation-jcs -- the JCS canonicalisation
di sci pline pinned by Section 4 of this docunent.
* draft-hopl ey-x402-conpliance-recei pt -- admi ssion-tinme conpliance

screening receipt. A refund receipt’s original _paynment_ref NMNAY
equal the content hash of the conpliance receipt that adnmtted the
origi nal paynent.

* draft-hopl ey-x402-settl enent-attestation -- per-settlenent
categorical attestation. A refund receipt’s original_payment_ref
MAY equal the content hash of a settlenent attestation when the
refund reverses a previously-SETTLED paynent.

* draft-hopl ey-x402-cancel | ati on-recei pt -- the mandate cancel |l ati on
receipt format. A USER REQUESTED cancel |l ati on under PSD2 Article
64 MAY chain forward to a refund receipt on the audit chain when
Article 64 refund obligations attach to a recently-settled debit.

* draft-hopl ey-x402-conposite-trust-query -- verifier-side
conposite-trust-query response format. A verifier wal king an
audit chain containing a refund receipt emts a single conposite-
trust response over the chain.

The five formats share the sanme canonicalisation pin, audit chain row
shape, integer-mllisecond tinmestanp encoding (Substrate Rule 2),
jurisdiction _flags ordering convention, and cl osed-enuneration
discipline. A verifier walking the full paynent lifecycle requires
only one inplenentation of the canonicalisation discipline.

1.4. Relationship to draft-vauban-x402-stark-receipts

draft - vauban- x402- st ark-recei pts covers cryptographic settlenment-tine
paynment -condi tion proofs (STARK receipts). The refund receipt
specified in this docunent MAY reference a STARK receipt as its

ori gi nal _paynent _ref value: when a paynent that was settled with a
STARK proof is subsequently refunded, the refund receipt |inks back
to the STARK-recei pt content _hash and the verifier wal ks the chain
across both formats under one canonicalisation pin.
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2. Conventions and Definitions
2.1. Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2.2. Definitions

*refund recei pt*: a JSON object of the shape specified in Section 3,
canoni cal i sed under the discipline specified in Section 4.

*cont ent _hash*: SHA- 256, |owercase hex, of the JCS-canonical bytes of
the receipt object.

*original _paynent _ref*: a string of the form sha256: <l ower case- hex-
64> identifying the original payment record by content hash. The
original record MAY be a conpliance receipt, a settlenent
attestation, or an operator-specific paynent record.

*refund_anount*: a two-field object {anount _minor, asset id}
representing the refunded value. amount_minor is a decimal-digit
string in the asset’s mnor unit; asset_id identifies the asset and
its decimal precision.

*canon_version*: an in-band string identifying the canonicalisation
discipline. Fixed value jcs-rfc8785-v1l for this version

*audit chain row: a four-field object linking receipts via SHA-256
hash chain, shape specified in Section 5.1

3. Receipt Format Specification
A refund receipt is a JSON object with the foll owing seven fields.
Al fields are REQU RED. The receipt is canonicalised under RFC 8785
(JCS) per Section 4. Field nanes are sorted | exicographically by JCS
during canonicalisation; the receipt object itself uses arbitrary
aut horing order.

3.1. refund_result
A string-valued field. The value MJST be one of:

* FULL -- the entire original paynent anount has been returned to
t he payer.
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*  PARTIAL -- less than the original paynent amount has been
returned. The refund anmount field carries the actual refunded
val ue; the verifier conpares against the original via
ori gi nal _paynment ref |inkage.

* REJECTED -- a refund request was processed and denied. No funds
nmoved. The receipt records the denial event so downstream di spute
/ chargeback chains can reference it.

The three-el ement enuneration is closed. |nplenentations MIST reject
any other value at validation tine before canonicalisation. Score,
percentage, or anount-only projections are not acceptabl e substitutes
for the categorical outcone.

The regul atory distinction is | oad-bearing. Under PSD2 (Directive
2015/ 2366) Article 89, a payer denied a refund (REJECTED) nust
receive a docunented denial; this is operationally distinct froma
PARTI AL refund where sone-but-not-all of the original anpbunt has been
returned. Under UK Consumer Rights Act 2015 and EU Consuner Rights
Directive 2011/83/EU Article 9, only a FULL refund within the
statutory w ndow cl oses the consumer’s right to further renedy. A
percentage or anount-only representati on cannot preserve these

di stinctions.

3.2. jurisdiction_flags

An ordered array of string-valued | SO 3166-1 al pha-2 country codes or
al pha- 3 regi on codes identifying the applicable regulatory frameworks
for the refund event.

Aut hori ng convention: primary jurisdiction first (where the operating
entity is licensed), secondary jurisdictions in order of regulatory
pr ecedence.

Array element ORDER is SIGNI FI CANT and | oad-bearing. RFC 8785 does
not nornalise array order during canonicalisation. The array ["UK",
"EU'] and the array ["EU', "UK"'] produce byte-distinct canonica
representations and distinct content_hash val ues.

3.3. original _paynment _ref
A string-valued field of the form sha256: <l ower case- hex-64>. The hex

di gest is SHA-256 of the JCS-canonical bytes of the original paynent
record bei ng refunded.
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When refunding a paynent that was admitted under a conpliance receipt
(per draft-hopl ey-x402-conpliance-receipt), the original_payment_ref
MAY equal the content _hash of the conpliance receipt itself. This is
the conventional choice and enables the audit-chain conposition
described in Section 5.

When refunding a paynent that was settled with a STARK proof (per
draft - vauban- x402-stark-recei pts), the original _paynent_ref MAY equa
the content _hash of the STARK receipt.

| mpl enent ati ons MUST NOT strip the sha256: prefix during
canoni calisation or verification. The prefix is part of the
canoni cal bytes.

3.4. refund_anount
A sub-object with exactly two fields:

* ampunt_minor -- a string of decimal digits representing the
refunded value in the asset’s minor unit. String typing avoids
float-precision | oss and JavaScri pt-integer-overfl ow concerns for
| arge values, and is representable | ossl essly under JCS

* asset id -- a string identifying the asset and its deci nal
precision. Convention: <synbol >. <deci mal s> for chain-native
assets (e.g. USDC. 6, ALGO. 6, ETH. 18);
<chai n>: <asset _i d>. <deci mal s> for ASA-style assets (e.qg.
al go: 31566704. 6) .

The sub-object’s keys are sorted | exicographically by RFC 8785 during
canoni cal i sation: anpbunt_minor then asset id. Verifiers MJST treat
{"anmpunt _m nor":"100000", "asset _id":"USDC. 6"} as equivalent to the
same content produced by an authoring layer that emitted fields in
asset _id-first order; JCS canonicalisation renpves the distinction.

For a PARTI AL refund, refund_anount carries the actual refunded
value. For a FULL refund, refund _amount carries the entire origina
payment amount. For a REJECTED refund, refund_anmount carries the
anount that WOULD have been refunded had the request been accepted
(the requested-but-deni ed amount), enabling the denial -evidence chain
to capture the operational claim

Cross-asset refunds (where the refund asset differs fromthe origina
paynment asset, e.g. paid in USDC on Base, refunded in USDC on Sol ana)
are permtted: refund_amount.asset id MAY differ fromthe asset of
the original paynent. The cross-chain mechani sm by which the
substitution is achieved is out of scope of this docunent.

Hopl ey Expires 1 Decenber 2026 [ Page 8]



I nternet-Draft x402-r ef und-recei pt May 2026

3.5. refund_provider_did

A string-valued DID URI identifying the entity issuing the refund.
For Verifiable-Credentials-class identities this is the issuer D D
for centralised gateway-class identities this is did:web: <host>.

3.6. refund_tinmestanp_ns

An integer-valued field carrying the epoch-mllisecond tinmestanp of
the refund event in UTC

This field MUST be an integer in the canonical receipt. RFC 3339
string forns (e.g. "2026-05-28T12:00: 00Z") MJST be rejected at the
validation | ayer before canonicalisation; silent type-coercion breaks
year-N auditability and cross-inpl enentation byte-determ ni sm

The integer-only restriction is required because RFC 8785
canoni cal i ses the integer 1716494400000 and the string
"1716494400000" to distinct canonical -bytes representations. A
receipt format that accepted both fornms could produce two byte-
distinct receipts for the same |ogical refund event, breaking the
dedup and audit-chain |inkage properties.

This rule is formalised i n x402-foundati on/ x402 pul | request #2436
(canoni calisation discipline), normatively specified in draft-hopl ey-
x402- canoni cal i sation-jcs Section 4.1, and is referred to in the

Al goVoi substrate as Substrate Rule 2

3.7. canon_version

A string-valued in-band canonicalisation rule pin. For this version
of the receipt format the value MIST be jcs-rfc8785-vl.

The pin enables year-N re-verification fromretained bytes alone. A
future revision of the canonicalisation discipline MAY introduce a
successor pin (e.g. jcs-rfc8785-v2); a verifier reading a receipt
with the successor pin applies the corresponding rule. The pinis
itself canonicalised and signed-over so it cannot be silently re-
narrat ed post-em ssion.

4. Canonicalisation
The refund recei pt MJUST be canonical i sed under JSON Canoni cal i zation
Schene (JCS) as specified in [RFC8785]. The canonicalisation
di sci pline pinned by this docunent is:

urn: x402: canoni cal i sation:jcs-rfc8785-vl
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5.

1.

Thi s di sci pl i ne mandat es:

* RFC 8785 canonical JSON for the receipt object.

* UTF-8 encoding with no byte-order nark.

* (bject keys sorted | exicographically by code point at every |evel
(per RFC 8785 Section 3.2.3).
Array el ement order preserved (per RFC 8785 Section 3.2.3).
Nuneric val ues canoni cal i sed per RFC 8785 Section 3.2.2.3.
Integer-only encoding for refund_timestanp_nms (Substrate Rule 2),
applied at the validation |ayer before canonicalisation.

The discipline pinned here is identical to that pinned by draft-
hopl ey- x402- conpl i ance-recei pt Section 4, normatively specified in
draft - hopl ey-x402- canoni cal i sation-jcs, and to the canonicalisation
specification at x402-foundati on/x402 specs/canoni calisation.nmd (PR
#2436) .

The discipline is byte-for-byte cross-validated across ei ght

i ndependent JCS inplementations in eight programr ng | anguages per
the Al goVoi conformance attestation dated 2026-05-24: [ Al goVoi-JCS-

8-inpl].

Audit Chain Conposition
A refund receipt MAY participate in an audit chain al ongside
compliance recei pts and other receipt classes that pin the sane
canoni cal i sation discipline.

Chai n Row Shape

An audit chain rowis a JSON object with four fields:

{
"row_nunber": 1,
"content _hash": "<hex64>",
"prev_hash": "<hex64>",
"row_content _hash": "<hex64>"
}

* row_nunber: integer, 1-indexed.

* content hash: SHA-256, |owercase hex, of the JCS-canonical bytes
of the receipt object anchored by this row.

* prev_hash: SHA-256, |owercase hex, of the previous row s
row _content _hash. For row 1, prev_hash MJST be 64 zero hex
characters (0000...0000).
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row_cont ent _hash: SHA-256, | owercase hex, of the JCS-canonica
bytes of this row object (with row content_hash itself excluded
fromthe JCS conputation; the rows first three fields

{row _nunber, content hash, prev_hash} are canonicalised and hashed
to produce row content hash).

This row shape is identical to the audit-chain row shape specified in
draft - hopl ey-x402-conpl i ance-recei pt Section 5.1. The two docunents
pin the sanme chain composition so receipts of either class can be
l'inked into one verifiable chain.

5.2

Li nkage Verification

A verifier reading a chain segment perfornms these checks:

*

For each row, reconpute the row s row content _hash fromits first
three fields under JCS and conpare agai nst the stored val ue.

M smat ch i ndicates row tanpering

For each row N > 1, check that row N s prev_hash equals row N-1's
row content _hash. M smatch indicates chain truncation,
reordering, or row deletion

For row 1, check that prev_hash is 64 zero hex characters (the
chai n genesi s anchor).

For each row, optionally fetch the receipt body whose content hash
is referenced and verify the body re-canonicalises to the same
hash. This step is required for receipt-level audit but optiona
for rowlevel chain integrity.

A chain that passes all of the above is byte-deternministically
verifiable fromretai ned bytes alone, with no dependence on the
originating gateway’'s continued operation

5. 3.

Conposition with Conpliance Receipts

When a refund recei pt references a conpliance receipt via
ori gi nal _paynent _ref, the audit-chain conposition is:

chain row N chain row N+1

R + R +
| conpliance |-->| refund |
| receipt | | receipt |
| (content_ | | (content_ |
| hash) | | hash) |
Fomm e oo - + Fomm e oo - +
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Row N anchors the conpliance recei pt (admi ssion decision). Row N+1
anchors the refund receipt; the refund receipt’s original _paynent _ref
equal s the content _hash of the conmpliance recei pt anchored by row N
The chain row N+1's prev_hash equals row Ns row content _hash. A
verifier wal king this segnent confirns:

1. The conpliance receipt admtted the original paynent.

2. The refund receipt links to that adm ssion via
ori gi nal _payment _ref.

3. The chain rows preserve hash-linkage with no truncation or
reordering.

The sane conposition extends to | onger chains: multi-leg PARTI AL
refunds, refund reversals (refund-of-refund), and di sputed REJECTED
refunds with subsequent re-eval uation each contribute one or nore
rows to the chain.

5.4. Retention Storage

Retention storage of refund receipts and their audit chains is out of
scope of this docunment. Operators MJST retain receipts for the
period required by applicable regulatory frameworks (UK Consumner

Ri ghts Act 2015 disclosure period; PSD2 Article 89 dispute w ndow,

M CA Article 80 records retention; AMLR Article 56 records
retention).

hj ect Lock COWPLI ANCE- nbde retention on object stores supporting
WORM retention (Amazon S3, Backblaze B2, Cloudflare R2) is a
practical inplenentation; refund receipts and their audit-chain rows
MUST NOT be nodifiable during the retention period.

6. Year-N Auditability Properties

This receipt format preserves the follow ng properties so that
retained bytes are independently verifiable years after enission,
wi t hout dependence on the originating gateway’'s continued operation.

1. *Self-describing canonicalisation pin.* The canon_version field
is an in-band identifier (jcs-rfc8785-vl) so a verifier reading
retained bytes can deternine which canonicalisation rule to

appl y.

2. *No external rule registry required.* The canonical bytes
produced under jcs-rfc8785-vl are RFC 8785 plus the integer-
mllisecond timestanp encoding rule (Substrate Rule 2). Both
rules are specified in this docunment and in draft-hopl ey-x402-
conpliance-receipt; neither requires the operator to continue to
publi sh a canonicalisation rule registry.

Hopl ey Expires 1 Decenber 2026 [ Page 12]



I nternet-Draft x402-r ef und-recei pt May 2026

3. *Cross-inplenentation verifiability.* The JCS RFC 8785
canoni cal i sation discipline has been byte-for-byte cross-
val i dat ed across ei ght independent reference inplenentations in
ei ght programm ng | anguages: Python (rfc8785), TypeScri pt
(canonicalize), Go (gowebpki/jcs), Rust (serde_jcs), Java
(cyber phone/j son-canoni cal i zati on, authored by Anders Rundgren,
RFC 8785 editor), PHP (root23/php-json-canonicalization), C# .NET
(Baghub. Packages. JsonCanoni cal i zati on), and Ruby (json-
canoni cal i zation). 192/192 byte-for-byte agreenents across 24
vectors in 3 anchor sets. The attestation record is published at
[ Al goVoi -JCS-8-inpl]. A verifier built with any of these eight
i mpl ement ati ons produces identical canonical bytes for any refund
recei pt under this format.

4. *Tamper detection.* Per-row content_hash and chain prev_hash
Ii nkage (Section 5) detect single-row tanpering and chain
truncation / reordering respectively.

5. *Regul atory distinction preserved.* The cl osed enuneration on
refund_result (Section 3.1) preserves the |oad-bearing
di stinction between FULL, PARTIAL, and REJECTED for the ful
retention period.

6. *Conpositional verifiability.* A refund receipt’s
ori gi nal _paynent _ref MAY reference any other receipt class that
pi ns the same canonicalisation discipline (conpliance receipt,
STARK receipt, settlement attestation). The verifier needs only
one canonicalisation inplenentation to walk the full paynent
l'ifecycle.

7. Conposition with O her x402 Substrate

This receipt format conposes with other el enents of the x402
substr at e:

7.1. Conpliance Receipt Linkage

The conventional original _payment_ref target for an adni ssion-then-
refund flowis the content_hash of the conpliance receipt that
admtted the original paynent under draft-hopl ey-x402-conpliance-
receipt. The two receipts conpose into one audit-chain segnent that
records the full adm ssion-through- refund lifecycle. See

Section 5. 3.
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7.2. STARK Recei pt Linkage

VWhen a paynment was settled with a STARK proof per draft-vauban-x402-
stark-receipts, the refund receipt’s original_paynent_ref MAY equa
the content _hash of the STARK receipt. The verifier confirns the
STARK- proven settlenent and the subsequent refund event under one
canoni cal i sation pin.

7.3. Composite Trust-Query
Multiple emtters’ attestations may participate in a conposite trust-
query per x402-foundation/x402 pull request #2440. A refund
provider’'s attestation rowin a conmposite-trust-query MAY reference a
refund receipt’s content_hash as the underlying evi dence.

8. | ANA Consi derati ons

8.1. URN Nanespace Registration
Thi s docunent references the URN urn: x402: canoni cal i sation:jcs-
rfc8785-vl registered by draft-hopl ey-x402-canoni cal i sation-jcs
Section 10.1. No additional URN nanespace registration is required
by this docunent.

8.2. Receipt Format Identifier
Thi s docunent defines the receipt format identifier
urn: x402: recei pt:refund-vl
This identifier MAY be used by conposite-trust-query inplenentations
(per x402-foundati on/x402 PR #2440) to refer to refund receipts as a
class. Registration with 1 ANA is requested under the x402-
foundati on/ x402 recei pt-format identifier namespace.

9. Security Considerations

9.1. Receipt Tampering
A refund receipt’s content_hash is the SHA-256 of its JCS-canonica
bytes. Tanpering with any field of the receipt produces a different

content hash; the tanpered receipt fails verification agai nst any
audit-chain row that references the original content_hash.
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9.2. Chain Truncation and Reordering

The audit chain prev_hash |inkage (Section 5.2) detects truncation,
reordering, or row deletion. A verifier walking the chain confirns
that every row s prev_hash equals the previous row s

row _content hash; any deviation indicates chain integrity |oss.

9.3. Doubl e- Ref und Att acks

A malicious operator mght attenpt to i ssue two refund receipts for
the sane original paynent, each linking to the sane

original _paynent ref. Detection requires the verifier to walk the
chain forward fromthe conpliance recei pt and observe both refund
rows; the chain itself does not prevent the doubl e-issuance but makes
it byte-detectable.

Qperators SHOULD enforce single-refund-per-paynent at the operator-

| ayer orchestration before enmitting receipts. For PARTIAL refunds
that genuinely require multiple legs (e.g. a custoner returning two
items froma single order), each leg’'s refund receipt MIUST link to
the original paynent ref AND to the prior refund row to nmake the |eg-
sequence verifiable; the chain order encodes the cunul ative refunded
amount .

9.4. Cross-Asset Refund Substitution

A refund receipt MAY refund in a different asset than the origina
paynent. A verifier cannot determ ne equival ence-of -val ue between
the original asset and the refund asset fromthe receipt al one;
asset-substitution clainms of equival ence require additional externa
evi dence (price oracle attestations, settlenent proofs) and are out
of scope of this docunent.

Qperators substituting assets MJST disclose the substitution clearly
to the payer at the time of the refund and MJUST retain evidence of
the equival ence clai munder the sane retention period as the receipt
itself.

9.5. (Operator Continuity Loss

If the original refund-issuing operator becones unavail able, the
audit chain and its receipts MJST renain i ndependently verifiable
fromretai ned bytes plus the eight reference inplenentations cited in
Section 6. This document specifies year-N auditability properties so
that operator continuity |oss does not break verifiability.
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DI D Resol uti on Conprom se

refund_provider_did is a DID URI. [If the DID resolution
infrastructure is conpronmised at verification tinme, the verifier MAY
be unable to resolve the DID to an authoritative key. The receipt
format MAY be conbined with offline DI D docunent snapshots (captured
at the tine of receipt em ssion and retained al ongsi de the receipt)
to nmake verification independent of live DI D resolution.

Privacy

The original _paynent ref field is content-addressed, not cleartext.
A recei pt does not |eak payer identity, payee identity, or origina
paynment amount on its face. The refund_anount field carries the
refunded val ue but the original payment anobunt is not in the receipt;
cross-receipt linkage (via original_paynment _ref to a conpliance
receipt) is required to recover the original anpbunt, and the |inkage
is itself content-addressed.
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ix B. Appendix A Exanples (Informative)
followi ng exanple refund receipts illustrate the format. Al
ee are canonicalised under jcs-rfc8785-vl and produce the

tent _hashes pinned in the Al goVoi refund_receipt_vl confornmance
tor set.
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B.1. A 1. FULL refund under UK + EU joint jurisdiction

"canon_version": "jcs-rfc8785-v1l",

"jurisdiction flags": ["WUK", "EU'],

"original _paynment _ref": "sha256: 0dd5d0b76c9b9281f deb2509ad38ab132b16a17385ca01d976f f
9e6e12563a0f ",

"refund_anount”: {"amount_mnor": "100000", "asset_id": "USDC. 6"},
"refund_provider_did": "did:exanpl e:refund-provider-1",
"refund result": "FULL",

"refund_tinmestanp_ns": 1716494400000
}

Ref unds 0.1 USDC (100000 minor units, 6 decinmals) under joint UK + EU
jurisdiction. The original_paynent_ref references a paynent record
whose content _hash is the listed value (e.g. a conpliance receipt
fromdraft-hopl ey-x402-conpliance-receipt). FULL cl oses the
consuner’s right to further renedy under UK Consumer Rights Act 2015
and EU Consuner Rights Directive 2011/83/EU Article 9

B.2. A 2. PARTIAL refund

{
"canon_version": "jcs-rfc8785-v1l",
"jurisdiction_flags": ["UK', "EU'],
"original _payment _ref": "sha256: 0dd5d0b76c9b9281f deb2509ad38ab132b16a17385ca01d976f f
9e6e12563a0f ",

"refund_anount": {"amount_mnor": "100000", "asset id": "USDC. 6"},
"refund_provider_did": "did:exanpl e: refund-provider-1",
"refund_result": "PARTIAL",

"refund_timestanmp_ns": 1716494400000
}

refund_anmount carries the actual refunded value; the verifier
conpares against the original via original _paynment ref to confirmthe
refund is strictly less than the original. PARTIAL does not close

the consumer’s right under consuner-rights statutes; further renedy
may remain.

B.3. A 3. REJECTED refund (PSD2 Article 89 dispute evidence)
{

"canon_version": "jcs-rfc8785-v1",

"jurisdiction_flags": ["UK", "EU'],

"original _paynment _ref": "sha256: 0dd5d0b76c9b9281f deb2509ad38ab132b16a17385ca01d976f f
9e6e12563a0f ",

"refund_anpunt": {"anmount _minor": "100000", "asset id": "USDC. 6"},
"refund_provider_did": "did:exanpl e: refund-provider-1",
"refund_result": "REJECTED',

"refund_timestanmp_ns": 1716494400000
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A refund request was processed and deni ed. refund_amount carries the
request ed- but - deni ed anobunt so the deni al -evi dence chain can record
the operational claim Under PSD2 Article 89, a payer denied a
refund nust receive a docunented denial; this receipt fulfils that
docunent ati on obligation

Appendi x C. Appendix B. Reference |Inplenentations (Infornmative)

The foll owi ng open-source packages inplenent the format specified in
this docunment. None of these inplenmentations is privileged; the
format is fully specified by Section 3.

* al govoi -refund-recei pt (Python) on PyPI:
target="https://pypi.org/project/al govoi-refund-receipt/"
(https://pypi.org/project/al govoi-refund-receipt/) Provides
build refund_receipt(). Depends on al govoi-substrate for the JCS
canonicalisation primtive. Apache 2.0 |icensed.

* @l govoi /refund-recei pt (TypeScript) on npm
target="https://ww. npnj s. com package/ @l govoi/refund-receipt"
(https://ww. npnj s. com package/ @l govoi / refund-recei pt) Byte-for-
byte parity with the Python sibling. Depends on @l govoi/
substrate for the JCS canonicalisation primtive. Apache 2.0
I'i censed.

* al govoi -substrate (Python) on PyPI:
target="https://pypi.org/project/al govoi-substrate/"
(https://pypi.org/project/al govoi -substrate/) Provides
buil d_conpliance_receipt() and the JCS canonicalisation primtive
used by the refund receipt builder. Apache 2.0 |icensed.

* @l govoi /substrate (TypeScript) on npm
target="https://ww. npnj s. com package/ @l govoi / substrat e"
(https://ww. npnjs. conf package/ @l govoi / substrate) Byte-for-byte
parity with the Python substrate. Apache 2.0 |icensed.

* al govoi-audit-verifier (Python) on PyPI:
target="https://pypi.org/project/al govoi-audit-verifier/"
(https://pypi.org/project/algovoi-audit-verifier/) Inplenments the
audit-chain verification logic (Section 5.2) including per-row
content hash reconputati on and chain |linkage walk. MT |icensed.

* @l govoi/audit-verifier (TypeScript) on npm
target="https://ww. npnj s. com package/ @l govoi/audit-verifier"
(https://ww. npnj s. com package/ @l govoi /audit-verifier) Byte-for-
byte parity with the Python verifier. MT licensed

Cross-inpl enentati on confornance vectors are published at:
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target="https://github. conl chopnob-cl oud/ al govoi -j cs- conf or mance-
vectors" (https://github. conl chopnob-cl oud/ al govoi -j cs- conf or mance-
vect ors)

The refund receipt_vl vector set is at vectors/refund_receipt_vl/ and
i ncludes eight byte-level reference vectors, five pair invariants,
and three chain invariants.

The eight-inplementation cross-validation attestation records dated
2026- 05-24 (JCS canoni calisation | ayer and RFC 9421 transport | ayer)
apply to refund receipts as they do to conpliance receipts.

Appendi x D. Appendix C. Acknow edgnents

Thi s docunent, the receipt format it specifies, and the conformance
vectors derived fromit are Al goVoi-authored work. Substrate

aut horship history, including production code anchored on 2026-04-12
and the eight-inplementation cross-validation attestation records, is
catal ogued at target="https://docs. al govoi . co. uk/substrate-

aut hor shi p- provenance" (https://docs. al govoi . co. uk/ substrat e-

aut hor shi p- provenance) .

The canoni cal i sation discipline pinned by Section 4 (urn:x402

canoni calisation:jcs-rfc8785-vl) is normatively specified in draft-
hopl ey- x402- canoni cal i sati on-jcs-vl. The integer-nillisecond

canoni cal tinmestanp convention (Substrate Rule 2 of that docunent)
used by every timestanmp field in this refund receipt format was first
posted publicly on x402-foundation/ x402 issue #2357 on 2026-05-20 by
Andy Sal vo (Crest Deploynent Systens LLC). The conformance vector
0009 (fi el d-nane-I|oad-bearing) on x402-foundation/x402 pull request
#2398, al so contributed by Andy Sal vo, denonstrates the sane
invariant fromthe work-receipt |ayer.

The canonicalisation discipline was earlier explored in x402-
foundati on/ x402 pul|l request #2436 (cl osed 2026-05-24), reviewed at
that tinme by seritalien (Vauban Pay, APPROVED 2026-05-22) and ari an-
gogani (Arian Gogani, LGITM. The franework-bound-retention scoping
clause in that discipline was contributed by feedoracle (FeedOracle).

Thi s docunent is the post-settlenent conpanion to the adm ssion-tine
conpliance receipt fornat specified in draft-hopl ey-x402-conpli ance-
recei pt by the sane author. The two docunents share the sane
canoni cal i sation pin, audit-chain shape, and integer-mllisecond

ti mestanp encoding so that a verifier walking the full paynent
lifecycle requires only one inplenentation of the canonicalisation
di sci pli ne.
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