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Abst ract

Thi s docunent defines a protocol for conposing i ndependently-issued
post - quantum ZKP credentials fromdifferent issuers into a single
federation token, without requiring a shared trust root between

i ssuers.

Each credential is a Falcon-1024 (NI ST FIPS 206) or M.-DSA-65 (NI ST
FI PS 204) signed Bulletproofs range proof asserting that an agent’s
trust score nmeets a threshold. A federation validator independently
verifies each credential against its issuer’s public key, then
conputes a conposite commtnent binding all verified proofs.

The resulting federation token is signed by the validator alone. No
i ssuer needs to know about the others. This solves the cross-issuer
attestation conposition problemin agentic payment networks.
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1.
1.1

Agentic paynment networks are converging on a nulti-issuer credential
| andscape. An agent may hold credentials from



A gateway that requires proof of conpliance with N issuers faces a
conposition problem how does it accept a single credential that
proves all N conditions are net, w thout requiring:

The naive solution -- accept N separate credentials and verify each
-- works but has two drawbacks:

Thi s docunent specifies a federation conposition protocol that:

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] .

An entity that signs PQC credentials (ATB hub, identity provider,
etc.). Each issuer has an independent Fal con-1024 or M.-DSA-65 key
pair. |Issuers have no know edge of each other

An entity that holds the public keys of N trusted issuers and
conposes their credentials into a single federation token. The
val i dator may be the paynent gateway itself, or a separate service
trusted by the gateway.

A short-1lived HVAC- SHA256- si gned t oken produced by the federation
val i dator, containing the conposite comm tnent and issuer |ist.

A SHA- 256 hash bi ndi ng the Pedersen commtnents fromall N input
credentials together with a per-conposition nonce.

The agent presents two or nore PQC credentials (each from an

i ndependent issuer) to the federation validator. The validator
verifies each, composes the commitnents, and returns a federation
token. The agent then uses this token on the gateway.

The gateway only needs to: 1. Verify the HVAC on the federation
token. 2. Verify expiry. 3. Check spend cap

No Fal con-1024 verificati on happens on the gateway hot path.

Each credential presented to the federation validator MJST conformto
{{CREDENTI ALBI NDI NG} S.2 (ATB Phase 2,

).

Specifically: -

MJST be

or

MUST decode to exactly 32 bytes (conpressed Ristretto255). -

MUST decode to 200-900 bytes (64-bit Bulletproofs range proof). -
MJUST be a DID present in the validator’s

registry. - The credential MJST not be expired.



The validator MJUST i ndependently verify each credential’s Fal con-1024

signature before proceeding to conposition

The federation validator maintains a mapping:

Each issuer’s public key is obtained fromtheir

endpoi nt :

The val i dator MJUST NOT accept credentials fromissuers not inits

registry. This is the sole trust boundary: the validator trusts
specific issuer keys, but issuers do not need to trust each other
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. 2.

For each credenti al

, extract the Pedersen comm tnent:

Sanpl e a per-conposition nonce:

Conput e the conposite commtnent:

wher e:

The donmain | abel provides separation from other SHA-256 uses. The
nonce ensures the conposite comitnent is unique per comnposition
event, preventing an adversary fromreusing a subset of credentials
with different partners to produce a matching composite.

. 3.

The federation token's

MUST be set to:

This ensures the federation token never outlives any of its input
credenti al s.

5. 4.

The validator constructs the foll ow ng payl oad:

Applies JCS canonicalization {{RFC8785}} to produce

Conput es the HVAC t ag:
Assenbl es the federation token envel ope:

Base64ur| - encodes the envel ope JSON as the federation token string.

The gateway receiving

(after the initial session exchange):



The gateway does NOT re-verify Fal con-1024 signatures on the hot
path. That work was done once by the federation validator

.1

I ssuers A and B have independent key pairs. The validator’'s only
relationship to each issuer is possession of their public keys.

| ssuers do not need to comunicate with each other or with the
val i dat or beyond publishing their public keys.

. 2.

Each credential in the conposition is independently verifiable by any
party hol ding the issuer’s public key. The conposite token does not
obscure this: the

field in the token payload lists all issuers and their kids, allow ng
retrospective audit.

The conposite comit nment

binds the federation token to the exact set of Pedersen commtnents
fromthe input credentials. An adversary who replaces one credenti al
with a different one will produce a different

and the HMAC will not verify.

The per-conposition nonce prevents a partial-credential -set replay:
an adversary cannot use commtnent A from one conposition event and
conmitnent B from another to produce a valid conposite.

. 4.
The ZKP range proof in each input credential asserts

wi t hout revealing the exact score. The conposite comitnent is
derived from Pedersen commitment bytes, not from scores. The gateway
| earns only that

Al'l per-credential signing uses Fal con-1024 (NI ST FIPS 206) or M-
DSA-65 (NI ST FIPS 204). The conposite token uses HVAC- SHA256, which
i s quantum resistant under the birthday-bound nodel (G over’s

al gorithm reduces effective security from256 to 128 bits -- stil
adequat e) .

. 6.
If the validator’s HVAC key is conprom sed, an adversary can forge
federation tokens. Operators SHOULD rotate the validator key

regul arly and revoke outstanding tokens on rotation by advancing the
token’ s

.1



8.

8.

An HMAC- based federation token is verifiable by any instance hol di ng
the validator secret. |In nmulti-instance deploynents the secret MJST
be shared across instances (e.g. via a secrets nmanager), not per-

i nst ance.

2
Qperators SHOULD configure

to require cross-issuer evidence. A value of 1 provides single-
i ssuer node -- useful for testing but does not denobnstrate cross-
i ssuer conposition.

3.

The protocol permits two credentials fromthe sane issuer. The
conmposite comritnment is still conputed correctly and the HVAC
verifies. However, the "no shared trust root" property hol ds
trivially in this case. Operators that require distinct issuers
SHOULD enforce issuer-DI D uniqueness in the validator configuration.

Ful I Bul |l et proofs range proof verification (step 10 of

{{ CREDENTI ALBI NDI NG} S.4) requires calling the ATB ZKP service. The
federation validator package perforns structural validation of proof
fields without the Rust service. Operators requiring cryptographic
range proof verification SHOULD confi gure

and the

envi ronnment vari abl e.

The conposition pattern in this document is novel in the agentic
paynents context. It draws on
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