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Abst ract

Thi s docunent specifies a categorical conpliance screening receipt
format for agentic-paynent flows. The format is designed for use by
Al agents and agenti c-paynment gateways that performregul atory
screening at adm ssion tine and nust retain the screening decision
under franmework-bound retention obligations.

The recei pt format uses a cl osed enuneration of categorical outcones
(ALLOW REFER, DENY) rather than a continuous score or tier
projection. The categorical outcome is |oad-bearing for downstream
regul atory obligations: in jurisdictions with mandatory disclosure
obligations triggered by specific screening outcones, a REFER outcone
can carry a nmandatory reporting obligation that a DENY does not, and
a score or tier projection collapses this distinction.

Recei pts are canonical i sed under JSON Canoni calization Scheme with an
i n-band canoni calisation rule pin. The pin enables long-termre-
verification fromretai ned bytes al one, w thout dependence on an out-
of -band rule registry that the operator nust continue to publish

This docunent is Informational. It docunents an admi ssion-tine
compl i ance screening receipt format used in production and proposes
it for wider adoption; it does not create nandatory inplenmentation
obligations on third-party systens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 Novenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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I ntroduction
Mot i vati on

Agenti c-paynent flows are paynent transactions initiated or routed by
aut ononous Al agents acting on behalf of a principal (a natura

person or legal entity). Were these paynents cross regul ated
paynment rails, the paynent gateway is obligated to perform conpliance
screening at admi ssion tine: sanctions screening, anti-noney-

| aundering checks, and jurisdictional eligibility checks agai nst the
payer and the receiving counterparty.

The out put of conpliance screening is a categorical decision: either
the paynent is allowed to proceed, it is allowed but flagged for
enhanced due diligence and a regulatory report, or it is refused.
Thi s docunent specifies a receipt format for recording that
categorical decision in a nmanner suitable for retention under

f ramewor k- bound retention obligations.

Publication as an Informational RFC provides the conpliance receipt
format with a stable, citeable specification that can serve as a
common reference point across inplenentations. Standardising the
categorical outcone enuneration (ALLOW/ REFER / DENY), the
canoni cal i sation discipline, and the audit-chain shape enabl es

i nteroperability between independent agentic-paynment gateways
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perform ng screening under different regulatory franeworks. The
format is intended to docunent a depl oyed practice rather than to
establish a new standards-track nandate.

1.2. Regul atory franmeworks (exanpl es)

The receipt format is designed to satisfy retention and re-
verifiability obligations inposed by a range of regul atory
frameworks. Specific exanples include UK Money Laundering

Regul ations 2017 and Proceeds of Crine Act 2002, EU Anti- Mney
Laundering Directives 5 and 6, EU Markets in Crypto-Assets Regul ation
Article 80, EU Anti-Mney Laundering Regulation Article 56, and EU
Digital Operational Resilience Act Article 14. In jurisdictions with
mandat ory di scl osure obligations triggered by specific screening

out comes (for exanple, where a REFER outcone triggers a Suspicious
Activity Report obligation that a DENY does not), the categorica
enuneration preserves the operational distinction that scoring or
tier projection would collapse. These frameworks are cited as
exanpl es of the design space; the receipt format itself is
jurisdiction-neutral

1.3. Scope

This docunent is Informational. It docunents the conpliance receipt
format and proposes it for w der adoption; it does not define a
protocol standard or create nmandatory inplenentation obligations on
third-party systens.

I n scope:

The categorical receipt format (Section 3)

The canonicalisation rule applicable to the receipt (Section 4)
Audi t -chai n conposition properties (Section 5)
Long-termauditability properties (Section 6)

Conposition with other x402 substrate specifications (Section 7)

L I R

Qut of scope:

* The screening algorithmitself. The specific business |ogic that
produces ALLOW/ REFER / DENY (the sanctions feeds consulted, the
anti - noney-| aundering rules applied, the jurisdictional risk-
scoring nethodol ogy) is inplenentation-defined per screening
provi der.

* The retention storage backend. Object Lock COVPLI ANCE retention
on S3-conpatible storage is recomended (informative, Section 5.4)
but the specific backend is depl oynent-defi ned.
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* ldentity proofing. The payer’'s identity is referenced through a
cont ent - addressed reference (Section 3.1); howthe identity is
establi shed and proofed is the subject of separate work.

4. Relationship to | ETF work

Thi s docunent does not conflict with any current |ETF chartered work.
The x402 paynent protocol operates as an application-layer convention
built on HTTP and does not nodify or supersede any | ETF protoco
specification. The conpliance receipt format described here is
specific to adm ssion-tinme screening in agentic systens and i s not
within the scope of any active | ETF working group known to the
authors at the time of subm ssion.

5. Relationship to draft-vauban-x402-stark-receipts

At the time of witing, draft-vauban-x402-stark-receipts is an

i ndividual Internet-Draft on the | ETF datatracker, with stream

unassi gned. It covers cryptographic settlenent-tinme paynent-
condition proofs using STARK receipts; this docunent covers

adm ssion-time conpliance screening receipts. The two documents were
devel oped in coordination and are designed to conpose, but each is an
i ndependent submission. Both docunments pin the sane

urn: x402: canoni cal i sation:jcs-rfc8785-v1l canonicalisation discipline.

The two receipt famlies conpose via a conposite trust-query

al gorithm specified in the x402 protocol substrate: a downstream
verifier consum ng a conposite hash sees one enitter row per

provi der, where each emitter row references the JCS-canonical bytes
of its underlying receipt.

Conventions and Definitions
1. Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Definitions
*screening provider*: an entity that performs conpliance screening on

an agentic-paynent transaction at admission tinme and emts a
categorical receipt as the screening decision record.
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*payer _ref*: a content-addressed reference to the payer’s identity.
Typically of the form "sha256: <l ower case- hex>" where the hash is
taken over the JCS-canonical bytes of an identity object held by the
screening provider. The receipt does not carry cleartext identity
content -- only the content-addressed reference -- so the screening
provider's retention layer is GDPR Article 5(1)(c) mnimal by
constructi on.

*screen_result*: the categorical screening outcone. One of ALLOW
REFER, or DENY. The closed set is |oad-bearing (Section 3.2).

*screen_timestanp_ns*: an integer giving the nunmber of milliseconds
since the Unix epoch (1970-01-01T00: 00: 00Z) at which the screening
deci sion was recorded. See Section 3. 3.

*screen_provider_did*: a Decentralised Identifier (DID) identifying
the screening provider. See Section 3.4.

*jurisdiction_flags*: an ordered list of regulatory jurisdictions
under whi ch the screening was perforned. See Section 3.5.

*canon_version*: an in-band string identifying the canonicalisation
rul e under which the recei pt was canonicalised. See Section 3.6.

*audit chain*: a nonotonic hash-1inked sequence of receipts retained
by the screening provider; see Section 5.

3. Receipt Format Specification

A conpliance screening receipt is a JSON [ RFC8259] obj ect containing

exactly the following required fields. |nplenmentations MIST reject
receipts that omit any required field or include fields not listed
bel ow.
{

"payer_ref": "<string>",

"screen_result": "<enum ALLOW| REFER | DENY>",

"screen_timestanp_ns": <integer>,
"screen_provider_did': "<DID URI >",

"jurisdiction flags": ["<jurisdiction-code>", ...],
"canon_version": "jcs-rfc8785-v1"

}

The JSON Schema (draft-07) for this format is published at
https://json. schemast ore. or g/ al govoi - conpl i ance-recei pt-vl.json
(https://json.schemastore. org/al govoi - conpli ance-recei pt-vl.json).
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3.1. payer_ref

The payer _ref field MIUST be a non-enpty string identifying the payer
by content-addressed reference. The recomended formis
"sha256: <l ower case- hex>" where the hex is the | owercase hexadeci nmal
representation of the SHA-256 di gest of the JCS-canonical bytes of
the underlying identity object.

The recei pt MUST NOT carry cleartext identity content. This ensures
that the screening provider’'s retention layer is GDPR Article 5(1)(c)
m nimal by construction; identity content can be re-presented to the
recei pt hol der out-of -band when necessary.

3.2. screen_result C osed Enuneration

The screen_result field MIST be exactly one of the follow ng three
string val ues:

| ALLOW| The transaction is cleared to proceed under the
| | regulatory gate at the screening provider’'s |
| | jurisdictions. |

| The transaction is flagged for enhanced due |
| diligence. Depending on the screening provider’s

| jurisdictions (jurisdiction_flags) this MAY |
| trigger a mandatory Suspicious Activity Report or |
| equivalent regulatory filing obligation. |

| DENY | The transaction is refused under a sanctions or |
| | anti-nmoney-|aundering rule. |

Table 1

The cl osed three-val ue enuneration is | oad-bearing. Under UK
Proceeds of Crine Act 2002 Section 330, a REFER outcome triggers a
mandat ory Suspicious Activity Report obligation to the UK Nationa
Crinme Agency for institutions in the regulated sector. A DENY

out cone does not trigger the same obligation: it refuses the
transaction but does not by itself require a SAR

A receipt format that conpresses screen_result to a continuous score
or to a coarser tier set (e.g. "high/ nmedium/ low') loses this

| oad-bearing distinction. A long-termauditor (typically operating
at the year-five nmark or beyond) reading a retained receipt under
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such a projection cannot deternmine, fromthe retai ned bytes al one,
whet her the historical decision triggered a mandatory regul atory
report. This docunment REQUI RES the cl osed three-val ue enuneration
for that reason.

Future extensions to the receipt format MAY add additional fields

al ongsi de the categorical screen_result (e.g. a continuous score for
internal nmonitoring use), but MJST NOT renove or alter the closed
enuneration on screen_result itself.

3.3. screen_tinmestanp_ns

The screen_tinmestanp_ns field MJIST be a non-negative integer giving
the nunber of nmilliseconds el apsed since 1970-01-01T00: 00: 00Z (Uni x
epoch) .

The field MJUST NOT be a floating-point nunber, MJST NOT be a JSOM
formatted string, and MJST NOT be in RFC 3339 | SO 8601 fornat.

I mpl enent ati ons that receive a non-integer value MIST reject the
receipt at the validation | ayer before canonicalisation; silent type-
cast fromfloat to integer is forbidden.

The integer-only restriction is required because RFC 8785
canoni cal i ses floating-point numbers and integers differently. A
recei pt whose tinmestanp was enmitted as an integer and |ater re-
canoni cal i sed after a type-cast fromfloat would produce different
canoni cal bytes and a different content_hash -- which would fail the
long-termauditability property (Section 6).

3.4. screen_provider_did

The screen_provider_did field MIST be a Decentralised ldentifier
(DD) URI conforming to the DID syntax: "did:" followed by one or
nor e al phanuneric characters identifying the DID nethod, foll owed by
a net hod-specific identifier

I mpl ement ati ons MAY use any DI D nethod, including but not limted to
di d: web, did:key, did:ion, did:peer. The did:web nethod is
RECOMVENDED where the screening provider operates a stable HITPS-
resol vabl e endpoi nt, because did:web allows verifiers to retrieve the
screening provider’s public key directly froma well-known URI

wi t hout consulting any external registry.

3.5. jurisdiction_flags
The jurisdiction flags field MJST be a non-enpty JSON array of

strings. Each string identifies a regulatory jurisdiction under
whi ch the screening was perforned.
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Reconmended val ues follow | SO 3166-1 al pha-2 country codes (e.g.
"UK', "DE", "JP"). Aggregate jurisdiction codes such as "EU' MAY
al so be used.

The array el ement ORDER i s SIGNI FI CANT and | oad-bearing. RFC 8785
Section 3.2.3 specifies that JSON array el enent order is preserved
during canonicalisation. The array ["UK', "EU'] and the array ["EU',
"UK"] therefore canonicalise to different bytes and produce different
cont ent _hash val ues.

Pr oducer -si de ordering MJUST match the order in which the regulatory
rules were applied. Verifiers SHOULD validate ordering consistency
across a screening provider’s retained chain.

3.6. canon_version

The canon_version field MJIST be the string "jcs-rfc8785-v1" for
receipts enmtted under the canonicalisation discipline specified by
this version of this docunent.

Future revisions of the canonicalisation discipline MAY introduce
successor pin values ("jcs-rfc8785-v2", etc.). Inplenentations re-
canoni calising a retained recei pt MIJST consult the receipt’s
canon_version field and apply the correspondi ng canoni calisation
rul e.

The in-band pin enables long-termre-verification: the rule active at
em ssion is recorded in the retained bytes thensel ves and does not
require an out-of-band rule registry that the screening provider nust
continue to publish.

4. Canonicalisation

Conpl i ance recei pts are canoni calised using JSON Canonicalization
Schene (JCS) as specified in [RFC8785]. The canonicalisation
discipline applicable to this docunment is identified by the URN

ur n: x402: canoni cal i sation:jcs-rfc8785-vl
The discipline inposes the following rules on receipt content:

RFC 8785 canoni cal JSON for the receipt object.

* (bject keys are sorted | exicographically by Unicode code-point
order (per RFC 8785 Section 3.2.3).

* Array elenment order is preserved (per RFC 8785 Section 3.2.3).

* Nuneric values are canonicalised per RFC 8785 Section 3.2.2.3.

* The integer-only restriction on screen_tinestanp_nms (Section 3.3)
is applied at the validation | ayer before canonicalisation
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The discipline applies to:

*

The recei pt object itself, for computation of the content_hash
(Section 5).

The bundl e of receipts emtted as a selective-disclosure audit
bundl e (out of scope for this docunent; see related work in
Section 5.4).

5. Audit Chain Conposition

A screening provider that emts conpliance receipts under this format
SHOULD conpose those receipts into a nonotonic hash-1inked audit
chai n.

5. 1.

Chai n Row Shape

Each row in the audit chain MJST carry the following three fields in
addition to the receipt itself:

*

5. 2.

chai n_position: a non-negative integer that increases
monotonically with each new row, starting at zero for the chain
head.

content _hash: the | owercase hexadeci mal SHA-256 hash of the JCS-
canoni cal bytes of the receipt object.

prev_hash: the content_hash of the previous chain row, or null for
the chain head (chain_position = 0).

Li nkage Verification

A verifier wal king the chain MJUST confirm

Any
5. 3.
As

con
sel

chai n_position increases by exactly one between successive rows.
prev_hash on row N equal s content_hash on row (N - 1)

content _hash on each row reconputes to SHA-

256(JCS(recei pt_object)) fromthe retained bytes.

i nkage break MJUST cause the verifier to reject the chain.
Sel ective Disclosure
creening provider MAY enit a selective-disclosure audit bundle

taining a subset of the retained chain (typically filtered by a
ection_criteria such as tenant _id, payer_ref, screen_result, or a

time range). Such bundl es MAY include "bridging _rows" that fil
chai n gaps between selected rows so that the verifier can confirm

lin

Hopl ey

kage continuity across the disclosed subset.
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The specific bundle envel ope format is out of scope for this
docunent. A reference inplementation of the selective-disclosure
bundl e format and the corresponding verifier is published at
https://github. com chopnob-cl oud/ al govoi -audit-verifier
(https://github. conl chopnob-cl oud/ al govoi -audit-verifier) (MT

|'i censed).

5.4. Retention Storage

The retention storage backend for the chain is out of scope for this
docunent. An S3-conpatible Object Lock COWLI ANCE retention is
RECOMVENDED where the screening provider is subject to retention
obligations of seven years or nore (e.g. UK MLR 2017 Regul ation
40(3)).

6. Long-Term Auditability Properties

Regul atory frameworks including the exanples listed in Section 1.2

i npose retention periods of five years or nore, with re-verification
of retained records expected across the full horizon. The properties
in this section are designed to satisfy re-verification fromretained
byt es al one across that horizon

This receipt format is designed to satisfy the following auditability
properties:

1. *Re-verification fromretained bytes alone.* A long-termverifier
reading a retained chain can reconpute every content hash from
the row s payload and confirmlinkage agai nst prev_hash w t hout
consul ting any external service. The in-band canon_version pin
identifies which canonicalisation rule to apply.

2. *Qperator-continuity independence.* Verification does NOT require
the screening provider to continue to publish a canonicalisation
rule registry, a sanctions feed snapshot, or any other out-of-
band resource. The receipt is self-contained.

3. *Cross-inplenmentation verifiability.* The JCS RFC 8785
canoni cal i sation discipline has been byte-for-byte cross-
val i dated across nultiple i ndependent reference inplenentations
i ncluding Python rfc8785, JavaScript canonicalize, Go gowebpki/
jcs, Java cyberphone/json-canonicalization, and Rust serde_jcs.
A verifier built with any of these inplenentations produces
i dentical canonical bytes for any conpliance receipt under this
format.
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4. *Tanper detection.* Per-row content_hash and chain prev_hash
| i nkage detect single-row tanpering and chain truncation /
reordering respectively.

5. *Regul atory distinction preserved.* The cl osed enuneration on
screen_result (Section 3.2) preserves the | oad-bearing
di stinction between REFER (mandatory SAR under UK POCA 2002
s.330) and DENY for the full retention period.

7. Conposition with her x402 Substrate

This receipt format conposes with other elenents of the x402
substrat e:

7.1. Composite Trust-Query

Multiple emtters’ attestations -- including conpliance receipts
under this format, STARK paynent-condition receipts under the
compani on draft-vauban-x402-stark-recei pts work in progress, and
service-reputation receipts fromother providers -- compose into a
singl e canoni cal conposite_hash via the conposite trust-query

al gorithm specified in the x402 protocol substrate:

conposite _hash = SHA-256(JCS([rows sorted by source_id, sig
excl uded]))

A downstream verifier consunm ng a conposite_hash sees one emtter row
per provider, each row containing or referencing the JCS-canoni cal
bytes of the provider’s underlying receipt.

7.2. privacy_class Field

A receipt MAY carry an additional privacy class field declaring the
settlenent-plane visibility of the receipt, as proposed in the x402
protocol substrate. The field is not part of the required-fields set
of this document but is interoperable with it.

7.3. Compliance Category
This receipt format is one of the format options under the broader
Conpl i ance category proposed in the x402 protocol substrate, which

provi des the extension nechani sm by which downstreamregistries nmay
surface conpliance attestations.
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8. | ANA Consi derati ons

The | ANA actions described in this docunent, if any, are subject only
to allocation policies that do not require | ETF Revi ew or Standards
Acti on.

8.1. URN Nanespace

Thi s docunent uses the URN identifier urn:x402:canonicalisation:jcs-
rfc8785-vl to nane the JCS canonicalisation discipline applied to
recei pts under this docunent and conpani on docunments. For nal
registration of this URN namespace under [RFC8141] is undertaken by
the docunent authors separately from RFC publication, by direct

submi ssion of the registration tenplate; the registration is not
requested as a publication action of this docunent. The identifier
itself is used verbatimby inplenentations regardless of registration
out cone.

8.2. Media Type
Thi s docunent does not request the registration of a new nedia type.
Recei pts under this format use the application/json nedia type with
the structural constraints specified in Section 3.

8.3. Receipt Format ldentifier
The string al govoi-conpliance-receipt-vl is used by the JSON Schema

identifier in Section 3 to nane the receipt format. This is an
i nformal in-docunent identifier and does not require a new | ANA

registry. |Inplenmentations adopting variants of this format are
encouraged to use distinct, self-descriptive identifiers of their
own.

9. Security Considerations
9.1. Receipt Tanpering

The per-row content_hash provi des single-row tanper detection. A
verifier reconputing content_hash fromthe recei pt’s JCS-canonica
bytes detects any nodification to the receipt content (including
nmodi fication to a single field, byte, or whitespace).

9.2. Chain Truncation and Reordering
The prev_hash |inkage detects chain truncation, row renoval, and
reordering. A verifier walking the chain confirnms that prev_hash on

each row equal s content _hash on the previous row, any break in the
wal k i ndicates tanpering, truncation, or reordering.
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9.3. Bundle Forgery

A screening provider MAY sign a sel ective-disclosure audit bundle

wi th an HVAC- SHA256 over the JCS-canonical bytes of the bundle (m nus
the signature field). The shared signing key is the proof-of-

em ssion secret; verifiers possessing the key can confirmthat the
bundl e was enitted by the hol der of the key.

Thi s docunent does not REQUI RE bundl e signing -- the per-row content
hashes and chai n |inkage al ready provide tanper detection -- but it
RECOMMENDS bundl e signing for sel ective-discl osure exchanges where
the verifier nust distinguish "bundle enitted by the screening
provider" from "bundl e reconstructed from el sewhere. "

9.4. (Operator Continuity Loss

The in-band canon_version pin (Section 3.6) ensures that re-
verification does not require operator continuity. |f the screening
provi der ceases operations, retained chains remain verifiable: the
rul e naned by canon_version is publicly docunented and stabl e.

9.5. DI D Resol ution Conprom se

The screen_provider_did is a Decentralised ldentifier. Verifiers
SHOULD resolve it through multiple resolvers (where the DI D met hod
supports nulti-resol ver patterns) and confirm consi stency before
accepting public key material for signature verification on

sel ecti ve-di scl osure bundl es.

9.6. Privacy

The privacy analysis in this section follows the framework of

[ RFC6973]. The payer_ref content-addressed reference and the

sel ecti ve-di scl osure nmechani sm (Section 5.3) are designed to support
the data-mnimsation principle described therein.

The payer _ref content-addressed reference does not by itself |eak
identity content. A receipt holder presenting the receipt out-of-
band can al so present the underlying identity object; the receipt
hol der chooses when and to whomto disclose identity. This is the
sel ective-di sclosure pattern that justifies the content-addressed
reference design.

I mpl enent ati ons MUST NOT | og cleartext identity content al ongside
receipts in the chain. |Inplementations MJST NOT recover the
underlying identity object frompayer ref alone -- the reference is a
one-way hash.
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9.

10.

10.

10.

Ho

7. Choice of Canonicalisation Schene

JCS [RFC8785] is an | ndependent Subm ssion Informational RFC. It is
cited nornmatively here because the canon_version nechanismin

Section 3.6 depends on the specific byte-level canonicalisation rules
defined in JCS. JCS was sel ected over alternatives (such as RFC 8259
with locally specified ordering rules) because it provides a cross-

i npl ement ati on byte-determ nistic canonicalisation discipline that
has been validated across five independent inplementations in four
programm ng | anguages, naking the long-termre-verification property
of Section 6 reproduci bl e by independent verifiers w thout relying on
Al goVoi - provi ded tool i ng.
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Appendi x A.  Regul atory franmeworks cited as exanples

The regul atory frameworks referred to in Section 1.2 as exanples are
accessible at the following official sources. These are cited as
illustrative exanples of the framework-bound retention obligations
the receipt format is designed to satisfy; they are not nornative
ref erences.

* HM Treasury, "The Mney Laundering, Terrorist Financing and
Transfer of Funds (Information on the Payer) Regul ations 2017", S
2017/ 692, 2017, https://ww. | egi sl ation. gov. uk/uksi/2017/692/
contents (https://ww.l egislation.gov.uk/uksi/2017/692/contents).

* UK Parliament, "Proceeds of Crine Act 2002", Chapter 29, 2002,
https://ww. | egi sl ati on. gov. uk/ ukpga/ 2002/ 29/ cont ent s
(https://wwv | egi sl ati on. gov. uk/ ukpga/ 2002/ 29/ cont ent s) .

* European Parlianent and of the Council, "Directive (EU 2018/843",
Q) L 156, 19.6.2018, https://eur-|ex.europa.eu/elil/dir/2018/ 843/ 0j
(https://eur-lex.europa.eul/eli/dir/2018/843/0j).

* EBuropean Parlianment and of the Council, "Directive (EU)

2018/ 1673", Q1 L 284, 12.11.2018, https://eur-
| ex. europa.eu/eli/dir/2018/ 1673/ 0] (https://eur-
| ex. europa.eu/eli/dir/2018/1673/0j).

* European Parlianment and of the Council, "Regulation (EU 2023/1114
on Markets in Crypto-Assets", OQJ L 150, 9.6.2023, Article 80,
https://eur-1ex.europa.eu/eli/reg/ 2023/ 1114/ 0j (https://eur-
| ex. europa. eu/eli/reg/2023/1114/0j).

* EBuropean Parlianment and of the Council, "Regulation (EU) 2024/1624
on Anti-Money Laundering”, QJ L 2024/1624, 19.6.2024, Article 56,
https://eur-1ex.europa.eu/elil/reg/ 2024/ 1624/ 0j (https://eur-
| ex. europa. eu/ eli/regl/ 2024/ 1624/ oj).

* EBuropean Parlianment and of the Council, "Regulation (EU) 2022/2554
on Digital Operational Resilience", Q L 333, 27.12.2022, Article
14, https://eur-Ilex.europa.eu/elil/reg/ 2022/ 2554/ 0] (https://eur-
| ex. europa. eu/ eli/regl/ 2022/ 2554/ oj ).

The conpani on individual Internet-Draft draft-vauban-x402-stark-
receipts is a work in progress on the | ETF datatracker with stream
unassi gned at the tine of witing. The x402 protocol substrate
ref erenced throughout this docunent is maintained in the working
reposi tory x402-foundation/ x402 on G tHub; readers seeking current
substrate specification text should consult the project’s
specification directory rather than any individual revision of a
wor ki ng repository pull request.
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Appendi x B. Exanples (Informative)

The foll owi ng exanple receipts illustrate the format. Al three are
syntactically valid under the JSON Schena at

https://json. schenmast ore. org/ al govoi - conpl i ance-recei pt-vl.json
(https://json.schemastore. org/al govoi - conpli ance-recei pt-vl.json).

B. 1.

{

B. 2.

}

ALLOW under UK + EU joint jurisdiction

"payer _ref": "sha256:0dd5d0b76c9b9281...0f",
"screen_result": "ALLOW,

"screen_timestanmp_ns": 1716460800000,
"screen_provider_did": "did:exanpl e: screeni ng-provi der-1",
"jurisdiction_flags": ["UK", "EU'],

"canon_version": "jcs-rfc8785-v1"

REFER under UK with mandatory SAR obligation

"payer _ref": "sha256:4b781b0d3f 8a82c5...72",
"screen_result": "REFER',

"screen_tinmestanp_ns": 1716460800050,
"screen_provider_did": "did:exanpl e: screening-provider-1",
"jurisdiction_flags": ["UK'],

"canon_version": "jcs-rfc8785-v1"

Per Section 3.2: institutions in the regulated sector emtting a
REFER under a UK jurisdiction MIST file a SAR with the UK Nationa
Crime Agency per UK POCA 2002 Section 330.

B. 3.

{

DENY under sanctions match across UK + EU + US

"payer _ref": "sha256:10779e0aeb2eld3a. .. 38",

"screen_result": "DENY",

"screen_timestanmp_ns": 1716460800100,
"screen_provider_did": "did:exanpl e: screeni ng-provider-1",
"jurisdiction flags": ["WK", "EU', "US'],

"canon_version": "jcs-rfc8785-v1l"
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Appendi x C. Reference |Inplenentations (Infornmative)

The foll owi ng open-source packages inplenent the format specified in
this docunment. None of these inplenmentations is privileged; the
format is fully specified by Section 3.

* al govoi -substrate (Python) on PyPl: https://pypi.org/project/
al govoi -substrate/ (https://pypi.org/project/al govoi-substrate/)
Provi des buil d_conpliance receipt(), action_ref(), and the JCS
canonicalisation primtive. Apache 2.0 |icensed.

* @l govoi/substrate (TypeScript) on npm
https://ww. npnj s. conl package/ @l govoi / substrate
(https://ww. npnj s. com package/ @l govoi / substrate) Byte-for-byte
parity with the Python sibling. Apache 2.0 |icensed.

* algovoi-audit-verifier (Python) on PyPl: https://pypi.org/project/
al govoi -audit-verifier/ (https://pypi.org/project/al govoi-audit-
verifier/) Inplenments the audit-chain verification logic
(Section 5.2) including per-row content_hash reconputati on and
chain |linkage walk. MT |icensed.

* @l govoi/audit-verifier (TypeScript) on npm
https://ww. npnj s. conl package/ @l govoi / audi t-verifier
(https://ww. npnjs. com package/ @l govoi/audit-verifier) Byte-for-
byte parity with the Python verifier. MT |licensed.

Cross-inplenentati on conformance vectors are published at:

https://github. com chopnob-cl oud/ al govoi -j cs-conf or mance-vectors
(https://github. com choprob- cl oud/ al govoi -j cs- conf or mance-vect ors)

The JSON Schema (draft-07) at https://json.schemastore. org/al govoi -
conpliance-receipt-vl.json (https://json.schemastore. org/al govoi -
conpliance-receipt-vl.json) is mirrored at the same repository.
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the x402 protocol substrate. The franmework-bound-retention scoping
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