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Abst r act

Thi s docunent specifies a canonicalisation discipline for agentic-
paynment receipt formats. The discipline pins JSON Canonicalization
Schene (JCS, RFC 8785) as the canonical preimage form plus a smnal
set of schema-nornmalisation rules that nmust be applied before
canoni calisation to preserve byte-deternini smacross i ndependent

i npl ementations and across statutory retention peri ods.

The discipline is identified by the URN

ur n: x402: canoni cal i sation:jcs-rfc8785-vl. Receipt formats that
reference this discipline carry an in-band canon_version field
recording the version under which they were enitted, enabling year-N
re-verification of retained bytes w thout dependence on an out-of -
band rule registry.

The discipline is byte-for-byte cross-validated across eight

i ndependent JCS inplementations in eight programm ng | anguages:

Pyt hon (rfc8785), TypeScript (canonicalize), Go (gowebpki/jcs), Rust
(serde_jcs), Java (cyberphone/json-canonicalization, by the RFC 8785
editor), PHP (root23/php-json-canonicalization), CH# .NET

(Baghub. Packages. JsonCanoni cal i zati on), and Ruby (json-

canoni calization). The attestation record covering 192 byte-for-byte
agreenents is published at the Al goVoi conformance vectors
repository.

This document is normatively referenced by [draft-hopl ey-x402-
conpliance-recei pt], [draft-hopl ey-x402-refund-receipt], and
successor Al goVoi-authored receipt-format Internet-Drafts. It is
compl enentary to [draft-vauban-x402-stark-receipts], which uses a
conpati bl e canonicalisation discipline for its cryptographic
settlenent proofs.

Thi s docunent is an Independent Submission filed per RFC 4846 and is
i ntended for publication as Informational. 1t is not an |IETF

St andards Track docunent, does not represent |ETF community
consensus, and has not been subject to review by an | ETF Wrki ng
Group. Change control resides with the docunment author. The
canoni cal i sation discipline specified is one approach anong possible
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alternatives; inplenenters nmay choose this approach, alternative
approaches, or hybrid approaches as appropriate to their
requirenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment nmust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

1.1. Motivation
Agenti c- paynent receipt formats (including the Al goVoi conpliance
recei pt, refund receipt, and successor formats in this series) take a
content hash over a canonicalised JSON object:

content _hash = SHA-256( canonicalize( object ) )
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If two inplenentations of a receipt format canonicalise the sane

| ogi cal object differently, they produce different content hashes.
Downstream verifiers see hash msmatch and reject the receipt; audit
chai ns break; year-N supervisor re-verification of retained bytes
fails.

This problemis well-understood in the JSON canoni calisation
literature. RFC 8785 (JCS) provides the standard solution at the
canoni calisation layer: a single deternministic JSON encoding rule
that every conform ng inplenentation produces identically.

What RFC 8785 does NOT specify is the *schema-nornalisation

di scipline that nust be applied BEFORE canoni cal i sati on*. Recei pt
formats that enmit timestanmp as RFC 3339 strings, that allow duplicate
keys in source JSON, or that fail to pin field-nane normalisation
produce di vergent canoni cal bytes despite both inplenmentations being
RFC 8785 conformant. The receipt format itself nust inpose pre-
canoni cal i sation discipline.

Thi s docunent specifies the discipline.
1.2. Scope
Thi s docunent specifies:

The canonicalisation rule used for content hashes (Section 3).
The schema-nornalisation requirenents applied BEFORE
canoni cal i sation (Section 4).

* The retention property (Section 5) that notivates the discipline
for statutory record-keepi ng under M CA, AMLR, and DORA.

*  The version pin (canon_version field) and its conpatibility
semantics (Section 6).

* Cross-inplenentation reproducibility evidence (Section 7).

*  Non-normative recomendations for the action ref primtive
(Sections 8 and 9).

Thi

s docunent does NOT specify:

* A specific receipt format. Receipt formats are specified by
dedicated |-Ds (e.g. draft-hopl ey-x402-conpliance-recei pt, draft-
hopl ey- x402-refund-recei pt) that normatively reference this
canoni cal i sation discipline.

* Awre protocol. The discipline applies at the canonicalisation-
of -an-obj ect layer; the wire protocol that transports the
canoni cal bytes is out of scope.

* Cryptographic settlenent proofs. Cryptographically-strong
settlenent proofs are an orthogonal nechani sm specified el sewhere
(out of scope for this canonicalisation discipline).
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1.3. Relationship to other Internet-Drafts
Thi s docunent is normatively referenced by:

* target="adm ssion-tinme conpliance screening receipts" (adm ssion-
time conpliance screening receipts)

* target="post-settlenment refund receipts" (post-settlenent refund
receipts)

* Future Al goVoi-authored receipt-format |-Ds (settlenent
attestation, cancellation receipt, nandate revocation receipt,
etc.)

1.4. Authorship and provenance

Thi s docunent, the canonicalisation discipline it specifies, and the
conformance vectors derived fromit are Al goVoi work under sole

Al goVoi authorship. Substrate authorship history is catal ogued at
target="https://docs. al govoi . co. uk/ substr at e- aut hor shi p- provenance"
(https://docs. al govoi . co. uk/ subst r at e- aut hor shi p- pr ovenance) .

2. Conventions and Definitions
2.1. Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. 2. Definitions

*canoni cal i sation discipline*: the conbination of (a) the

canoni calisation rule (Section 3) and (b) the schema-nornalisation
requirenents (Section 4). A receipt format that references this
di scipline nmust conformto both.

*canon_version*: an in-band string identifying which version of this
canoni cal i sation discipline applies. Fixed value jcs-rfc8785-v1l for
the discipline specified in this docunent. Future versions of this
di sci pline MIST increnment canon_version

*content hash*: SHA-256, |owercase hex, of the canonical bytes
produced by applying this discipline to a JSON obj ect.

*JCS*: JSON Canonicalization Scheme as specified in [ RFC8785].
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*| oad- beari ng under canonicalisation*: a field whose value, type, or
ordering produces byte-distinct canonical bytes fromany variation

| mpl enent ati ons MJST preserve | oad-bearing properties exactly during
em ssion and verification.

*Substrate Rule 2*: the schema-nornualisation requirenment that
timestanp fields MJST be JSON integers (mlliseconds since Unix
epoch) and MUST NOT be RFC 3339 strings. So-named because it was the
second normative rule formalised in the canonicalisation discipline;
the first was the JCS pin itself.

3. The Canonicalisation Discipline

The canonicalisation discipline specified by this document is
identified by the URN

urn: x402: canoni cal i sation:jcs-rfc8785-vl
A content hash produced under this discipline is conputed as:
content _hash = SHA-256( JCS( object ) ), |owercase hex
Wher e:
* object is a JSON object that has been through the schena-
normal i sati on requirements of Section 4.

* JCS is the JSON Canonicalization Schene of [RFC8785].
* SHA-256 is the cryptographic hash function of [RFC6234].
The | ower case- hex encodi ng of the SHA-256 output is canonical
Upper case- hex or base64-encoded fornms are NOT acceptable for
content _hash values that participate in cross-inplenentati on hash
equal ity checks.

4. Scherma Nornalisation Requirenents

Schema nornmal i sati on MJST be applied BEFORE canonicalisation. The
followi ng requirements are normative

4.1. Substrate Rule 2 -- integer-mllisecond tinestanps
Ti mestanmp fields whose semantic is "an instant in time" MJST be
encoded as JSON i ntegers representing nilliseconds since the Unix
epoch (1970-01-01T00: 00: 002) .

RFC 3339 string forns (e.g. "2026-05-28T12: 00: 00Z") are NOT
acceptabl e as canonical preinmge form
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Rational e: RFC 3339 adnmits multiple lexically distinct encodings of
the sane semantic instant (e.g. "2026-05-28T12: 00: 00Z" vs
"2026-05-28T12: 00: 00+00: 00" vs "2026-05-28T13: 00: 00+01: 00"). These
produce di fferent JCS canonical bytes and therefore different SHA-256
hashes despite representing the sane instant. The integer formis
unanbi guous: a given instant has exactly one millisecond
representation, and JCS encodes integers deterninistically per

[ RFC8785] Section 3.2.2.3.

I npl enent ati ons MJST reject non-integer timestanp inputs (RFC 3339
strings, floating-point mlliseconds, |ISO duration strings, etc.) at
the validation step BEFORE canonicalisation. Coercion of non-
conform ng inputs is non-conform ng behavi our (Section 4.5).

4.2. Field nanes are | oad-bearing opaque bytes

Fi el d nanes are | oad-bearing under RFC 8785. Renaming a field while
preserving its value produces a different canonical content hash

Schemas using this discipline MIST pin field names exactly. Aliases
at the wire layer (e.g. accepting tx_id as an alias for
transaction_id) MJST be nornalised to the canonical nane before
canoni cal i sati on.

This rule is consistent with [RFC8785] Section 3.2.3, which sorts
obj ect keys | exicographically by code point but does not normalise or
al i as keys.

4.3. Array elenment order is preserved

Array el enent order is preserved under RFC 8785 ([ RFC8785]
Section 3.2.3). Arrays are NOT sorted during canonicalisation

["EU', "UK'] and ["UK", "EU'] produce different canonical bytes and
di fferent content hashes.

Schemas requiring a canonical array order MJST specify it at the

schema level (e.g. "the jurisdiction_flags array MJST be ordered

primary-jurisdiction-first"), NOT rely on JCS to inpose ordering.
4.4. Numeric values follow RFC 8785 Section 3.2.2.3

Nuneric values in JSON objects are canoni calised per [RFC8785]

Section 3.2.2.3. Inplenentations MJST emit nunbers in the canonica
form specified there.
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For anount-typed fields (e.g. payment anounts, refund anounts),
schemas SHOULD encode ampunts as decimal-digit strings in the asset’s
m nor unit rather than as JSON nunbers. Rationale: |arge anounts may
exceed JavaScript’'s Nunber. MAX SAFE | NTEGER (2753 - 1), and floating-
poi nt JSON nunbers admit representation-precision |oss across

i npl ementations. String encodi ng avoi ds both classes of failure.

4.5. Type validation precedes canonicalisation

Type val idation occurs BEFORE canonicalisation. Verifiers MJST
reject non-conformng inputs at the parse or schenma-validation step,
NOT by coercing to canonical form before conputing content hashes.

Specifically, verifiers MJST reject (not coerce) inputs wth:

* Wong scalar type for a field (e.g. RFC 3339 string for a
ti mestanp; floating-point nunber for a minor-unit anount).
M ssing required fields.
Dupl i cate keys in source JSON
Non- normal i sed Uni code where the schema pins a normalisation form
(e.g. NFC for DID URI'S).

Producer-side rule violations should fail loudly at conformance test.
Verifier-side coercion fails silently as cross-observer di sagreenent
months | ater, AND breaks re-verifiability at audit time: the coercion

step is verifier-local and will not be replayed identically by a
supervi sor running the canonical rule against the raw retained
obj ect.

4.6. 4.6. In-band rule pin (canon_version)

hj ects produced under this discipline SHOULD include a canon_version
field carrying the discipline version under which they were enmtted.
The current value is jcs-rfc8785-vl.

Producers emtting objects under a statutory retention obligation
(see Section 5) MJST include canon_version. The rule version nust be
determnable at re-verification time without reference to the
emtting systenmis current configuration

canon_version is itself canonicalised and contributes to the content

hash. A receipt enitted under one discipline version cannot be
silently re-hashed under a successor version
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5.

Retenti on Property

Canoni calisation determnismis a retention obligation as well as a
cross-observer property. bjects produced for frameworks with
retention obligations under European Union | aw MJST be re-verifiable
agai nst the canonicalisation rule version under which they were
emtted. Applicable franmeworks include:

* Markets in Crypto-Assets Regul ation, Article 80 (Regulation (EU)
2023/ 1114): operator records of crypto-asset transactions nust be
retained and re-verifiable for the statutory period.

* Anti-Mney Laundering Regulation, Article 56 (Regul ati on (EU)
2024/ 1624): obliged entity records nust be retained for five years
and nmade avail able to conpetent authorities.

* Digital Operational Resilience Act, Article 14 (Regul ation (EU)
2022/ 2554): ICT-rel ated incident and operational records nust be
retai ned and audit-traceabl e.

A supervisor re-verifying retained bytes at year five against a

cont enpor aneous canoni cal i sation rul e needs identical canonical bytes
across that five-year gap. The rule version nust be determ nable
fromthe retained bytes alone, without reference to the emtting
systenis current state.

Thi s docunent’s canon_version discipline (Section 4.6) makes the rule
version sel f-describing on the retained bytes. A verifier reading a
recei pt years after em ssion can determ ne which version of this
canoni calisation discipline to apply and reproduce the content hash
byt e-i denti cal

Equi val ent record-keeping obligations apply in jurisdictions outside
the European Union; the discipline is jurisdiction-neutral but the
retention property is named-target for the EU regul ati ons because
their re-verifiability requirenment is explicit.

Ver si oni ng

Thi s docunent specifies version jcs-rfc8785-vl of the
canoni cal i sation discipline.

Future revisions that change any normative requirenment in Section 4
or Section 3 MJST increment the canon_version (e.g. jcs-rfc8785-v2).
Successor versions will be published as followon Internet-Drafts in
the sane docunent series (draft-hopl ey-x402-canonicalisation-jcs-
v<n>).
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Downst r eam
di sci pline

x402- canoni cal i sati on-jcs

recei pt-format specifications that

MJST cite a specific canon_version value. A

May 2026

reference this

recei pt

format MAY support nultiple discipline versions concurrently (e.g.

accept both vl and v2 on input) but each individua

emtted object

carries exactly one canon_version value identifying which rule was
appl i ed at em ssion.

Cross-Inpl ementati on Reproducibility

The canonical i sation discipline has been byte-for-byte cross-

val i dat ed across *ei ght
programm ng | anguages*,

Hopl ey

i ndependent JCS inplenentations in eight
executed on 2026- 05- 24:
| Li brary | Aut hor / |
| | authoring |
| | entity |
|rfc8785 0.1.4 | Trail of |
| | Bits |
T R +
| canoni calize 3.0.0 | Sanmuel |
| | Er dt man |
o m e e e e e e e e e e e e e e e e e eemem e Fom e oo +
| gowebpki/jcs v1.0.1 | Veb PKI |
| | Vor ki ng |
| | G oup |
oo m o e e e e e e e e e e e e e e e e e e meao— o S +
| serde_jcs 0.2.0 | i ndependent |
| | aut hor |
o m m e e e e e e e e e e e e e e e e mee oo R +
| i 0. github. erdtman:java-json-canonicalization| Anders |
[1.1 | Rundgr en
| | (RFC 8785 |
| | editor) and|
| | Sanuel |
| | Er dt man |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e N +
| root 23/ php-j son-canoni calization 1.0.1 | root 23 |
oo m o e e e e e e e e e e e e e e e e e e meao— o S +
| Baghub. Packages. JsonCanoni cal i zation 1.0.1 | Baghub |
o m e e e e e e e e e e e e e e e e e eemem e Fom e oo +
| j son-canoni calization 1.0.0 | RubyGens |
| | community |
T R +
Table 1
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Al'l eight inplenmentations were independently authored by non-
overl appi ng author sets, including the editor of RFC 8785 itself
(Anders Rundgren via the Java inplenentation).

The matrix validates 24 confornmance vectors across three anchor sets
(action_ref_nanmespace_v0, action_ref transactional vO,

conpl i ance_recei pt_vl1), producing 192 byte-for-byte agreenments (24
vectors x 8 inplementations). The attestation record is at:

https://github. com chopnob-cl oud/ al govoi -j cs-conf or mance-vect or s/
bl ob/ mai n/ _attestations/2026-05-24-8-inpl-cross-validation.nd

A receipt-format inplenmentation conformng to this canonicalisation
discipline, witten in any of the eight |isted | anguages, produces
i dentical canonical bytes for any recei pt under the discipline.

8. 8. Scope Conventions for action_ref (Non-Normative)

The action_ref atomic primitive is defined el sewhere in the substrate
as:

action_ref = SHA-256( JCS( { agent _id, action_type, scope, tinestanp ns } ) )
At the canonicalisation |ayer, the scope field is typed as a non-
enpty string with no closed enuneration. This docunent records a
non- normati ve convention for scope namespaci ng observed across
production em tters.
*Recommended portable fornt: <emitter>: <scope> nanespace prefix.

Current production usage observed across the substrate’s emitter set
as of 2026-05-24:

[ s sy s sy o}
| scope val ue | Emtter surface |
| al govoi: conpliance_screen | Al goVoi /conpliance/screen |
Tt o m e e e e e e e e e e e e e emamao - +
| al govoi:refund | Al goVoi refund receipt issuer |
o e e e e e e e oo o e m e e e e e e e e e e e e mo oo +
| al govoi: settlenent | Al goVoi settlenent |

| attestation issuer |
o e e e e e e e e e e oo - o m e e e e e e e e e e e e e e e ao oo +

Table 2
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Additional emitters using this discipline are expected to nanespace
their own scope val ues under a <emitter>:<scope> convention. The
substrate does not enunerate third-party emtters in this

speci fication.

The nanespaced val ue is hashed into action_ref |ike any other string,
so the dedup / idenpotency property of the prinitive is preserved.
The recomendati on gives reputation consuners and downstream
verifiers an unanbi guous mapping target where nmultiple emtters would
otherw se collide on unprefixed short-form scopes (e.g. two emtters
bot h using paynment for genuinely different semantic concepts).

Byte-l evel reference digests for the four naned anchors above pl us
four unprefixed equivalents and four pair invariants are pinned in
the action_ref namespace_vO confornmance vector set:

https://github. com chopnob-cl oud/ al govoi -j cs-conf or mance- vect or s/
tree/ mai n/vectors/action_ref_nanmespace_v0/

Spec-1 evel closure of the scope val ue-space would | ock out future
emtters arriving with valid new scopes and is intentionally avoided.

9. 9. Transactional action_ref Lifecycle (Non-Nornative)

For transactional flows that traverse multiple state transitions
(authorisation -> settlenment -> refund; issuance -> execution ->
revocation; admi ssion -> review -> close), the action_ref primtive
serves as a stable identity anchor across the full |ifecycle.

The four-field preinmage { agent _id, action_type, scope, tinestanp _ns
} is fixed at the moment the action is first declared and does not
change as the action progresses through state transitions.

Per-transition lifecycle nmetadata (for exanple settlenment-proof

ti mestanps, refund-w ndow expiry, authority-verification tinestanps,
revocation-check tinestanps) |ives OUTSIDE the action_ref preinmage.
These are separate clainms that may evolve as the action noves through
its states. Keeping them outside the preimge preserves the
invariant: the action_ref digest is stable across every state
transition; the identity of the action does not change when the
authority state, settlenent state, or refund state does.
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10.

10.

This is the | oad-bearing property that nmakes action_ref conposabl e
across the substrate’s emitter set. A downstreamverifier auditing a
single transition (e.g. the settlenment step of a paynment) does not
need to replay the full chain to bind the action; the action_ref
digest alone is sufficient. Per-transition tinmestanp clains at each
step provide the tenporal proof that the transition was valid at that
nmoment, independently verifiable.

The integer tinestanp_ns requirenent (Substrate Rule 2, Section 4.1)
applies to the preimage tinestanp as well as to any per-transition
timestanps enitted alongside it. RFC 3339 string forns are NOT
acceptable for either the preinage or the lifecycle netadata. The

i nteger-tinestanp invariant is independently anchored in [I-D.vauban-
x402-stark-recei pts] Section 7.1, which explicitly rejects tinestanp
(RFC 3339 string) as a wire form

I ANA Consi derati ons
1. URN Nanespace Registration
Thi s docunent requests registration of the URN namespace
urn: x402: canoni cal i sation:jcs-rfc8785-vl

Namespace | D: x402
Sub- nanmespace: canoni cal i sation
Version identifier: jcs-rfc8785-vl
Pur pose: identifies the JSON canonicalisation discipline specified
by this docunent, including JCS RFC 8785 plus the schena-
normal i sation requirenents in Section 4.
* Registry: IETF URN sub-nanespace (if accepted by ART area) or

Al goVoi - publ i shed registry for the x402 nanespace.
* Registration authority: this Internet-Draft is the normative
source for the discipline identified by this URN. Qher Internet-
Drafts, standards docunents, or inplenmentations that reference the
URN inherit the discipline as specified here. The URN identifier
is stable across revisions of this Internet-Draft so long as the
canonicalisation rules it identifies remain byte-conpatible; a
non- conpati bl e revi sion SHALL regi ster a new URN (jcs-rfc8785-v2
etc.) as described in Section 10. 2.

* Ok %k
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10.

10.

11.

1.1. Citation Convention for Docunents Using This Discipline

Docunents (Internet-Drafts, RFCs, published specifications, or

i npl ementations) that use the canonicalisation discipline specified
by this docunent SHOULD cite the URN urn: x402: canonicalisation:jcs-
rfc8785-vl as a Normative Reference, either directly or via reference
to this Internet-Draft. The schema-nornalisation rules in Section 4
of this docunent (including the integer-mllisecond tinestanp
encodi ng of Substrate Rule 2, the ordered-array significance rule,
and the in-band canon_version pinning rule) extend RFC 8785 [ RFC8785]
in ways that are | oad-bearing for byte-identical interoperability;
citing RFC 8785 alone is insufficient to identify the discipline as
regi stered.

The recomended citation formin a referencing docunent is:

* |In Nornmative References: an entry citing this Internet-Draft (or
its successor RFC, once published), including the docunent
identifier.

* In docurment body where the discipline is invoked: a reference of
the form "the canonicalisation discipline registered as
ur n: x402: canoni cal i sation:jcs-rfc8785-v1l" or equivalent.

A document citing this URN inherits the discipline at the revision of
this Internet-Draft current at the tine of the docunment’s
publication; the URN registration authority preserves identifier
stability across byte-conpatible revisions, per the registration

aut hority paragraph above.

This Section is informational with respect to docunents that do not
use the discipline. It is recommendatory (SHOULD) with respect to
docunents that do

2. canon_version Val ue Registration

The string value jcs-rfc8785-vl is registered as the discipline
version identifier carried in canon_version fields produced under
this docunent.

Successor versions will register jcs-rfc8785-v2, jcs-rfc8785-v3, etc.
as followon revisions of this Internet-Draft are published.

Security Considerations
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11.

11.

11.

1. Cross-inplenentation hash equival ence

The di sci pline guarantees that two conform ng inpl ementations,
applied to byte-identical normalised JSON objects, produce byte-
i dentical content hashes. This property is fundanental to audit-
chain integrity and supervisor re-verification

A non-conformng i nplementation that coerces input rather than
rejecting it (Section 4.5) breaks this guarantee silently. Such an

i npl ement ati on appears to function correctly at point of enission but
produces hashes that diverge from supervisor re-verification. The
non- conf ormance can go undetected until audit, at which point

retai ned records are unverifiable.

Operators MJST validate their inplenentations against the confornmance
vector corpus (Section 7) BEFORE relying on the discipline for
retention-obligated records.

2. Tinmestanp anbiguity

The integer-millisecond tinmestanp requirenment (Section 4.1) is a
security property as well as a determinismproperty. RFC 3339 string
timestanps admit anmbiguity in tinezone representation (e.g. Z vs
+00: 00 vs -00:00), |eap-second handling, and sub-second precision

An attacker emitting receipts with anbi guous tinmestanps coul d produce
two byte-distinct receipts representing the same |logical instant; a
verifier checking content hashes would treat them as distinct events.

The integer-mllisecond formelimnates this attack class: each
i nstant has exactly one valid millisecond representation

3. Field-nanme aliasing

The field-name discipline (Section 4.2) prevents an aliasing attack
a producer enmtting tx_id while a downstream verifier expects
transaction_id produces a hash mismatch that the verifier sees as
tanpering, even though no semantic tanpering occurred. The
discipline requires the wire-layer alias to be normalised to the
canoni cal name before canonicalisation; post-nornmalisation, the hash
check i s unanbi guous.

Hopl ey Expi res 30 Novenber 2026 [ Page 15]



I nt

11.

11.

App
A1l

Hop

ernet-Draft x402- canoni cal i sati on-jcs May 2026

4. \Version-roll back attack

The canon_version field is itself canonicalised. A producer cannot
silently downgrade a receipt fromjcs-rfc8785-v2 to jcs-rfc8785-vl
post - em ssi on without changing the content hash. A verifier seeing a
vl-cl ai mred hash that does not validate against vl canonicalisation
rejects the receipt; a verifier seeing a v2-clainmed hash treats it as
V2.

5. Numeric precision

The anount -as-string recomendation (Section 4.4) prevents a

preci sion-1oss attack: large anpbunts emtted as JSON nunmbers may | ose
preci sion when round-tripped through a verifier whose JSON parser
uses 64-bit floats, producing a different hash than the producer
expected. String encoding in mnor units preserves precision
exactly.
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conf or mance-vect ors/ bl ob/ mai n/ _attest ati ons/ 2026- 05- 24-8-i npl -
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Appendi x B. Appendi x A. Exanpl e Canonical Forns (Informative)
B.1. A 1. Integer-timestanp nornalisation (Substrate Rule 2)

I nput object (non-conform ng, RFC 3339 string):

{
"agent _id": "did:web:api.al govoi.co.uk",
"action_type": "conpliance_screen",
"scope": "al govoi:conpliance_screen",
"timestanmp": "2024-05-28T12: 00: 00Z"

}

Val i dator MJST reject (Section 4.5). Conform ng object:

{
"agent _id": "did:web:api.al govoi.co.uk",
"action_type": "conpliance_screen",
"scope": "al govoi:conpliance_screen",
"timestanp_ns": 1716897600000

}

JCS canoni cal bytes (sorted keys, no whitespace):

{"action_type":"conpliance_screen","agent id":"did:web: api.al govoi.co.uk", "scope": "al govo
i :conpliance_screen","timestanp_ns": 1716897600000}

SHA- 256 content _hash (| owercase hex):

7528529a8be2044488e603b7913ef aa4f 83620dbcc63010d4al1478cf 7e9a473c
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This digest is the action_ref value for the exanple.
B.2. A 2. Array order is |oad-bearing

Two ot herwi se-identical receipt fragnents varying only
jurisdiction flags array order:

{ "jurisdiction_flags": ["WK', "EU'], ... }
{ "jurisdiction_flags": ["EU', "WK"], ... }

These produce different JCS canonical bytes (RFC 8785 Section 3.2.3
preserves array order) and therefore different content hashes. The
receipt format using this discipline MIST specify a canonical array
order at the schema | ayer (e.g. "primary jurisdiction first").

B.3. A 3. canon_version pin

Two ot herwi se-identical receipts varying only canon_version

{ "canon_version": "jcs-rfc8785-v1", ... }
{ "canon_version": "jcs-rfc8785-v2", ... }

These produce different canonical bytes. A receipt emtted under vl
cannot be silently re-hashed under v2.

Appendi x C. Appendix B. Reference |Inplenentations (Informative)

The foll owi ng open-source inplenentations conformto this
canoni cal i sation discipline:

=_===+

| Language | Package | Functi on

S e s oo e e s s s s s s s e s e s s s s s s s s e e s s s s s e s e s s s s s s s s e e s s s s s s s s s s e e s s s s s
—===+4

| Pyt hon | target="https://pypi.org/project/al govoi - | al govoi _substrat e. canoni ca
lize|

| | substrate/™ (https://pypi.org/project/algovoi-
| | substrate/) |
-+
| TypeScript|target="https://ww. npnjs. com package/ @l govoi /| canonicalize, sha256Jcs
| | substrate” |
| | (https://ww. npnjs. coml package/ @l govoi / |

| | substrate) |

Table 3

Bot h packages depend transitively on rfc8785 (Python) / canonicalize
(TypeScript) for the JCS | ayer and add the schema-nornalisation
di scipline of Section 4 on top
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The confornmance vector corpus that anchors this discipline:
https://github. com chopnob- cl oud/ al govoi -j cs-conf or mance-vectors

The eight-inplenmentation cross-validation attestation referenced in
Section 7 is at:

_attestations/2026-05-24-8-inpl-cross-validation.nd

Appendi x D. Appendix C. Known Adopters (Informative)
The foll owi ng downstream parti es have published artefacts that anchor
to the canonicalisation discipline specified by this docunent.

Inclusion in this list is informational and reflects public adoption
only; it does not inply endorsement or normative authority fromthe

listed party.

| Adopter | Surface | Anchor |
| Al goVoi | Production | Al Al goVoi-emtted

| (api.al govoi.co.uk) | conpliance and | receipts under |
| | refund-receipt | canon_version: jcs-

| | issuer | rfc8785-v1 |
S o S +

Table 4

Adopt ers publishing vector sets or receipt-format extensions that
anchor to this discipline are encouraged to publish themin adopter-
controll ed repositories with canon_version recorded in-band, so each
adopter’s authorship is unanbi guous and their artefact is

i ndependently citable.

Thi s appendi x i s naintained as a record of observed adoption at the
time of revision; absence fromthis list is not normative.

Appendi x E.  Appendi x D. Acknow edgnents

Thi s docunent, and the canonicalisation discipline it specifies, are
Al goVoi work under sol e Al goVoi authorship. The URN

urn: x402: canoni cal i sation:jcs-rfc8785-vl regi stered by Section 10.1
of this docunment identifies the discipline as specified herein; other
docunents that reference the URN inherit the discipline as defined in
this Internet-Draft. The registration authority is preserved across
revisions of this docunent so |ong as the canonicalisation rules
remai n byte-conpati bl e.
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The canoni cal i sation discipline persists under Al goVoi-controlled
surfaces, each independently citable:

* This Internet-Draft on the | ETF datatracker (Independent
Subni ssion, Informational).

* The substrate authorship provenance record at
target="https://docs. al govoi . co. uk/ substr at e- aut hor shi p-
provenance" (https://docs. al govoi. co. uk/ substrat e-aut hor shi p-
pr ovenance) .

* The Substrate Adopters Registry at
target="https://docs. al govoi . co. uk/ adopt er s"
(https://docs. al govoi . co. uk/ adopters) (records parties publishing
artefacts under canon_version: jcs-rfc8785-vl, wth machine-
readable JSON-LD mrror).

* The al govoi -substrate reference inplenentation on PyPl and npm
pl us five conpani on Al goVoi -aut hored recei pt-format reference
i npl ement ati ons under the sane canonicalisation pin.

* The eight-inplenmentation cross-validation attestation record in
the Al goVoi conformance vectors corpus (
target="https://github. com choprmob- cl oud/ al govoi -j cs- conf or mance-
vectors" (https://github.conf chopnmob-cl oud/ al govoi -j cs-
conformance-vectors)); cumul ative 512/512 byte-for-byte agreenents
across two attestation runs covering seven distinct vector sets
under eight independent JCS inpl enentati ons.

The integer-mllisecond canonical timestanmp convention specified in
Section 4 (Substrate Rule 2) was first posted publicly on x402-
foundati on/ x402 i ssue #2357 on 2026-05-20 by Andy Sal vo (Crest

Depl oynment Systens LLC) as the canonical preinmage field for
action_ref work-receipt derivation. The convention was adopted into
the canoni calisation discipline specified in this docunment. The

conf ormance vector 0009 (fiel d-name-1oad-bearing) on x402-foundati on/
x402 pull request #2398, also contributed by Andy Sal vo, denonstrates
the sane invariant fromthe work-receipt |ayer

The framewor k- bound-retention scoping clause referenced by downstream
receipt-format 1-Ds that anchor to this discipline was contri buted by
f eedoracl e (FeedOracle).

The aut hor acknow edges Anders Rundgren as the editor of RFC 8785,
the JSON Canoni cal i zati on Scheme on which this discipline builds.
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