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Abst ract
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1. Introduction
1.1. Purpose

The purpose of this specification is to define a format for storage

of evidence produced as the result of software testing that:

* allows for basic collation of evidence;

* can store any kind of file type that m ght be produced;

* stores data conpressed;

* stores related evidence together, but allows for dividing up by

test case;

* allows test evidence to be attested with a traceable |ist of

attestors, and;

* is built upon widely avail abl e standards.
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1.

1.

2

3.

The format does not attenpt to:

* act as an captioned archiving solution for other purposes outside
of software testing, even if it may be suitable for them

I nt ended Audi ence

This specification is intended for those who mght wish to wite
their own inplenentation of the evidence package format. There are a
nunber of situations where witing an i nplenentation may be

desi rabl e:

* in an automation tool that runs a nunber of operations to
automatically test something, to produce an evidence package
containing the results of the automated testing;

* in a manual evidence collection tool, where a user mght want to
coll ect evidence in a single, easy to nanage place for |ater
processi ng or sharing;

* in an analysis tool, to view, annotate, share and understand the
evi dence from previous testing;

* in a viewer, to view evidence that has been shared, for example
froma testing teamto a customer, or

* any other situation where it may be desirable to collect test
evi dence and bundle it together for |ater

Changes from Previ ous Versions
Thi s docunent forns the original accepted specification
Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Speci fication

An evi dence package is a structured ZI P archive [zip] using deflate
conpression. It MJST contain the file "nmanifest.json", and the
directories "media" and "test_cases" internally within the ZIP
archive. This structure does not need to be represented outside of
the ZIP archive and as such the internal structure does not need to
be understood by an end-user of any tool that works with evidence
packages

See Appendix A for an exanple of the file' s internal structure.
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3.1. "manifest.json" File

The manifest.json file defines netadata relating to the entire
package of evidence. It MJST be a UTF-8 encoded, LF line ended, JSON
[ RFC8259] file with the foll owi ng el enents:

The $schema |
el ement MAY |
point to a copy |
of the schemn |
for the |
mani f est . |

| The netadata |
| elenent stores |
| package |
| netadat a. |
| Custom metadata |
| fields for test |
I I
I I

cases in this
package.

Mandat ory | The media |
| element stores |
| alist of nedia |
| files that are |
| stored in this |
| evidence |
| |

package.
| The test _cases |
| elenent stores |
| alist of test |
| cases. |

Table 1

See an exanple nanifest.json file in Appendix B.

Hopki ns & Tur ner Expires 11 June 2026 [ Page 4]



I nternet-Draft evp- spec Decenber 2025

3.1.1. "$schema" El enent

This el ement MAY optionally be provided to point to a JSON schema
describing the structure of the file. This is typically nost useful
for validation, however it MJST be acceptable for it to be missing,
and this specification should be seen as the primary definition of
structure over anything defined in the |inked schemna.

The JSON schema provided at by this element may give details about
any additional fields used that are not defined in this
speci fication.

3.1.2. "metadata" El enent
[} e o sfumsfospefesfespsfesfespuny —emspuemsfespoemsfuspul emspumemsosfusesspusfenfy s s sy o}
| Element | Condition | Type | Section | Description |
F ==+t ————————+t—-—————————{————————————————————+
| title | Mandatory | String | | The nane of the |
| | | | evidence package. |
B N Fomm e - o - B Fom e e e e oo o +
| authors | Mandatory | Array | Section | The authors |
| | | 3.1.2.1 | attributed to this |
| | | | | evidence package. |
S S S S Fom oo +
Table 2
3.1.2.1 "aut hors" Array El enent
| Elenent | Condition | Type | Description |
| name | Mandatory | String | The author’s nane. |
R S R T +
| email | Optional | String/ | The author’s enmil address, |
| | | Null | although format is not verified. |
S S S o m o e e +
Table 3
3.1.3. "customnetadata" El enent

El ements within this object will beconme custom netadata properties
for test cases in this package. Each object MJST have the foll ow ng
fields:
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The nane of |
this custom |
met adata field. |

| description | Mandatory | String | Section | The description |
| | | | 3.1.2.1 | of this custom |
| I | | | netadata field. |

| primary | Mandatory | Boolean | Section | Is this custom |
| 3.1.3.1 | field primary? |

Table 4
3.1.3.1. "primary" Bool ean

The "primary" value of custom netadata fields MAY be fal se for all
fields, or MAY be true for exactly one field. It MJST NOT be true
for nore than one field.

The purpose of primary is not enforced as part of this specification,
however it should be seen as suggesting that one custom netadata
field is nmore useful than others, and as such may be used to

i nfluence the information displayed to users, for exanple an

i mpl ementer m ght choose to show the primary custom netadata val ue
for each test case alongside it.

3.1.4. "nedia" Array Elenent

[ oo ooy ooy e ooty o}
| El ement | Condition | Type | Description |
[ sy s, e e e e e e e s s s st
| sha256 _checksum | Mandatory | String | The SHA256 checksum of |
| | | | the associated nedia |
I I I | file. I
o e e e oo R Fomm oo o e e e e e e e e a oo - +
| mne_type | Mandatory | String | The Internet Media |

| | Type [ RFC2046] of the |
| | | | associated nedia file. |
o R R o m e e e e e e oo +

Table 5
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3.1.5. "test_cases" Array El enent

+

I

+
Mandatory | String | The UUID of the
| | test case. |If |
| | present here, |
| | there MJST be an |
| | associated test |
| | case file in the
| | "test cases" |
| | directory of the |
| | package with the
| | name |
| | "<UUI D>.json". |
| attestations | Mandatory | | An array of |
| | | of | attestations |
| | | over this test |
| | | case. |

3.1.5.1. "attestations" Array

The elements within the "attestations" array MJST be JWS [ RFC7515]
signatures. The signature payl oad nust be a SHA256 checksum of a
copy of the test case manifest (i.e. the file "uuid.json"), having
been processed into JSON canonical format as defined in [ RFC8785].

In environnents where it is desirable to frequently validate
attestations, it is recommended to include the "x5c" X 509
certificate, and a "jku" (JW Key URL). An inplenenting client is
RECOMMVENDED to display the URL in sone fashion if the key passes
validation as a way to prove the signing party, however another
approach may al so be desirabl e dependi ng on environnent.

I mpl enenting clients SHOULD NOT use symetric key types (although it
may be acceptable for tools that are only used within a linted
scope), and APlIs inplenenting this specification MAY choose to be

i nconpatible with synetric types

As a worked exanple, a test case may start off like this:
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{
"$schemn":
"https://evidenceangel - schenmas. hpkns. uk/test case. 2. scherma. j son",
"met adata": {
"title": "Test Case",
"execution_datetine": "2025-12-05T20:40: 22. 74382129527",
"passed": null
},
"evidence": [
"kind": "text/plain",
"value": "plain:Hello, world!"
}
]
}

This should then be canonicalised. This is shown bel ow, but newines
have been added for presentation, indicated with a "\" character at
the line end.

{"$schemn": "https://evi denceangel - schemas. hpkns. uk/t est case. 2. schema\
.json","evidence":[{"kind":"text/plain","value":"plain:Hello, world!\
"1],"nmetadata": {"execution_datetime":"2025-12-05T20: 40: 22. 7438212952\
","passed":null,"title":"Test Case"}}

A SHA256 checksum can be generat ed:
6cd9684d866d5dacd85064f 20d0b3f d423e30946c6b99d1f 2def ae529360becc

This can now be signed and the original manifest can be nodifi ed:

{
"id": "7928dell- 8de8- 4bfe-b5b7-chbf07c7066d9",

"attestations": |
"eyJhbGeci G JFUzI 1Ni | sl nR5cCl 61 kpXVCI9. Ym 5YzdkM ¢z YWY2Nz ESNVWMLMAY
MLN2YyNz Rj MDc5NTVi ODZi MDA3SMAEONMDU3MAFj OTI wYz E2IM2 Uz NDQx Yz UWZQ. Kt b\
RLf Ah8UnmBx SWnCbpydXyj GO_| PF2acU_x- eFY6dLDBD809z Jn6HaTE9j j sQ nX8\
eGN\RI Oz KXTWWHgp- f Xg"

]

"sonme_ot her_val ue": "Added from somewhere other than this spec!”

}

3.2. "test_cases" Directory

The test cases directory stores the manifests for each test case
within this evidence package.
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with a UUI Dv4 name
A test case present here MJST have a valid entry in the
"test_cases" array defined in Section 3.1.5.

Each test case is stored as a JSON file,
[ RFC9562] .
mani f est

3.2.1. "<uuid>.json" File

The $schema el ement |
MAY point to a copy |
of the schema for |
the manifest. |
The net adat a

relating to this |

| test case. |

The evidence within |
this test case. |

Table 7
See an exanpl e <uuid>.json file in Appendix C

3.2.1.1. "$schem" El enent

This el ement MAY optionally be provided to point to a JSON schena
describing the structure of the file. This is typically nost usefu
for validation, however it MJST be acceptable for it to be m ssing,
and this specification should be seen as the primary definition of
structure over anything defined in the |inked schema

The JSON schenm provided at by this elenent may give details about
any additional fields used that are not defined in this
speci fication.

3.2.1.2.

"met adat a" El enent

| execution datetine | Mandatory | String |

The 1S0C8601 date |
and tine of the |
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execution of this

I I I I I
| | | | test case |
| | | | starting. |
o e e e e oo S R o e e e e oo +
| passed | Optional | Enunerated | The state of the |
| | | | test case, if |
| | | | present MUST be |
| | | | either the string

| | | | "pass" or "fail", |
| | | | or null. If |
| | | | absent, it MJST |
| | | | be interpreted as

I I I | null. I
Fom e e e e oo o N Fomm e oo - o e e e e oo oo +
| custom | Mandatory | bject | Custom net adat a |
| | | | val ues. |
o e e e e o s Fom e Fom ek o e e o s +

Tabl e 8

The "custom’ field is used to add custom nmet adata that has been
specified in the package manifest’'s "custom netadata" field. If a
value is specified in "custon, it MJST be present in the package
mani fest, but all values in the package mani fest do not need to be
present here. All values MJST be strings and are stored as a sinple
key-value map, with the customfield ID defined in the mani fest as
the key.

3.2.1.3. "evidence" Array El enent

The Internet |
Medi a Type |
[ RFC2046] of |
data stored. |

The dat a
stored

Mandatory | String | Section | |
I I
| within this |
I I
I I

| 3.2.1.3.2

pi ece of
evi dence.

| Optional |String/| | An optional |
| | Nul | | | caption for |
| | | | this piece |
| | | | of evidence. |
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S RIS S Fommma - S S RIS +

| original _filename | Optional |String/| | The original

| | | Nul'l | | filenane. |

o e e e e oo S AR, S S +
Table 9

3.2.1.3.1. "kind"
The "kind" of evidence MJUST be an Internet Media Type [ RFC2046].
For nore information about each type, see Section 5.

3.2.1.3.2. "value"

The "val ue" MJST be one of the follow ng acceptable patterns:
"plain:" followed by plain text;

"media:" followed by a nmedia file SHA256 hash, or;

"base64:" followed by a base64 string of data w thout padding.

3.3. "media" Directory

The "nmedi a" directory stores data in files within the ZI P archive
that would be otherwise inpractical to store directly in the test
cases.

Files stored in this directory are of abitrary type. They MJST be
naned by their SHA256 checksum [ RFC6234] with no extension. Their
SHA256 checksum and nedia type MJST be stored in the package mani f est
"medi a" el enent.

In the unlikely event that there is a checksumclash, there is
currently no preferred nethod for resolving this. The probability of
such a situation is decided to be acceptably | ow given the expected
size and nunber of files stored in an evidence package, however

i mpl ementers MAY choose to store the clashing file as base64 data
instead of as an additional nedia file.

4. Handling an Evi dence Package
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4.1. Locking

When | oadi ng an evi dence package, inplenetors MJST use a lock file

with the file nanme ".~lock." followed by the full name of the package
it protects, followed by "#", for exanple for a package called
"exanpl e. evp", the lock file MJST be called ".~l ock. exanpl e. evp#".

It MJUST be | ocated adjacent (in the same directory as) the evidence
package. The file MJST contain the process ID of the process hol ding
the 1 ock.

The lock file should be considered as | ocking the package if it is
present, regardless of contents.

If either of these is not the case, it should be assunmed that the
there is no current |ock over the package.

4.2. Media Loading

Sof tware i npl ementing the evidence package format MJST NOT | oad files
fromthe "media" directory into nmenory until it is needed for display
or for extraction. inplenmenters MJST use streans to |load nmedia files

to avoid trying to load the entire file into nenory as it nay not

fit.

5. Kinds of Evidence
Evi dence packages can support any valid Internet Media Type [ RFC2046]

as evidence. inplenenters of this specification MIUST be able to
di splay the foll owi ng types:

| Media Type | Description |
[} i —————————————_ Ll p—p——_—r
| text/plain | Plain text with no formatting.

e . +
| text/markdown | Text with markdown support. |
e T e e +
| text/vnd.angel.http-data | An HITP request/response pair.

S o e e e e e e e e e e e o m o +
| imagel* | An inmage that should be |
| | rendered where possi bl e. |
e ' +

Tabl e 10

Conmon i mage formats SHOULD be rendered where possible, but it is not
required to support every possible type of inage.
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Mar kdown SHOULD be rendered where possible, but it may be adapted for
security reasons. |If it is changed before display, a notice MIST be
di splayed to the user disclosing that it has been adjusted for
security. For exanple, it is acceptable to strip raw HTM. tags

bef ore renderi ng.

O her nedi a types MJST be supported insofar as being able to extract
the data fromthe evidence package so that they can be opened in
ot her software.

5.1. HITP Requests

Where text/vnd. angel . http-data is used, an HTTP request and response
MJUST be present in plain text, and a Record Separator character
(Ox1e) MUST be used to split the request and response portion. In
other words, the format MJUST conply with the follow ng regul ar

expr essi on:

N ?<request>[.\r\n]*)\xle(?<response>[.\r\n]*)$
For exanple the separator is present at _1 :
GET / HITP/1.1

Host: exanpl e. com

User-Agent: HTTPi e

\x1eHTTP/ 1.1 200 K <1>

Cache-Control : nmax-age=1366
Connection: cl ose

6. Extendi ng Behaviours of an Evidence Package
Every JSON file within an evi dence package MAY have new fi el ds added,
and as such extended behavi ours MAY be inpl enented, however
i npl ementers MJST be able to | oad an evi dence package wi thout these

addi tional fields.

VWhen an inmplenenter loads a file with fields it cannot understand, it
MUST retain the fields on saving the file.

7. | ANA Consi derations
Thi s docunent acts as the specification for the nedia type

appl i cation/vnd. angel . evi dence- package. Additionally, the media type
text/vnd. angel . http-data is defined in Section 5.1
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8. Security Considerations

The evi dence package format can store arbitrary files that may or nmay
not be executable. inplenmenters MJUST NOT execute any file contained
within and SHALL only extract the contained files if needed.

O herwi se, there are no concerns for security fromthe file type
itsel f.
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Appendi x A.  Exanpl e Archive Layout

exanpl e. evp
| - mani fest.json
| - media
| \- 203073da0b36a5921f 2914e2093abcae7eb987846f 405b438c25792bab1617f a
\- test_cases
\ - eabb5d31-a958- 4609- ac98- 83365e14d18b. j son

Appendi x B. Exanpl e Package Manifest JSON
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"met adat a": {
"title": "Exanpl e Evidence Package",
"authors": [
{
"nanme": "Anonynous Author"
H
{
"name": "Lily Hopkins",
"emai l": "lily@pkns. uk"
}

]
},
"custom et adata": {
"exanmpl e": {
"nane": "Exanple Metadata Field",
"description":
"A field showing that customfields can be added",
"primary": true

1
"media: [

"sha256_checksun':
"203073da0b36a5921f 2914e2093abcae7eb987846f 405b438c25792bab1617f a",
"mme_type": "text/plain"
}

est _cases": |

]

"id": "eabb5d31-a958-4609- ac98-83365e14d18b",

"attestations":
"eyJhbGeci O JFUzl 1Ni | sl nR5cCl 61 kpXVCI9. Yl 5YzdkM cz YWY2Nz ESNW
MLMAMLNZ Yy Nz Rj MDC5NTVi CDZi MDA3MAEOMDU3SMAFj OTI wYz E2M2 Uz NDQX Yz \
UWZQ Kt bRLf Ah8UnBx SWnChpydXyj GO | PF2acU x- eFY6dLDBD809z JnbH\
aTE9j j sQ nX8eGARI Oz KXTWMIgp- f Xg"

}
]
}

Appendi x C. Exanple Test Case Manifest JSON
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}

"met adat a": {

"title": "Exanple Test Case",
"execution_datetime": "2025-05-01T11: 13: 29+01: 00",
"passed”: null,

"custont': {

}

]

}

"exanpl e": "Exanpl e custom netadata field val ue"

vi dence": |

b
{

b
{

}

'kind": "text/plain",
‘val ue": "plain:This is sone text based evi dence"

"kind": "text/plain",
"val ue": "base64: VGhpcyBpcyBzb21l | HR eHQyYnmFzZWQyYnFzZTYOl GVuY\

29kZWQYZXZpZGVuY2U'

"kind": "text/plain",
"val ue": "medi a: 203073da0b36a5921f 2914e2093abcae7eb987846f 405b\

438c25792babl1617f a",

"caption": "An exanple file",
‘original _filenanme": "exanple.txt"

"ki nd":"inmagel/ png",
‘val ue": "nedi a: c561967275f 002e65b222b4577378f 5a20a5881edd00f b\

e648beef 6b4f 4971a9",

‘caption": "An exanple imge",
‘original _filename": "image.png"

Appendi x D. JSON Schema for Package Manifest

In this snippet, some newines are added for presentation. These are
denoted with a "\" at the end of the preceding line and should be
consi dered excluded fromthe JSON

{

"$id":
"https://evidenceangel - schenmas. hpkns. uk/ mani f est. 2. schema. j son",
"$schema": "http://json-schema.org/draft-07/schema",

"type": "object",
"description":
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"The netadata file ‘nmetadata.json’ as part of an evidence package.",
"properties": {
"met adat a": {
"type": "object",
"properties": {

"title": {
"type": "string",
"description": "The nane of the evidence package.",

"m nLength": 1,
"maxLength": 30
}

uthors": {
"type": "array",
"description":
"The authors attributed to this evidence package.",
"itens": {
"type": "object",
"properties": {

"name": {

"type": "string",

"description": "The author’s name."
} i)
"emai | " {

"type": "string",
"description":
"The author’s emmil address, although format is not verified."
}
1
"required": ["name"]
}
},
"description": {
"type": "string",
"description": "An optional description of the package."

}

"required": ["title", "authors"]

}

ustom net adata": {
"type": "object",
"description": "Custom netadata fields for test cases",
"patternProperties": {
R |

"type": "object",

"description": "A custom netadata field",

"properties": {

"nanme": {
"type": "string",
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"description":
"A user-friendly nane for this custom property."”

}

"description": {
"type": "string",
"description":
"A description for this custom property.”

} i)
"primary": {
"type": "bool ean",
"description": "lIs this custom property the nmain one \

in this package? This may influence howit is \
di splayed in editors."

}
},
"required": ["nanme", "description", "primry"]

}

}

},

"medi a": {
"type": "array",
"itens": {

"type": "object",

"description': "A nedia entry. When an entry is present in\
this manifest, it MJST also be present in the ‘nmedia'\
directory of the package.",

"properties": {

"sha256_checksunt': {
"type": "string",
"description": "The SHA256 checksum of the nedia file. \
This MJST al so match identically the name of the file \
with no extension in the ‘nedia' directory.",
"pattern": "~[0-9a-f]{64}$"
1
"mme_type": {
"type": "string",
"description': "The MME type of the nmedia file."
}
},
"required": ["sha256_checksunt, "m ne_type"]
}
}

est _cases": {
"type": "array",
"items": {
"type": "object",
"properties": {
"id"r |
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"type": "string",

"format": "uuid",

"description": "The UUI D of the test case. If present \
here, there MJUST be an associated test case file in\
the ‘testcases’ directory of the package with the nane\
‘<UUl D>. json'."

},
"attestations": {

"type": "array",

"description":

"An array of attestations over this test case.",

"itenms": {
"type": "string",
"description": "The elements within the \

\"attestations\" array **MJST** be JW5 [ RFC7515] \
signatures. The signature payl oad nust be a SHA256 \
checksum of a copy of the test case manifest (i.e. \
the file \"uuid.json\"), having been processed into \
JSON canoni cal format as defined in [ RFC8785].",
"pattern": "~ A-z0-9 -]1H\\.[Az0-9 -]H\.[A-z0-9 -]+%"

}
}
},
"required": ["id", "attestations"]
}
}

}
"required": ["netadata", "nedia", "test cases"]

}
Appendi x E.  JSON Schema for Test Case Manifest
In this snippet, some newines are added for presentation. These are

denoted with a "\" at the end of the preceding line and should be
consi dered excluded fromthe JSON

{
"$id":
"https://evidenceangel - schenmas. hpkns. uk/test case. 2. scherma. j son",
"$schema": "http://json-schema.org/draft-07/schema",
"type": "object",
"description": "A test case file ‘testcases/<UU D>.json' as part \

of an evi dence package.",
"properties": {
"met adat a": {
"type": "object",
"properties": {
"title": {

Hopki ns & Tur ner Expires 11 June 2026 [ Page 20]



I nternet-Draft evp- spec Decenber 2025

"type": "string",
"description": "The title of the test case",
"m nLength": 1,
"maxLength": 30
}

xecution_datetime": {
"type": "string",

"format": "date-tinme",
"description": "The date and tinme of the execution of \
this test case starting."
},
"passed": {
"type": ["string", "null"],
"description": "The state of the test case",
"enunt': [
"pass",
"fail",
nul |
]
},
"custont: {
"type": "object",
"description": "Custom netadata val ues",
"patternProperties": {
T |
"type": "string"
}
}

)

equired": ["title", "execution_datetime"]

}

"evi dence": {
"type": "array",
"itens": {
"type": "object",
"description":
"A piece of evidence as part of this test case.",
"properties": {
"kind": {
"type": "string",
"description":
"The Internet Media Type of the data stored.",
"pattern": "AONNWO)NN/ (VAW -TF) (VVH([AVYWL L -T%)) 2\
GOCH=7)) "1 =(.7))?$"

"val ue": {
"type": "string",

Hopki ns & Tur ner Expires 11 June 2026 [ Page 21]



I nternet-Draft evp- spec Decenber 2025

"description': "Either ‘plain:* followed by plain text, \
‘media:* followed by a nedia SHA256 hash, or ‘base64:'\
foll owed by a base64 string of data w thout padding.",

"pattern":

"A(plain:.*)| (media:[0-9a-f]{64})| (base64: [ A-z0-9+/]*) $"

"caption": {
"type": "string",
"description":
"An optional caption for this piece of evidence."

)

’riginal_filenane": {
"type": "string",

"description": "The original filenane for File evidence"
}
b .
"required": ["kind", "value"]
}
}

oo _
"required": ["netadata", "evidence"]

}
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