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Abst ract

Taki ng evidence is a key part of any robust software testing process.
Thi s specification defines a format which coll ects evidence together
and stores netadata and annotations in an organi sed fashion from both
manual and aut onated testing sources.

This work is not a standard and does not enjoy community consensus.
Status of This Menp
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Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 16 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction
1.1. Purpose

The purpose of this specification is to define a format for storage

of evidence produced as the result of software testing that:

* allows for basic collation of evidence;

* can store any kind of file type that m ght be produced;

* stores data conpressed;

* stores related evidence together, but allows for dividing up by

test case;

* allows test evidence to be attested with a tracable Iist of

attestors, and;

* is built upon widely avail abl e standards.
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1.

1.

2

3.

The format does not attenpt to:

* act as an captioned archiving solution for other purposes outside
of software testing, even if it may be suitable for them

I nt ended Audi ence

This specification is intended for those who mght wish to wite
their own inplenentation of the evidence package format. There are a
nunber of situations where witing an i nplenentation may be

desi rabl e:

* in an automation tool that runs a nunber of operations to
automatically test something, to produce an evidence package
containing the results of the automated testing;

* in a manual evidence collection tool, where a user mght want to
coll ect evidence in a single, easy to nanage place for |ater
processi ng or sharing;

* in an analysis tool, to view, annotate, share and understand the
evi dence from previous testing;

* in a viewer, to view evidence that has been shared, for exanple
froma testing teamto a customer, or

* any other situation where it may be desirable to collect test
evi dence and bundle it together for |ater

Changes from Previ ous Versions
Thi s docunent forns the original accepted specification
Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Speci fication

An evi dence package is a structured ZIP archive [zip]. It MJST
contain the file "manifest.json", and the directories "nedi a" and
"test _cases" internally within the ZIP archive. This structure does
not need to be represented outside of the ZI P archive and as such the
internal structure does not need to be understood by an end-user of
any tool that works with evidence packages.

See Appendix A for an exanple of the file' s internal structure.
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3.1. "manifest.json" File

The manifest.json file defines netadata relating to the entire
package of evidence. It MJST be a UTF-8 encoded, LF line ended, JSON
[ RFC8259] file with the foll owi ng el enents:

The $schema |
el ement MAY |
point to a copy |
of the schemn |
for the |
mani f est . |

| The netadata |
| elenent stores |
| package |
| netadat a. |
| Custom metadata |
| fields for test |
I I
I I

cases in this
package.

Mandat ory | The media |
| element stores |
| alist of nedia |
| files that are |
| stored in this |
| evidence |
| |

package.
| The test _cases |
| elenent stores |
| alist of test |
| cases. |

Table 1

See an exanple nanifest.json file in Appendix B.
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3.1.1. "$schema" El enent

This el ement MAY optionally be provided to point to a JSON schema
describing the structure of the file. This is typically nost useful
for validation, however it MJST be acceptable for it to be missing,
and this specification should be seen as the primary definition of
structure over anything defined in the |inked schemna.

The JSON schema provided at by this element may give details about
any additional fields used that are not defined in this
specficiation.

3.1.2. "metadata" El enent
[} e o sfumsfospefesfespsfesfespuny —emspuemsfespoemsfuspul emspumemsosfusesspusfenfy s s sy o}
| Element | Condition | Type | Section | Description |
F ==+t ————————+t—-—————————{————————————————————+
| title | Mandatory | String | | The nane of the |
| | | | evidence package. |
B N Fomm e - o - B Fom e e e e oo o +
| authors | Mandatory | Array | Section | The authors |
| | | 3.1.2.1 | attributed to this |
| | | | | evidence package. |
S S S S Fom oo +
Table 2
3.1.2.1 "aut hors" Array El enent
| Elenent | Condition | Type | Description |
| name | Mandatory | String | The author’s nane. |
R S R T +
| email | Optional | String/ | The author’s enmil address, |
| | | Null | although format is not verified. |
S S S o m o e e +
Table 3
3.1.3. "customnetadata" El enent

El ements within this object will beconme custom netadata properties
for test cases in this package. Each object MJST have the foll ow ng
fields:
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The nane of |
this custom |
met adata field. |

| description | Mandatory | String | Section | The description |
| | | | 3.1.2.1 | of this custom |
| I | | | netadata field. |

| primary | Mandatory | Boolean | Section | Is this custom |
| 3.1.3.1 | field primary? |

Table 4
3.1.3.1. "primary" Bool ean

The "primary" value of custom netadata fields MAY be fal se for all
fields, or MAY be true for exactly one field. It MJST NOT be true
for nore than one field.

The purpose of primary is not enforced as part of this specification,
however it should be seen as suggesting that one custom netadata
field is nmore useful than others, and as such may be used to

i nfluence the information displayed to users, for exanple an

i mpl ement or m ght choose to show the primary custom netadata val ue
for each test case alongside it.

3.1.4. "nedia" Array Elenent

[ oo ooy ooy e ooty o}
| El ement | Condition | Type | Description |
[ sy s, e e e e e e e s s s st
| sha256 _checksum | Mandatory | String | The SHA256 checksum of |
| | | | the associated nedia |
I I I | file. I
o e e e oo R Fomm oo o e e e e e e e e a oo - +
| mne_type | Mandatory | String | The Internet Media |

| | Type [ RFC2046] of the |
| | | | associated nedia file. |
o R R o m e e e e e e oo +

Table 5
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.1.5. "test_cases" Array El enment

+

I

+
Mandatory | String | The UUI D of |
| | the test case. |
| | If present |
| | here, there |
| | MUST be an |
| | associated |
| | test case file |
| | in the |
| | "test_cases" |
| | directory of |
| | the package |
| | with the name |
| | "<UU D>.json".
sha256_checksum | Mandat ory | The SHA256 |
| checksum of |
| the |
| correspondi ng |
| JSON file, |
| "<UUI D> json". |

| An array of |
| attestations |
| over this test |
| case. |

Table 6

3.1.5.1. "attestations" Array

The elements within the "attestati ons" array MJUST be base64 encoded
strings of OpenPGP [ RFC9580] signatures. The signatures should be
signing a copy of this manifest entry, excluding "attestations”
itself, having been processed into JSON canonical format as defined
in [ RFC8785].

As a worked exanple, a manifest test _cases entry may start off |ike
this:
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{
"id": "7928dell- 8de8- 4bfe-b5b7-chf07c7066d9",
"sha256_checksuni': "a2394af 8d2b4e0c9ba66e797f d6060f 4e6932e126f 781157cdd2ddalc08b4b6f
, "attestations": [],
"sonme_ot her_val ue": "Added from sonmewhere other than this specification!"
}

This should then have the "attestations"” array renoved and shoul d be
canoni cal i sed:

{"id":"7928dell- 8de8- 4bf e- b5b7- cbf 07c7066d9", "sha256_checksuni: "a2394af 8d2b4e0c9ba66e7
97f d6060f 4€6932e126f 781157cdd2ddalc08b4b6f ", "some_ot her _val ue": " Added from sonewhere ot he
r than this specification!"}

Thi s can now be signed and the original manifest can be nodified:

{
"id": "7928dell- 8de8- 4bfe- b5b7-cbf 07c7066d9",

"sha256_checksum': "a2394af 8d2b4e0c9ba66e797f d6060f 4€6932e126f 781157cdd2ddalc08b4b6f

"attestations": |

" owGhwW MmMvHAdr 363nNHa04wnj 4gl Ms@Va7t 1opMIXJSsnc0sgi JdXQUBdI Wii aJKW 6i azJpnr Ji el G
ZgnmxuYmaVYKukoFWek Gormax SdnpCZnF5f mAj UntGhl bmi SMAAQYJZnk G RbJi WamaVawsgnpZgZnBnkmaSaWRobpR
oamaWZWganmponp6QYpa@kG YbWCSZJIm gQzNz02Nzy/ JSC2KLOv MKUOFmuqgYkpKaopBW J+r AJl t B8ql KoCVKIR
kJOYBIi cxi heKC1OTM MzkxJLM DxFpVquTi Z/ FgZGDgZLMMIN cUSr y1 WhPnu39f yEuZr Vi aQ 6VFCGhi Agl VBLzcXx
r 9RI x0j PVNt Qz9B@B8hk4 0 UgKmtns7/ P9xXe50Sl 6nYWLf J9S9/ bhZN3br 8oWev2A8R+Vs70Dd88xUxncHWI | t Q
Xxwed3mmdxi u/ +LV/ oYgB1Kuvl 4+ci tt Ft cj 3KUpqd3Ri kEzf M7nmc XDv+5x91 KuGde+f 2Hk8znt 9Tybf 62wZL/ +Rz
XzoM gqa4LeFUcWNB@X81+R6z+0J7Pf QlvuC+8Set JI 7B+pyj +4W S+S0+2/ LTn5f UC+j PULTdW D+r Ok ThHj bVCY
k9t d/ 6JVKnmPP88A2bN+f yRDcIqH Sv4Nr 3bRDi 1xbDInKFxnmenJf YOG 3cpEJQXbr NLu7r wnwgzi pl j KIt el MkU
elaHhOl zwgWKHV3XwxnAcnu/ 41 f Wj368knX5D2XkK4ovnGdZeKf t +cl mubgc FUGEIKqVe YvKzr / nKZpl Oadmni/r vFt
y1XhTP7xN UnMBZ+4ynFURf c5vvbayupqCOpDnSa93EWSMhBFSoO nE+e5TNxdnXl i 6uf | NZsXkj 8wxBgvf TxVTuX
[ AmCvkj Hkc 178t Hyu2uQW Fze6+PmCXJ5B9Bnj J7ZH3ZnnlLZ8r pPv03v44j 6PZdORSW 741 7WhHC 56 EBr F+ZNr 00J
3eTOTxQ vu/ 7vU 1bgdCWI0HUgGdVwuSoqnPaOf / v7FI 8L2bPLasPrr OyZ4Xt se3t 2pDp9qpgCUfj fr26C 57/ rs8
nj kf 3ygUll i HFZ/ 5uj Gr Pft Rce6Gpf t 3ShS8+gl A"

]

one_ot her _val ue": "Added from sonewhere other than this specification!"

3.2. "test _cases" Directory

The test cases directory stores the manifests for each test case
within this evidence package.

Each test case is stored as a JSON file, with a UU Dv4 nane
[ RFC9562]. A test case present here MJUST have a valid entry in the
mani f est "test cases" array defined in Section 3.1.5.

3.2.1. "<uuid>.json" File
B e ooy e sl oot
| Element | Condition | Type | Section | Description |
[ ety ey g ———— e —p——_" ——p—(——(————————(—————————
$schema | Optional | String | Section | The $schemm el enent
| | | 3.2.1.1 | MAY point to a copy
I I I I
I I I I

I
I
of the schema for |
the manifest. |

| netadata | Mandatory | Cbject | Section | The netadata |
| | | | 3.2.1.2 | relating to this |
| | | | | test case. |



| evidence | Mandatory | Array | Section | The evidence within
| | | | 3.2.1.3 | this test case. |
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Table 7
See an exanple <uuid>.json file in Appendix C.
3.2.1.1. "$schemn" El enent

This el ement MAY optionally be provided to point to a JSON schema
describing the structure of the file. This is typically nost useful
for validation, however it MJST be acceptable for it to be nissing,
and this specification should be seen as the primary definition of
structure over anything defined in the |inked schema.

The JSON schera provided at by this element may give details about
any additional fields used that are not defined in this
specficiation.

3.2.1.2. "netadata" El ement

The title of the |
test case. |

| The 1S08601 date |
| and tinme of the |
| execution of this |
| test case |
| starting. |

The state of the
test case, if
present MJST be
either the string

Enuner at ed | |
I I
I I
I I
| "pass" or "fail", |
I I
I I
I I
I I

Opt i onal

or null. If
absent, it MJST
be interpreted as
nul | .

| custom | Mandatory | hject | Custom net adat a |

| | | | val ues. |

Table 8
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The "custont field is used to add custom netadata that has been
specified in the package manifest’s "custom netadata" field. |If a
value is specified in "custon, it MJST be present in the package
mani fest, but all values in the package mani fest do not need to be
present here. All values MJST be strings and are stored as a sinple
key-value map, with the customfield ID defined in the manifest as

t he key.

3.2.1.3. "evidence" Array El enent

The I nternet |
Medi a Type |
[ RFC2046] of |
data stored. |

The data
st or ed

Mandatory | String | Section | |
I I
| within this |
I I
I I

| 3.2.1.3.2

pi ece of

evi dence.
Optional | | An optional |
| | caption for |
| | | this piece |
| | of evidence. |

original _fil ename Opt i onal | The original |
| filenane. |
| MAY be |
| provided for |
| I'mage and |
| File |
| evidence, |
| MUST NOT be |
| provided |
| |

ot herw se.

3.2.1.3.1. "kind"
The "kind" of evidence MJUST be an Internet Media Type [ RFC2046].

For nore information about each type, see Section 5.
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3.2.1.3.2. "value"

3.

4.

4.

The "val ue" MJST be one of the follow ng acceptable patterns:

* "plain:" followed by plain text;
"media:" followed by a nedia file SHA256 hash, or;
*  "base64:" followed by a base64 string of data wi thout padding.

3. "nedia" Directory

The "nedi a" directory stores data in files within the ZI P archive
that would be otherwise inpractical to store directly in the test
cases.

Files stored in this directory are of abitrary type. They MJIST be
naned by their SHA256 checksum [ RFC6234] with no extension. Their
SHA256 checksum and nedia type MJIST be stored in the package mani f est
"medi a" el ement.

In the unlikely event that there is a checksumclash, there is
currently no preferred method for resolving this. The probability of
such a situation is decided to be acceptably | ow given the expected
size and nunber of files stored in an evidence package, however

i npl ementors MAY choose to store the clashing file as base64 data

i nstead of as an additional nedia file.

Handl i ng an Evi dence Package
1. Locking

When | oadi ng an evi dence package, inplenetors MJST use a lock file
with the file nane ".~lock." followed by the full name of the package
it protects, followed by "#", for exanple for a package called
"exanpl e. evp", the lock file MJUST be called ".~l ock. exanpl e. evp#".

It MJUST be | ocated adjacent (in the sanme directory as) the evidence
package. The file MJST contain the process ID of the process hol ding
t he | ock.

The lock file should be considered as | ocking the package if it is
present, regardless of contents.

If either of these is not the case, it should be assunmed that the
there is no current |ock over the package.
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4.2. Media Loading

Sof tware i npl ementing the evidence package format MJST NOT | oad files
fromthe "nmedia" directory into nmenory until it is needed for display
or for extraction. |Inplenentors MJST use streans to |load nedia files
to avoid trying to load the entire file into nenory as it may not

fit.

5. Kinds of Evidence
Evi dence packages can support any valid Internet Media Type [ RFC2046]

as evidence. |Inplenentors of this specification MJST be able to
di splay the foll owi ng types:

[5 emesfomsbomsesoe s esoe s esoe s ese s esss s es e fosy essfos s os s esoe s es es s ess s s s fes e
| Media Type | Description |
[ e e e e e e e e e e e s s s s s
| text/plain | Plain text with no formatting.

o m e e e e e e e oo - o m e e e e e e e e e e aa oo +
| text/markdown | Text with markdown support. |
S o e e e e e e e e e e e o m o +
| text/vnd.angel.http-data | An HTTP request/response pair.

o m e e e aa oo s o m e e e e e e e e eea oo +
| image/* | An image that should be |
| | rendered where possible. |
o e e e e e e oo o o m e e e e e e e e e +

Tabl e 10

Common i mage formats SHOULD be rendered where possible, but it is not
required to support every possible type of inage.

Mar kdown SHOULD be rendered where possible, but it may be adapted for
security reasons. |If it is changed before display, a notice MJST be
di splayed to the user disclosing that it has been adjusted for
security. For exanple, it is acceptable to strip raw HTM. tags

bef ore rendering.

O her nedi a types MJUST be supported insofar as being able to extract

the data fromthe evidence package so that they can be opened in
ot her software.
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5.1. HITP Requests

Where text/vnd. angel . http-data is used, an HITP request and response
MUST be present in plain text, and a Record Separator character
(Ox1e) MUST be used to split the request and response portion. In
ot her words, the format MJUST comply with the follow ng regul ar

expr essi on:

AN ?<request>[.\r\n]*)\xle(?<response>[.\r\n]*)$
For exanple the separator is present at 1 :
GET / HTTP/ 1.1
Host: exanpl e. com
User - Agent: HITPi e
\x1eHTTP/ 1.1 200 OK <1>
Cache- Control : nax-age=1366
Connection: close
6. Extendi ng Behaviours of an Evidence Package
Every JSON file within an evi dence package MAY have new fi el ds added,
and as such extended behavi ours MAY be inpl enmented, however
i mpl ementors MJST be able to | oad an evi dence package wi thout these

addi tional fields.

When an inplenentor loads a file with fields it cannot understand, it
MUST retain the fields on saving the file.

7. | ANA Consi derations
Thi s docunent acts as the specification for the nedia type
appl i cation/vnd. angel . evi dence- package. Additionally, the nedia type
text/vnd. angel . http-data is defined in Section 5.1

8. Security Considerations
The evi dence package format can store arbitrary files that may or nmay
not be executable. Inplenentors MUST NOT execute any file contained
within and SHALL only extract the contained files if needed.

O herwi se, there are no concerns for security fromthe file type
itself.

9. Normmtive References
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exanpl e. evp
| - mani fest.json
| - media
| \- 203073da0b36a5921f 2914e2093abcae7eb987846f 405b438c25792bab1617f a
\- test _cases
\ - eabb5d31-a958- 4609- ac98- 83365e14d18b. j son

Appendi x B. Exanpl e Package Manifest JSON
{

"met adata": {
"title": "Exanpl e Evidence Package",
"authors": |

b,
{
"name": "Lily Hopkins",
"emai l": "lily@pkns. uk"
}
]

ustom netadata": {

"exanpl e": {
"name": "Exanple Metadata Field",
"description": "A field showi ng that customfields can be added",
"primary": true

nane": "Anonynous Aut hor"

}

b,
"media": |

"sha256_checksuni': "203073da0b36a5921f 2914e2093abcae7eb987846f 405b438c25792bab16
17fa",
"mnme_type": "text/plain"

}

est _cases": |

{
"id": "eabb5d31-a958-4609-ac98-83365e14d18b"

}

]

]
}

Appendi x C. Exanple Test Case Manifest JSON
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{
"met adat a": {
"title": "Exanple Test Case",
"execution_datetinme": "2025-05-01T11:13:29+01: 00",
"passed”: null,
"custont': {
"exanpl e": "Exanple custom netadata field val ue"
}
}
"evi dence": |
{
"kind":"Text",
"value":"plain:This is sonme text based evi dence"
}1
O,
"Kind":"Text",
"val ue": "base64: VGhpcyBpcyBzb21l | HR eHQyYnFzZWyYnFzZTY0l GVUY29kZWXQZXZpZGJ/uY2U'
}1
L. _
"kind":"File",
"val ue": "medi a: 203073da0b36a5921f 2914e2093abcae7eb987846f 405b438¢c25792bab1617f a"
, "caption": "An exanple file",
"original _filenanme": "exanple.txt"
}
]
}
Appendi x D. JSON Schema for Package Manifest
. _ _ _
"$id": "https://evidenceangel - schemas. hpkns. uk/ mani f est. 2. schena. j son",
"$schemn": "http://json-schema.org/draft-07/schema",
"type": "object",
"description": "The netadata file ‘netadata.json’ as part of an evidence package.",

"properties": {
"met adata": {
"type": "object",
"properties": {

"title": {
"type": "string",
"description": "The nane of the evidence package.",

"m nLength": 1
"maxLengt h": 30

} ]

"authors": {
"type": "array",
"description": "The authors attributed to this evidence package.",
"itens": {
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"type": "object",
"properties": {

"nanme": {
"type": "string",
"description": "The author’s nane."
},
"emai | " {
"type": "string",
"description": "The author’s email address, although format is not ver
ified."
}
},
"required": ["name"]
}
}
"description": {
"type": "string",
"description": "An optional description of the package."
}
},
"required": ["title", "authors"]
1
"custom netadata": {
"type": "object",
"description": "Custom netadata fields for test cases",
"patternProperties": {
ot |
"type": "object",
"description": "A custom netadata field",
"properties": {
"nanme": {
"type": "string",
"description": "A user-friendly name for this custom property.”
1
"description": {
"type": "string",
"description": "A description for this custom property.”
},
"primary": {
"type": "bool ean",
"description": "lIs this customproperty the main one in this package? Th
is my influence howit is displayed in editors."
}
},
"required": ["name", "description", "primry"]
}
}
},
"medi a": {

"type": "array",
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"itens": {
"type": "object",
"description": "A nmedia entry. Wien an entry is present in this manifest, it M

UST al so be present in the ‘nedia' directory of the package.",
"properties": {
"sha256_checksunm': {
"type": "string",
"description": "The SHA256 checksum of the nedia file. This MJST al so matc
h identically the name of the file with no extension in the ‘nmedia' directory.",
"pattern": "/[0-9a-f]{64}3$"

} i)
"mme_type": {

"type": "string",

"description": "The M ME type of the nedia file."
}

}

,equired": ["sha256_checksunt', "m ne_type"]
}

est _cases": {
"type": "array",
"itens": {
"type": "object",
"properties": {

}

" i dll : {
"type": "string",
"format": "uuid",

"description": "The UUI D of the test case. If present here, there MJST be
an associated test case file in the ‘testcases’ directory of the package with the name ‘<
UJl D>.json' . "

},
"sha256_checksum': {
"type": "string",
"description": "The SHA256 checksum of the corresponding JSON file, \"<UU
D>.json\".",
"pattern": "~[0-9a-f]{64} %"
}

ttestations": {
"type": "array",

"description": "An array of attestations over this test case.",
"itens": {
"type": "string",
"description": "The elements within the \"attestations\" array MJST be b

ase64 encoded strings of OpenPGP [ @ RFC9580] signatures. The signatures should be signing
a copy of this manifest entry, excluding \"attestations\" itself, having been processed
into JSON canonical format as defined in RFC8785.",

"pattern": "/A[A-z0-9+/]1*3$"

}
}
},
"required": ["id", "sha256_checksuni, "attestations"]
}
}

},
"required": ["netadata", "nmedia", "test_cases"]
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Appendi x E.  JSON Schema for Test Case Manifest

{
"$id": "https://evidenceangel - schenmas. hpkns. uk/testcase. 1. schena. j son",
"$schema": "http://json-schema.org/draft-07/schema",
"type": "object",
"description": "A test case file ‘testcases/<UU D>.json' as part of an evidence pack
age. ",

"properties": {
"met adata": {
"type": "object",
"properties": {
"title": {
"type": "string",
"description": "The title of the test case",
"m nLength": 1,
"maxLengt h": 30
}

xecution_datetime": {

"type": "string",

"format": "date-tinme",

"description": "The date and tine of the execution of this test case startin

g."
},
"passed": {
"type": ["string", "null"],
"description": "The state of the test case",
"enunt': |
"pass",
"fail",
nul |
]
},
"custoni: {
"type": "object",
"description": "Custom netadata val ues",
"patternProperties": {
R |
"type": "string"
}
}

"required": ["title", "execution_datetinme"]

}

,videncéH {
"type": "array",

"itenms": {
"type": "object",
"description": "A piece of evidence as part of this test case.",
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"properties": {
"kind": {
"type": "string",
"description": "The type of data stored. Note that where ‘Http' is used, a
Record Separator character (0Oxle) can be used to split the request and response portion

’

"enunl': ["Text", "RichText", "lmage", "Htp", "File"]

} i)
"val ue": {
"type": "string",
"description": "Either ‘plain:* followed by plain text, ‘nmedia:‘ followed

by a medi a SHA256 hash, or ‘base64:‘ followed by a base64 string of data w thout padding.
1 "pattern": "~(plain:.*)|(nmedia:[0-9a-f]{64})]| (base64:[ A-z0-9+/]*) $"
}

"caption": {
"type": "string",
"description": "An optional caption for this piece of evidence."

}

1riginal_fi|enane": {
"type": "string",

"description": "The original filenane for File evidence"
}
b .
"required": ["kind", "value"],
"ifr |
"properties": {
"kind": { "const": "File" }
}
}1
"else": {
"not": {
"required": ["original _filename"]
}
}
}
}
oo _
"required": ["netadata", "evidence"]
}
Aut hors’ Addresses
Li Il y Hopkins
Emai |l : |ily@pkns. uk
URI : https://github.com|il opkins

Eden Tur ner
Emai | : somebi rb7190@nuai | . com
URI : https://github. com Some-Birb7190
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