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Abst r act

Al agents and agentic systens generate a grow ng volune of intent-
driven, unstructured, and undifferentiated traffic that flows through
HTTP i ndi sti ngui shably from human-initiated requests. HITP | acks the
semanti c vocabul ary, observability primtives, and identity
mechani sns requi red by agent systens operating at scale. Existing

protocol s described as "agent protocols" — including MCP, ACP, A2A
and ANP — are nessagi ng-layer constructs that presuppose HTTP as
their transport. They do not address the underlying transport
probl em

Thi s docunent defines the Agent Transfer Protocol (ATP): a dedicated
application-layer protocol for Al agent traffic. ATP provides agent-
native intent nmethods (QUERY, SUWARI ZE, BOOK, SCHEDULE, LEARN
DELEGATE, COLLABCORATE, CONFI RM ESCALATE, NOTIFY), protocol-Ileve
agent identity and authority headers, and a status code vocabul ary
designed for the conditions Al agent systems encounter. ATP SHOULD
prefer QU C for new inplenentations and MJST support TCP/TLS for
conpatibility and fallback. It is designed to be conposable with

exi sting agent franmeworks, not to replace them

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 Septenber 2026
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1. Introduction

*Not e Regarding Intellectual Property:* Inplenenters should be aware
that certain extensions to this specification -- specifically the
Agent Certificate extension (Section 7.2) and the ACTIVATE net hod --
may be subject to pending patent applications by the author. The
core ATP specification is intended for open inplenmentation w thout
royalty obligation. The licensor is prepared to grant a royalty-free
license to inplenenters consistent with [RFC8179]. | PR disclosures:
https://datatracker.ietf.org/ipr/ -- see also Section 7.7.

1.1. Background

The depl oynent of Al agents and nulti-agent systens is accel erating
across enterprise, research, and consuner contexts. These systens

execute conplex, nulti-step workflows — querying data sources,
booki ng resources, del egati ng subtasks to peer agents, and escal ating
decisions to human principals — with nminiml or no human supervi sion

per transaction.

Unli ke human-initiated web traffic, agent-generated traffic is
dynani c, high-frequency, intent-driven, and often stateful across
sequences of related requests. The infrastructure carrying this
traffic was not designed with these properties in nind.

1.2. Limtations of HITP for Agent Traffic

HTTP has served as the internet’'s prinmary application-layer transport
for over three decades. Its evolution through HTTP/ 2 [ RFC7540] and
HTTP/ 3 [ RFC9114] has inproved performance, multiplexing, and | atency.
However, the fundanental nodel of HITP — statel ess, resource-
oriented, human-initiated request/response — creates specific
failures when applied to agentic systens at scal e:

* Traffic indistinguishability: Agent-generated requests are
structurally identical to human-initiated requests at the
transport layer. Operators cannot identify, route, or govern
agent traffic without application-layer instrunmentation.
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1.

3.

* Method vocabul ary m smatch: HTTP's nmet hod set (GET, POST, PUT
DELETE, PATCH) describes resource operations. Agent traffic
expresses purposeful intent — summarize, book, del egate, escal ate.
The mismatch forces intent into request bodies, invisible to
protocol -1 evel handl ers.

* ldentity and attribution absence: HITP carries no native mechani sm
for asserting agent identity, declared authority scope, or the
princi pal accountable for an agent’s actions.

* Session semantics msmatch: HITP's statel ess nodel is optimzed
for isolated request/response cycles. Agent workflows are
i nherently stateful sequences.

Why Not Evol ve HTTP?

A natural question is whether these linmitations could be addressed by
extendi ng HTTP rat her than defining a new protocol. There are three
specific reasons why HTTP extension is not the preferred path.

First, the HITP nethod registry is effectively frozen for new
semantics. [RFC9110] defines the HTTP nethod registry with | ETF
Revi ew as the registration procedure, neaning new nethods require a
full | ETF consensus process and nust be backward-conpatible with

exi sting HTTP i npl ementati ons. Addi ng intent-based verbs (SUMVARI ZE
DELEGATE, ESCALATE) to HTTP would require every HTTP client, server
proxy, and m ddl eware conponent to ignore or handl e unknown met hods
gracefully — a conpatibility constraint that Iinmts how agent-
specific semantics can be expressed at the protocol |evel

Second, HTTP carries decades of backward-conpatibility constraints.
Feat ures such as persistent agent identity headers, authority scope
decl arations, and session-|evel governance semantics would require
HTTP extensions that interact unpredictably with existing caching,
proxy, and CDN behavi or designed for human-generated traffic
patterns.

Third, the observability goal — making agent traffic distinguishable
fromhuman traffic at the infrastructure |layer — cannot be achieved
by adding fields to HITP. [Infrastructure conponents route and filter

HTTP traffic based on nmethods and headers that are identical across
agent and human requests. A protocol-level separation is necessary
to give infrastructure the signal it needs

ATP is therefore designed as a dedi cated protocol rather than an HTTP
extension. HITP and ATP coexist: human traffic continues to flow
over HTTP; agent traffic flows over ATP. The two protocols serve
different classes of network participant.
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1.4. Motivation for a Dedi cated Protoco

These limtations are architectural, not inplenmentational. They
cannot be resolved by better mddl eware or application code |ayered
on HTTP. They require a protocol designed fromfirst principles for
Al agent systens.

ATP is that protocol. It provides a dedicated transport environment
for agent traffic with: native intent-based nethods, mandatory agent
identity headers, protocol-level authority scope declaration, and a
status code vocabulary for the conditions autononbus systens

encount er.

1.5. Scope and Target Audi ence

Thi s docunent covers ATP architecture, design principles, stack
position, request and response header format, agent-native nethod
definitions and semantics, status code vocabul ary, security

consi derations, and | ANA consi derati ons.

The Agent Certificate extension for cryptographic binding of agent
identity to ATP header fields is described at a high level in
Section 7.2. Full specification is provided in a separate conpani on
docunent: [ATP-CERT]. That extension nay be subject to pending
intellectual property clains; see Section 7.7 and the I PR Notice
precedi ng the Abstract.

Target audi ence: Al agent devel opers, protocol designers, cloud and
network infrastructure providers, enterprise security and conpliance
architects, and standards community partici pants.

2. Term nol ogy

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMVENDED* ", "*MAY*", and "*OPTI ONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals.

Agent: An Al software systemthat executes tasks, nmkes deci sions,
and takes actions w thout continuous human supervi sion per
transacti on.

Principal: The human, organization, or systemthat authorized an
agent to act and is accountable for its actions.

Agent-1D: A unique identifier for a specific agent instance, present
in all ATP request headers.
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Principal-1D: The identifier of the principal on whose behalf an
agent oper ates.

Aut hority-Scope: A declared set of perm ssions defining what actions
an agent is authorized to take, in the format donain:action or
domai n: *.

Intent Method: An ATP net hod name expressing the agent’s purpose, as
di stingui shed fromHTTP resource-operation verbs

Del egation Chain: An ordered record of Agent-IDs representing the
sequence of del egations that produced the current request.

Escal ation: An agent’s intentional deferral of a decision or action
to a human principal or higher-authority agent.

Attribution Record: A logged record of an agent action sufficient
for audit and conpliance purposes.

Session: An ATP persistent connection context shared across multiple
met hod invocations within a single agent workfl ow.

SEP (Scope-Enforcenment Point): An ATP-aware infrastructure conponent
— |l oad bal ancer, gateway, proxy — that enforces Authority-Scope
compliance without application-layer access. Requires the Agent
Certificate extension ([ATP-CERT]).

3. Probl em St at enent

ATP is notivated by three distinct, conmpounding failures in how
current internet infrastructure handl es Al agent traffic.

3.1. Problem11: Undifferentiated Agent Traffic on HITP

Al agents generate intent-driven, structured traffic that is
functionally invisible to the infrastructure it traverses. This
traffic fl ows through HTTP al ongsi de human traffic with no protocol -
level differentiation. Observability failure, routing inefficiency,
and security blindness result — operators cannot determ ne what
fraction of traffic is agent-generated w thout application-I|ayer
instrunentation that is expensive, inconsistent, and easy to

ci rcumvent.

ATP response: a dedicated protocol environnent for agent traffic.

Infrastructure can distinguish, route, nonitor, and govern agent
traffic natively.
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3.2. Problem2: Senmantic M smatch Between Agent |Intent and Avail abl e
Met hods

Al agents operate on intent. HITP' s nethod vocabul ary was desi gned
to describe operations on resources, not purposeful action. Wen an
agent intends to SUVWARI ZE a docunent, BOOK a resource, and SCHEDULE
a sequence — all three arrive as POST requests. The server receives
i dentical verbs with meaningfully different intent buried in request
bodi es, invisible to any protocol -1 evel handler

ATP response: a vocabul ary of agent-native nmethods that express
intent at the protocol |evel

3.3. Problem 3: No Protocol-Level Identity, Authority, or Attribution
for Agents

When an Al agent takes an action, there is currently no protocol -

| evel mechanismto verify who authorized this agent, what scope of
authority it holds, which principal is accountable for its actions,
or whether it is the agent it clainms to be. Accountability gaps,
authority laundering, auditability failure, and nulti-agent trust
col | apse result.

ATP response: agent identity and authority scope enbedded in protoco
headers on every request, with an optional Agent Certificate
ext ension for cryptographic verification

3.4. Problem Summary

| # | Problem | Current Failure | ATP Response |
| 1| Undifferentiated | HTTP cannot separate | Dedi cated protocol |
| | traffic | agent traffic | environment |
g g Fom e e e e e oo s +
| 2| Semantic | HTTP verbs obscure | Native intent- |
| | mismatch | agent intent | based net hod |
| | | | vocabul ary |
Fom e e e e e e T o e e e e e oo - +
| 3] No protocol - | Attribution is | Agent identity and |
| | level identity | untraceabl e | scope in headers |
S g o e e e e oo s +

Table 1: Summary of Probl ens Addressed by ATP
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4. Related Wrk and Existing Approaches
4.1. HITP/REST as the De Facto Standard

HTTP remai ns the universal transport for all agent traffic currently
depl oyed. REST conventions | ayered on HTTP provi de a degree of
semantic structure, but REST remains a resource-mani pul ation
paradigm As described in Section 1.3, evolving HITP to address
agent -specific needs is constrained by the frozen nmethod registry,
backwar d- conpatibility requirenents, and the inpossibility of
achieving infrastructure-level traffic differentiation through HTTP
ext ensi ons al one.

4.2. Existing Agent Protocols

MCP [ MCP] (Model Context Protocol, Anthropic): Defines structured
conmuni cati on between Al nobdels and tool s/resources. Runs over
HTTP. Addresses tool-calling semantics, not agent traffic
transport.

ACP [ ACP] (Agent Conmunication Protocol, IBM: Defines messaging
semantics for agent-to-agent communication. Runs over HTTP

A2A [ A2A] (Agent-to-Agent Protocol, Linux Foundation): Defines
i nter-agent comunication and task del egati on semantics. Runs
over HITP.

ANP [ ANP] (Agent Network Protocol): Defines discovery and
conmuni cati on for networked agents. Runs over HTTP

Al of these are messaging protocols. They define what agents say to
each other. They do not define how agent traffic noves across a
networ k. Each presupposes HITP as its transport and inherits all of
HTTP's limtations for agentic systens.

4.3. Transport-Layer Alternatives
gRPC:. Hi gh-performance RPC over HITP/ 2. Strong typing and efficient
serialization. Does not address agent-specific semantics,
identity, or authority.
WebSockets: Persistent bidirectional connections over HTTP. Useful
for real-time comunication but does not address nethod semantics
or identity.

QUI C [ RFC9000]: Mbdern multiplexed transport with reduced connection
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overhead. ATP *SHOULD* prefer QU C for new inplenmentations. QU C
is atransport primtive; ATP is the application-|ayer protocol
above it.

4.4. The Critical Distinction: Messaging vs. Transport

The nost inportant positioning principle for ATP is the distinction

bet ween messagi ng protocol s and transport protocols. MP, ACP, A2A
and ANP are nessagi ng protocols — they define what agents say. ATP
defines how agent traffic noves

An anal ogy: SMIP is a nmessagi nhg protocol that runs over TCP. SMIP
does not replace TCP. Saying "TCP is unnecessary because SMIP
exists" is a category error. The sanme logic applies here. MP and
its peers define agent nessaging semantics. ATP defines the
transport environnment those nmessages nove through

4.5. ATP Positioning: The Proposed Stack

5

5.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - +
| Agent Application Logic |
o o o e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| Messaging Layer (MCP / ACP / A2A) [optional] |
e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| ATP - Agent Transfer Protocol [this spec] |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - +
| TLS 1.3+ [ mandat or y] |
o o o e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| TCP / QU C/ UDP |
e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +

Figure 1: ATP in the Protocol Stack

ATP is not a replacenent for nessaging protocols. Agents using MCP
or A2A route those nessages over ATP and gain transport-|eve
observability and identity w thout nodifying the messaging | ayer
ATP-native agents that do not use a separate nessagi ng protoco
interact with ATP nethods directly.

Protocol Overview
1. Stack Position
ATP is an application-layer protocol. It operates above the

transport layer (TCP, UDP, or QU C) and is wapped by TLS. It sits
bel ow any agent nessagi ng protocol in deploynents that use one.
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*  *SHOULD* prefer QUIC [ RFC9000] [ RFC9001] for new depl oynents
(lower |atency, multiplexing wthout head-of-1line blocking, O0-RTT
connecti on establishnent).

*  *MJST* support TCP/TLS as a fallback for conmpatibility with
exi sting infrastructure.

*  *MAY* run over UDP where QUIC is not available, subject to
i mpl ement or-defined reliability guarantees.

Suggested port assignment (subject to | ANA assignnent — see
Section 8):

*  ATP/QUI C. port 8443 (proposed)
*  ATP/ TCP+TLS: port 8080 (proposed)
5.2. Design Principles

M nimalist core: The base spec defines only what is necessary for
agent traffic differentiation, method semantics, and identity
headers. Extensions belong in conpani on specifications.

Extensi bl e by design: New nethods are registered through an | ANA-
managed Met hod Registry. New header fields follow a defined
ext ensi on convention. Additive changes do not require a version
i ncrenent.

Agent -native: Every design decision assunes the initiating party is
an Al system not a hunan.

Secure by default: TLS 1.3 or higher is nmandatory. Unencrypted ATP
connections *MJST* be rejected. Agent identity headers are
present on every request.

observabl e by design: Native netadata in every ATP header provides
the mninmuminformati on needed for routing, nmonitoring, and audit
wi t hout application-layer instrunentation.

Conposabl e:  ATP works al ongsi de exi sting agent nmessagi ng protocols
wi thout requiring nodification to those protocols.
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5.3. Connection Nbdel

ATP uses a persistent session nodel by default, reflecting the
reality that agents typically execute nmulti-step workflows rather
than isolated single requests. An ATP session is established with a
singl e TLS handshake including agent identity assertion, persists
across multiple method exchanges, carries a Session-1D header
identifying the agent’s task context, and termi nates on explicit
session close or inactivity tineout (RECOMVENDED mi ni num 60
seconds).

Per-request (stateless) node is supported for constrained
environnments. In statel ess node, agent identity headers *MJST* be
present on every individual request.

5.4. Header Format

5.4.1. Request Headers

| Field | Required | Description |
[ bty s sy oo sty o}
| ATP-Versi on | *MJST* | Protocol version. Current: |
| | | ATP/ 1.0 |
oo S Fom o oo +
| ATP-Met hod | *MJST* | The agent intent method (see |
| | | Section 6) |
o e e e e oo oo TS o e m e e e e e e e e e e e m—— oo oo +
| Agent-1D | *MJST* | Opaque identifier for the |
| | | requesting agent instance |
oo S Fom oo +
| Principal-ID | *MJST* | Identifier of the human or system |
| | | that authorized this agent |
o e e e e oo oo TS o e m e e e e e e e e e e e m—— oo oo +
| Authority-Scope | *MJST* | Decl ared scope of actions this |
| | | agent is authorized to take |
oo S Fom o e e +
| Session-ID | *SHOULD* | ldentifies the current task/ |
| | | workfl ow cont ext |
o e e e e oo oo TS o e m e e e e e e e e e e e m—— oo oo +
| Task-1D | *SHOULD* | Unique identifier for this |
| | | specific method invocation |
oo S Fom oo e +
| Del egation-Chain | *MAY* | Ordered list of Agent-I1Ds if this |
| | | request was del egated |
o e e e e oo oo TS o e m e e e e e e e e e e e m—— oo oo +
| Priority | *MAY* | Request priority hint: critical, |
I

| normal, background |
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| TTL | *MAY* | Maxi mum accept abl e response |
| | | latency in mlliseconds |

Tabl e 2: ATP Request Header Fields

5.4.2. Response Headers

[S s sty e e e U
| Field | Required | Description |
| ATP-Versi on | *MJST* | Protocol version |
Fom e e e e oo o o m e e e oo - o e e e e e e e +
| ATP- St at us | *MJST* | Nurmeric status code (see |
| | | Section 5.5) |
o e e e e o s Fom e o - o e e e e e e ee oo s +
| Task-1D | *MJST* | Echo of request Task-I1D |
| | | for correlation |
Fom e e e e oo o o m e e e oo - o e e e e e e e +
| Server-Agent-ID | *SHOULD* | Identity of the responding |
| | | server or agent |
o e e e e o s Fom e o - o e e e e e e ee oo s +
| Attribution-Record | *SHOULD* | Signed record of the |
| | | action taken, for audit |
Fom e e e e oo o o m e e e oo - o e e e e e e e +
| Continuation-Token | *MAY* | Token for retrieving |
| | | additional results in |
| | | streami ng contexts |
o e e oo S o e e e e e i eee oo n +
| Supported-Methods | *SHOULD* | List of ATP methods |
| | (on session | supported by this server |
| | open) | |
o e e e e oo S oo e e e e e e i oo oo oo +

Tabl e 3: ATP Response Header Fiel ds
5.5. Status Codes
ATP defines its own status code space. Codes 451, 550, and 551 are

ATP-specific with no HTTP equival ent and are registered in the | ANA
ATP Status Code Registry (see Section 8.3).
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| Code | Name | Meani ng |
[ bbbl oo s s oo o e e e s s e s s s o}
| 200 | &K | Method executed successfully |
Femmm o - oo o m e e e e e e e e e e e e e e e eee e +
| 202 | Accepted | Method accepted; execution is |
| | | asynchronous |
Fom e e - - o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 204 | No Content | Method executed; no response body |
+o-m - - S oo m o e e e e e e e e e e e e e e e e e e meao— o +
| 400 | Bad Request | Mal formed ATP request |
Fomm o - o o m e e e e e e e e e e e e e e e e e eemem e +
| 401 | Unauthorized | Agent-ID not recognized or not |
| | | authenticated |
R T T +
| 403 | Forbidden | Agent |acks authority for requested |
| | | action per Authority-Scope |
Fomm o - o o m e e e e e e e e e e e e e e e e e eemem e +
| 404 | Not Found | Target resource or agent not found |
Fom e e - - o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 408 | Ti nmeout | TTL exceeded before nmethod coul d execute |
+o-m - - S oo m o e e e e e e e e e e e e e e e e e e meao— o +
| 409 | Conflict | Method conflicts with current state |
| | | (e.g., BOOK on unavail abl e resource) |
S oo o m m e e e e e e e e e e e e e e e e mee oo +
| 422 | Unprocessable | Request well-formed but semantically |
| | | invalid |
+o-m - - S oo m o e e e e e e e e e e e e e e e e e e meao— o +
| 429 | Rate Limted | Agent is exceeding permtted request |
| | | frequency |
S oo o m m e e e e e e e e e e e e e e e e mee oo +
| 451 | Scope | Requested action is outside declared |
| | Violation | Authority-Scope — ATP-specific |
+o-m - - S oo m o e e e e e e e e e e e e e e e e e e meao— o +
| 500 | Server Error | Internal failure in the respondi ng system |
Fomm o - o o m e e e e e e e e e e e e e e e e e eemem e +
| 503 | Unavail abl e | Respondi ng agent or systemtenporarily |
| | | unavail abl e |
R T T +
| 550 | Delegation | A del egated sub-agent failed to conplete |
| | Failure | the requested action — ATP-specific |
Fomm o - o o m e e e e e e e e e e e e e e e e e eemem e +
| 551 | Authority | Del egation chain contains an unverifiable |
| | Chain Broken | or broken identity link — ATP-specific |
R T T +

Tabl e 4: ATP Status Codes
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Status code 451 (Scope Violation) is a governance signal: the agent
attenpted an action outside its declared Authority-Scope, caught at
the protocol level. Status code 551 (Authority Chain Broken)

i ndicates that one or nore Agent-ID entries in the Del egation-Chain
header cannot be verified as part of a valid del egati on sequence.
Both are operational signals, not protocol errors, and *MJST* be

| ogged for audit purposes.

5.6. Wre Format and Content- Type

ATP request and response bodi es are encoded as JSON. The registered
Content - Type for ATP nessage bodies is:

Cont ent - Type: application/at p+j son

I mpl enent ati ons *MJUST* include this Content-Type on all ATP requests
and responses that carry a nessage body. Responses with no body
(e.g., 204 No Content) *MJST NOT* include a Content-Type header

Bi nary or stream ng extensions *MAY* define additional Content-Type
val ues as part of their conpani on specifications.

The common structure for all ATP request bodies:

{
"met hod": " QUERY",
"task _id": "task-0042",
"session_id": "sess-alb2c3d4",
"paraneters": { },
"context": { }
}
And for all ATP response bodies:
{
"status": 200,
"task_id": "task-0042",
"result": { },
"attribution": { }
}

5.7. FEarly Inplenentations

ATP is a proposed specification. No production inplenentations exist
at the tine of this witing. The author encourages early prototype

i npl ementations to validate the protocol design, identify gaps, and
generate feedback prior to | ETF worki ng group submi ssion
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If you are building an ATP prototype or reference inplenentation,
pl ease share your findings via the feedback channel listed on the
cover of this document. A reference inplenentation in Python and/
or G is planned as open-source software concurrent with or
shortly after | ETF |-D submi ssion. |nplenentation reports are

wel come and will be incorporated into subsequent draft revisions.

I mpl enenters wi shing to experinment before the formal |ANA port

assi gnnent may use port 8443 (ATP/ QU C) and port 8080 (ATP/ TCP+TLS)
as working values. These values are subject to change upon fina

I ANA assi gnnent.

The ACTI VATE met hod ext ensi on, which binds .nono governed agent
packages to ATP as a first-class activation operation, is described
in a conpani on docunent and is inplenented as an optional extension
Core ATP inpl enentations need not support ACTIVATE to be conpliant
with this specification.

5.8. Agent ldentification and Nam ng
5.8.1. The Canonical Agent ldentifier

Every ATP agent is identified by a canonical Agent-ID: a 256-bit
cryptographic identifier derived fromthe agent’s governance-| ayer
Birth Certificate at activation tine. This identifier is globally
uni que, fixed-length, and — when the Agent Certificate extension is
depl oyed — cryptographically verifiable at the transport | ayer

The URI form of a canonical Agent-ID uses the atp:// schene:
at p: // 3a9f 2c1d8b7e4a6f 0c2d5e9bla3f 7c0d4e8b2a5f 9¢c3d7el1b0a4f 8c2d6e0b

URI length is not a practical constraint for atp:// identifiers.
256-character URIs are handl ed w thout issue by all nobdern protoco
stacks and do not require abbreviation or truncation

The atp:// URl schene is proposed for | ANA registration per [RFC7595]
as an open, unencunbered schenme. This registration is distinct from
and i ndependent of any intellectual property clainm on ATP

ext ensi ons.

The canonical Agent-1D is the authoritative identifier in all ATP
protocol operations: it appears in the Agent-1D header of every
request, is the key in the certificate registry, and is the cross-

| ayer reference linking the ATP Agent Certificate to the governance-
|layer Birth Certificate. Al other identification forns described in
this section are aliases that resolve to a canoni cal Agent-ID.
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5.8.2. Human-Friendly Agent Nanes (Optional Layer)

For depl oynents with [ arge nunbers of agents — particularly
enterprise environnents with hundreds or thousands of agents per
organi zation — the canonical Agent-1D alone is insufficient for

human-r eadabl e observability, audit navigation, and operationa
managenment. ATP supports an optional hierarchical nanming |ayer as a
conveni ence alias systemon top of canonical identifiers.

Human-friendly names follow a structured DNS-style format using the
.agent or .nono top-Ilevel |abels:

at p: // marketing-01. acre. agent
at p: // sal es-bot -v2. engi neeri ng. acne. agent
at p: // cust oner - experi ence. acme. hono

The structure is: [agent-label].[departnent].[organization].[tld]

where tld is .agent for general -purpose agents or .nonp for agents
activated under the governed .nono package format. Organization-

| evel namespaces (e.g., acne.agent) are scoped per governance zone
and enforced at registration tine (see Section 5.8.3).

Attribute-based pattern matching is supported for nulti-agent
operations. The wildcard form acne. agent:sal es-* matches all agents
whose friendly name begins with sales- within the acme. agent
nanespace.

Human-friendly names *MJST NOT* be used as Agent-I|D header values in
ATP protocol nessages. The Agent-I|D header always carries the
canoni cal 256-bit identifier. Friendly names are a resolution and
managenent |ayer; they are not transport-layer identifiers.

5.8.3. Governed Nanme Registration
Human-friendly nanme registration is tied to the governed activation
flow and ATP Agent Certificate issuance process. An agent may only
claima friendly nane after successfully conpleting the atonic
activation protocol and receiving an Active lifecycle state in the
certificate registry.
The regi stration process:

1. The activating operator submits a proposed friendly name
al ongsi de the .nonp package during the ACTIVATE transacti on.

2. The activation endpoint verifies uniqueness within the
organi zation's governance zone nanespace
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3. On successful activation, the friendly nane is recorded in the
governance platform s name registry, mapped to the activated
agent’ s canonical certificate_id.

4. The nanme binding is included in the genesis audit record as the
friendl y_name field.

5. Revocation of the agent’s certificate automatically rel eases the
friendly nane, nmaking it available for re-registration

Uni queness is enforced at the governance-zone level. Different
organi zati ons operating separate governance zones may register the
same friendly name | abel without conflict.

5.8.4. Nane Resol ution
Two resol ution nmechani sns are support ed:

DNS- based resolution: The organi zati on publishes DNS TXT records
under the _agent subdomain of its governance zone domai n:

_agent.acne.agent. I N TXT "atp-id=3a9f 2c1d8b7edabf..."

ATP-native resolution: An ATP QUERY request to the governance
platform s resolution endpoint resolves a friendly name to a
canoni cal Agent-1D along with the agent’s current lifecycle state,
governance zone, trust tier, and ATP Agent Certificate status.
Resol ution responses carry Content-Type: application/atp+json

{
"friendly_name": "sal es-bot-v2.engi neering. acne. agent",
"canonical _id": "3a9f2cld8b7ed4abf...",
"lifecycle_state": "Active",
"governance_zone": "zone:internal",
"trust _tier": 2,
"cert_status": "Active",
"inclusion_proof_hash": "b2c4d6e8..."
}

I npl enent ati ons *MJUST* treat the canonical Agent-ID as authoritative
in the event of a conflict between DNS-based and ATP-native
resolution results.

Hood Expi res 20 Sept enber 2026 [ Page 18]



Internet-Draft ATP March 2026

5.8.5. Scaling Considerations

5. 8.

6

The hierarchical nam ng scheme scales to organi zations with mllions
of agents w thout structural nodification. Unlike sequential nuneric
suffixes, hierarchical sub-I|abels enable departnmental grouping, role-
based cohorts, version tracking, and delegation visibility. The
governance platform s name registry is a |ightweight key-value store
i ndexed on (governance_zone, friendly_name) with a pointer to
certificate_id, adding (1) per-resolution overhead.

6. | ANA Considerations for the atp:// UR Schene

Thi s docunent proposes registration of the atp:// UR scheme with
| ANA per [RFC7595]. Registration tenplate:

URI schene nane: atp
Status: Permanent

URI schene syntax: atp://[canonical-agent-id] or atp://[friendly-

nane]
URI schene senantics: Identifies an Al agent operating over the
Agent Transfer Protocol. The canonical formuses a 256-bit hex-

encoded cryptographic identifier. The friendly-nane formuses a
hi erarchical DNS-style | abel resolvable to a canonical identifier
via DNS TXT records or ATP-native | ookup.

Applications/protocols that use this URl schene: Agent Transfer
Protocol (this document)

Interoperability considerations: Friendly names are optional
al i ases; inplenentations *MJST* accept canonical identifiers and
*SHOULD* support friendly-name resol ution.

Contact: Chris Hood, chris@uonotic.ai

Ref erences: This docunent

The atp:// URI schene registration is open and unencunbered. No
intellectual property clains apply to the URI schene itself.

Met hod Definitions
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6.1. Design Phil osophy

ATP met hods are intent verbs, not resource operations. Each nethod
expresses what an agent is trying to acconplish. Method nanes are
uppercase ASCI| strings. Methods that nodify state are NOT

i denpotent by default unless explicitly marked. Al methods accept a
context paranmeter carrying agent session state. Requirenent |anguage
follows [ RFC2119].

6.2. Core Methods

6.2.1. QUERY
Purpose: Semantic data retrieval. The agent specifies what it needs
to know, not where to find it. Distinguished fromHITP GET by

expressing an information need rather than retrieving a known
resource at a known | ocation.

| Parameter | Required | Description |
[} e ———————————— Ll pp—p—p————— g —_————————(—(—(—(————(———r
| intent | *MJST* | Natural |anguage or |
| | | structured expression |
| | | of the information need |
domemmemeeeemeaeeaaas T o mmemeeeeeeaccaeaaaas +
| scope | *SHOULD* | Data domai nhs or sources |
| | | to include or exclude |
o e e e e e oo oo TS o e e e e e e e e oo oo +
| format | *MAY* | Desired response |
| | | format: structured, |
| | | natural, raw |
o e e e e e e oo Fomm oo - St +
| confidence_threshold | *MAY* | M nimum confidence

| | | score for included |
| | | results (0.0-1.0) |
e Ry e mmemeieeeeeeiaaaaas +
| context | *MAY* | Session context for |
| | | di sambi guati on |
T TS o e e e e e e oo +

Tabl e 5: QUERY Paraneters

Response: Result set with confidence scores per item Server
*SHOULD* i ndi cate provenance of each result. |denpotent: Yes.
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6.

6.

2.2. SUMVARI ZE

Pur pose: Request a conci se synthesis of provided content or a
referenced resource. The agent is requesting a cognitive operation
on data, not retrieving data.

| Parameter | Required | Description |
[ gty e —————_— s p—p—p—p—_—_————————————(——(————(—————r
| source | *MJST* | Content inline (up to inplenmentation |
| | | Timt) or URH reference |
- Ry T e +
| length | *SHOULD* | Target summary |ength: brief, |
| | | standard, detailed |
R TS o e e e e e e e e e e e e e e me oo +
| focus | *MAY* | Aspect to enphasize in the summary |
S Focmmnaaann . +
| format | *MAY* | Qutput format: bullets, prose, |
| | | structured |
N Fomm oo - o m e e e e e e e e e e e e e e e e e e o +
| audience | *MAY* | I'ntended reader context, for |
| | | calibrating conplexity |
S Focmmnaaann . +

Tabl e 6: SUWARI ZE Par anet ers

Response: Summary content with a source_hash and a confidence score.
| denpotent: Yes.

2.3. BOX

Purpose: Reserve a resource, tine slot, seat, or allocation on behalf
of the agent’s principal. State-nodifying. Notable error codes: 409
Conflict (resource unavail able), 451 Scope Violation (principal not
aut horized for this resource type).
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| Parameter | Required | Description |
[} g —————————— Ll —_—_—(———_—_—_ s —p—_—r 0
| resource_id | *MJST* | Identifier of the resource |
| | | to reserve |
o e e e e oo s S o e e e e e e e i e +
| principal_id | *MJST* | The human or system on whose |
| | | behal f the booking is made |
o e e e e e oo - S o e e e e e e e e e o +
| tinme_slot | *MUST* (if | 1SO 8601 datetime or range |
| | tinme-based) | |
o e e e e oo s S o e e e e e e e i e +
| quantity | *MAY* | Nurber of units to reserve |
Tt o m e e e oo - o e e e e e e e e m e e +
| options | *MAY* | Resource-specific booking |
| | | paraneters |
Fom e e e e e oo s Fom e o - o e e e e e e eee e +
| confirm.imediately | *MAY* | Boolean; if false, creates a |
| | | hold pending confirmation |
Tt o m e e e oo - o e e e e e e e e m e e +

Tabl e 7: BOOK Par aneters

Response: Booking confirmati on with booking id, status (confirned /
hel d), and expiry timestanp if a hold. |denpotent: No.

6.2.4. SCHEDULE
Pur pose: Define a sequence of actions, nethod calls, or events to be

executed at specified tinmes or in response to specified triggers.
Creates a durable plan, not an i medi ate executi on.
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| Parameter | Required | Description |
[S pemmsfoms b bemsos s esoe s esos s es ey esse s ese s es s es e fes e feefy essee s esee s ese s ess s ess s e e
| steps | *MJST* | Odered list of ATP nethod |
| | | calls with paraneters |
o o a o o e e e e e e e i e +
| trigger | *MJST* | imredi ate, datetinme, event, |
| | | or condition |
T o e o e e e e e e e e e o +
| trigger_value | *MJUST* (if not | Datetime, event name, or |
| | imredi ate) | condition expression |
o o a o o e e e e e e e i e +
| on_failure | *SHOULD* | Behavior on step failure: |
| | | abort, skip, retry, escalate |
T o e o e e e e e e e e e o +
| notify | *MAY* | Notification targets on |
| | | conpletion or failure |
o o a o o e e e e e e e i e +
Tabl e 8: SCHEDULE Par aneters
Response: Schedul e record with schedule_id, confirnmed steps, and next
execution tinmestanp. |denpotent: No.
6.2.5. LEARN
Purpose: Update the agent’s session context, know edge state, or
persistent nmenory. An explicit context wite — the agent asserts
that sonething shoul d be retained.
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| Parameter | Required | Description |
[} e ——" ————————— s —_—_————(——————————r
| content | *MJST* | I'nformation to be | earned (structured or |
| | | unstructured) |
Fom e e o - S o m m e e e e e e e e e e e e e e e eee— oo on +
| scope | *MJST* | session (epheneral), principal (persists |
| | | for principal), global (shared)

R TS T +
| category | *SHOULD* | Senmantic category for retrieval |
| | | optimzation |
Fom e e o - S o m m e e e e e e e e e e e e e e e eee— oo on +
| confidence | *MAY* | Agent’s confidence in the content |
| | | (0.0-1.0) |
R TS T +
| source | *MAY* | Provenance of the |earned content |
Fom ek S o m e e e e e e e e e e e e e e mee—ooon +
| ttl | *MAY* | Expiry for the | earned content |
T S o m m e e e e e e e e e e e e e eee— oo s +

Tabl e 9: LEARN Par aneters

Response: Confirmation with learn_id and effective scope.
| denpot ent: No.

6.2.6. DELEGATE
Pur pose: Transfer execution of a task or nmethod to a sub-agent or

downstream system Initiates a new ATP session on behal f of the
del egating agent, carrying forward authority |ineage.
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o e e e e e e e e e e e - =
| call back

I

e e e e e e e e -
| deadline
S

ATP
+==—————=———=+
| Required |
+o—————m————+
| *MJST* |
I I
R +
| *MJST* |
I I
F--- - - +
| *MJST* |
I I
I I
R +
| *MJST* |
I I
F--- - - +
| *SHOULD* |
I I
R +
| *MAY* I
I I
F--- - - +

March 2026

Identifier of the agent to |
del egate to |

_____________________________ +
ATP met hod call (or |
sequence) to execute |

_____________________________ +
Scope granted to sub-agent |
— *MJUST* be a strict subset |
of del egating agent’s scope |

............................. +
Si gned t oken proving |
del egation authority |

_____________________________ +
ATP endpoint for result |
delivery |

............................. +
Maxi mumtine for task |
compl eti on |

_____________________________ +

Tabl e 10: DELEGATE Par aneters

Security note: the authority_scope in a DELEGATE request *MJST NOT*
exceed the del egating agent’s own Authority-Scope. Servers *MJST*
enforce this and *MJUST* return 451 Scope Violation if violated. This
is the protocol -1evel defense against authority |aundering.

| denpot ent: No.

6.2.7. COLLABCRATE

Purpose: Initiate a nulti-agent coordinated task where two or nore

agents work in parall el
Unl i ke DELEGATE (hi erar

or in defin
chical), COL

ed roles toward a shared goal.
LABORATE i s peer-to-peer.
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| Parameter | Required | Description |
[ oo by oo oo e s e o}
| collaborators | *MJST* | List of Agent-IDs

| | | invited to collaborate |
o e e oo S o e e e e e e e e oo s +
| objective | *MJST* | Shared goal expressed as |
| | | a task description or |
| | | structured specification |
o e e e e oo TS o e m e e e e e oo +
| role_assignnents | *SHOULD* | Map of Agent-IDs to |
| | | roles within the |
| | | collaboration |
Fom e e e e oo o Fomm oo - o e e e e e e oo o +
| coordination_nodel | *SHOULD* | parallel, sequential, or |
| | | consensus |
o e e e e o s S o m e e e aa oo s +
| result_aggregation | *MAY* | How results from |
| | | collaborators are |
| | | conbi ned |
o e e e TS S +

Tabl e 11: COLLABCRATE Par aneters

Response: Col | aboration session receipt with collaboration_id. Each
col | aborator receives an ATP NOTIFY to join. Ildenmpotent: No.

6.2.8. CONFIRM

Purpose: Explicit acknow edgnent of a prior action, state, or data
item Creates a signed attestation record.
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| Parameter | Required | Description |
[S oo ool e s s oo oo ey o}
| target_id | *MJST* | 1D of the action, booking,

| | | schedule, or itembeing confirned |
S oo s S +
| status | *MJST* | accepted, rejected, or deferred |
o m e e e oo - S o e e e e e e e e e e mmmemao - +
| reason | *SHOULD* (if | Explanation of the decision |
| | rejected/ | |
| | deferred) | |
S oo s S +
| attestation | *MAY* | Agent-signed confirmation payl oad |
| | | for audit |
S o e e - o e e e e e e e e e e e e e o m o +

Tabl e 12: CONFI RM Par anet er s

Response: Confirmation receipt with timestanp and attestation_id.
| denpotent: Yes.

6.2.9. ESCALATE
Purpose: Route a task, decision, or exception to a human principal or
hi gher-aut hority agent when the current agent cannot or should not

proceed. ESCALATE is the protocol-1evel expression of meaningful
friction in Al systems — a first-class nethod, not a failure code.
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+ +
| Parameter | |
[ gty e —————_— s p—p—p—p—_—_————————————(——(————(—————r
| task_id | | The task or nmethod invocation |

| | triggering escalation |

| reason | *MJST* | Structured reason: |
| | | confidence_threshold, scope_ limt,

| | | ethical _flag, anbiguous_instruction, |
| | | resource_unavail abl e |
Fom e S T +
| context | *MJST* | Full context needed for the |
| | | escalation recipient to act |
N Fomm oo - o m e e e e e e e e e e e e e e e e e e o +
| priority | *SHOULD* | urgent, normal, or |ow |
S TS o e e e e e e e e e e m e ao- - +
| recipient | *MAY* | Specific hunman or agent to escal ate

| | | to; if absent, routes to default |
| | | handl er |
N Fomm oo - o m e e e e e e e e e e e e e e e e e e o +
| deadline | *MAY* | Time by which a response i s needed
S TS o e e e e e e e e e e m e ao- - +

Tabl e 13: ESCALATE Par aneters

Response: Escal ation receipt with escalation_id and routing
confirmation. The escalated task is paused until resolved via
CONFIRM  Idenpotent: Yes. An agent that escal ates appropriately is
functioning correctly. Governance frameworks built on ATP can use
escal ati on frequency and reason codes as observability signals for
system c issues.

6.2.10. NOTIFY
Pur pose: Asynchronous push of information froman agent to a
reci pient. Does not expect a response. Fire-and-forget. Delivery

confirmation (if required) returned via a subsequent CONFIRM fromthe
reci pi ent.
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| Parameter | Required | Description |
[& ooy oo oo e s s s
| recipient | *MJST* | Target Agent-ID, human |
| | | endpoint, or broadcast group |
o e e oo S o e e e e e e e i e +
| content | *MJST* | Notification payl oad |
Fom e e e e oo o Fomm oo - o e e e e e e e e m e e +
| urgency | *SHOULD* | critical, informational, or |
| | | background |
o e e e e o s S o e e e e e e eee e +
| delivery guarantee | *MAY* | at_npbst_once, at_|east _once, |
| | | or exactly_once |
Fom e e e e oo o Fomm oo - o e e e e e e e e m e e +
| expiry | *MAY* | Timestanp after which the |
| | | notification should not be |
| | | delivered |
o e e oo S o e e e e e e e i e +

Tabl e 14: NOTI FY Paraneters

Response: Delivery receipt with notification_id. |denpotent: No.
6.3. Method Sunmary Tabl e
[ e el el el e ool °)
| Met hod | I'ntent | State-Mdifying | |denpotent |Primary|
I I I I | Error |
I I I I | Codes |
[ e el e e s ool el e e
| QUERY | Retrieve | No | Yes | 404, |
| | information | | | 422 |
S S e S S +
| SUMMARIZE | Synthesize | No | Yes | 400, |
| | content | | | 422 |
Fom o T L LR Fom o Fommemm - +
| BOXK | Reserve a | Yes | No | 409, |
| | resource | | | 451 |
S S e S S +
| SCHEDULE | Plan future | Yes | No | 400, |
| | actions | | | 409 |
Fom o T L LR Fom o Fommemm - +
| LEARN | Update | Yes | No | 400, |
| | agent | | | 403 |
| | context | | | |
S e e S S +
| DELEGATE | Transfer | Yes | No | 403, |
| | task to | | | 451, |
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| | sub-agent | | | 551 |
o m e e e oo - o m e e e oo - o e e e e oo - Fomm e oo - N +
| COLLABORATE | Coordinate | Yes | No | 404, |
| | peer agents | | | 403 |
Fom e o - Fom e o - o e e e oo Fom ek Fomm o - +
| CONFI RM | Attest to a | Yes | Yes | 404, |
| | prior | | | 400 |
| | action | | | |
S S o e e e oo R R, +
| ESCALATE | Defer to | Yes | Yes | 404 |
I | human/ I I I I
| | authority | | | |
R R o T S +
| NOTI FY | Push | No | No | 400, |
| | information | | | 404 |
S S o e e e e oo R AR, +

Tabl e 15: ATP Core Method Sunmary

6.4. Method Registry and Extensibility
ATP defines a formal Method Registry naintai ned by | ANA (see
Section 8.2). Any party nmay submit a new nethod for registration.
The registration procedure is Expert Review, and registration *MJST*
be acconpani ed by a published specification — at mininuman | ETF
Internet-Draft or equivalent publicly avail abl e docunent. Registered
met hods *MJUST*:
1. Have a unique uppercase ASCI | nane
2. Define required and optional paraneters
3. Define expected response structure
4. Specify idenpotency behavi or
5. Specify applicable error codes

6. Include a security considerations section

7. Be acconpanied by a published reference specification (Internet-
Draft or RFC)

Experi mental net hods *MAY* be used prior to registration using the X-

prefix convention (e.g., X-NEGOTIATE). Experinental methods *MJST
NOT* be used in production deploynents wi thout registration.
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Capabi lity negotiation occurs during session establishnent. The
server returns a Supported- Met hods header listing the nmethods it

i mpl ements. Cients *SHOULD* check this |ist before invoking non-
core nethods.

6.5. Extended Method Vocabul ary and | ndustry Profiles
6.5.1. Three-Tier Method Architecture

The ATP method vocabulary is organized into three tiers reflecting
different levels of universality, specificity, and donmain rel evance.

Tier 1 — Core Methods (defined in Section 6.2): The baseline
vocabul ary required for ATP compliance. Every conformant ATP
i mpl ement ati on *MJST* support all Tier 1 nethods.

Tier 2 — Standard Extended Met hods: Registered in the | ANA ATP
Met hod Registry and available for use in any ATP inpl ementation.
Not required for baseline conpliance but *SHOULD* be inpl enmented
where their semantics apply. Defined in [ATP-METHODS] .

Tier 3 — Industry Profile Methods: Donmin-specific nethod sets
defined and registered by industry comunities as nanmed ATP
profiles. Valid within deploynents that declare support for the
rel evant profile. Not required in general-purpose
i mpl enent ati ons.

6.5.2. Method Category Taxonony
Al'l ATP nethods are organi zed into five categories:

ACQUI RE: Retrieve data, resources, or state without nodifying it.
Typically idenpotent; no state nodification.

COWPUTE: Process, transform or analyze information and produce a
derived result. Typically idenpotent given the sanme input.

TRANSACT: Perform state-changi ng operations with external systens,
resources, or records. Not idenpotent by default; subject to
reversibility classification.

COVWUNI CATE: Send information, notifications, or signals to
recipients. Fire-and- forget or confirmreceipt delivery nodels.

ORCHESTRATE: Coordi nate, sequence, or manage nultiple agents, tasks,

or workflows. May spawn sub-agents or sessions; delegation chain
semantics apply.
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[ oo el e
| Core Method | Category |
[ e ————— lpp—p——(—(———————
| QUERY | Acquire |
R LT dom e +
| SUMVARI ZE | Conpute |
R R +
| BOOK | Transact |
S S +
| SCHEDULE | Orchestrate |
R LT R LT +
| LEARN | Compute |
R R +
| DELEGATE | Orchestrate |
S S +
| COLLABORATE | Orchestrate |
R LT R LT +
| CONFI RM | Transact |
R R +
| ESCALATE | Orchestrate |
S S +
| NOTI FY | Communicate |
R LT R LT +

Tabl e 16: Core Met hod
Cat egory Mappi ng

6.5.3. Standard Extended Methods (Tier 2)
The foll owing nethods constitute the initial Tier 2 registration set,
defined in [ ATP-METHODS]. Listed here by category with brief
semantic definitions; full parameter specifications are in the
compani on docunent .
ACQUI RE category: FETCH, SEARCH, SCAN, PULL, | MPORT, FI ND.

COWPUTE cat egory: EXTRACT, FILTER, VALIDATE, TRANSFORM TRANSLATE,
NCORMALI ZE, PREDI CT, RANK, MNAP.

TRANSACT category: REGQ STER, SUBM T, TRANSFER, PURCHASE, SI G\, MERGE,
LI NK, LOG SYNC, PUBLI SH.

COVMUNI CATE cat egory: REPLY, SEND, REPORT.

ORCHESTRATE category: MONI TOR, ROUTE, RETRY, PAUSE, RESUME, RUN,
CHECK.
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Not abl e constraints: PURCHASE *MJUST* carry explicit principal _id and
scope enforcenment; 451 Scope Violation applies if paynents:purchase
is not in the agent’s Authority-Scope. RUN requires explicit
procedure_id paraneter; inplenentations *MJUST NOT* accept free-form
execution strings.

6.5.4. Short-Formand | ndustry-Inspired Methods

A set of short-formverb methods — SET, TAKE, OPEN, START, CALL
MAKE, TURN, BREAK — are provisionally catal ogued as candi dates for
Tier 2 registration. These verbs are highly context-dependent and
their semantics vary significantly across depl oynent donmai ns.

Short-form methods will be registered individually only when a
publ i shed conpani on specification provides unanbi guous senmantic
definitions denobnstrably distinct fromexisting registered nethods.
Provi sional registrations using the X- prefix (e.g., X SET, X-CALL)
are encouraged during the experinentation period.

6.5.5. Industry Profile Method Sets

ATP recogni zes that specific industries require nmethod vocabul aries
refl ecting domai n-specific operations that would be inappropriate in
a general - purpose standard. Industry profile nmethod sets are defined
and regi stered as named ATP profiles. A profile is a published
compani on specification that:

1. Declares a profile nanme (e.qg., atp-profile-healthcare, atp-
profile-financial, atp-profile-Ilegaltech)

2. Defines one or nore industry-specific methods with full paraneter
specifications, error codes, and security considerations

3. Specifies which Tier 1 and Tier 2 nethods are REQU RED
RECOMVENDED, or NOT APPLI CABLE within the profile

4. Addresses regulatory or conpliance considerations specific to the
domain (e.g., H PAA for healthcare, PCl-DSS for financi al
servi ces)

Illustrative exanpl es of potential industry profile nethods (not yet
registered; listed for directional purposes only):

Heal t hcare: PRESCRI BE, AUTHCORI ZE, REFER, DI SPENSE, TRI ACE, CONSENT,
REDACT

Fi nanci al services: SETTLE, RECONCI LE, HEDGE, CLEAR, UNDERWRI TE, KYC
AML
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Legal and conpliance: ATTEST, NOTARI ZE, DI SCLCSE, REDLINE, EXECUTE
PRESERVE

Infrastructure: PROVI SION, DEPROVI SI ON, ROLLBACK, SNAPSHOT, FAI LOVER

I ndustry communities are encouraged to devel op and submit profile
specifications through the | ETF process. The | ANA ATP Met hod
Registry will maintain a profile index al ongside the core and
standard nethod registries.

6.5.6. Registration Path for New Met hods

For Tier 2 Standard Methods: Submit an Internet-Draft to the | ETF
providing full nethod specification per Section 6.4. The
Desi gnat ed Expert reviews for semantic uni queness, clarity, and
security considerations.

For Industry Profile Methods: Subnit a profile specification to the
| ETF (or a recogni zed domain standards body with an established
ATP registry liaison) covering all nethods in the profile and
profil e conpliance requiremnents.

For Experinental Methods: Use the X- prefix wthout registration
I mpl enent ati ons *MJUST NOT* depl oy experinmental nethods in
production w thout conpleting the registration process.

Experi mental nethod nanmes do not reserve the unprefixed namne.

The ATP Method Registry is published at:
https://ww. i ana. or g/ assi gnnent s/ at p- met hods/

7. Security Considerations
This section satisfies the mandatory | ETF Security Considerations
requirenent. Al ATP i npl enentati ons *MJST* address the
consi derations described here.

7.1. Mandatory TLS
Al'l ATP connections *MJST* use TLS 1.3 or higher. |Inplenentations
*MUST* reject connections using TLS 1.2 or below. Certificate

validation follows standard PKI practices per [RFC5280]. Servers
*MUST* present a valid certificate.

Hood Expi res 20 Sept enber 2026 [ Page 34]



Internet-Draft ATP March 2026

7.2. Agent ldentity Headers and Agent Certificate Extension

Every ATP request *MJST* include Agent-I1D and Principal-1D header
fields. 1In the base specification, these fields are not
cryptographically authenticated — they are self-asserted but | ogged
mandatorily for auditability. Inplenmentations *SHOULD* use | oggi ng
and anomal y detection to identify inconsistencies.

Ful I cryptographic verification of agent identity and Authority-Scope
is provided by the ATP Agent Certificate extension [ATP-CERT]. That
ext ension binds Agent-ID, Principal-1D, and Authority-Scope to an
X.509 v3 certificate presented during TLS nutual authentication,
enabling infrastructure-layer identity and scope verification w thout
application-layer access. Inplenenters planning depl oynments that
require verified agent identity *SHOULD* plan for the Agent
Certificate extension.

Not e: The Agent Certificate extension rmay be subject to pending
intellectual property claims. See Section 7.7 and the |IPR Notice
preceding the Abstract for details. The licensor is prepared to
grant a royalty-free license to inplenenters

Every ATP server *MUST* | og Agent-1D and Principal-I1D fields for
every request, creating an attributable audit trail even in
depl oynents without the Certificate extension.

7.3. Authority Scope Enforcenent

The Aut hority-Scope header declares what actions the agent is

aut horized to take. Conmpliant ATP servers *MJST* parse the

Aut hority-Scope on every request, return 451 Scope Violation for any
met hod t hat exceeds declared scope, and log all scope violations for
audit purposes. Scope declarations are self-asserted in the base
spec, anal ogous to scope assertions in QAuth 2.0 [ RFC6749].
Cryptographically signed and i nfrastructure-enforced scopes are
defined in [ ATP- CERT].

7.4. Threat Model
7.4.1. Agent Spoofing
Threat: A malicious actor forges Agent-1D and Principal -1D headers to

i npersonate a trusted agent. Base spec mitigation: mandatory | ogging
and anomaly detection. Full mtigation requires [ATP-CERT].
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7.4.2. Authority Laundering

Threat: An agent clainms an Authority-Scope broader than what it was
granted. Mtigation: server-side scope enforcenent; 451 Scope
Violation returned and | ogged. |n DELEGATE chai ns, each hop’s scope
*MUST* be a strict subset of the del egating agent’s scope.

7.4.3. Delegation Chain Poisoning

Threat: A nmalicious agent inserts itself into a DELEGATE chai n.
M tigation: Del egation-Chain headers are | ogged at each hop. 551
Aut hority Chain Broken is returned if any chain entry is
unverifiable. Full mtigation requires [ATP-CERT] for signed
del egati on tokens.

7.4.4. Denial of Service via H gh-Frequency Agent Traffic

Threat: Agents — conprom sed, misconfigured, or adversarial —
generate extrenely high request volunmes. Mtigation: 429 Rate
Limted status code. Rate linmting *SHOULD* be applied per Agent-1D
and per Principal-1D. Wen [ATP-CERT] is deployed, per-Agent-1D
quotas can be cryptographically tied to verified identity, preventing
quot a evasi on t hrough Agent-1D spoofing.

7.4.5. Session Hijacking

Threat: An attacker intercepts or forges a Session-ID. Mtigation
mandatory TLS protects sessions in transit. Session-IDs *MJST* be
cryptographically randomw th nminimum 128 bits of entropy. Servers
*MUST* validate that Session-I1D, Agent-1D, and TLS client identity
are consistent.

7.4.6. Escal ation Suppression

Threat: A conpromi sed agent or internediary suppresses ESCALATE
requests, preventing hunman oversight. Mtigation: conpliant

i mpl ement ati ons *MUST* route ESCALATE requests directly to the
decl ared escal ati on handl er without nodification. Internediaries
*MUST NOT* drop, delay, or nodify ESCALATE requests. Escal ation
handl ers *SHOULD* i npl enent i ndependent receipt confirmation

7.5. Privacy Considerations

Agent identity headers carry information about agent behavior that
may be sensitive:

* Agent-1D and Principal-I1D together nay reveal organizationa
structure
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* Session-1D and Task-1D reveal workflow patterns
* Delegation-Chain reveals multi-agent architecture

ATP | ogs containing these fields *MJST* be treated as sensitive
operational data. Operators *MJST* inplenent appropriate access
controls, retention linmts, and data m ninization practices
consi stent with applicable privacy regul ati ons.

Where privacy-preserving attribution is required, inplenentations
*MAY* use pseudonynous Agent-IDs with a separate trusted resol ution
service. Under this nodel, the Agent-ID transmtted in ATP headers

i s an opaque, unlinkable identifier; a trusted resolution service —
accessible only to authorized parties — maps the opaque identifier to
the true agent identity for audit and accountability purposes. The
architecture for pseudonynous agent identity resolution is reserved
for a future conpani on docunent.

7.6. Denial -of -Service Considerations

ATP' s agent identity headers provide a nechanismfor nore precise
deni al -of -service mtigation than is possible with HITP. Rate
limting *SHOULD* be applied per Agent-1D and per Principal-I1Din
addition to per-|P-address controls.

When [ ATP- CERT] is deployed, per-Agent-IDrate linmting can be
cryptographically tied to verified agent identity, preventing quota
evasion through Agent-ID rotation. |nplenmentations planning high-
vol ume governed agent depl oynents *SHOULD* plan for [ATP-CERT] as
part of their denial-of-service nmitigation strategy.

Addi tional recommended mitigations: Priority header enforcenent
(Priority: background requests *SHOULD* have lower rate limt
headroomthan Priority: critical); per-governance-zone aggregate
limts in nmulti-tenant depl oynents; and circuit breaker patterns for
ESCALATE request fl oods.

7.7. Intellectual Property Considerations
The core ATP specification — including all base nethods, header
fields, status codes, connection nodel, and | ANA registrations
defined in this document — is intended for open inplenmentation

wi t hout royalty obligation.

Certain extensions referenced in this document may be subject to
pendi ng patent applications by the author, specifically: the Agent
Certificate extension [ ATP-CERT], which provides cryptographic

bi ndi ng of agent identity and authority scope to ATP header fields;
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8.

8.

1.

2.

and t he ACTI VATE net hod, which provides ATP-native transni ssion and
activation of governed agent packages. |Inplenmenters of the core ATP
specification are not affected by any intellectual property clains on
t hese extensions.

The licensor is prepared to grant a royalty-free license to

i mpl ementers for any patent clainms that cover contributions in this
docunent and its referenced extensions, consistent with the |ETF s
I PR framewor k under [ RFC8179].

I PR di scl osures have been filed with the | ETF Secretariat and are
available at: https://datatracker.ietf.org/ipr/

| ANA Consi der ati ons

Thi s docunent requests the followi ng | ANA acti ons upon advancenent to
RFC st at us.

Port Assi gnnent

Regi stration of the follow ng service names in the | ANA Service Name
and Transport Protocol Port Nunber Registry:

[ e el oo el e s
| Service Name | Port | Transport | Description |
[ el sl e s e s sl )
| atp | TBD | TCP | Agent Transfer |
| | | | Protocol over TCP/TLS |
I +------ I I I I I I ] +
| atp-quic | TBD | UDP | Agent Transfer |

| | | Protocol over QU C |
I i I +------ R B i T +

Table 17: Proposed Port Assignnents
ATP Met hod Registry

Establ i shment of a new | ANA registry: Agent Transfer Protocol
Met hods.

Regi stry name: Agent Transfer Protocol Methods

Regi stration procedure: Expert Review per [RFC8126], with the
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8.

Hood

3.

addi tional requirenment that each registration be acconpanied by a
publ i shed specification — at mnimuma publicly avail able
Internet-Draft or equival ent docurment. The Designated Expert
*SHOULD* verify that the proposed nethod nane is unique, the
reference specification is publicly accessible, and the nethod
definition includes the required fields (paraneters, response
structure, idenpotency, error codes, security considerations).

Ref erence: This document

Initial registrations:

| Met hod | Status | Reference |
[ gt ——— p—p———————— s p——p—p—_—————————(—————r
| QUERY | Permanent | This docunent, Section 6.2 |
. S e +
| SUMMARIZE | Permanent | This docunent, Section 6.2 |
I S IR L -, +
| BOOK | Permanent | This docunent, Section 6.2 |
S R o e e e e e e e e a oo - +
| SCHEDULE | Permanent | This docunent, Section 6.2 |
. S e +
| LEARN | Permanent | This docunent, Section 6.2 |
I S IR L -, +
| DELEGATE | Permanent | This docunent, Section 6.2 |
S R o e e e e e e e e a oo - +
| COLLABORATE | Permanent | This docunent, Section 6.2 |
. S e +
| CONFI RM | Permanent | This docunent, Section 6.2 |
I S IR L -, +
| ESCALATE | Permanent | This docunent, Section 6.2 |
S R o e e e e e e e e a oo - +
| NOTI FY | Permanent | This docunent, Section 6.2 |
. S e +

Table 18: Initial ATP Method Registry Entries

ATP Status Code Registry

Establ i shnment of a new | ANA registry: Agent Transfer Protocol Status
Codes.

Regi stry name: Agent Transfer Protocol Status Codes

Regi stration procedure: Expert Review + published specification

required.
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The foll owi ng ATP-specific status codes — those with no HTTP

equivalent — are registered with full definitions:
[ ety b oo el st e p—r U
| Code | Name Definition | Reference
451 Scope The requested action is outside Thi s
docunent ,
the request headers. The server Secti on
*MUST* log this event. The 5.5

request without nodifying its
Aut hori ty- Scope decl arati on
This is a governance signal, not

+
I
+
N _ _
Violation | the Authority-Scope declared in
|
I
I
I
I
I
| a protocol error.

I
I
|
agent *MJST NOT* retry the sane |
I
I
I
|

| 550 | Delegation | A sub-agent to which a task was | This |
| | Failure | del egated via the DELEGATE | document, |
| | | method failed to conplete the | Section |
| | | task within the decl ared | 5.5 |
| | | deadline or returned an error. | |
| | | The response body *SHOULD* | |
| | | contain the sub-agent’s error | |
| | | details. | |
S T o m e e e e e e e e e e mee— oo - R +
| 551 | Authority | One or nore entries in the | This |
| | Chain | Del egati on-Chai n header cannot | document,

| | Broken | be verified as part of a valid | Section |
| | | and continuous del egati on | 5.5 |
| | | sequence. The specific | |
| | | unverifiable entry *SHOULD* be | |
| | | identified in the response body. | |
| | | The server *MJST* log this | |
| | | event. | |
Femmm o - Fom ek o m e e e e e e e e e eee o on Fom e +

Tabl e 19: ATP-Specific Status Code Definitions
8.4. Header Field Registry
ATP header fields are distinct fromHITP header fields and are
registered in a new | ANA registry: Agent Transfer Protocol Header
Fi el ds.

Regi stry name: Agent Transfer Protocol Header Fields

Regi stration procedure: Expert Review + published specification
required.
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ATP does not reuse the HTTP Field Name Registry, as ATP header fields
have different semantics, applicability, and versioning constraints
fromHTTP fields. HITP header fields are not automatically valid in
ATP, and ATP header fields are not valid HTTP fields.

Initial registrations (all Permanent): ATP-Version, ATP-Method, ATP-
Status, Agent-ID, Principal-1D, Authority-Scope, Session-ID, Task-ID,
Del egati on-Chain, Priority, TTL, Server-Agent-ID, Attribution-Record,
Conti nuati on- Token, Support ed- Met hods.

8.5. URI Schene Registration

Regi stration of the atp:// UR schenme per [RFC7595], as described in
Section 5.8.6 of this docunent.
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Appendi x A, Aut hori

Aut hority- Scope v
scope tokens fol

for full domain a
singl e col on sepa

Exanpl es:

Aut hori ty- Scope:
Aut hori ty- Scope:
Aut hori ty- Scope:
Aut hori ty- Scope:

Reserved dommi ns

B gttty
| Domain |
===
| cal endar |
R +
| docunents |
dom e +
| know edge |
R LT +
| booki ng |
R +
| payments |
dom - +
| agents |
R LT +
| escalation |
R +
| activation |
I I
R T +
| * I
I I
R +

Tab
Appendi x B. Exanpl e
The foll owi ng exa

HTTP-styl e header
ATP nessage bodi e

Hood

ATP March 2026

ty- Scope For mat

al ues are expressed as a space-separated |list of
owi ng the pattern: [domain]:[action] or [donain]:*
ccess. Tokens *MJST* be | owercase ASCII with a
rator.

cal endar : book cal endar: query

docunent s: sunmari ze docunents: query know edge: | earn
*:query

booki ng: * payments: confirm

(initial set):

Description \
“Schedul i ng and time-based resource management |
“Document access, summari zation, and annotation |
Agent context and nemory operations )
‘Reservation and resource allocation )
Financial transactions and confirmations )
"Del egation and col | aboration with other agents |
“Escalation routing and handl er managerent )
“Governed agent package activation (ACTIVATE |
met hod ext ensi on) |
AT domains — requires explicit grant: use
with caution |
________________________________________________ +

|l e 20: Reserved Authority-Scope Donai ns
ATP Wre Formats
mpl es use a human-readabl e pseudo-wire format with

s followed by a JSON body. The Content-Type for al
s is application/atp+json
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B.1. QUERY Request and Response

ATP/ 1.0 QUERY

Agent -1 D agt - 7f 3a9c2d

Principal-1D: usr-chris-hood

Aut hori ty- Scope: docunents: query know edge: query
Session-1D: sess-alb2c3d4

Task-1D: task-0042

TTL: 3000

Cont ent - Type: application/at p+j son

"task_id": "task-0042",
"parameters": {

"intent": "Key argunents against MCP in the context
of HTTP over head",

"scope": ["documents:research", "know edge: session"],

"format": "structured",

"confidence_t hreshol d': 0.75
}
}

ATP/ 1.0 200 &K

Task-1D: task-0042

Server-Agent-1D: srv-know edge-01
Attribution-Record: [signed attribution token]
Cont ent - Type: application/at p+j son

{
"status": 200,
"task_id": "task-0042",
"result": {
"results": [{"content": "...", "source": "doc-atp-research”,
"confidence": 0.91}],
"result _count": 1
}
}

B.2. BOXX Request and Response
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ATP/ 1.0 BOXK

Agent -1 D agt-travel - pl anner

Principal -1D: usr-chris-hood

Aut hori ty- Scope: booki ng: * cal endar: book
Session-1D: sess-trip-2026-04

Task-1D:. task-0107

Priority: normal

Cont ent - Type: application/at p+j son

“met hod": " BOOK",

"task _id": "task-0107",

"parameters": {
"resource_id": "flight-AA2847",
"principal _id": "usr-chris-hood",
“"time_slot": "2026-04-15T08: 00: 00Z",

"options": {"seat preference": "aisle", "class":

"confirm.inmediatel y": true

}
}

ATP/ 1.0 200 OK

Task-1D: task-0107

Attribution-Record: [signed attribution token]
Cont ent - Type: application/at p+j son

{
"status": 200,
"task_id": "task-0107",
"result": {
"booki ng_id": "BK-2026-0107",
"status": "confirmed",
"resource_id": "flight-AA2847",
"confirmati on_code": "XQRT7Y"
}
}

B. 3. ESCALATE Request and Response
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ATP/ 1. 0 ESCALATE

Agent -1 D: agt - procur enent - 03

Principal -1D: usr-finance-dept

Aut hori ty- Scope: booking: * paynents: confirm
Sessi on-1D: sess-procurenent-q2

Task-1D: task-0881

Priority: urgent

Cont ent - Type: application/at p+j son

{
"met hod": " ESCALATE",
"task _id": "task-0881",
"parameters": {
"task _id": "task-0880",
"reason": "scope limt",
"context": {
"attenpted_action": "BOK",
"resource": "vendor-contract-750k",
"bl ock_reason": "Contract val ue exceeds agent
aut hori zation threshol d"
}
"recipient": "usr-cfo",
"deadl i ne": "2026-03-19T09: 00: 00Z"
}
}

ATP/ 1.0 202 Accepted

Task-1D: task-0881

Server-Agent-1D: srv-escal ati on-handl er
Cont ent - Type: application/at p+j son

{
"status": 202,

"task_id": "task-0881",
"result": {
"escal ation_id": "ESC 0881",
"routed_to": "usr-cfo",
"status": "pending_review',
"task_paused": true,
"estimated_review by": "2026-03-19T09: 00: 00Z"
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Appendi x C. Conparison Tabl e

[ oo ool e s s oo o punl oo s g e e
|Criterion | ATP | HTTP/ | gRPC | A2A /| MCP |
I I | REST | I I
[ e el e e el oo e
| Agent-native | Yes | No | No | Parti al |
| met hods | | | | |
o e e - o e R, R o e e e o +
| I ntent | Native | None | None | Messaging | ayer |
| semantics at | | | | only |
| protocol [evel] | | | |
Fommm e S S ommmo - Fom e +
|Built-in agent| Yes | No | No | No |
|identity | | | | |
R S AR, +o-m - - o e e e e oo +
| Aut hority | Protocol-Ievel | None | None | Application-Ilayer |
| scope I I I I I
| enf or cenent | | | | |
S oo o - N Fom e e - - o e e e e oo oo +
|Built-in | Yes | No | No | Varies by inpl. |
|attribution/ | | | | |
| audi t I I I I I
oo S S Foommo- Fom oo +
| Transport | TCP/UDP/ QU C | TCP/ TLS| HTTP/ 2| HTTP |
|[flexibility | | | | |
o e e - o e R, R o e e e o +
| Escal ation as | Yes | No | No | No |
| first-class | | | | |
|primtive | | | | |
Fommm e S S ommmo - Fom e +
| Ecosyst em | Proposed | Mature | Mature| Energing |
| maturity | | | | |
R S AR, +o-m - - o e e e e oo +
| Gover nance/ | Native | Manual / | Manual | Linited |
| observability | | bol t - on| | |
oo S S ommmo - Fom e +
| Met hod | Yes (Expert | Frozen |[NA | NA |
| registry | Review) | (TETF | | |
| extensibility | | Revi ew) | | |
oo Fom e oo - Foommo- Fom e +
| Open core / | Yes | Yes | Yes | Yes |
|royalty-free | | | | |
S oo o - N Fom e e - - o e e e e oo oo +

Tabl e 21: ATP Conpared to Existing Approaches

Hood Expi res 20 Sept enber 2026 [ Page 47]



Internet-Draft ATP March 2026

HTTP' s nmethod registry (registered with | ETF Revi ew per [RFC9110]) is
effectively frozen for new semantic met hods because any new HTTP

met hod nust be backward-compatible with existing HITP infrastructure
globally. ATP s Expert Review + published spec procedure enables the
protocol to evolve its nethod vocabulary as the agent ecosystem

devel ops, w thout the backward-conpatibility constraints of the HITP
met hod space.

Appendi x D. d ossary

Agent: A software systemthat executes tasks, makes deci sions, and
takes actions w thout continuous human supervision per
transacti on.

Agent Transfer Protocol (ATP): The application-layer protoco
defined in this document, providing a dedicated transport
environment for agent traffic.

Agent-1D: A unique identifier for a specific agent instance, present
in all ATP request headers. |In the base spec, self-asserted.
Wth [ ATP- CERT], cryptographically bound to a verified identity.

Attribution Record: A signed, |ogged record of an agent action,
sufficient for audit and conpliance purposes.

Aut hority-Scope: A declared set of perm ssions defining what actions
an agent is authorized to take, expressed as space-separated
domai n: acti on tokens.

Del egation Chain: An ordered record of Agent-IDs representing the
sequence of delegations that led to the current request.

ESCALATE: An ATP nethod representing an agent’s intentional deferra
of a decision or action to a human principal or higher-authority
agent. A first-class nethod, not a failure code.

Intent Verb: An ATP nethod name expressing the agent’s purpose, as
di stingui shed fromHTTP resource-operation verbs (CGET, PCST, PUT
DELETE) .

Met hod Registry: The | ANA-nmi ntained registry of valid ATP nethod
nanes and their specifications. Registration requires Expert
Revi ew and a published specification

Principal: The human, organization, or systemthat authorized an
agent to act and is accountable for its actions.

Principal-1D: The identifier of the principal on whose behalf an
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agent operates, present in all ATP request headers.

Scope- Enforcement Point (SEP): An ATP-aware infrastructure conponent
— |l oad bal ancer, gateway, proxy — that enforces Authority-Scope
conpliance on ATP requests wi thout application-layer access.

Requi res [ ATP- CERT] .

Scope Violation (451): An ATP status code returned when an agent
requests an action outside its declared Authority-Scope. A
governance signal, not a protocol error. *MJST* be | ogged.

Session: An ATP persistent connection context shared across multiple
met hod invocations within a single agent workfl ow

551 Authority Chain Broken: An ATP status code returned when one or
nore entries in the Del egation-Chai n header cannot be verified as
part of a valid and continuous del egati on sequence. *MJST* be
| ogged.

Aut hor’' s Addr ess
Chri s Hood
Normotic, Inc.

Emai | : chris@uonotic. ai
URI : https://nonotic. a
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