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Abst r act

The Agent Transfer Protocol (AGIP) uses a PKl-based trust nodel:
agent identity is anchored to DNS-verified domain ownership and CA-

i ssued X. 509 certificates. Wb3 systens offer an alternative
identity nodel based on bl ockchai n address ownership, smart contract
verification, and decentralized nam ng systens including the Ethereum
Nane Service (ENS) and Unstoppabl e Domains. This docunment specifies
the AGTP Web3 Bridge: a framework for mapping Wb3 identity anchors
to AGIP trust tiers, resolving Wb3 names to canoni cal AGIP Agent -

I Ds, and operating AGIP sessions with agents whose identity is
anchored to bl ockchain rather than DNS. Web3-anchored agents are
treated as Trust Tier 2 (Org-Asserted) in the absence of additiona
verification. This docunment al so defines the conditions under which
a Wb3 identity MAY be elevated to Trust Tier 1 through a hybrid
verification procedure.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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I nt roducti on

.1. Two ldentity Mdels

AGIP's default trust nodel is PKI-based. An agent’s identity is

anchored to a real-world domain (e.g., acne.tld), verified through
DNS ownershi p chal | enge per, and bound to a CA-signed certificate
chain. This nodel inherits decades of web PKI infrastructure and
integrates cleanly with enterprise certificate managenment systens.

Web3 systens provide a different identity nodel. In Wb3, identity
is anchored to a bl ockchain address: a cryptographic key pair whose
public address is a first-class identifier. Ownership of a
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bl ockchai n address is proven by signing a challenge with the
correspondi ng private key. Wb3 nam ng systens (ENS, Unstoppable
Domai ns) map human-readabl e nanmes to bl ockchai n addresses, anal ogous
to DNS mappi ng nanes to | P addresses.

These nodel s are not nmutually exclusive. An organization may hol d
both a verified DNS dormai n and bl ockchai n-anchored assets. An agent
may legitimately derive its identity fromeither nodel. AGIP nust
interoperate with both.

1.2. Scope and Status

Thi s docunent is informational. The Wb3 ecosystemis evol ving
rapidly, and a fully normative specification would risk premature
st andardi zati on of nechani sns that have not stabilized. This
docunent defi nes:

* The resolution_layer field values for Wb3 identity anchors
(al ready defined in [ AGTP] Section 6.6)

* Mapping rules fromWb3 identity to AGTP Trust Tiers

* Nane resolution procedures for ENS and Unstoppabl e Donai ns
* A hybrid verification procedure for Trust Tier 1 elevation
* Security considerations specific to Wb3-anchored agents

I mpl enenters *MAY* use this docunment as guidance. A future normative
revision will be issued as the Wb3 identity |andscape stabilizes.

2. Term nol ogy

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMVENDED* ", "*MAY*", and "*OPTI ONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals.

Bl ockchai n Address: A cryptographic public key hash serving as a
first-class identifier on a blockchain network (e.g., an Ethereum
address of the formOx... or a Solana address in base58 encodi ng).

ENS (Et hereum Name Service): A distributed nam ng systembuilt on
the Et hereum bl ockchain that maps human-readabl e names (e.g.
acne. eth) to Ethereum addresses and other records. Defined in
[ElIP-137].
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3.

1.

Unst oppabl e Domai ns: A bl ockchai n- based nami ng system provi di ng
human-r eadabl e dormai n names (e.g., acme.crypto, acne.nft) anchored
to bl ockchai n addresses.

DD (Decentralized lIdentifier): A globally unique identifier defined
by [WBC-DI D] that enables verifiable, decentralized digital
identity without dependence on a centralized registry.

Web3 Trust Anchor: A bl ockchai n address, ENS nane, Unstoppabl e
Domain nane, or DID that serves as the prinary identity anchor for
a Web3-regi stered agent.

Web3 Identity Anchors and AGIP Trust Tiers

Default Trust Tier Assignnent
[ AGTP] Section 6.6 defines the resolution_layer field in the Agent
Mani f est Docunent and specifies that Web3-anchored agents *MJST* be

treated as Trust Tier 2 (Org-Asserted) in the absence of additional
verification:

B sy s sy e
| resolution_|ayer | Default Trust | Notes |
| Val ue | Tier | |
| dns | Tier 1 (if DNS | Standard AGIP |
| | chall enge passed) | default |
o e e e e oo oo o e e e e oo o e e e e m oo oo +
| pki | Tier 2 | PKI without DNS |
| | | chall enge |
oo Fom e oo +
| web3-ens | Tier 2 | ENS nane ownership |
| | | verified |
o e e e e oo oo o e e e e oo o e e e e m oo oo +
| web3-unstoppable | Tier 2 | Unstoppabl e Donai ns |
| | | ownership verified |
oo Fom e oo +
| web3-did | Tier 2 | DI D met hod-specific |
| | | verification |
o e e e e oo oo o e e e e oo o e e e e m oo oo +
| agtp-registry | Tier 2 | Direct registry |
| | | registration, no |
| | | domai n anchor |
Fom e e e oo o e e e e oo oo Tt +

Table 1. resolution_|ayer Values and Default Trust Tiers
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4.

4.

Trust Tier 2 means the agent’'s identity is asserted and verifiable
(ownership of the blockchain address is provable) but the agent has
not been verified as representing a specific real-world organi zation
through DNS. The trust_warning: "org-label-unverified' field *MJST*
appear in the Agent Manifest Docunment for all Wb3-anchored agents at
default Trust Tier 2

2. Trust Tier 1 Elevation for Wb3 Agents

A Web3-anchored agent *MAY* be elevated to Trust Tier 1 through a
hybrid verification procedure that conbi nes bl ockchai n address
ownershi p proof with DNS ownership verification:

1. The agent operator proves ownership of the bl ockchain address by
si gning an AGTIP-issued challenge with the correspondi ng private
key.

2. The agent operator publishes a DNS TXT record at
_agtp.[domain.tld] containing the bl ockchain address

_agtp.acne.tld. IN TXT "agt p-web3=0x1a2b3c...; chai n=et hereunt

1. The AGIP governance platformverifies both the bl ockchain
signature and the DNS TXT record

2. On successful dual verification, the agent is registered at Trust
Tier 1 with resolution_|layer: web3-ens (or equivalent) and the
DNS anchor recorded in the Agent Manifest Docunent.

This hybrid procedure establishes that the sane entity controls both
t he bl ockchai n address and the DNS domain, providing a trust |eve
equi val ent to standard DNS-anchored verification

Name Resol ution
1. ENS Resolution

ENS names (e.g., acmne.eth) resolve to Ethereum addresses through the
ENS registry smart contract. AGIP inplenmentations that support ENS
resol ution *MJST*:

1. Query the ENS registry contract for the address record associ at ed
with the ENS nane.

2. Verify that the resol ved address matches the bl ockchai n_address
field in the agent’s registration record.
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3. Verify that the agent’s canonical Agent-ID is recorded in the ENS
nane’ s text records under the key agtp-agent-id.
ENS text record format:

Key: agtp-agent-id
Val ue: 3a9f2c1d8b7e4abf. ..

AGTP resolution *MJST* treat the ENS text record as informational
only. The canonical Agent-IDin the AGIP registry is authoritative.
If the ENS text record conflicts with the AGIP registry, the AGIP
regi stry value *MJST* be used.

4.2. Unstoppabl e Domai ns Resol ution
Unst oppabl e Donmmi ns nanes resol ve through a bl ockchain registry
contract specific to each domain extension (.crypto, .nft, .x, etc.).
AGTP i npl ement ati ons that support Unstoppabl e Domains resol ution
*MUST* follow the sanme verification procedure as ENS, adapted for the
specific registry contract of the domain extension.
Unst oppabl e Donmi ns record fornat:

Key: agent.agtp.id
Val ue: 3a9f 2c1d8b7e4abf. ..

4.3. DI D Resolution
WBC Decentralized Identifiers [WBC-DI D] provide a nethod-agnostic
framework for decentralized identity. AGIP inplenentations that
support DI D resol ution *MJST*:

1. Resolve the DI D Docunent using the DI D nmethod-specific resolver.

2. Extract the AGIP-specific service endpoint fromthe DI D Docunent:

{

"service": |

{
"id": "#agtp",
"type": "Agent TransferProtocol ",
"servi ceEndpoint": "agtp://agtp.acne.tld/agents/ny-agent",
"agtp_agent _id": "3a9f2cl1d8b7edabf..."
}
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5.

1. Resolve the serviceEndpoint URI to the agent’s canonical AGTP
Agent Mani f est Docunent.

2. Verify that the agtp_agent _id in the D D Docunent matches the
canonical _id in the Agent Manifest Docunent.

Operating AGIP Sessions with Web3- Anchored Agents
1. Session Establishnent

AGTP sessions with Wb3-anchored agents foll ow the standard AGIP
session nodel defined in [AGIP]. The resolution_|layer field in the
Agent Mani fest Docunent declares the trust anchor type; the
requesting agent *MJST* retrieve and verify the manifest before

est abli shing a session.

If the requesting agent requires Trust Tier 1 (e.g., for financial
transactions or cross-organi zation del egation), it *MJST* reject
connection attenmpts from Tier 2 Wb3-anchored agents unl ess the
hybrid verification described in Section 3.2 has been conpl eted and
is reflected in the agent’s Trust Tier.

2. Authority-Scope Constraints

Web3- anchored agents at Trust Tier 2 *MJST NOT* be granted authority
scopes above docunents:query and know edge: query wi t hout AGIP- CERT
cryptographic identity binding per [AGIP-CERT], as specified in

[ AGTP] Section 6.1.6.

AGTP- CERT bi ndi ng for Web3-anchored agents follows the sane
certificate issuance process as for DNS-anchored agents, with the

bl ockchai n address ownershi p proof substituted for or supplemented by
the DNS chal | enge

5.3. Governance Token Conpatibility

6

CGovernance Tokens issued for Web3-anchored agents follow the standard
CGovernance Token format defined in [AGIP] Section 6.7.7. The

agent _id field in the Governance Token *MJUST* match the agent’s
canoni cal AGITP Agent-1D (the 256-bit hash forn), not the bl ockchain
address or Web3 nane.

Security Considerations
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6.1. Bl ockchain Reorganization

Bl ockchai n networks are subject to reorgani zati on events in which
recently confirned transactions may be reversed. |n AGIP context, a
bl ockchai n reorgani zation could theoretically reverse the publication
of an ENS text record or Unstoppable Donains record used in agent
verification.

Mtigation: AGIP inplenmentations *SHOULD* require a m ni mum
confirmation depth before treating bl ockchai n-based verification as
conplete. The recomended mnimumis 12 bl ocks for Ethereum nai nnet.
| mpl enent ati ons operating on proof-of-stake networks with finality
guarantees *MAY* use the finality checkpoint instead of a bl ock depth
t hr eshol d.

6.2. ENS Nane Expiry

ENS nanes require periodic renewal. |f an ENS name expires and is
acquired by a different party, the new owner could publish an AGIP
agent ID that points to an agent the original owner registered.

Mtigation: AGIP governance platforns *MJUST* nonitor ENS name expiry
for all registered Wb3-anchored agents and treat an expired ENS nane
as equivalent to an expired DNS dormai n per [AGTP] Section 9.6.

Agents under an expired ENS name *MJUST* be automatically Suspended.

6.3. Private Key Conprom se

A bl ockchain address is only as secure as its private key. Private
key conpronise grants an attacker the ability to prove ownership of
the address and potentially re-register agents or nodify ENS records.

Mtigation: Wb3-anchored agent operators *SHOULD* use hardware

wal l ets or nulti-signature schenmes for bl ockchain addresses used in
AGIP registration. Private key rotation *MJUST* trigger i mediate
agent re-registration with the new address and *MJST* be | ogged in
the governance audit trail.

6.4. Smart Contract Vulnerabilities
ENS and Unstoppabl e Donai ns registry contracts are snart contracts.

Smart contract vulnerabilities could allow attackers to nmodify nane
resol ution records wi thout controlling the associated private key.
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8.

8.

8.

M tigation: AGIP inplenentations *SHOULD* nonitor the security status
of registry contracts they rely on and be prepared to treat affected
resol utions as untrusted pending contract renediation. This docunent
does not specify a normative procedure for contract vulnerability
response; that is governed by the respective nam ng systenis security
polici es.

| ANA Consi der ati ons

Thi s docunent defines no new | ANA regi strations. The
resolution_layer field val ues web3-ens, web3-unstoppable, and
web3-did are defined in [ AGTP] Section 6.6.2 and do not require
separate registration.

The DNS TXT record key agtp-web3 used in hybrid verification is a
conventional identifier within the _agtp subdomain established by
[ AGTP] Section 6.1.6. No fornmal |ANA registration is required for
this key.
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Appendi x A.  Web3 Ecosystem Status Note

The Web3 identity |landscape is evolving rapidly. ENS and Unstoppabl e
Domai ns are the nost widely depl oyed bl ockchai n nami ng systens at the
time of this witing, but the field is not settled. WBC DI Ds provide
a met hod- agnostic framework that may become the preferred abstraction
| ayer for decentralized identity in agent systens.

Thi s docunent is intentionally informational to avoid prenmature
normati ve commitment. I nplenmenters should treat the procedures in
this document as best-current-practice gui dance subject to revision
as the Web3 ecosystem stabili zes.
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