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Abst r act

Thi s docunent specifies the AGIP Session Protocol (AGIP-SESSION), a
companion to [AGIP] that defines session senmantics for agent-to-agent
and agent-to-APlI conmmuni cation. AGIP- SESSI ON addresses two di stinct
session nodel s: bounded sessions for tinme-limted transactiona

flows, and persistent sessions for long-lived agent contexts. Both
inherit identity, authority, and attribution frombase AGIP. This is
an early working draft; many design decisions are deliberately open

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 1 Novenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

Base AGIP defines request-and-response senmantics for individua

met hod i nvocations between agents. Many real -world agent
interactions span nmultiple invocations under shared context: a

chat bot conversation that continues across hours, an agentic comrerce
flow that conpletes a transaction across a sequence of nethods, a
research agent naintaining working state across a |ong-running task

These interactions need session semantics that base AGIP does not
specify. AGIP-SESSI ON defi nes those semantics as a compani on
protocol that builds on base AGIP without nodifying it.

The architectural commitnent is straightforward: a session in AGIP is
an agent-level abstraction. It is not a TLS connection, a QU C
connection, or a transport-|layer session. It is a |ogical context
shared between two or nore agents (or between an agent and an APl),
within which nultiple method invocations carry shared identity,
authority scope, and attribution chain.
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A session may map to a single underlying transport connection, nay
span mul tiple connections over tinme, or may persist while the
underlying transport is intermttently di sconnected and
reestablished. The session state is the agent-level fact; the
connection is the nechanismthat carries traffic when active.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Session: A |logical context shared between AGIP partici pants under
which nultiple nmethod invocations are correlated, identity and
authority remain consistent, and shared state evol ves across the
lifetime of the session. Sessions are agent-level abstractions,
not transport- |evel constructs.

Bounded Session: A session with an explicit termnation condition: a
time limt, an action conpletion, or a transaction outcone.
Bounded sessions are appropriate for comerce flows, multi-step
del egations with finite scope, and any agent interaction with a
defined end state.

Persistent Session: A long-lived session intended to span hours,
days, or longer. State is maintained across reconnections.
Persi stent sessions are appropriate for chatbot interactions,
research agents, nonitoring agents, and other contexts where the
agent retains continuity.

Session ldentifier: A unique identifier assigned at session
establishnent that is carried in every nethod invocation within
the session. Format and scope of session identifiers are TBD.

Session Context: The shared state associated with a session,
including (but not limted to) participant Agent-1Ds, Authority-
Scope grants applicable to the session, accunul ated Attri buti on-
Records for invocations within the session, and any session-
speci fic governance net adat a.

3. Session Mdels

AGTP- SESSI ON defines two session nodels. |nplenentations MAY support
one or both dependi ng on depl oynent profile.
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3.1. Bounded Sessions

Bounded sessions exist for a finite, often short period and conplete
when one of the followi ng conditions is net:

* An explicit tinme limt (session_ttl) expires

* A defined transaction or workfl ow conpl et es

* A participant explicitly term nates the session

* An authority constraint is violated (e.g., scope linit reached)

Bounded sessions match the semantics of agentic transactions where
the session has a clear lifecycle: an agent initiates a purchase

fl ow, exchanges several nethods with a nmerchant, conpletes the
transaction, and the session closes. The session boundary is

meani ngful to governance and attribution: all method invocations

wi thin a bounded session are correl ated under a single transactiona
cont ext .

3.2. Persistent Sessions

Persi stent sessions exist for extended periods and are designed to
survive transport disconnection, network instability, and platform
restarts. The session identifier remains stable; the underlying

transport may reconnect nultiple tinmes during the session lifetine.

Persi stent sessions match the semantics of |ong-lived agent contexts:
a chat bot nuaintaining conversation continuity, a research agent
working on a nulti-day task, a nonitoring agent naintaining
persistent attention to a system Authority-Scope grants applicable
to the session may be re-validated periodically; identity
verification foll ows base AGIP semantics on reconnecti on.

4. Session Establishnent

A session is established explicitly via an ESTABLI SH net hod i nvoked
between two AGIP participants. Inplicit establishnment via an

ext ended- context flag on a standard nethod invocation is noted as an
al ternative under consideration but is *NOT RECOMVENDED* as the
primary mechanism Explicit establishment provides:

*  Unanbi guous negotiation of session nmodel (bounded or persistent),
session lifetine, and any session-scoped Authority-Scope grants
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*

A clear root for the session attribution chain, with the ESTABLI SH
i nvocation serving as the first signed Attribution-Record under
t he session

Clean error semantics when negotiation fails (e.g., 451 Scope
Violation if session-scoped grants exceed the establishing agent’s
Aut hority- Scope, 4xx for unsupported session nodels, 5xx for
governance platformunavailability)

Predi ct abl e enforcenment boundaries for governance platforns and
Scope- Enf orcenment Poi nts, which can recogni ze session
establishment as a distinct event rather than inferring it from
met hod cont ext

The full wire format and paranmeter set for ESTABLISH is not specified
inthis version. At mninmum the nethod *MJST* carry:

*

The proposed session nodel (bounded or persistent)
A proposed session lifetime (session_ttl) for bounded sessions

Any session-scoped Authority-Scope grants the establishing agent
proposes for the session context

St andard AGTP request fields (Agent-1D, Principal-1D, Authority-
Scope, signature)

A successful ESTABLI SH response *MJST* carry:

*

A session identifier (format TBD; see Open Questions)
The accepted session nodel and lifetinme
The accepted Authority-Scope grants for the session

A governance pl atform signature binding the session identifier to
the participating Agent-1Ds

Rej ecti on of an ESTABLI SH request foll ows base AGIP status code
semantics. | nplenentations *MJST NOT* establish a session by side
ef fect of any other method invocation; the absence of a successfu
ESTABLI SH r esponse neans no session exists.

I nheritance from Base AGIP

AGTP- SESSI ON i nherits all base AGIP properties:
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* Agent-only at the wire level. Sessions exist between agents, not
bet ween general - pur pose actors.

* Agent-1D and Principal-1D present on every nethod invocation,
i ncluding invocations within a session

* Authority-Scope enforced on every nethod invocation. Scopes are
not rel axed inside sessions.

* Attribution Records signed for every invocation, including those
within sessions, with the session identifier included in the
attribution netadata.

* Status codes, including 451 Scope Violation and 551 Authority
Chai n Broken, apply within sessions exactly as outside them

*  Three-level verification nodel. Sessions do not weaken
verification.

AGTP- SESSI ON adds sessi on-specific semantics on top of these
properties; it does not replace or nodify them

6. Transport Considerations

Base AGIP runs over TCP with TLS 1.3 or over QU C. AGTP- SESSI ON
inherits these transport options.

QU Cis a particularly natural fit for persistent sessions because of
its connection migration capability [ RFC9000], which allows a | ogica
connection to survive | P address changes and network path changes

wi t hout renegotiation. AGIP-SESSION over QUIC can | everage QU C s
connection mgration to maintain a persistent session across network
transitions transparently.

7. Relationship to MOQT and Real - Ti mre Medi a

The proposed Al Agent Communi cation Protocols (acp) charter under

di scussion at | ETF anticipates a session protocol on webtransport or
MOQ as a foundational building bl ock for agent commruni cation. That
wor k and AGTP-SESSI ON reflect inverse architectural commtnents.

The acp approach treats session and transport senantics as the
foundation, with agent-specific concerns (identity, authority,
attribution) layered on top by the protocols that conpose on the
session. Under this nodel, the session protocol does not know that
its traffic is agent traffic; agent semantics are an application-

| ayer concern
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AGTP- SESSI ON refl ects the inverse: agent-specific concerns are the
foundation (in base AGIP), and session semantics |layer on top of an
agent - aware substrate. Under this nodel, a session is, by
definition, an agent session. The protocol carries identity,
authority, and attribution at the wire level for every nethod

i nvocation within the session, because the substrate beneath the
session already commits to carrying agent traffic structurally.

The two architectures are not nutually exclusive in depl oynent.
MOQT-styl e rel ay-based pub/sub patterns and real-tine nmedia stream ng
address use cases (particularly voice with sub-100ns barge-tine
interruption) that AGTP-SESSI ON does not currently address. A future
conpanion draft (or a later version of AGIP-SESSI ON) may define how
AGTP conposes with MOQT-style transport for real-time agent nedia, or
how MOQT-styl e sessions can carry AGIP semantic envel opes

The architectural choice between these two foundations is a question
for comunity discussion. Both deliver session semantics; they
differ on which layer comrits to knowing the traffic is agent
traffic.

8. Application Layering: Voice and Milti-Mdal Agents

AGTP- SESSI ON focuses on session senantics for agent comunication
It does not specify protocols for real-tine voice, video, or multi-
nmodal data exchange

Voi ce agents, video agents, and nulti-nodal agents are application-
| ayer constructs that can conpose on top of AGIP and AGTP- SESSI ON
They are not different kinds of agents at the protocol |ayer; they
are agents that produce or consune specific media types

This raises a related architectural question worth surfacing for
communi ty di scussion: AGIP may benefit from an agent type system
anal ogous to HTTP Content-Type, that allows the protocol to identify
the kind of agent or kind of agent payload involved in a given
exchange. This is not part of AGIP-SESSION as currently scoped but
is flagged here as adjacent work that may warrant its own compani on
speci fication.

9. CQut of Scope for v00
The followi ng are deliberately out of scope for this version
* Real -time voice and barge-time interruption semantics

* Pub/sub and rel ay-based session patterns (MOQT-style nulticast)
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10.

10.

10.

* Session migration across organi zati ons or governance platforns
* Session state synchronization across nultiple agents in a chain
* Detailed protocol specification for ESTABLI SH OPEN net hods

* Session encryption beyond what TLS 1.3 or QUIC al ready provides
* Wre format for session netadata

These are flagged as future work or as open questions to be resol ved
t hrough community i nput.

Security Considerations

Base AGIP security considerations apply to every nethod invocation
within a session, including invocations occurring under bounded or
persi stent session nodels. This section identifies session-specific
risks and nitigations that supplenent the base AGIP t hreat nodel.

1. Session ldentifier Theft and Repl ay

Threat: An attacker who obtains a session identifier may attenpt to
i nject nethod invocations into an active session by replaying or
forging requests carrying the identifier

Mtigation: Session identifiers *MJST* be bound at establishnent tine
to the participating Agent-1Ds and to a transport channel binding
(TLS exporter or QU C connection ID, depending on transport).

Session identifiers in isolation *MJST NOT* be sufficient to

aut hori ze nethod invocations. Every invocation within a session
*MJUST* continue to satisfy base AGIP identity verification (per

[ AGTP] Section 7), and the receiving party *MJST* reject invocations
whose identity cannot be reverified against the participants bound to
the session at establishment.

2. Persistent Session Conprom se

Threat: A persistent session that survives transport disconnection
and reconnection has a |l onger attack wi ndow than a bounded sessi on.
An attacker who conprom ses a participant’s signing key during the
session lifetine can inpersonate the participant for the remainder of
t he sessi on.

Mtigation: Persistent sessions *SHOULD* require periodic Authority-
Scope re-validation against the establishing governance platform
Recomended re-validation interval is inplenentation- defined but
*SHOULD NOT* exceed the lifetine of the underlying Authority-Scope
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10.

10.

10.

grants. Persistent sessions *MJST* support revocation propagation
if a participant’s Agent Genesis or Agent Certificate is revoked
during the session, the session *MJST* terminate with appropriate
status code on the next invocation. |nplenentations *SHOULD
subscribe to revocation notifications via nechanisns defined in

[ AGTP- CERT] or [AGIP-LQG .

3. Cross-Session Correl ation

Threat: An adversary observing nmultiple sessions fromthe sanme agent
may be able to correlate sessions to construct a profile of agent
behavi or across contexts, even if individual session contents are
encrypt ed.

Mtigation: Session identifiers *MJST NOT* be derived from
participant Agent-1Ds in a way that enabl es cross-session |inkage.
Session identifiers *SHOULD* be cryptographically random and uni que
per session. |nplenentations supporting privacy-sensitive

depl oynent s *SHOULD* consi der session identifier rotation policies
that limt linkability, with the trade-off that rotation conplicates
revocati on propagation

4. Authority Constraint Violation M d-Session

Threat: An agent participating in an established session may attenpt
to invoke methods that exceed session-scoped Authority-Scope grants,
ei ther through scope drift across multiple invocations or through
del i berate scope expansion attenpts.

Mtigation: Authority-Scope is enforced on every invocation

regardl ess of session context. A scope violation *MJST* trigger 451
Scope Viol ation per base AGIP. Receiving parties *MAY* elect to
term nate the session on first scope violation rather than conti nuing
to accept further invocations. Termnation on scope violation is

* RECOMVENDED* for bounded sessions where the violation suggests the
sessi on boundary has been conprom sed.

5. QUIC O-RTT Resunption Considerations

Threat: Wien AGTP-SESSI ON runs over QU C, O0-RTT connection resunption
allows initial method invocations on a resumed connection to be
processed before full handshake conpletion. Replay of O-RTT data is
a known QUI C consideration.

Mtigation: Method invocations transmtted in O-RTT data *MJST NOT*
be permitted to ESTABLI SH a new session. Session establishnent
*MUST* occur after the QU C handshake has conpl eted. Invocations
within an existing session *MAY* use O-RTT but *MJST* be idenpotent
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10.

11.

12.

12.

12.

or otherw se replay-safe at the application level. |nplenentations
*SHOULD* consult QUI C O-RTT repl ay gui dance ([ RFC9001] Section 9.2)
when configuring session resunption behavior.

6. G aceful Term nation and Revocation

Threat: A session may need to be termi nated mid-flow due to
revocation, scope violation, time expiry, or governance policy
changes. Inproper term nation handling can | eave participants in
i nconsi stent state.

Mtigation: Inplementations *MJUST* define ternination semantics that
produce a final Attribution-Record signed by the term nating party
identifying the termnation reason. M d-session revocation of either
participant’s Agent Genesis or Agent Certificate *MJST* result in
session termnation. Tine-based expiry of bounded sessions *MJST* be
enforced based on the establishing governance platfornms
authoritative time, not on participant-local clocks.

| ANA Consi derations
TBD.
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Appendi x A,  Open Questions

*

Shoul d sessions be established explicitly via an ESTABLI SH net hod,
or inplicitly via an extended-context flag on a standard met hod?

VWhat is the canonical format and scope for session identifiers?
(256-bit simlar to Agent-1D, or shorter for perfornance?)

How does session attribution interact with the base AGIP
Attribution-Record? Are session-level attribution rollups
defi ned?

How are persistent sessions mgrated across governance platform
changes (e.g., merchant changes governance providers m d-session)?

Shoul d AGTP define an agent type system (Agent Content- Type)
separately, or as part of session establishnent?

VWhat is the right conposition story with MOQT for real-tinme agent
nedi a use cases?

Should nulti-party sessions (nore than two participants) be in
scope for this draft, or deferred to a separate conpani on?

Appendi x B. Contributors

This draft is inforned by the | ETF agent2agent charter formation
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