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Abst r act

The Agent Transfer Protocol (AGIP) specifies the sending side of an
agentic transaction: agent identity, Authority-Scope enforcenent,
Budget- Limt declaration, and a signed Attribution-Record on every
met hod i nvocation. The receiving side of a PURCHASE transaction --
the nmerchant or service provider -- has no equival ent protocol - evel
identity or verification nechanism This is the nmerchant identity

gap.

Thi s docunent specifies the AGIP Merchant ldentity and Agentic
Conmerce Binding. It defines the Merchant Manifest Docunent, a
signed identity record structurally parallel to the Agent Manifest
Docurent; the Merchant Genesis, the origin docunent fromwhich a
merchant’ s canonical identifier is derived; Merchant Trust Tiers
aligned with AGTP Trust Tier semantics; and the protocol integration
poi nts at which merchant identity is verified. These include the
PURCHASE met hod handshake, the DI SCOVER met hod result surface, and
the Attribution-Record. This document al so defines the Intent-
Assertion header for portable, detached principal- authorized intent,
the Cart-Digest nechanismfor multi-line-itemtransactions, and the
455 Counterparty Unverified status code. Together these mechani sms
close the verification | oop between agent and nerchant within AGIP s
gover nance nodel .

Version 01 aligns the merchant identity nodel with AGIP vO05.
Merchant Trust Tier 1 now supports three equivalent verification
pat hs (dns- anchored, |og-anchored, hybrid) matching the base AGIP
verification paths, replacing vOO's DNS-only Tier 1 requirenent.
Version 01 al so adopts the Agent CGenesis taxonony introduced in

[ AGTP-LOG : the merchant origin docunent is the Merchant GCenesis,
superseding the "Merchant Birth Certificate" term nology in vO0O.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 24 October 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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AGTP today provides strong guarantees for the sending side of an
agent transaction. A PURCHASE invocation carries a cryptographically
derived Agent-1D, a Principal-IDidentifying the accountable human or
organi zation, an Authority-Scope declaration (including paynents:
purchase), a Budget-Limt enforced at invocation tine, and a signed
Attribution-Record retained for audit. The requesting agent’s

governance context is fully expressed at the protocol
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The receiving side has no equivalent. An AGIP PURCHASE currently
resolves to a network endpoint with no protocol -1evel assertion of
the receiving party’s identity, lifecycle state, legal entity,
paynent network acceptance, or dispute policy. An agent wth
paynents: purchase scope will transact with any endpoint its
principal (or the upstreamorchestration logic) directs it toward.
There is no protocol -1evel signal distinguishing a verified merchant
of record froman endpoint that nerely answers on the expected port.

This gap has direct operational consequences as agent-driven comrerce
scal es:

* Paynent networks and card issuers extending protection to agent-
initiated transactions require verifiable identity on both parties
to the transaction, not just the agent.

* Dispute investigation requires a cryptographically |linked record
of both the initiating agent and the nerchant counterparty at the
time of the transaction.

* Merchants suspended for fraud, chargebacks, or regulatory action
have no nechanismto be renpbved fromthe agent-visible transaction
surface in the absence of a governed nerchant directory.

* Agents cannot distinguish a nmerchant whose identity has been
verified fromone that has nmerely published a service endpoint.

Thi s docunent cl oses the gap by introducing a nmerchant-side identity
structure that mrrors the agent-side identity structure already
specified in [ AGIP].

1.2. Relationship to Payment Networks

This specification is a transport-layer identity and verification
mechani sm for nmerchant counterparties. |t does not define paynent
credential handling, tokenization, authorization nmessages to card
networ ks, or settlenment. Those belong to paynent-rail specifications
operated by issuers, networks, and acquirers.
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The rel ationship is conplenentary. Paynent-network progranms that
extend protection, fraud coverage, or dispute handling to agent-
initiated transactions need verifiable identity for both the agent
and the nmerchant. AGIP establishes verifiable agent identity through
the Agent Cenesis and Agent Manifest Docunent (see [AGIP-LOG for the
taxonony introduced in AGIP v05). This docunent extends the sane
structural nodel to the nmerchant side, producing an Attribution-
Record that names both counterparties cryptographically. Paynment

net wor ks consume that record as an input to their own authorization
and di spute processes; they do not need to speak AGIP to do so.

1.3. Design Principles

*Structural parallelism* Merchant identity uses the sane docunent
formats, trust tiers, lifecycle states, and governance zone semantics
as agent identity. A governance platformthat registers agents

regi sters nerchants through the same registry and the sane

crypt ographi ¢ machi nery.

*Verification at PURCHASE. * Merchant identity is verified by the
requesting agent inmedi ately before executi ng PURCHASE. The
verification result is recorded in the Attribution-Record. A
verification failure is a 455 Counterparty Unverified response, not a
protocol error.

*Di scovery surfaces both sides.* The DI SCOVER net hod defined in

[ AGTP- DI SCOVER] returns Agent Manifest Docunments for agent queries
Thi s docunent extends DI SCOVER to optionally return Merchant Manifest
Docurents when the query intent targets a transactional counterparty
rather than a capability-providing agent.

*Portable intent.* The Intent-Assertion header carries a detached,

si gned sunmary of principal-authorized purchase intent that can be
forwarded to non- AGIP counterparties (paynent networks, card issuers,
acquirers) as standal one evidence wi thout requiring those
counterparties to speak AGTP.

*Payment-rail neutrality.* Nothing in this specification binds the
merchant identity nodel to any particular card network, digita
wal | et, or settlenment system Merchant Manifests declare accepted
paynent network identifiers as an informational field; enforcenent
remai ns the responsibility of the paynent rail
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2. Term nol ogy

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMVENDED* ", "*MAY*", and "*OPTI ONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals.

Merchant: A legal entity that offers goods or services for purchase
and serves as the receiving counterparty to an AGIP PURCHASE
i nvocation. A nerchant is identified by a canonical Merchant-ID
and represented by a Merchant Manifest Docunent.

Merchant-1D: A unique identifier for a specific merchant entity,
derived fromthe hash of the Merchant Genesis. Carried in the
Merchant -1 D request header on PURCHASE i nvocations and in the
Attribution- Record. Format: 256-bit hex-encoded val ue or donai n-
anchored URI of the form agtp://nerchant. exanple.tld/ nerchant.

Merchant Genesis: The permanent, cryptographically signed origin
docunent issued to a nmerchant at registration tine by a governance
platform The Merchant Genesis is the origin record from which
the canonical Merchant-ID is derived. Structurally parallel to
the Agent Cenesis defined in [AGTP-LOG term nology (fornerly
ternmed "Agent Birth Certificate" in AGIP drafts prior to v05).
Fields include |l egal entity name, registered org domain, accepted
paynment networ ks, merchant category code, dispute and refund
policy URIs, lifecycle state, governance zone, and
verification_path. |ssued once per nerchant; permanently bound;
never reissued. Supersedes the "Merchant Birth Certificate"
terni nol ogy in vOO.

Merchant Mani fest Document: A cryptographically signed application/
agt p+j son docunent returned when a nerchant URI is resol ved.
Derived directly fromthe Merchant Genesis and current registry
record. Structurally parallel to the Agent Manifest Docunent
defined in [AGIP] Section 5.5. Contains identity, trust tier,
lifecycle state, accepted paynment networks, dispute policy
ref erence, and governance zone. Never contains executable
content.

Merchant Trust Tier: A classification (1, 2, or 3) assigned to a
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3.

3.

1.

merchant at registration time, aligned with the Agent Trust Tier
semantics defined in [AGIP] Section 5.2. Tier 1 requires one of
three equival ent verification paths (dns-anchored, |og-anchored,
hybrid) per [AGIP] Section 5.2, plus a signed business-entity
attestation fromthe governance platform Tier 2 is org-asserted
wi t hout cryptographic verification of organizational identity.
Tier 3 is experimental and *MJST NOT* appear in production
PURCHASE f1 ows.

Intent-Assertion: A detached, signed JW-format [RFC7519] token that
sunmari zes principal -authorized purchase intent. Contains the
principal ID agent ID, merchant ID, itemor cart digest, anount
ceiling, currency, issuance tinestanp, expiry, and a single-use
nonce. Carried in the Intent-Assertion request header and
forwardabl e to paynment networks as standal one evi dence of
aut henticated principal intent.

Cart-Digest: A cryptographic digest of a structured cart payl oad
returned by a QUOTE invocation. Referenced in a subsequent
PURCHASE i nvocation to bind the purchased cart to the quoted cart
wi thout requiring retransm ssion of line-itemdetail. Format:
hash al gorithm prefix foll owed by hex-encoded digest (e.g.,
sha256: 3a9f 2c1d. . .).

Counterparty Verification: The process by which an agent, before
executing PURCHASE, retrieves the Merchant Manifest Docunent for
the intended nerchant, verifies its signature and |lifecycle state,
and records the verification result in the Attribution-Record.

MNS (Merchant Nane Service): The nerchant-side anal ogue of the Agent
Nane Service defined in [AGIP-DI SCOVER]. An AGIP-aware server
that maintains an indexed registry of Merchant Manifest Docunents
and answers DI SCOVER queries targeted at merchant entities. An
MNS *MAY* be co-located with an ANS or operated separately. Acts
as a Scope- Enforcenent Point for nmerchant discovery traffic.

The Merchant ldentity Mdel
Mer chant Genesi s

The Merchant Genesis is the origin record of a nmerchant’s existence
in the AGIP governance fabric. It is issued by a governance platform
at merchant registration tine through a process anal ogous to Agent
Genesi s i ssuance ([AGIP] Section 5.7). Supersedes the "Merchant
Birth Certificate" termnology in v00; see [AGIP-LOF for the

t axonony adopted in vOl.

The required fields of a Merchant Cenesis are:
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"docunent _type": "merchant-genesis",
"schema_version": "1.0",
"canonical id": "7c2f9a3elb8d4fé6a...",
"l egal _entity nanme": "Acne Commerce, Inc.",
"org_domain": "acne.tld",
"merchant _cat egory_code": "5411",
"registered_jurisdiction": "US-DE",
"governance_zone": "zone:retail-verified",
"accepted_paynent _networks": ["visa", "mastercard", "amex", "discover"],
"di spute _policy uri": "agtp://acne.tld/ merchant/di spute-policy",
"refund policy uri": "agtp://acne.tld/ merchant/refund-policy",
"trust_tier": 1,
"verification_path": "dns-anchored",
"activated_at": "2026-03-15T12: 00: 002",
"activating principal": "agtp-platformacnme",
"genesi s_hash": "7c2f9a3elb8d4fé6a...",
"signature":

"al gorithm': "ES256",

"key_id": "gov-platformkey-01",

"val ue": "[base64-encoded-signature]”
}

}

Fi gure 1: Merchant Cenesis Schema

The canonical _id field *MJST* equal the genesis_hash, a 256-bit
crypt ographi ¢ hash conputed over the canonicalized genesis content
excluding the signature field. This hash is the basis of the
merchant’s Merchant-1D and is used wherever the nerchant is
identified in AGTP wire-level structures.

The nerchant _category_code field *SHOULD* follow the | SO 18245
Merchant Category Code standard where applicable. Governance

pl atforns operating outside that classification *MAY* define
alternate codes provided they are docunented in the governance zone
definition.

The accepted_paynment _networks array is informational. It declares
whi ch paynment networks the nerchant represents itself as accepting.
Payment -rail enforcenent of this declaration is out of scope for this
docunent; the field supports pre-flight filtering by requesting
agents and ranki ng by Merchant Name Service inplenmentations.
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3.2. Merchant Trust Tiers

Merchant Trust Tiers align with the Agent Trust Tier semantics in
[ AGTP] Section 5.2, including the three equivalent verification paths
i ntroduced in AGTP v05

| Tier | Verification Paths | Business | Registry

| | (any one sufficient) | Entity | Visible |
| | | Attestation | |
[ el el ey gt o}
| 1 - Verified | dns-anchored | Required | Yes |
I | ([RFGB555]); ORI og- I I I
| | anchored ([ RFC9162] / | | |
| | [RFC9943]); OR hybrid | | |
| | (DNS + bl ockchain | | |
| | signature) | | |
. e . Ry +
| 2 - Og- | None beyond self- | Not | Yes, |
| Asserted | decl aration | required | with |
| | | | warning |
R o e e e e e e e oo S TS +
| 3 - None | Not | No |
| Experinental | | required | |
. Fom e meemeeeeeeeccieeaaaaaa I T +

Table 1: Merchant Trust Tier Summary
Trust Tier 1 nmerchant registration *MJST* satisfy two conditions:

1. One of the three verification paths defined in [ AGTP] Section 5.2
(dns-anchored, |og-anchored, or hybrid) *MJST* be conpl eted at
registration tine. The verification path used *MJST* be recorded
in the Merchant Genesis verification path field and surfaced in
t he Merchant Manifest Document.

2. A governance-platformsigned attestati on *MJST* record that the
regi stering party has provided evidence of the clained | ega
entity’s exi stence and standing. The form of that evidence
(i ncorporation docunent, tax identifier, equivalent
jurisdictional registration) is governance-platformdefined and
*MJUST* be docunented in the governance zone specification. The
business entity attestation is an additional requirement for
mer chant s beyond the base AGIP verification paths, reflecting the
el evated accountability needs of agentic conmerce.

Pat h- speci fi ¢ considerations for merchants:
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* dns-anchored registration is appropriate for merchants that
operate a verified DNS presence under their registered org_domain.
This is the nbst comon depl oynent pattern for established
comrercial entities.

* | og-anchored registration enabl es nerchants whose governance
pl atform participates in an AGIP transparency |og per [AGIP-LQF.
This path is particularly applicable to nerchants operating
wi thout a traditional DNS footprint, to marketpl ace-aggregated
mer chants represented by platform governance, and to cross-
jurisdictional commerce where DNS ownership verification is
i npractical .

* hybrid registration applies to nerchants with both a verified DNS
presence and a bl ockchai n-anchored identity per [AGIP-\WEB3].
Web3-native comrerce deploynments typically use this path.

Trust Tier 2 merchants *MJST* have their Merchant Manifest Document
include a trust_warning field with value "legal -entity-unverified".
Requesting agents *SHOULD* surface this warning to principals before
executing a PURCHASE against a Tier 2 nerchant, or *MAY* reject Tier
2 nerchants entirely based on governance policy.

Trust Tier 3 nmerchants *MJUST NOT* appear in producti on PURCHASE
flows. They exist for devel opment and integration testing only.

3.3. Merchant Lifecycle States

Merchants occupy one of four lifecycle states mirroring the agent
lifecycle states in [AGIP] Section 5. 8:

| State | Meani ng |
[} gt ———— g —p—p—(———————————————————————————————
| Active | Merchant is operational and eligible |
| | to receive PURCHASE |
S ISRy T T +
| Suspended | Tenporarily bl ocked (fraud review, |
| | chargeback threshol d, conpliance hold) |
R oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| Revoked | Permanently renpved; canoni cal |
| | Merchant-ID retired |
S ISRy T T +
| Deprecated | Business ceased operations; canonical |
| | Merchant-1D retired |
R oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +

Table 2: Merchant Lifecycle States
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A merchant in any state other than Active *MJST NOT* be treated as a
valid counterparty by a requesting agent. The expected response to a
PURCHASE targeting a non-Active merchant is 455 Counterparty

Unverifi ed.

Gover nance platforms *MJST* update the nerchant’s Merchant Manifest
Docurent signature within 60 seconds of a lifecycle state transition
and *MJUST* notify any Merchant Name Service instances indexing the
merchant within the same w ndow.

3. 4.

Mer chant Mani f est Docunent

The Merchant Manifest Docunent is the wire-level representation of
merchant identity, returned in response to resolution of a nerchant
URI. It is derived fromthe Merchant CGenesis and current registry
record; it is never manually authored.

{

}

Hood

"docunent _type": "agtp-merchant-nmanifest",

}

schema_version": "1.0",
canoni cal _id": "7c2f9a3elb8d4fba...",
mer chant _| abel ": "acne- comerce",

| egal _entity nane": "Acne Conmerce, Inc.",
org _domain": "acne.tld",

mer chant _cat egory_code": "5411",

regi stered_jurisdiction": "US-DE",
gover nance_zone": "zone:retail-verified",

lifecycle state": "Active",
trust _ tier": 1,
verification_path": "dns-anchored",

accept ed_paynent _networks": ["visa", "mastercard", "anex", "discover"],
di spute_policy_ uri": "agtp://acne.tl d/ merchant/di spute-policy",
refund_policy_ uri": "agtp://acne.tld/ merchant/refund-policy",
activated_at": "2026-03-15T12: 00: 00Z",

| ast _updated": "2026-04-10T09: 12: 442",
genesi s_hash": "7c2f9a3elb8d4f6a...",
signature": {

"al gorithm': "ES256",

"key_id": "gov-platformkey-01",

"val ue": "[base64-encoded-signature]"”

Figure 2: Merchant Manifest Document Schenma
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I mpl enent ati ons *MJUST* verify the signature agai nst the governance
pl atform s published key before trusting any field. An unsigned or
invalid Merchant Manifest *MJST* be rejected with the sane severity
as an unsi gned Agent Mani fest.

The genesis_hash field provides a cryptographic link fromthe

mani fest back to the Merchant Cenesis. |nplenmentations performng
Il ong-termaudit reconstruction *MAY* use this hash to retrieve the
archived Merchant Genesis fromthe governance platform

3.5. Merchant UR Fornms

4.

4.

Merchant URIs follow the AGTP URI schene defined in [ AGTP]
Section 5.1, using a reserved /merchant path component in place of
[ agent s:

agtp://acne.tld/ merchant
agtp://acne.tld/ merchant/acne- comrerce

Figure 3: Merchant URI Forns

The single-label form (agtp://acne.tld/ merchant) resolves to the
organi zation's prinmary nmerchant record. The |abeled form
(agtp://acne.tld/ nerchant/[merchant-1abel]) resolves to a specific
mer chant record for organizations operating multiple merchant
identities under a single org domain (e.g., multi-brand retailers).

Canoni cal -identifier URIs of the formagtp://[canonical-id].merchant
are al so supported, anal ogous to the canonical agent URI form

Counterparty Verification at PURCHASE
1. Verification Requirenent
An agent with paynments:purchase in its Authority-Scope *MJST* perform
counterparty verification before executi ng PURCHASE agai nst any

merchant. Counterparty verification consists of:

1. Resolving the nerchant URI (fromthe intended PURCHASE target) to
retrieve the Merchant Manifest Docunent.

2. Verifying the manifest’'s signature agai nst the governance
pl atform s published key.

3. Verifying the nmerchant’s lifecycle_state is Active.
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4. Verifying the nerchant’s trust_tier nmeets or exceeds the
threshol d declared in the agent’s governance policy for the
current transaction anount.

5. Conputing the manifest fingerprint (SHA-256 hash of the canonical
mani fest bytes) and carrying it in the Merchant-Manifest-
Fi ngerprint request header.

Any of these steps failing *MJUST* result in the PURCHASE not being
sent. The requesting agent’s runtine *SHOULD* surface the specific
verification failure to the principal or governance platform it
*MUST NOT* silently fall back to an unverified transaction.

4.2. Verification at the Receiving Server

A receiving AGIP server that accepts PURCHASE i nvocations *MJST*:

1. Require the Merchant-ID request header to be present.

2. Require the Merchant- Mnifest-Fingerprint request header to be
present and to match the fingerprint of the server’s current
Mer chant Mani f est Docunent.

3. Return 455 Counterparty Unverified if either header is absent, if
the Merchant-1D does not match the server’s canonical ID, or if
the fingerprint does not match.

This ensures that the nanifest verified by the requesting agent is

the sane mani fest the receiving server currently presents. An attack

in which a requesting agent is redirected to a different endpoint
than it verified is caught at the fingerprint check.
4.3. PURCHASE Request Exanpl e

The followi ng request illustrates a verified PURCHASE i nvocati on
carrying nerchant identity binding and a detached intent assertion:
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AGTP/ 1. 0 PURCHASE

Agent-1D: agtp://agtp.traveler.tld/agents/trip-planner

Principal -1D: usr-chris-hood

Aut hority-Scope: paynents: purchase nmerchant:verify intent:assert
Session-1D: sess-trip-2026-04

Task-1D: task-purch-0421

Merchant -1 D: agtp://acmne.tl d/ nmerchant/acme-conmer ce

Mer chant - Mani f est - Fi ngerprint: sha256: 3a9f 2c1d8b7e4a6f . .

I ntent-Assertion: eyJhbGei G JFUzI 1Ni | sl nt pZCl 61 nByaWit a2V5LTAxI nO. .
Cart-Digest: sha256: 7c2f 9a3elb8d4f 6a. .

Budget - Li mit: USD=850. 00

Cont ent - Type: application/agtp+json

{
"met hod": " PURCHASE",
"task_id": "task-purch-0421",
"paraneters": {
"cart_quote_id": "qt-7f3a9c",
"principal _id": "usr-chris-hood",
"amount": {"value": 842.17, "currency": "USD'},
"paynent _net hod": "tok-anex-default"”,
"confirm.inmediatel y": true
}
}

Figure 4: PURCHASE with Merchant ldentity Binding
The nerchant server validates the nmerchant headers, accepts the

purchase, and returns an Attribution-Record nam ng both
counterparties:
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5

5.

AGTP/ 1.0 200 K

Task-1D: task-purch-0421

Server-Agent-1D: agtp://acme.tld/ nmerchant/acme-conmerce
Attribution-Record: [signed attribution token]
Cont ent - Type: application/agtp+json

{
"status": 200,
"task_id": "task-purch-0421",
"result": {
"order_id": "ORD 2026-0421-8847",
"confirmati on_code": "AQRTI9X",
"status": "confirmed",
"amount _charged": {"value": 842.17, "currency": "USD'}
},
"attribution": {
"agent _id": "agtp://agtp.traveler.tld/agents/trip-planner",
"principal _id": "usr-chris-hood",
"merchant _id": "agtp://acne.tld/ nerchant/acne-conmerce",
"merchant _fingerprint": "sha256: 3a9f 2c1d8b7e4dabf...",
"intent_assertion_jti": "ia-4f 7ela2b",
“met hod": " PURCHASE",
"timestanmp": "2026-04-15T14: 22: 182",
"signature": {
"al gorithm': "ES256",
"key_id": "merchant-key-acne-01",
"val ue": "[base64-encoded-signature]”
}
}
}

Figure 5: PURCHASE Response with Dual -Party Attribution
The Attribution-Record now nanmes the agent, the principal, and the
mer chant, each cryptographically bound through their respective
Genesis derivatives. This is the record consuned by downstream
audit, dispute resolution, and payment-network protection prograns.
The I ntent-Assertion Header
1. Purpose

The Intent-Assertion header carries a detached, signed representation

of principal-authorized purchase intent. It exists so that non- AGIP
counterparties -- payment networks, card issuers, acquiring banks,
di spute processors -- can verify principal intent without parsing a

full AGTP nessage or operating AGIP infrastructure.
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An Intent Assertion is a JW [ RFC7519] signhed by the principal’s
governance key (or a del egated signing key bound to the principal’s
identity) carrying the mnimumfield set required to link a purchase
to an authenticated principal decision.

5.2. Intent Assertion Cd ains

Descri ption |
s s s s s s s p——
| ssui hg gover nhance |
platformidentifier |

Principal-1D of the |
aut hori zi ng princi pal |

| aud string Merchant-1D of the |
| i ntended counterparty |
T L T T e +
| agent _id string Agent -1 D of the executing |
| agent |
T +
| itemdigest string Hash of purchased item or |
| cart digest |
T T e +
| amount _ceiling | object | {value, currency} naxinmm |
| | | authorized |
S R oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| nbf | integer | Not-before tinestanp |
| | | (seconds since epoch) |
. T I e +
| exp | integer | Expiry tinmestanp (seconds |
| | | since epoch) |
S R oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| jti | string | Unique assertion |
| | | identifier for anti-replay |
. T T T +
| iat | integer | Issued-at tinestanp |
o e S R oo e m e e e e e e e e e e e e e e e e e ma o - +

Table 3: Intent Assertion JW Cains

I mpl enent ati ons *MJUST* reject Intent Assertions whose exp is in the
past, whose aud does not match the Merchant-1D in the PURCHASE
request, or whose agent _id does not match the Agent-1D in the
PURCHASE request. Assertions *MJST* be single-use: the jti is
recorded in the Attribution-Record and *MJST NOT* be accepted a
second tine.
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Recommended validity period: 300 seconds. |Intent Assertions are not
designed to persist; they cover the interval between principa
aut hori zation and transacti on executi on.

5.3. Forwarding to Paynent Networks

6
6

6

1.

2

The Intent Assertion is structured as a standal one JWI precisely so
that it can be forwarded. A paynent network receiving a nerchant’s
aut hori zati on request *MAY* require the nerchant to forward the
Intent Assertion alongside the standard paynent nessage. The paynent
network verifies the signature against the issuing governance
platformis public key and treats a valid assertion as evi dence of
authenticated principal intent for the purposes of that network’s

aut hori zati on and di spute policies.

The specific nmechanismfor forwarding the Intent Assertion to a
paynent network, and the network’s treatnment of a valid assertion, is
out of scope for this docunent. What this specification guarantees
is that the assertion exists, is cryptographically verifiable wthout
AGTP, and is bound to the principal, agent, and nerchant named in the
PURCHASE.

Cart Cont ext
The Single-ItemLinmtation

The PURCHASE net hod as defined in [ AGTP- METHODS] accepts a single
item paraneter and a single anobunt. Real-world agentic commerce
transactions frequently involve nultiple line itens, tax, shipping,
and per-line merchant-of-record variation. This document defines a
Cart Context mechani smlayered over the existing QUOTE and PURCHASE
met hods to acconmobdate structured carts w thout nodi fying the base
met hod definitions.

QUOTE with Cart Payl oad
A requesting agent constructs a structured cart and submits it via

QUOTE. The nerchant server returns a signed cart_digest binding the
quoted cart content to a unique quote identifier
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AGTP/ 1. 0 QUOTE

Agent-1D: agtp://agtp.traveler.tld/agents/trip-planner
Principal -1D: usr-chris-hood

Aut hori ty- Scope: budget: query mnerchant: query
Merchant-1D: agtp://acne.tl d/ nmerchant/acme-comrerce
Session-1D: sess-trip-2026-04

Task-1D: task-quote-0421

Cont ent - Type: appli cation/agtp+json

"met hod": "QUOTE",
"task _id": "task-quote-0421",
"parameters": {
"cart": {
"lines":
{"sku": "FLI GHT- AA2847", "qty": 1, "unit_price": 487.00},
{"sku": "HOTEL- MRTN-2N', "qty": 1, "unit_price": 298.00},
{"sku": "CAR- COMWPACT-3D', "qgty": 1, "unit_price": 42.17}
1,
"currency": "USD',
"tax": 15.00,
"shi pping": 0.00

Figure 6: QUOTE with Structured Cart

The response contains the quote identifier and the signed cart
di gest:

{
"status": 200,
"task_id": "task-quote-0421",
"result": {
"quote_id": "qt-7f3a9c",
"cart _digest": "sha256: 7c2f 9a3elb8d4f6a...",
"total": {"value": 842.17, "currency": "USD'},
"quote_valid_until": "2026-04-15T14:52: 182",
"quote_signature": {
"al gorithni: "ES256",
"key id": "nmerchant-key-acne-01",
"val ue": "[base64-encoded-signature]"”
}
}
}

Figure 7: QUOTE Response with Cart D gest
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6.3. PURCHASE Referencing a Cart D gest

The subsequent PURCHASE i nvocation references the quote identifier
and carries the cart digest in the Cart-Di gest header, binding the
purchase to the previously quoted cart w thout retransm ssion of
line-itemdetail. The nerchant server *MJST* verify the digest
against its stored quote record and *MJST* reject the PURCHASE with
409 Conflict if the cart digest does not match a valid, unexpired
guot e.

7. DI SCOVER Integration
7.1. Merchant Queries via DI SCOVER

The DI SCOVER et hod defined in [ AGIP-DI SCOVER] is extended by this
docunent to optionally return Merchant Manifest Docunents. A
requesting agent signals a nmerchant-oriented discovery query by
including the result _type paraneter with value "nmerchant":

AGTP/ 1. 0 DI SCOVER

Agent-1D: agtp://agtp.traveler.tld/agents/trip-planner
Principal -1D: usr-chris-hood

Aut hori ty- Scope: di scovery: query mnerchant: query
Session-1D: sess-trip-2026-04

Task-I1D: task-disc-merch-01

Cont ent - Type: application/agtp+json

{
"met hod": " DI SCOVER',

"task _id": "task-disc-nerch-01",
"parameters": {
"intent": "Ski rental in Park City accepting Amex",
"result_type": "merchant”,
"merchant _category _codes": ["7999", "5941"],
"accept ed_paynent _networks": ["anex"],
"trust _tier mn": 1,
"governance_zone": "zone:retail-verified",
"limt": 5

Figure 8: DI SCOVER Query Targeting Merchants

The ANS or MN\S server returns a ranked result set of Merchant
Mani f est Docunents matching the query constraints. Ranking follows
the sanme conposite scoring nodel defined in [ AGTP- DI SCOVER]

Section 3.4, with the follow ng adjustnents for nmerchant queries:
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7.

8.

8.

* behavioral _trust_score is replaced by nmerchant _reliability_ score,
a governance-pl at f orm assi gned score reflecting the nmerchant’s
di spute rate, chargeback history, and fulfillnent track record
wi thin the governance zone.

* capability match_score is replaced by catal og_match _score, a
rel evance score between the query intent and the nerchant’s
decl ared catal og categories and nerchant category code.

Merchant reliability scoring nethodol ogy is governance-platform
defined and *MJST* be docunented in the governance zone
specification. The raw score *MJST* be present in the Merchant
Mani f est Docunent and signed by the governance platform it *MJST
NOT* be merchant - assert ed.

2. Unified D SCOVER Queri es

A requesting agent *MAY* issue a DI SCOVER query with result type:
"any" to receive a mxed result set containing both Agent Manifests
and Merchant Manifests. This is useful for workfl ows where the agent
does not know in advance whether the capability it needs is best
satisfied by a peer agent or by a nerchant transaction (e.g., "find a
service that can produce a transl ated | egal docunent” where the
answer might be either a translation agent or a document-services

mer chant) .

M xed result sets include a result_class field on each entry with
val ue "agent" or "nmerchant", enabling the requesting agent to route
each result to the appropriate downstream handl i ng.

455 Counterparty Unverified
1. Definition

Thi s docunent registers AGIP status code 455 Counterparty Unverifi ed.
The status is returned in any of the follow ng conditions:

* The Merchant-1D request header is absent on a PURCHASE i nvocati on.

* The Merchant - Mani fest-Fingerprint request header is absent or does
not match the receiving server’s current nanifest.

* The Merchant-I1D does not match the receiving server’s canoni cal
Mer chant - | D.

* The agent’s pre-flight counterparty verification failed (returned
by the agent’s own runtinme before a PURCHASE is sent on the wire).
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8.

9.

9.

* The target merchant is in a non-Active lifecycle state.

* The Merchant Manifest Docunent signature is invalid.

The response body *MJUST* identify the specific verification failure
and *MJST* include the governance-pl atformsigned reason code. The
requesting agent *MJST NOT* retry the PURCHASE wi t hout re-running
counterparty verification against a fresh Merchant Manifest Docunent.
Status code 455 is a governance signal, not a protocol error, and
*MUST* be | ogged by both parties. It parallels the role of 451 Scope
Vi ol ation and 453 Zone Violation in the AGIP status code space: the
system caught a governance condition at the protocol |ayer, before
any state-nodifying side effect.
2. Retry Semantics

A 455 response in the following categories is non-retryable without
renmedi ati on:

* Merchant in Revoked or Deprecated |lifecycle state.
* |nvalid Merchant Manifest signature.
* Merchant -1 D ni smat ch.

A 455 response in the following categories is retryable after a
gover nance-defined interval

* Merchant in Suspended state (retry after state transitions to
Active).

* Fingerprint msmtch due to a legitimte mani fest update (retry
after re-fetching the current manifest).

The response body *MJUST* declare retry-eligibility via a retryable
bool ean field and, where retryable, *MAY* declare a retry_after
ti mest anp.
Security Considerations
1. Merchant Identity Forgery
Threat: An attacker publishes a Merchant Manifest Document claim ng

to represent a legitimte nmerchant w thout having conpl eted any of
the Trust Tier 1 verification paths.
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Mtigation: Trust Tier 1 registration requires one of the three
verification paths defined in [AGIP] Section 5.2 (dns-anchored per

[ RFC8555], | og-anchored per [RFC9162] / [RFC9943], or hybrid) plus a
gover nance-pl at form si gned business entity attestation. The
governance platform signs every Merchant Manifest; requesting agents
*MUST* verify the signature against the governance platforms
publ i shed key before trusting the manifest. An unsigned manifest or
one signed by an unrecogni zed pl atform *MJST* be rejected.
Requesting agents *SHOULD* maintain a trust |ist of accepted
governance platforns per governance zone

For dns-anchored merchants, an attacker who does not control the

cl ai mred domai n cannot conplete the ACME chal l enge. For | og-anchored
mer chants, an attacker cannot forge a transparency |og inclusion
proof wi thout conprom sing the | og operator. For hybrid merchants,
bot h DNS and bl ockchai n signature controls nust be defeated. The
verification path in use is recorded in the Merchant Genesis and
surfaced in the Manifest, enabling requesting agents to apply path-
appropriate verification during PURCHASE handshake.

9. 2. Mani f est Substitution at Purchase

Threat: A requesting agent verifies Merchant Manifest A but the
PURCHASE is received by an endpoint serving Merchant Manifest B

M tigation: The Merchant-Manifest-Fingerprint header binds the
mani f est the agent verified to the manifest the receiving server
presents. A msmatch produces 455 Counterparty Unverified. This
check is cryptographic and cannot be bypassed wi t hout conproni sing
t he governance platform s signing key.

9.3. Intent Assertion Replay

Threat: A captured Intent Assertion is replayed by an attacker to
aut hori ze an uni ntended second purchase.

Mtigation: Intent Assertions carry a unique jti and a short exp
Recei ving servers *MJST* record the jti in the Attribution-Record and
*MUST* reject any subsequent request carrying a previously seen jti.
The recomended maxi mumvalidity is 300 seconds; inplenentations
*MAY* apply shorter Iimts. Governance platfornms *SHOULD* naintain a
zone-scoped cache of consuned jti values for at |east the maxi mum
validity peri od.

9.4. Cart-Digest Collision

Threat: An attacker constructs a cart that produces the sane di gest
as a different, higher-value cart.

Hood Expi res 24 COctober 2026 [ Page 22]



I nternet-Draft AGTP- MERCHANT April 2026

Mtigation: The Cart-Digest algorithm*MJST* be a cryptographi c hash
function resistant to collision attacks. SHA-256 is the baseline
requirenent. The digest *MJST* be conputed over a canonica
serialization of the cart payload to prevent anbiguity between

equi val ent JSON representations.

9.5. Merchant Lifecycle Lag

Threat: A merchant is Revoked for fraud, but the Merchant Nane
Servi ce has not yet propagated the state change. A requesting agent
verifies the stale manifest and proceeds with PURCHASE.

Mtigation: CGovernance platfornms *MJST* propagate lifecycle state
changes to all indexing MNS servers within 60 seconds. M\S servers
*MUST* treat Revocation as urgent deregistration and *MJST* renove
the merchant fromthe result index before the next DI SCOVER request
is processed. Requesting agents with strict assurance requirenents
*MAY* set a maxi mum mani fest age (e.g., re-fetch if the nanifest is
ol der than 300 seconds) before accepting it for PURCHASE.

9.6. Dispute Policy URI Tanpering

Threat: A nmerchant publishes a dispute policy URI that redirects to a
different policy after the PURCHASE is conpl ete.

Mtigation: The dispute policy uri field is part of the signed
Merchant Genesis and is included in the signed Merchant Manifest.
Requesting agents *SHOULD* retrieve and hash the dispute policy
docunment content at verification time and include the hash in the
Attribution-Record. Any subsequent change to the policy content can
be detected by conparing the archived hash to the current content.

9.7. Privacy Considerations

Mer chant Mani f est Docunents contain |egal entity information and
paynment network acceptance declarations. This data is generally
consi dered public commercial information and does not trigger the
same privacy protections as agent or principal identity data.

However, Merchant Nanme Service query |logs reveal which agents are
shoppi ng for which kinds of goods and *MJST* be treated with the sane
access controls and retention limts applied to D SCOVER query | ogs
under [ AGTP- DI SCOVER] .

Intent Assertions contain principal identifiers, nerchant
identifiers, and amount ceilings. These are transactionally
sensitive. |Intent Assertions *MJUST* be treated as confidentia
transport data and *MJST NOT* be | ogged in forns accessi bl e outside
t he governance zone in which they were issued.
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10.

10.

10.

I ANA Consi derations
1. Status Code Registration

Thi s docunent requests registration of the followi ng status code in
the | ANA Agent Transfer Protocol Status Codes registry established by
[ AGTP] Section 8. 3:

+

I

+

unterparty The nmerchant counterparty in a |
verified PURCHASE i nvocation fail ed | document,

I

I

I

I

I

I

I

59

I

I

| identity verification: the

| Merchant-1D or Merchant -

| Manifest-Fingerprint is

| absent, does not match, or the
| nmerchant is in a non-Active

| lifecycle state. Governance

| signal; *MJST* be | ogged.

Table 4: Status Code 455 Regi stration
2. Header Field Registration
Thi s docunent requests registration of the foll owi ng header fields in

the I ANA Agent Transfer Protocol Header Fields registry established
by [AGIP] Section 8. 4:

| Header | Status | Reference |
[} e ———————————————————— Ll ——_———— Ll p—p—p—p—(———————— L
| Merchant-ID | Permanent | This docunent, |
| | | Section 4.1 |
o m e e e e e e aaao o Fom e oo o a o +
| Merchant - Mani fest-Fingerprint | Permanent | This docunent, |
| | | Section 4.1 |
o e e e e e e e e e e aa o - R o e +
| I'ntent-Assertion | Permanent | This docunent, |
| | | Section 5 |
o m e e e e e e aaao o Fom e oo o a o +
| Cart-Di gest | Permanent | This docunent, |

| | Section 6 |
o e e e e e e e e e e aa o - R o e +

Tabl e 5: Header Field Registrations
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10. 3.

Thi s docunent

Aut hori ty- Scope Domai n Regi stration

reserved Authority-Scope domain set defined in [AGTP] Appendix A

2026

requests the addition of the follow ng domains to the

| Dorrai n | Description |
| merchant | Merchant identity resolution |
| | and counterparty verification |
S o m e e e e e e e aaao o +
| intent | I'ntent Assertion issuance and |
| | validation |
Fomm oo - o e e e e e e e meme oo +
Table 6: Authority-Scope Domain
Regi strations
Actions defined for these donmains:
* merchant:query -- Resolving a Merchant URI and retrieving a
Mer chant Mani fest Docunent.
* merchant:verify -- Perfornming counterparty verification against a

10. 4.

Mer chant Mani fest Docunent as part of PURCHASE pre-flight.

intent:assert -- Issuing an Intent Assertion JW on behalf of the

princi pal .

Docunent Type Regi strations

The foll owi ng docunent types are defined for use with the
appl i cati on/ agt p+j son Cont ent - Type:

11.

Hood

[ e e e, s e e

| Document Type | Description | Reference

| merchant - genesi s | Oigin record of a | This docunent,

| | nmerchant entity | Section 3.1

o e e e e e e oo oo oo o e e e e m oo oo S

| agtp-nmerchant-manifest | Wre-level nerchant | This docunent,
| identity docunent | Section 3.4

oo oo oo

Tabl e 7: AGIP Docunent Type Registrations
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Appendi x A, Changes from v00

Version 01 aligns the Merchant ldentity draft with base AGIP v05 and
adopts the Agent Genesis identity taxonony introduced in [AGIP-LOF .

Subst anti ve changes:

1. Base AGIP reference updated from draft-hood-i ndependent - agt p- 04
to draft-hood-i ndependent - agt p- 05.
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2. Merchant Trust Tier 1 now supports three equivalent verification
pat hs mat ching the base AGIP verification paths: dns-anchored
(RFC 8555 ACME chal | enge), | og-anchored (transparency | og
i nclusion per RFC 9162 with RFC 9943 SCITT recei pts), and hybrid
(DNS control conbined with bl ockchain address signature). The
vOO DNS-only Tier 1 requirenent is replaced by a multi-path
nmodel . Pat h-speci fic nerchant depl oynment profiles are
docunent ed, including DNS-footprint-1ess merchants, marketpl ace-
aggregated nerchants, and cross-jurisdictional commrerce
arrangemnents.

3. The business entity attestation requirenent is retained as an
additional Tier 1 requirenent for nerchants, reflecting the
el evated accountability needs of agentic conmerce. This
requirenent is independent of and additive to the verification
pat h.

4. "Merchant Birth Certificate" is renamed to "Merchant Cenesis,"
adopting the Agent Genesis taxonony introduced in [AGIP-LOG .
The origin record s schema document _type val ue changes from
merchant-birth-certificate to nmerchant-genesis. The cross-
reference field birth certificate_hash in the Merchant Manifest
Docurent is renamed genesi s_hash

5. Both the Merchant Cenesis and the Merchant Manifest Document now
carry a verification_path field declaring which of the three Tier
1 paths was used at registration time. Requesting agents *NAY*
apply path-specific verification logic during the PURCHASE
handshake.

6. Threat nodel updated: the Merchant ldentity Forgery mitigation is
rewritten to cover all three verification paths. Each path’s
attacker-resi stance properties are noted.

7. The org domain field remains present in the Merchant Genesis
schenma. For | og-anchored nmerchants operating wthout a DNS
presence, the field *MAY* be omtted or populated with a | og-
scoped identifier per the governance platform s conventions;
specification of non-DNS org_domain forms for nerchants is
deferred to a future revision.

Versi on 01 does not change the wire format of the PURCHASE handshake,
the Intent-Assertion header, the Cart-Di gest nechanism or the 455
status code semantics. Inplenmentations built against v0OO require
changes only in the registration and identity-verification paths, not
in the transaction flow.
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Appendi x B. Depl oynent Consi derations
B.1. GCovernance Pl atform Scope

A governance platformoperating an AGIP registry *MAY* extend its
registry to cover both agents and nmerchants, or it *MAY* operate
separate agent and nerchant registries under the sane governance
zone. The registry schema for merchants is structurally parallel to
the agent registry schema, reducing inplenmentation effort.

B.2. M\S Co-location

Mer chant Name Service functionality *MAY* be co-located with an

exi sting Agent Nane Service, particularly for governance zones where
the agent-to-nerchant ratio is low. In this case, the D SCOVER

met hod serves both result types through the result_type paraneter.
The sane access control, rate limting, and federation semantics

apply.
B.3. Paynment Network Integration Path

This specification is designed to be consumabl e by paynment networks
wi t hout requiring those networks to inplenment AGTP. The Intent
Assertion is a standal one JW verifiable with only the governance
platformis public key; the merchant identity attestation is a signed
JSON document verifiable with the same key. Payment networ ks wi shing
to extend protection or dispute handling to agent-initiated
transacti ons *MAY* consune these artifacts as inputs to their

exi sting authorization and di spute nessage fl ows wi t hout protocol -

| evel integration with AGIP itself.

The specific mapping of Intent Assertion clainms to paynent network
aut hori zati on nessage fields, and of Attribution-Record content to
di spute evidence formats, is expected to be defined bilaterally

bet ween governance platforns and individual paynent networks. Those
mappi ngs are out of scope for this docunent.
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