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Abst r act

Thi s docunent specifies the AGIP Transparency Log (AGIP-LOG: the
append-only audit 1og protocol that underpins the | og-anchored Trust
Tier 1 verification path defined in [AGIP] and provides the post-hoc
audit infrastructure for AGIP-based agent operations. AGIP-LOG
aligns with [ RFC9162] (Certificate Transparency 2.0) as the
verifiable data structure and i ssues COSE _Si gnl receipts per

[ RFC9943] (SCITT) for cross-ecosysteminteroperability. This
docunent al so establishes the AGIP Agent Identity Taxonony (Agent
Genesi s, Canonical Agent-ID, Agent Certificate) that [AGIP] vO07
normatively adopts. The |og protocol defined here covers entry
submi ssion, receipt retrieval, inclusion-proof retrieval,

consi stency-proof retrieval, and discovery via the log uri field of
the Agent Cenesis. Per-platformlogs are the default; the federation
model follows the SCITT cross-wi tnessing pattern. Wtness and
monitor role definitions, full federation procedures, and the fornal
entry-acceptance threat nodel are deferred to a future revision.

The audit properties AGIP-LOG provides are structural rather than
retrofitted. Statenents are signed by the governance platformthat
operates the log, not by the agent the statenments concern; an agent
cannot forge its own audit trail because it does not control the |og
operator’s signing key. This architectural separation distinguishes
AGTP-LOG audit infrastructure from approaches that |ayer audit data
nodel s onto general - purpose substrates where the audited party
participates in witing the audit trail.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

AGTP v07 recogni zes | og-anchored as one of three equival ent Trust
Tier 1 verification paths defined in [ AGTP-TRUST]. This docunent
specifies the | og protocol that path depends on. Earlier draft
material that referred to an inline AGIP Certificate Transparency Log
(AGTP-CTL) in [AGIP-CERT] is superseded by this document. The next
revision of [AGIP-CERT] will reference AGIP-LOG normatively rather
than define its own | og

AGTP-LOG i nherits the verifiable data structure of [RFC9162] and the
receipt format of [RFC9943]. This docunment does not redefine the
cryptographic prinmtives or the underlying append-only | og
construction; it specifies how an AGIP governance platform operates a
| og over those primtives, what kinds of statenents the |og accepts,
how verifiers discover the | og, and how AGIP-LOG recei pts are bound
to the Agent Identity Document.

The key requirements | anguage foll ows [ RFC2119] and [ RFC8174].
2. AGIP-LOG as Audit Infrastructure

AGTP-LOG is the audit infrastructure for AGIP-based agent operations.
Entries conmitted to the log constitute the post-hoc record of agent
identity events: creation, lifecycle transitions, and revocation
These records carry the structural properties that distinguish
protocol -l ayer audit from application-layer audit | ogging:

_Audited party cannot forge own trail._Statements are signed by the
governance platformthat issued the Agent Cenesis, not by the agent.
An agent does not control the | og operator’s signing key and
therefore cannot forge, alter, or omt its own audit records. This
is a structural property of the architecture, not a policy constraint
that requires enforcenent.
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_Audit records are append-only and tamnper-evident. The verifiable
data structure of [RFC9162] guarantees that conmitted statenents
cannot be retroactively altered w thout breaking the cryptographic
consistency of the log. A |log operator that publishes inconsistent
tree heads is detectable by nonitors observing the |og.

_Audit records carry cryptographi c provenance. _ Recei pts per

[ RFC9943] are independently verifiable: a party hol ding a Canonica
Agent -1 D and the correspondi ng recei pt can confirmthe audit record
exists in the log without trusting any single party’'s assertion that
it does.

_Audit records are bound to wire-level identity. The agtp-subject
field of every statenment is a Canonical Agent-I1D that ties the audit
record to the protocol -level identity used in every AGIP request.
The audit trail and the operational identity are the sane identity,
not separately naintai ned representations that nust be correl ated
after the fact.

2.1. Scope: Post-Hoc Audit

AGTP- LOG addresses post-hoc audit: the recording of what has
happened, after it has happened, in a formthat can be verified
later. This is the audit problemregul atory franeworks and
compl i ance systens typically address.

Pre-commitnent intent declaration — recordi ng what an agent decl ares
it is about to do, before action evaluation, with ordering guarantees
that prevent ex-post fabrication of intent — is a distinct concern

with different threat-nodel properties. AGIP-LOG does not address
pre-comm tnent intent declaration. The AGIP framework treats pre-
commitnent intent declaration as adjacent work; see Section 2.3.

2.2. Regul atory Context

Audit infrastructure for agent operations is increasingly subject to
regul atory requirenments. The EU Al Act Article 12 requires automatic
recordi ng of events for high-risk Al systenms with cryptographically
verifiable provenance. Simlar frameworks are energing in other
jurisdictions, and industry-specific regulations (financial services,
heal t hcare, aviation, governnent) add their own requirenents for
agent attribution and audit trails.

AGTP- LOG provi des the protocol -layer infrastructure these regul atory
frameworks require: tanper-evident records of agent identity events,
si gned by accountabl e governance platforns, verifiable by independent
third parties, bound to the wire-level identity used in agent
operations. AGTP-LOG does not itself inplement any specific
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regul atory framework; it provides the audit primitives that
compliance systenms built on AGIP can use to satisfy regulatory
requirenents.

2.3. Related Audit Wrk

3.

3.

Multiple parallel efforts in the agent infrastructure space address
adj acent audit concerns. AGIP-LOG positions explicitly relative to:

_Pre-commtment intent declaration: [IDP] defines intent declaration
conmitted to a tanper-evident |og before policy eval uati on executes.
The ordering guarantee (declaration < evaluation < execution) is
structurally different from AGITP-LOG s post-hoc recordi ng. AGIP-LOG
and pre-commitnent intent declaration are conplenentary: both can
operate agai nst the sane governance platform recording different
categori es of agent events.

_HTTP-based audit data nodels:_ Wbrk in progress in the | ETF (e.qg.

[ AUDI T- ARCH] ) proposes audit data nodels |ayered over HTTP and

exi sting token formats. AGIP-LOG s architectural commtnent is
different: audit is a structural property of the protocol substrate,
not a data nodel retrofitted onto a substrate that was not desi gned
for accountability. Both approaches nay coexist for the agent
traffic each substrate carries

_Transparency standards (SCI TT, RFC 9162):_ AGIP-LOG reuses these
verifiable data structures and receipt formats. AGIP-LOGis a
profil e and depl oynment pattern for SCI TT-aligned audit infrastructure
specific to AGIP agent identity events.

Ter mi nol ogy
1. AGTP Agent ldentity Taxonony

AGIP identity is conposed of three distinct elenents. This taxonony
was formalized concurrent with the vO7 revision of [AGIP] and is
normatively adopted throughout the AGIP draft famly.

Agent Genesis: The permanent, signed governance-| ayer docunent
produced at ACTIVATE tine that establishes an agent’s identity.
The Agent Genesis is the origin record fromwhich all other
identity artifacts derive. It is issued by the governance
platform signed with the governance platform s key, and archived
on revocation. An Agent Genesis is never reissued; the identity
it establishes is permanent for the life of the agent.

Canoni cal Agent-1D: A 256-bit cryptographi c hash of the Agent
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Genesi s, used as the agent’s identifier in all AGIP protocol
operations. The Canonical Agent-1D is the value carried in the
Agent -1 D header on every request, the key in the registry, and the
subj ect of transparency log entries. The Canonical Agent-IDis
derived fromthe Agent Genesis; it is not an independent val ue.

Agent Certificate: An optional X 509 v3 credential defined in
[ AGTP- CERT] that binds the Canonical Agent-1D to TLS mnutua
aut hentication for transport- layer verification and Q(1) scope
enforcenment at Scope-Enforcenment Points. Agent Certificates are
renewabl e and revocable, with a recommended 90-day validity
period. The Agent Certificate is a derived credential, not an
identity substrate; it references the Agent Genesis via the
activation-certificate-id extension.

The rel ationship anong these three el enents:

ACTI VATE (et hod cal l)
|

F——produces—— Agent Genesis (signed JSON docunent)

} L————hashed to produce—— Canonical Agent-ID

L————optionally, for Level 3 deployments—— Agent Certificate (X 509)
L————references———— Agent Genesi s

3.2. Log-Specific Term nol ogy

Log: An append-only, tanper-evident record of AGIP-LOG statements
operated by a governance platform The log inplenments the
verifiable data structure of [RFC9162] and issues SCITT receipts
per [ RFC9943].

Log Operator: The party that operates a log. 1In this revision the
| og operator is normatively the governance platformthat issued
the Agent Cenesis statements comritted to the log. Future
revisions *MAY* permit |og operation to be delegated to a separate
entity.

Statement: A single AGIP-LOG entry: a signed assertion by a |og
operator about an agent identity event. Each statenent has an
event type, subject, payload, issuer, and signhature. See
Section 6.

Recei pt: A CCSE_Signl envel ope per [RFC9943] issued by a | og agai nst
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a statement, attesting that the statenent has been conmitted to
the log. The receipt is the consunable proof for verifiers. See
Section 7.

I nclusion Proof: A cryptographic proof per [RFC9162] denonstrating
that a given statenment is present at a specific position in the
log's tree structure. Enbedded within a receipt or retrievable
i ndependently via the | og protocol

Consi stency Proof: A cryptographic proof per [RFC9162] denonstrating
that two signed tree heads at different sizes are consistent (the
smaller tree is a prefix of the larger). Used by nonitors to
detect split-view attacks

Signed Tree Head (STH): The |og operator’s signed assertion of the
current tree size and root hash per [RFC9162] Section 4. 10.

Wtness: A third party that countersigns the log's signed tree heads
to attest that it has observed the log in a consistent state. The
witness role is defined informally here and normatively specified
in a future revision; see Section 13.

Monitor: A party that polls the log’'s STHs and consi stency proofs to
detect split-view attacks or operator m sbehavior. The nonitor
role is defined informally here and normatively specified in a
future revision; see Section 13.

Verifier: A consuner of an AGIP-LOG receipt that confirns a given
Agent Genesis is conmitted to a log. Any party holding a
Canoni cal Agent-1D and a log_uri can act as a verifier
4. Log Scope
A log *MJUST* accept statenents for at |east the followi ng five AGIP-

LOG event types. The event type is recorded in the statenent
envel ope (see Section 6).
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| Event Type | Triggered | Subj ect |
| | By | |
[ sl e ety sty o}
| agent-genesis-issued | ACTI VATE | Canonical Agent-ID

| | nethod | derived fromthe |
| | conpletion | new Agent Cenesis |
o e e e e e e e o e e e e oo - Fom e e e e oo o +
| agent-genesis-revoked | REVCKE | Canonical Agent-ID

| | method | being retired |
| | conpletion | |
o e e e e e i eee oo n o e e oo o e e oo +
| agent-lifecycle-suspended | SUSPEND | Canonical Agent-ID

| | nethod | entering Suspended

| | conpletion | state |
oo e e e e e e i oo oo oo o e e e e oo o e e e e oo +
| agent-lifecycle-reinstated | REINSTATE | Canonical Agent-ID

| | nethod | returning to |
| | conpletion | Active state |
o e e e e e e e o e e e e oo - Fom e e e e oo o +
| agent-lifecycl e-deprecated | DEPRECATE | Canonical Agent-1D

| | method | entering |
| | conpletion | Deprecated state |
o e e e e e i eee oo n o e e oo o e e oo +

Table 1: AGIP-LOG Event Types

The above five event types formthe initial AGIP-LOG event-type
registry (see Section 12). Future event types *MAY* be registered as
new operational categories arise without requiring revision of this
docunent .

I mpl enent ati ons *MAY* | og additional event types beyond the above
five. Agent Certificate issuance and revocation events, defined in

[ AGTP- CERT], are explicit candi dates: a deploynment that operates both
AGTP-LOG and an Agent Certificate authority *MAY* |og certificate-
lifecycle events to the same |1 og. Whether a depl oynent | ogs
certificate events is a depl oynent decision; |logging themis *NOT*
required by this document. Wen |ogged, the event types *MJST* be
registered in the AGIP-LOG event-type registry; ad-hoc event-type
strings *MJUST NOT* be admitted.

Statenments *MJUST NOT* carry secret material. The Agent Genesis is
public by design; the Canonical Agent-ID is derived froma public

hash; lifecycle states are operational facts. A |log operator that
finds itself wanting to commt a secret to the log is msusing the
pr ot ocol
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5. Log Architecture
5.1. Per-PlatformLogs (Default)

Each AGIP governance platform *MJST* operate a log if it issues Agent
Genesis statenments with verification_path: |og-anchored. The
governance platformis the | og operator. Statements committed to the
|l og are signed by the governance platforms key as recorded in the
Agent Genesis issuer field.

A governance platformoperating a | og advertises the log’s URl in the
log uri field of every Agent Genesis it produces under the | og-
anchored path. See Section 9.

Per-platformlogs follow the SCITT issuer-local convention: each

i ssuer commts its own statenents to its own log, signed with its own
key, with receipts referencing that issuer’'s identity. This matches
typical deploynment patterns and ninim zes operational coupling

bet ween gover nance pl atforns.

5.2. Federation via Cross-Wtnessing

When a depl oynent requires that statenents from one governance

pl atform be verifiable by participants who do not inplicitly trust
that platforms |og operator, the platform*MAY* invite a witness to
countersign its signed tree heads. The wi tness adds a second
signature over the STH, attesting that the w tness has observed the
log in a consistent state at that tree size

The cross-w tnessing nodel preserves per-platform|og operation while
introducing third-party attestation. A verifier presented with an
Agent Genesis fromplatformA and the correspondi ng recei pt *MAY*
require the STH to be countersigned by a witness whose key the
verifier trusts before accepting the inclusion proof.

The witness protocol, wi tness selection, wtness key publication, and
the schenma of countersigned STHs are deferred to a future revision
per Section 13.

6. Entry Format
Every statement is a SCITT-al i gned signed envel ope per [RFC9943].
The envel ope is a COSE_Signl structure per [RFC9052] containing the
foll owi ng protected and unprotected header paraneters and payl oad.

The protected header *MJST* carry:
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Signing algorithm *MJST* be |
ES256 (-7), ES384 (-35), |
ES512 (-36), or EdDSA (-8). |

| kid | 4 | Key identifier of the |Iog |
| | | operator’s signing key
| | | (governance pl atform key). |

| cty | 3 | Content type. *MJST* be |
| | | application/agtp-Iog- |
| | | statenent+cbor. |

| agtp-event-type | TBD | One of the event-type strings |
| | | registered in the AGIP-LOG |
| | | event-type registry. |

| agtp-subj ect | TBD | Canonical Agent-1D, encoded |
| | | as a 32-byte CBOR byte |
| | | string. |
| agtp-issuer | TBD | URI of the governance |
| | | platformissuing this |
| | | statenent. |
| agtp-issued-at | TBD | Statenent issuance tine as an |
| | | RFC 3339 tinestanp. |
Tabl e 2: AGIP-LOG Statement Protected Header

The unprotected header *MAY* carry inplenentation-specific

paraneters; verifiers *MJST* ignore unprotected paraneters not

recogni zed.

The payl oad *MJST* be a CBOR-encoded map whose contents depend on the
event type:

For agent - genesi s-i ssued:
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"agent - genesi s": <bytes>, ; the canoni cal CBOR-encoded
; Agent Genesis docunent
; assigned by | og operator
; on entry conmit
; tree size before this entry

"l og-position": <uint>,

"previous-tree-size": <uint>

For agent-genesi s-revoked, agent-lifecycle-suspended, agent-
Iifecycle-reinstated, and agent-lifecycl e-deprecated:

I'ifecycle-event": <text>, ; matches event-type

reason": <text>, ; operator-supplied reason

previ ous-state": <text>, ; lifecycle state prior to event
new state": <text>, ; lifecycle state after event

| og- position": <uint>,

previ ous-tree-size": <uint>

The CBOR encodi ng *MJST* be deterministic per [RFC8949] Section 4.2
(Canonical CBOR). The signature is conputed over the COSE Signl
Sig structure per [RFC9052] Section 4. 4.

A statement is accepted into the log only after the | og operator has
verified:

1. The signature is valid against the |og operator’s published key.
2. The agtp-issuer URI matches the | og operator’s identity.
3. The agtp-subject is a well-formed 32-byte Canonical Agent-1D.

4. The agtp-event-type is registered in the AGIP-LOG event-type
registry

5. The payload structure confornms to the schema for the declared
event type.

6. For agent-genesis-issued, the hash of the enbedded Agent GCenesis
mat ches the agtp-subject byte for byte.

Statenments failing any of these checks *MJST NOT* be appended to the
log. The log operator *MJST* record the rejection in its operationa
| ogs but *MJST NOT* conmmt the rejected statement to the verifiable
tree.
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7

Recei pt For mat

A receipt is a COSE_Signl envel ope per [RFC9943] attesting that a
statenent has been committed to the log. Receipts are the consumabl e
proof for AGIP verifiers.

The receipt’s content type is application/scitt-receipt+cose per
[ RFC9943]. The receipt’s payload references the statement’s position
in the | og and enbeds an inclusion proof against a signed tree head.

The protected header *MJST* carry:

Si gning al gorithm |
same constraint as |
st at ement si gni ng. |

| kid | 4 | Key identifier of the
| | | log operator’s |
| | | signing key. |

| cty | 3 | Content type. *MJST*
| | | be application/scitt- |
| | | recei pt+cose. |

| verifiable-data-structure | TBD | *MJST* be |
| | | RFC9162_ SHA256 per |
| | | [RFC9162]. |

| agtp-statenment-position | TBD | The log position |
I I | (zero-indexed) of the
| | | committed statenment. |

| agtp-statenent-hash | TBD | SHA-256 hash of the |
| | | canonical CBOR- |
| | | encoded statement. |

| agtp-signed-tree-head | TBD | The STH the inclusion |

| | | proof attests |
| | | against. |

Tabl e 3: AGIP-LOG Recei pt Protected Header
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{

}

8.

8.

The payl oad *MJST* be a CBOR-encoded map carrying the inclusion
pr oof :

"tree-size": <uint>, ; STH tree size
"| eaf -i ndex": <uint>, ; position of statenent
"audit-path": [<bytes> <bytes> ...] ; Merkle audit path per RFC 9162

Recei pts *MJUST* be retrievable by any party that holds the Canonica
Agent-1D and the log uri. The receipt *MJST NOT* contain the
statenent itself; verifiers requiring the statement *MJST* retrieve
it separately. This separation keeps receipts small enough to enbed
in the Agent Genesis (log_inclusion_proof field) w thout bloating the
Agent ldentity Docunent.

The recei pt for an agent-genesis-issued event *MJST* be enbedded in
the Agent Cenesis’'s log_ inclusion proof field at the nonent the Agent
Genesis is finalized. The governance platformconmits the statenent
to the log, retrieves the resulting receipt, enbeds the receipt in
the Agent Cenesis, and only then signs the Agent CGenesis and conputes
the Canonical Agent-1D. This ordering ensures the Canonical Agent-1D
hashes a docunent containing its own inclusion proof.

Log Protocol

The | og operator exposes four operations to clients. Al operations
*MUST* be avail abl e over HTTPS at paths relative to the |og's base
URI (the log uri value advertised in the Agent Genesis).

| mpl enent ati ons *SHOULD* al so expose these operations over AGIP at
the sane | ogi cal paths once AGIP transport bindings are stable.

1. Submit Statenent
PCST {log uri}/statenents

Request body: a single COSE Signl statenent per Section 6. Content-
Type application/agtp-I| og-statenment +cose.

Response on success: HITP 201 with the resulting receipt per
Section 7. Content-Type application/scitt-receipt+cose.

Response on signature failure: HTTP 400 with body indicating which
validation step failed (signature, issuer match, subject format,
event type, payl oad schema, or genesis hash m smatch).
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Submi ssion is normatively restricted to the | og operator itself:
external parties *MJST NOT* be able to submit statenents directly.
The | og operator validates and signs internally, then conmts. This
preserves the log’s role as an attestation of the operator’s own
gover nance deci si ons.

8.2. Retrieve Receipt
GET {log_uri}/receipts/{statenment-hash}

Pat h paraneter: hex-encoded SHA-256 hash of the canonical CBOR
st at enent .

Response on success: HITP 200 with the recei pt per Section 7.
Response on miss: HITP 404 with body indicating whether the hash is
unknown to this log or refers to a statenent that has not yet been
conmi tt ed.

8.3. Retrieve Inclusion Proof
GET {log uri}/proofs/inclusion?l eaf-index={index}&tree-size={size}
Query paraneters:
* |eaf-index: the position of the statenent (zero-indexed)
* tree-size: the STH tree size against which the proof is conputed
Response on success: HITP 200 with a CBOR-encoded i nclusion proof per
[ RFC9162] Section 4.11. The proof is the audit path; the caller is
responsible for verifying it against the STH at the requested tree
si ze.
Thi s operation duplicates information already in receipts; it exists
for clients that hold a position and need a fresh proof against a
different STH than the one originally bound in the receipt.

8.4. Retrieve Consistency Proof

GET {log uri}/proofs/consistency?first-tree-size={n}&second-tree-

size={n}
Query paraneters:
* first-tree-size: the smaller tree size

* second-tree-size: the larger tree size
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Response on success: HITP 200 with a CBOR-encoded consi stency proof
per [ RFC9162] Section 4.12. The proof attests that the tree at size
nis aprefix of the tree at size m

Used by nonitors to detect split-view attacks. A nonitor that
observes two different signed tree heads fromthe sanme | og operator
at the sane tree size *MJST* treat that as evidence of operator

m sbehavi or.

8.5. Retrieve Signed Tree Head
GET {log uri}/sth

Response on success: HITP 200 with the current STH per [ RFC9162]
Section 4.10. The response is a CBOR-encoded structure carrying tree
size, root hash, tinestanp, and the | og operator’s signature over
those fields.

The STH is the anchor for all inclusion and consistency proofs issued
by the log. Verifiers *MJST* retrieve and cache the STH before
val i dati ng any proof.

9. Discovery

A verifier holding a Canonical Agent-1D |ocates the |og containing
the relevant inclusion proof via the log uri field of the Agent
Genesi s. This docunment proposes log uri as a new field to be added
to the Agent Identity Docunent schema defined in [ AGIP]; adoption of
the field is anticipated in a future revision of [AGIP], coordi nated
with the publication of this docunent.

The log uri field, once adopted, carries an absolute HITPS UR
pointing to the base of the log' s protocol surface. Al |og protoco
operations defined in this docunent are exposed at paths relative to
this URI.

A verifier that has retrieved an Agent Cenesis (whether via canonica
Agent -1 D resol ution per [AGIP], via the AGIP DI SCOVER net hod, or via
any ot her means) *MJST*:

1. Read the log uri field.

2. Validate that the URI uses the https:// schene.

3. Open a TLS connection to the | og endpoint.

4. Retrieve the STH, verify its signature agai nst the governance
pl atforni s published key.
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5. Retrieve the inclusion proof for the Agent Genesis (either by
parsing the enbedded | og_incl usi on_proof receipt or by requesting
a fresh proof fromthe |o0g).

6. Verify the inclusion proof against the STH

If the log_uri field is absent froman Agent Genesis whose
verification_path is | og-anchored, the Agent Genesis is *mal forned*
and the verifier *MJST* reject the agent identity.

If the log_uri is present but the log is unreachable at verification
time, the verifier *MAY* fall back to the cached incl usion proof
enbedded in the Agent Genesis’s log_inclusion_proof field if such a
cached proof exists and remains valid against the verifier’s |ast-
known good STH

Until the log uri field is adopted into [AGIP], inplenentations *MAY*
convey the log URI through other means: as an out-of-band
configuration value keyed on the governance platform s issuer URL, or
as a well-known location relative to issuer (e.g., {issuer}/log).
These nechani sns are depl oynent -specific and *MJST NOT* be relied on
for cross-platforminteroperability. The normative discovery
mechanismis the log_uri field once adopted.

A wel | -known URI di scovery nmechanism (e.g., /.well-known/agtp-log) is
not specified in this revision. AGIP v07 does not currently define
any wel |l -known URI conventions, and introducing one solely for AGIP-
LOG discovery is premature. Future revisions of AGIP-LOG * VAY*
define a well-known discovery path if the broader AGIP fanmily adopts
wel | - known URI conventi ons.

Integration with AGTP

The log_inclusion _proof field defined in the Agent ldentity Docunent
of [AGIP] vO07 references the inclusion proof produced by this log. A
verifier retrieves the proof, validates it against the |log' s signed
tree head, and confirns the Agent Genesis is conmitted to the | og.

The verification_path: |og-anchored val ue defined in [ AGTP- TRUST]
indicates that the agent’s Trust Tier 1 verification depends on a
| og-committed Agent Genesis. Verifiers consuming such an agent
*MUST* performthe inclusion-proof verification described in
Section 9 before granting Authority-Scope decisions on the agent’s
behal f.

The log uri field is proposed by this docunent as an addition to the
Agent ldentity Docunent defined in [AGTP]. |Its adoption is
anticipated in a future revision of [AGIP], coordinated with the
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11.

publication of this document. Until adoption, deploynments *MAY*
convey log location through the alternative mechani sms described in
Section 9.

Security Considerations
1. Audited Party Forgery

A common threat nodel for audit systens is the audited party forging,
altering, or omtting their own audit records. AGIP-LOG addresses
this structurally rather than through policy controls.

Statenments in AGTP-LOG are signed by the governance platformthat
operates the log, not by the agent the statements concern. The agent
does not control the |log operator’s signing key. An agent cannot:

* Forge a statenent attributing actions to a different agent
identity (statenents bind to agtp-subject and are signed by the
| og operator)

* QOmt an event fromits own audit trail (conmt decisions are made
by the | og operator, not by the agent)

* Alter a committed statenent after the fact (the verifiable data
structure of [RFC9162] prevents retroactive nodification w thout
breaki ng tree consi stency)

* Replace its audit history with a forged sequence (statenents are
identified by position in an append-only log; replacing history is
detectabl e by nonitors observing the |og)

The threat shifts to conmprom sing the governance platformitself
(Section 11.2) rather than conprom sing the agent. This is a higher
bar architecturally: the governance platform s signing key is a | ong-
lived infrastructure credential typically protected with hardware
security nodul es and key cerenoni es, while agent credentials may be
nmore nunerous and shorter-1lived.

This structural property distinguishes AGITP-LOG from audit approaches
where the audited party participates in witing the audit trail. In
application-layer audit |ogging on HTTP-based substrates, an agent or
its operator typically generates audit records about its own

behavi or; ensuring those records cannot be altered by the audited
party requires additional cryptographic machinery |ayered on top of
the substrate. In AGIP-LOG the separation is built into the
protocol architecture
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2. Log Operator Conprom se

The | og operator is also the issuer of statements in the AGIP-LOG
nmodel in this revision. A conprom sed |og operator coul d:

* Sign a fraudul ent Agent Genesis for an Agent-1D it does not
control, comt it to the log, and present the resulting receipt
as proof of a non-existent agent’s existence.

* Refuse to commit valid statenents, denying agents |egitimte Trust
Tier 1 standing.

* Backdate statements by manipulating its internal clock prior to
si gni ng.

* (Operate two parallel logs presenting different signed tree heads
to different verifiers (a split-view attack)

The first three threats are inherent to any single-issuer |og nodel
and are partially mtigated by the witness nechani sm(deferred to a
future revision) and by external monitors that detect inconsistency.
The split-view attack is specifically detectable via the consistency
proof operation: a nonitor that observes a second STH at the sane
tree size as a previously-observed STH fromthe sane operator *MJST*
treat the divergence as evidence of conpromni se

Depl oynments that require defense against | og operator conprom se
*SHOULD* require w tness countersignatures on STHs (when a future
revi sion specifies the witness protocol) and *SHOULD* subscribe to
i ndependent monitors that surface inconsistency evidence.

3. Wtness Coll usion

In a future revision incorporating w tnesses, two or nore w tnesses
colluding with a nalicious |og operator could countersign

i nconsistent STHs. This threat is structurally identical to |og
operator conpromi se fromthe verifier’'s perspective: the verifier
trusts the witness set, and a colluding witness set is no better than
a colluding operator. Mtigations are deferred to a future revision
along with the witness protocol itself.

4. Private Key Handling

The | og operator’s signing key is the root of all trust in AGIP-LOG
Qperators *MJUST* protect this key with controls appropriate to a

Il ong-lived signing identity: hardware security nodul es, key
cerenoni es for key generation and rotation, and docunented
operational procedures for key recovery.
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12.

Key rotation procedures and the binding of historical STHs to retired
keys are not specified in this revision;, see Section 13.

5. Statenent Privacy

Statenments in AGTP-LOG are public by design. The Agent Genesis
itself is published as the canonical identity record of an agent; the
lifecycle events that follow it are operational facts. AGIP-LOG s
not a confidential audit |og.

Qperators *MJST NOT* conmit statenents containing secrets,

operational credentials, or other sensitive material. The validation
gates in Section 6 are insufficient to filter privacy violations;
preventing privacy |leaks in statenent payloads is the operator’s
responsibility.

6. Replay and Statenent Substitution

A statenment signed by a valid | og operator and committed to a log is
durable: the | og operator cannot retroactively replace it without
breaki ng the consi stency property of the tree. However, duplicate
submi ssions of the sane |ogical statement at different positions are
not prevented by the protocol; the | og operator *SHOULD* deduplicate
statements before commit, using the canonical CBOR encoding as the
dedupl i cation key.

7. Threat Mdel Reference

The full Trust Tier 1 threat nodel is specified in [AGTP] Section 7
and [ AGTP-TRUST]. AGIP-LOG is one of three equivalent verification
pat hs; the threat nodel considers attacks against the | og-anchored

path within the broader context of dns-anchored and hybrid

al ternatives

Future Regi stry Consi derations

The AGIP family includes several constructs (status codes, header
fields, identity docunent fields, nethod names, nedia types) whose

Il ong-term stewardship will require coordi nated managenent once the
ecosystem matures. Several of these constructs are AGIP-specific and
have no current hone in existing standards-body registries. The
appropriate venue for AGIP registry stewardship — |1 ANA, an AGIP
governance forum a foundation, or some conbination — is an open
question for the broader AGIP famly and is not decided in this
docunent .
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This section enunerates the registry-shaped artifacts AGIP-LOG
defines, so that whichever stewardship nodel the AGIP famly

eventual |y adopts has a clear inventory of what AGIP-LOG contri butes.
No commitnent to any specific registry venue is nade by this
docunent .

1. AGIP-LOG Event Types

The five event types defined in this revision forman extensible
event-type set:

| Event Type | Reference |
| agent-genesis-issued | This document, Section 4 |
oo e e e e e e i oo oo oo o e m e e e e e oo +
| agent-genesis-revoked | This document, Section 4 |
o e e e e e i eee oo n o e e e e e e e e oo s +
| agent-lifecycle-suspended | This docunment, Section 4 |
o e e e e e e e o e e e e e e oo o +
| agent-lifecycle-reinstated | This docunment, Section 4 |
oo e e e e e e i oo oo oo o e m e e e e e oo +
| agent-lifecycle-deprecated | This docunent, Section 4 |
o e e e e e i eee oo n o e e e e e e e e oo s +

Tabl e 4: AGIP-LOG Event Types Registry

New event types *MJUST* be defined in a published specification that
describes the triggering condition, subject, payload schema, and the
validation rules a | og operator applies before commit. |nplenenters
i ntroduci ng event types prior to a formal registry process *SHOULD*
prefix experimental types with x- to avoid namespace collisions with
future registered types.

2. Media Types

Thi s docunent defines two nmedia types for AGIP-LOG nessage
serialization:

appl i cation/ agt p-1 og-statenent +cose AGIP-LOG statenent envel ope
(CCSE_Si gnl per [RFC9052]).

appl i cation/ agt p-| og- st at ement +cbor  AGTP- LOG st at enent payl oad
(CBOR, determnistic encoding per [ RFC8949] Section 4.2). Used as
the payl oad of the COSE_Si gnl envel ope.

The SCITT receipt nedia type application/scitt-receipt+cose is
defined in [ RFC9943] and reused without redefinition.
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3. COSE Header Paraneters

The foll owi ng protected-header paraneter nanes are introduced by this
docunent. CBOR | abel assignments are not made by this docunent;

i npl ementations prior to a formal registry process *SHOULD* use
string-formlabels in the protected header rather than nuneric

| abel s, and *MJST* docunent their string-to-nuneric mapping for
downstream t ool i ng.

[§ s s s e
| Parameter Nane | Use |
| agtp-event-type | Event type string for the |
| | AGTP-LOG st at enent. |
o e e e e e o e e e e e e e e e e aa o - +
| agtp-subject | Canonical Agent-1D (32 bytes) |
| | the statement concerns. |
o e e e e e e eie oo n o m e e e e e e aaao o +
| agtp-issuer | Governance platform URI |
| | signing the statenent. |
o e e e e e o e e e e e e e e e e aa o - +
| agtp-issued-at | Issuance timestanp per RFC |
| | 3339. |
o e e e e e e eie oo n o m e e e e e e aaao o +
| verifiable-data-structure | Receipt paraneter; *MJST* be |
| | RFC9162_SHA256. |
o e e e e e o e e e e e e e e e e aa o - +
| agtp-statenent-position | Log position of the statenent |
| | the receipt covers. |
o e e e e e e eie oo n o m e e e e e e aaao o +
| agtp-statenent-hash | SHA-256 of the canonical |
| | statement encodi ng. |
o e e e e e o e e e e e e e e e e aa o - +
| agtp-signed-tree-head | The STH the receipt attests |
| | agai nst. |
o e e e e e e eie oo n o m e e e e e e aaao o +

Tabl e 5: AGIP-LOG Protected Header Paraneter Names
4. ldentity Docunment Field

The log uri field defined in Section 9 is proposed as an addition to
the Agent ldentity Docunent defined in [AGIP]. |Its adoption is
anticipated in a future revision of [AGIP] and will be reflected in
whi chever fi el d- managenment nechani smthe AGIP fam |y adopts for the
Agent ldentity Docunent schena.
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Open ltens

The following itens are explicitly out of scope for this revision and
are anticipated in future revisions:

*

Hood

*Wtness protocol.* Wtness selection, key publication,
count ersi gned STH schema, witness inclusion in receipts, and the
failure nodes when w tness signatures are inconsistent.

*Monitor role.* Formal nonitor specification: polling cadence,
consi stency-proof retention, split-view reporting protocol, and
nmoni tor di scoverability.

*Federati on across governance platforns.* Cross-platform agent
identity resolution when nultiple governance platforms operate

i ndependent | ogs and an agent originates fromone but is invoked
via another. This revision assunes per-platformisolation

*Key rotation.* Procedures for rotating the | og operator’s signing
key, binding historical STHs to retired keys, and ensuring ol der
inclusion proofs remain verifiable across key rotations.

*Log operator del egation.* Wether and how a governance platform
may del egate | og operation to a separate entity while preserving
the issuer-equal s-operator property.

*St at enent deduplication.* A normative deduplication al gorithm
that is robust to byte-level variations in CBOR encoding (the
protocol currently relies on deternministic encoding to nake this
tractabl e).

*Di scovery via well-known URI.* Specification of a well-known
di scovery endpoi nt per [RFC8615] once the broader AGIP famly
adopts wel | -known URI conventi ons.

*CBOR | abel assignnments for AGIP-LOG header paraneters.* The table
in Section 12 marks these as TBD pendi ng the outconme of AGIP
famly registry stewardship decisions. Until numeric |abels are
assigned, inplementations *SHOULD* use the string-form paraneter
nanes and docurent their string-to-nuneric mapping for downstream
t ool i ng.

*Regi stry stewardship venue.* Wether AGIP-LOG registries (event
types, nedia types, header paraneters, identity docunent fields)
are stewarded through | ANA, an AGITP governance forum or another
mechani smis an open question for the AGIP famly. This docunent
enunerates the registry-shaped artifacts it contributes wi thout
committing to a venue.
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14. Contributors

Feedback from Scott Courtney (GoDaddy / ANS) on SCITT alignment and
producti on depl oynent considerations inforned this draft. The event-
type registry structure follows the SCITT phil osophy of determnistic
CBOR st atenent envel opes with externally-nmanaged event-type nanes,

all owi ng the AGTP ecosystemto add new event categories w thout spec
revi sions.
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