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Abst r act

Thi s docunment specifies the AGIP identifier chain: a |ayered nodel of
identifiers that together produce a tanper-evident chain of custody
across every action an AGIP agent takes. The chain is composed of
identifiers already established in the AGIP draft famly (Agent-I1D
Owmner-1D, Session-1D, Task-1D, and the Attribution-Record envel ope of
base AGIP) together with a snall set of additional identifiers

i ntroduced by this docunent (Request-1D, Response-1D, Action-ID,

Eval uation-1D, Decision-1D, Audit-1D). The Audit-IDis the

crypt ographi ¢ hash of an extended Attribution-Record and provides the
per-agent hash chain that |inks every action an agent takes back to
its Agent Genesis. This docunent defines the identifiers, how they
extend the existing Attribution-Record envel ope, the construction of
the hash chain, and the verification procedure by which a regul ator,
auditor, or counterparty reconstructs the chain end to end. The
identifier chain is the regul atory backbone of AGIP. Wthout it, the
protocol can record that something happened but cannot prove who
caused it, what authorized it, or what was decided.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Novenber 2026
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I ntroduction
1. The Accountability Gap

An agent that takes an action without a chain of custody is an
anonynous actor. Existing transport protocols (HTTP, gRPC, nessage
queues) record that a request occurred, that an action foll owed, and
that a log entry was witten, but they cannot prove that the specific
agent that issued the request was the specific agent that took the
action, that the action was authorized by a specific governance
decision, or that the log entry was the original record rather than a
reconstruction.

The accountability gap matters in three settings:
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* Regul atory exam nation under frameworks such as the EU Al Act
[ EU- Al - ACT], which requires that high-risk Al systens maintain
records sufficient to reconstruct the decision-maki ng process.

* Commercial dispute resolution, where a counterparty asserts that
an agent took an action and the operator denies the binding.

* Incident response, where the operator needs to identify which
agent acted, which human is accountable, and what the governance
system deci ded at the nonment of action.

AGTP cl oses the gap by treating the identifier chain as a first-class
protocol primtive rather than as application-|evel netadata.

1.2. A Layered Mddel Over Existing Primtives

The identifiers defined by this docunent are not new inventions. The
AGTP draft fam |y already provides nost of them Agent-1D is defined
in [AGIP] and derived fromthe Agent Genesis per [AGIP-LOG. Owmner-
ID resolves to the principal recorded in the Agent CGenesis. Session-
IDis defined in [AGIP] and given session senmantics by
[AGTP-SESSION]. Task-1D is defined in [ AGTP] for workflow
correlation. The Attribution-Record envel ope is defined in [ AGIP]
and already carries server identity, tinmestanp, request hash, and
response status as a JWs-signed attestation on every response.

VWhat this docunent adds is the connective | ayer

* A snmall set of additional identifiers (Request-ID, Response-ID
Action-1D, Evaluation-1D, Decision-1D) that extend the
Attribution-Record envel ope to record the per-interaction and
gover nance- eval uati on events that base AGIP does not yet capture
by thensel ves.

* The Audit-1D, defined as the cryptographic hash of the canonica
extended Attribution-Record. The Audit-IDis the identifier of
the audit record itself.

* The per-agent hash chain. Each Attribution-Record an agent enits
carries the Audit-1D of the agent’s i medi ately preceding
Attribution-Record. The chain is the agent’s accountability
trail

Thi s docunent does not introduce a new transparency |og. The
identity-lifecycle transparency |og defined in [AGIP-LOG records
Agent Genesis issuance and |ifecycle events; this docunment operates
agai nst the per-response Attribution-Record envel ope of [AGIP]. The
two are conpl enentary records of different concerns.
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1.3. ldentifier Layers

The identifier chain is organized into four layers, plus the Audit-1D
that anchors them

* *Persistent identifiers* are established at agent provisioning and
remain stable for the agent’s operational lifetime: Agent-1D and
Omner-1D

* *Context identifiers* group multiple interactions under a shared
operational context: Session-ID and Task-1D.

* *Per-interaction identifiers* are mnted at the nonent of each
interaction and bind the request, the response, and the action
taken: Request-1D, Response-1D, and Action-ID.

*  *CGovernance identifiers* record the evaluation that authorized the
action and the specific verdict produced: Evaluation-ID and
Deci si on-1D.

The Audit-ID is the chain anchor that binds all of the above into a
single verifiable artifact at each action

The layer nodel is logical: it describes the role each identifier
plays in the accountability chain. The cryptographic binding that
makes the chain tanper-evident is established inside the extended
Attribution-Record JW5 where every identifier present is signed
together with the agent’s preceding Audit-ID. An identifier that
appears in an Attribution-Record but cannot be linked to the records
it clains to depend on (an Action-1D without its Evaluation-1D and
Deci sion-1D, an Audit-1D whose previous_audit_id references no known
predecessor) is a chain break and SHALL be treated as evi dence of
forgery or om ssion.

1.4. Relationship to the AGIP Draft Famly

Thi s docunent is the connective specification across the AGIP draft
famly. It does not replace any existing draft.

* [ AGIP] provides the Attribution-Record envel ope, the Agent-1D,
Session-1D, and Task-1D headers, and the nanifest signing
infrastructure on which Attribution-Records are signed.

* [ AGTP- TRUST] popul ates the Evaluation-1D record with the trust
tier, verification path, trust score, and dinmensional scoring
defined there. Trust scoring is one set of dinensions within a
gover nance eval uati on.
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1.

5

* [AGIP-LOG records identity-lifecycle events (Agent Genesis

i ssuance, revocation, suspension, reinstatenent, deprecation).
Audit-1Ds link to identity-lifecycle events when an agent’s
identity state changes, but Audit-1Ds thenselves are not conmitted
to the AGTP-LOG transparency | og.

* [ AGIP-CERT] carries the Agent-1D in the subject-agent-id X 509 v3

extension. The Agent Certificate’ s TLS binding nakes the wire
identity verifiable at the transport |ayer

* [ AGTP- MERCHANT] al ready specifies that the Attribution-Record on a
PURCHASE response carries nerchant _id, nerchant _fingerprint, and
intent_assertion_jti fields. This docunent specifies how those
mer chant - specific fields coexist with the identifier chain fields
in the sane extended Attribution-Record.

* [ AGTP- SESSI ON] i ntroduces ESTABLI SH semantics for Session-ID
This docunent treats Session-ID as a context identifier within the
chain.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy
Thi s docunent uses the follow ng terns.

Identifier Chain: The ordered set of identifiers defined by this
docunent (Agent-ID, Oamer-I1D, Session-ID, Task-ID, Request-ID,
Response-1 D, Evaluation-1D, Action-1D, Decision-I1D, Audit-1D) that
toget her constitute a verifiable record of an agent action

Persistent ldentifier: An identifier whose value is established at
agent provisioning and remains stable for the agent’s operationa
lifetime. Agent-ID and Ower-ID are persistent identifiers.

Context ldentifier: An identifier that groups multiple per-
interaction events under a shared operational context. Session-ID
and Task-1D are context identifiers.

Per-Interaction ldentifier: An identifier mnted at the nonent of a
specific interaction. Request-1D, Response-I1D, and Action-ID are
per-interaction identifiers.
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CGovernance ldentifier: An identifier mnted by a governance
eval uation. Evaluation-ID and Decision-ID are governance
identifiers.

Audit-1D:  The cryptographic hash of the canonical extended
Attribution-Record, conmputed as specified in Section 8.3. The
Audit-1Dis the identifier of a single audit record and the chain
anchor that links the record to the predecessor record in the
agent’ s hash chai n.

Ext ended Attribution-Record: The base AGIP Attribution-Record JW5
envel ope, augnmented with the identifier-chain fields specified by
this docunent. The extension is additive; existing Attribution-
Record consumers remain conformant.

Chain Link: A cryptographic binding between two identifiers such
that the successor identifier conmts to the predecessor
identifier. Achain link is established by including the
predecessor identifier in the canonical input over which the
successor identifier is conmputed or signed.

Chain Break: A condition in which an identifier in the chain cannot
be linked to its predecessor. A chain break voids the audit val ue
of the record and SHALL be treated as evidence of forgery or
om ssi on.

3. ldentifier Stack Overview
The identifier chain is layered. Each identifier captures

accountability for the nonent it represents. The diagram bel ow shows
the rel ati onshi p.
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Agen‘t Genesi s (signed docunent, per AGIP-LOG

L ——hash—— ‘Agent—l D (persistent, wire header)
L——recorded in Genesis—— Owner-1D (persistent)
per session (AGIP- SESSI ON) :
v

Session-1D (context, wre header)
per task (AGIP):

Task-1D (context, wre header)

per interaction:

v
Request-1D (mnted by caller, wre header)
-——response—— R"esponse-l D (w re header)
v
Eval uati‘on—l D (governance event)
L——verdict—— Decision-1D
|
v
fffffffffffff acti onfff‘fffffffff Action-1D
v

Al of the above, plus the previous
Audit-1D for this agent, are signed
together as the Extended Attribution-Record:

L——hash—— Audit-1D

L——wire header
and chain |ink

The chain reads top to bottom Agent-1D is the foundational
identifier fromwhich the accountability chain originates. The
Audit-1D is the per-action hash that closes the chain and links to
the agent’s previous action.

4, Persistent ldentifiers
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4.1. Agent-1D

Agent-1D is the foundational identifier of the chain. It is the
256-bit cryptographic hash of the agent’s Agent Genesis docunment, as
defined by the Agent ldentity Taxonony in [AGIP-LOF. Agent-IDis
permanent for the operational lifetine of the agent; revocation
produces a revoked state in the registry but does not retire or
reissue the identifier.

Agent -1 D MUST be:

* Derived fromthe Agent CGenesis via the procedure specified in
[ AGTP-LOG : agent _id = sha256(canoni cal _j son(agent_genesis)).

* Rendered on the wire as 64 | owercase hexadeci mal characters.

* Carried in the Agent-I1D request header on every AGIP request, per
[ AGTP]. Responses carry the responding agent’s identity in the
Server-1D header rather than echoing the requester’s Agent-1D

* Resolvable to an Agent ldentity Document by any AGIP-aware
i nfrastructure conponent, via the resolution nechanics specified
in [AGTP].

Agent-1D identifies who the actor is throughout the agent’s
operational lifetime. Every subsequent identifier in the chain |inks
back to Agent-ID. An action whose Agent-I1D cannot be resolved is an
anonynous action and SHALL be refused by AGIP-aware infrastructure.

4. 2. Omer-1D

Omer-IDis the identifier of the human or organi zational principa
accountable for the agent. Owner-ID is bound to Agent-ID at

provi sioning and recorded in the Agent Genesis docunent. The binding
is asserted by the governance platformthat issued the Agent Cenesis
and is verifiable through the signature on the Genesis document.

Owner -1 D MIST be:
* Present in the Agent Genesis docunent as the owner_id field.

* Carried in the Ower-1D request header on every AGIP request,
al ongsi de the Agent-1D header

* Resolvable to an Omer ldentity Docunment that records the |ega
identity of the principal (a natural person, a registered
organi zation, or a legal entity recognized by the governance
platform s jurisdiction).
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* Stable for the operational lifetime of the agent. Owmnership
transfer requires reissuance of the Agent Genesis and produces a
new Agent-1D

Omner-1 D MAY use any identifier schene the governance platform
recogni zes: a national identity nunber where lawful, a registered
organi zation nunber, a DID, or a platformissued identifier. The
identifier schenme MJUST be declared in the Owmer Identity Docunent
under the id_schene field.

An Agent-1D wi thout a resolvable Ower-I1D | acks an accountability
term nus and SHALL be treated as a Tier 3 (Experinmental) agent per
[ AGTP- TRUST], regardless of any other trust signals it carries.

4.3. Wiy Both ldentifiers Are Required

5

5.

Agent -1 D answers the question "what acted." Owner-1D answers the
question "who is responsible.” A regulatory exani nation that asks
"who is liable for this action" requires both. An incident response
that asks "which human do we contact" requires Omer-ID. A
counterparty that asks "is this agent who it clainms to be" requires
Agent - | D.

The two identifiers MJUST appear together on every request. A request
carrying Agent-1D without Ower-IDis a nmal forned AGTP request and
SHALL be refused with status 400 Bad Request.

Context ldentifiers
1. Session-ID

Session-1D identifies a | ogical context shared between two or nore
AGTP participants under which multiple nmethod invocations are
correlated. Session-IDis defined as a request header by [AGIP] and
gi ven establishment senantics by [ AGTP- SESSI QV .

For the purposes of the identifier chain:

* Session-1D MAY be absent. Many agent interactions are single-
met hod exchanges that have no sessi on context.

* When present, Session-ID MJST be carried on every request and
response within the session, per [AGIP-SESSI QY .

* Session-1D MIST be included in the extended Attribution-Record
when present on the request that triggered the response.
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5.

6

6

A session collects nultiple Request-1D, Response-1D, and Action-1D
triples under one operational context. The session is not itself an
action; it is the context within which actions occur.

2. Task-1D

Task-ID identifies a specific task or operation that spans multiple

requests, typically within a workfl ow that involves multiple agents

or services. Task-ID is defined as a request and response header by
[ AGTP] .

For the purposes of the identifier chain:

* Task-1D MAY be absent. Many actions are not part of a nulti-
request task.

* \Wen present, Task-1D MJIST be carried on every request and
response that participates in the task, per [AGIP].

* Task-1D MJST be included in the extended Attribution-Record when
present on the request that triggered the response.

Task-1D and Session-1D are independent. A long session nmay contain
multiple discrete tasks. A single task may span nultiple sessions if
the workflow requires it. The two identifiers MAY both be present on
the sane request.

Per-Interaction ldentifiers

1. Request-ID

Request-1D captures the initiation of a specific interaction. Wen

an agent issues a request to a tool, an APlI, another agent, or a

service, the caller MIUST mnt a Request-ID and include it on the

out bound request.

Request -1 D MJUST be:

* A UU Dv7 per [RFC9562] or a ULID rendered as 26 base32 characters,
selected at the caller’s discretion. Both schenes provide
nmonot oni ¢ ordering and high collision resistance.

* Mnted by the calling agent, not by the server. Server-ninted
identifiers break the causal chain because the caller cannot prove
it issued the request before the server received it.

* Carried in the Request-ID request header

Hood Expi res 22 Novenber 2026 [ Page 11]



I nternet-Draft AGTP- | DENTI FI ERS May 2026

* Unique within the caller’s identifier space for the lifetine of
the calling agent. Collisions across agents are tolerated,;
collisions within an agent’s own request space are a conformance
failure.

The Request-1D enables tracing an action back to its origin. An

audit trail that records an action but cannot identify the request

that initiated it cannot survive exam nation. Wthout Request-ID,

the record shows that sonething happened but not what initiated it.

6.2. Response-1D

Response-1D links the response to the request that generated it. The

respondi ng agent MUST mint a Response-ID and include it on the

out bound response.

Response-|1 D MJUST be:

* A UUDv7 or ULID, with the sane construction rules as Request-1D

* Mnted by the respondi ng agent.

* Carried in the Response-ID response header

* Paired with the correspondi ng Request-1D by echoing the request’s
Request -1 D header on the response, follow ng the sanme echo
convention [ AGTP] uses for Task-1D. The respondi ng agent SHOULD
echo Request-1D unchanged in the response.

Wt hout Response-I1D, the audit trail can show that a request was nade

and that an action followed, but cannot prove that the specific

response to the specific request was what drove the action. The

I i nkage between what the agent received and what it did next requires

both identifiers to be present.

6.3. Action-I1D

Action-1D captures the specific action taken. An agent may take

multiple actions within a session or task; each action MJST have its

own Action-ID to be separately traceabl e.

Action-1D MJST be:

* Mnted by the agent at the monent of action

* A UUDv7 or ULID, with the sane construction rules as Request-ID.
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* Carried as the action_id field in the extended Attribution-Record.
Action-1D MAY al so be carried on the wire as the Action-1D
response header for client convenience.

* Co-located with the Request-ID that initiated the action and the
Response-I1D that infornmed it inside the same extended Attribution-
Record JWS. The JW5 signature binds all three identifiers
together as a single signed unit.

Action-1D MJUST be present in the extended Attribution-Record for any
met hod t hat produces state change, including (but not limted to)
EXECUTE, DELEGATE, ESCALATE, CONFIRM SUSPEND, PURCHASE, and the
identity-lifecycle methods that trigger AGIP-LOG events (ACTI VATE,
REVCKE, REI NSTATE, DEPRECATE per [AGIP-LOG ). Action-I1D MAY be
absent for cognitive methods (QUERY, DI SCOVER, DESCRI BE, SUMVARI ZE,
PLAN, PROPOSE) that return information without recording an action in
the accountability sense; the Attribution-Record is still enmtted but
the action_id field is onmitted.

7. Governance ldentifiers

7.1. Evaluation-1D
Evaluation-1D is the identifier for the governance eval uati on applied
before an action proceeded. This is the record of the evaluation
event, distinct fromthe verdict that the evaluation produced.

Eval uati on-1 D MUST be:

* Mnted by the governance system at the nonment the eval uation
begi ns.

* A UU Dv7 or ULID.

* Carried as the evaluation_id field in the extended Attribution-
Record.

* Resolvable to an Eval uation Record per Section 7.1.1 that captures
the i nputs eval uated, the dinmensional scores conputed, the
confidence level, and the verdict produced.

7.1.1. Evaluation Record

The Eval uation Record is held by the governance platformthat
performed the evaluation. The Evaluation Record SHALL contai n:

* evaluation_id (this identifier).
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* agent_id (the agent being eval uated).

* owner_id (the owner accountable for the agent).

* request _id (the request that triggered the eval uation).

* contract_id (the identifier of the governance contract or policy
in effect at the time of evaluation; the contract schene is

operator-defined and tracked as an Open Itemin this revision).

* inputs (a canonical representation of the inputs evaluated, with
Pl I redacted per the governance platfornis policy).

* dimension_scores (a map of di nension nanes to scores, per
[ AGTP- TRUST] ) .

* confidence (a scalar in the range 0.0 to 1.0 expressing the
evaluator’s confidence in its dinmensional neasurenents).

* timestanp_start (RFC 3339 tinmestanp of evaluation initiation).

* tinmestanp_end (RFC 3339 tinmestanp of eval uation conpletion).

The Eval uation Record is signed by the governance platfornms key and
stored in the governance platfornmis evaluation store. The
Attribution-Record references the Evaluati on Record by evaluation_id;

the full Evaluation Record is retrievable out-of-band via the
governance platfornms eval uation | ookup endpoint.

An audit trail w thout Evaluation-IDs records what happened but
cannot prove that a governance eval uati on occurred. Under the EU A
Act and simlar reginmes, the absence of an Evaluation-1D for a high-
risk action is itself a conpliance failure.

7.2. Decision-1D
Deci si on-1D captures the governance verdict specifically. The
Eval uation-1D covers the full evaluation process; the Decision-1Dis
the out put of that process.
Deci si on-1 D MJST be:

* Mnted by the governance systemat the monent the verdict is
pr oduced.

* A U Dv7 or ULID

Hood Expi res 22 Novenber 2026 [ Page 14]



I nternet-Draft AGTP- | DENTI FI ERS May 2026

7

7

* Carried as the decision_id field in the extended Attri bution-
Recor d.

* Linked to the Evaluation-1D that produced it via the evaluation_id
field in the Decision Record.

2.1. Decision Record

The Deci sion Record is held by the governance platformthat produced
the verdict. The Decision Record SHALL contain:

* decision_id (this identifier).
* evaluation_id (the evaluation that produced this decision).
* verdict (one of permt, deny, permt-wth-conditions, defer).

* reasoning (a structured record of the reasoning that produced the
verdict, in a format the governance pl atform defines).

* conditions (when verdict is permt-with-conditions, the conditions
under which the permt applies).

* timestanp (RFC 3339 tinestanp of verdict issuance).

* wvalid_until (RFC 3339 tinestanp after which the decision MIST be
re-eval uated; absent for one-shot decisions).

The Deci sion Record is signed by the governance platforms key and
stored in the governance platform s decision store. As with

Eval uati on Records, the Attribution-Record references the Decision
Record by decision_id; the full record is retrievabl e out-of -band.

The Decision-1D is what makes the verdict independently auditable. A
regul ator or attorney requesting the governance decision for a
specific action MJST be able to retrieve the Decision-1D and read the
full reasoning record that produced it.

2.2. Separation of Evaluation and Deci sion

Eval uation-1D and Decision-1D are separate identifiers because the
two concepts are auditable separately. A regulator may ask "show ne
the inputs to the evaluation" (Evaluation Record) or "show ne the
verdi ct and the reasoni ng" (Decision Record). The governance

pl at f orm MAY produce multiple Decision Records froma single

Eval uation Record (for exanple, when a deferred decision is |ater
resol ved); each Decision Record references the sane Eval uation-1D via
the evaluation_id field.
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8.

8.

8.

Audit ldentifier and the Attri bution-Record Chain

1. Audit-1D

2.

Audit-1D is the cryptographic hash of the canonical extended
Attribution-Record. It is the identifier of a single audit record
and the chain anchor that links the record to the agent’s preceding
audit record.

Audit-1 D MJST be:
* A 256-bit value rendered as 64 | owercase hexadeci mal characters.

* Conputed as the SHA-256 hash of the canonical extended
Attribution-Record JW5, per Section 8. 3.

* Carried on the wire as the Audit-1D response header on every
response that carries an Attribution-Record.

* Included as the previous_audit_id field in the agent’s next
emtted Attribution-Record, conpleting the chain |ink.

Extension to the Base Attri bution-Record

The base Attribution-Record envel ope defined by [AGIP] is a JWs

signed token carrying server identity, response timestanp, request
hash, and response status. This document extends the Attribution-
Record payload with the identifier-chain fields. The extension is
additive: existing Attribution-Record consuners remai n confornant,
and the JWS signature continues to cover the full extended payl oad.

The extended Attribution-Record payl oad contains the follow ng
identifier-chain fields:

[ ety Ly el et o}
| Field | Type | Required | Description |
| agent _id | string | *MJST* | Acting agent’s |
| | | | 64-hex Agent-ID |
o e e e e e oo oo S SRR S o e e e e m oo oo +
| owner _id | string | *MJST* | Oaner identifier |
I | | | per Section 4.2 |
domemmemeeeemeaeeaaas Fommmaa - I T +
| session_id | string | conditional | Present when the |
| | | | request carried |
| | | | Session-1D |
R S I . +
| task_ id | string | conditional | Present when the |
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| | | | request carried |
| | | | Task-I1D |

| Request-ID of |
| the request |
| being responded |
| to I

| response_id | string | *MJST* | Response-1D of |
| | | | this response |

| action_id | string | conditional | Present for |
| | | | action-recording |
| | | | net hods |

| Present when |
| governance |
| eval uation |
| occurred |

| Present when |
| governance |
| decision was |
| rendered |

| The agent’s |
| preceding Audit- |
| ID, or 64 zeros |
| for the first |
| record |

| audit_record_version | string | *MJST* | This document’s |
| | | | version: "1" |
Table 1. Identifier-Chain Fields in the Extended Attri bution-Record
These fields coexist with merchant-specific fields specified by

[ AGTP- MERCHANT] (rnerchant _id, merchant _fingerprint,

intent _assertion jti), with the base Attribution-Record fields from
[ AGTP], and with any other conpani on-draft extensions to the

Attribution-Record payl oad.

8.3. Audit-1D Construction

The Audit-1D is conputed as follows:
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1. The respondi ng agent assenbl es the extended Attribution-Record
payl oad as a JSON obj ect containing the base AGIP fields, the
identifier-chain fields from Table 1, and any other conpani on-
draft extensions applicable to the response.

2. The payload is signed using the respondi ng agent’s manifest
signing key per [AGIP]. The result is the JW5 that the
Attribution-Record response header carries.

3. The Audit-IDis conputed as audit _id =
sha256(j ws_conpact _serialization), where
jws_conpact _serialization is the full JW5 conpact form
(header. payl oad. si gnature, base64url -encoded per [RFC7515]).

4. The responding agent stores the Audit-IDin its |local audit
store, indexed by agent id and ordered by emi ssion tine. The
same Audit-ID becones the previous audit_id value in the agent’s
next emitted Attribution-Record.

The hash covers the full signed JW5 not the JSON payload. This
ensures that any nodification of the signature, the protected header,
or the payload invalidates the Audit-ID.

8.4. The Per-Agent Hash Chain

Each agent maintains a hash chain over its own emitted Attribution-
Records. The chain has the follow ng properties:

* The chain head is the first Attribution-Record the agent ever
emts. |Its previous audit _id is 64 hex zeros.

* Each subsequent Attribution-Record carries the Audit-1D of the
i medi ately preceding Attribution-Record this agent emitted in its
previous audit _id field.

*  Tanpering with any record in the chain invalidates the
previous_audit_id chain link for every record that follows it, and
i nval i dates the JW5 signature on the tampered record

The chain is scoped per agent. An agent’s chain is independent of
any other agent’'s chain. A verifier reconstructing one agent’s
actions follows only that agent’s chain.

The agent is responsible for maintaining chain integrity. An agent
that emits an Attribution-Record without setting previous_audit_id
correctly produces a chain break and SHALL have its Tier 1
verification status revoked per [AGIP-TRUST].
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8.5. Cross-Agent Chain Linkage

A single action sonetinmes references actions taken by other agents.

A del egation chain in which Agent C del egates to Agent A, which

del egates to Agent B, produces three distinct per-agent chains. Each
agent maintains its own chain; cross-agent references |ink them where
required.

When the action recorded in an Attribution-Record depends on or
continues an action recorded by a different agent, the extended
Attribution-Record MIUST include a prior_actions array. Each entry is
a tuple of the form

"agent _id": "<64 hex>",
"audit_id": "<64 hex>"
}

A verifier traversing the chain MAY use prior_actions entries to walk
into other agents’ chains. Resolution of a prior_actions entry uses
the standard Agent-1D resolution path: Agent-1D resolves to the Agent
Genesi s per [AGIP-LOGF, the Genesis nanes the governance platform
that issued it, and the Audit-1D is retrievable fromthat platforms
audit infrastructure for that agent. No additional wire identifier
is required to |locate the referenced record.

The conbi nati on of per-agent chains and prior_actions references
produces a verifiable global graph of action provenance. A regul ator
exam ning an incident MAY traverse the graph fromany ternminal Audit-
I D back to the originating Agent Cenesis through as nmany agents as
the action involved.

8.6. Field Popul ation Rules
The followi ng fields MAY be absent under specific conditions:

* evaluation_id and decision_id MAY be absent for actions taken
under standing authorization (a previously issued permt-wth-
conditions decision still within its valid_ until window). In that
case the extended Attribution-Record MJST include a
standi ng_aut hori zation_decision_id field pointing to the Deci sion-
I D that authorized the action

* action_id MAY be absent for cognitive nmethods that do not record
actions, as specified in Section 6. 3.

* session_id MAY be absent when the request was not part of a
sessi on.
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8.

7.

task_id MAY be absent when the request was not part of a nulti-
request task.

Al'l other fields MJST be present. A field that MJST be present
but is absent constitutes a chain break.

Verification Procedure

A verifier reconstructs the chain by:

1.

Retrieving the termnal Audit-I1D fromthe agent’s audit store or
froma counterparty’'s record of the Attribution-Record it
recei ved.

Fetching the full Attribution-Record JW5 and verifying its hash
mat ches the Audit-I1D.

Verifying the JW5 signature against the respondi ng agent’s
mani f est signing key, per [AGIP].

Fol | owi ng previous_audit_id backwards through the agent’s chain,
veri fying each hash and each signature, until the chain head is
reached.

When the Attribution-Record carries a prior_actions array,

resol ving each {agent _id, audit_id} tuple via the standard Agent-
ID resolution path and verifying the referenced Attribution-
Record by the same procedure recursively.

For each Attribution-Record, retrieving the referenced Eval uation
Record and Deci sion Record fromthe governance platform and
verifying each is signed by the appropriate governance platform
key.

Confirmng the Agent-1D resolves to a valid Agent Genesis per

[ AGTP-LOG, that the Omer-ID nmatches the Genesis’'s owner_id
field, and that the agent’s identity state at the tine of each
Attribution-Record was consistent with the action recorded (the
agent was not revoked or suspended at the time of action).

Confirmng all tinestanps are nonotonically consistent (Request-

I D tinestanp precedes Response-ID tinestanp, which precedes or is
concurrent with Action-1D tinmestanp, with Eval uati on and Deci si on
ti mestanps before Action-I1D).

A verification failure at any step is a chain break and invalidates
the audit value of the record.
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9.

9.

Wre Format

The identifier chain naterializes on the wire as a small set of new

request and response headers and as extensions to the existing
Attribution-Record envel ope. Headers defined by other AGIP drafts
(Agent-1D, Ower-I1D, Session-I1D, Task-I1D, Server-ID, Attribution-
Record) are referenced by this docunment and not redefined here.

New Headers Defined by This Docunent

[ s sy oo e e e e e e e e e e e s s s s s s s s s
| Header | Carried | Required | Val ue

I | On I I

| Omner-1D | request | *MJST* | Omner identifier

| | | | per Section 4.2

Fom e o - S o e e e e o s Fom e e e e e oo s
| Request-ID | request | *MJST* | UUIDv7 or ULID per

| | | | Section 6.1

o m e e e oo - Fomm oo - Fom e e e e oo o Tt
| Request-ID | response | *SHOULD* | Echo of the

| | | | originating

| | | | request’s Request -

I I I | 1D

R S Fom e e e e e oo o S
| Response-1D | response | *MJST* | UUIDv7 or ULID per

| | | | Section 6.2
S TS o e e e e oo o e e e e m oo oo
| Audit-1D | response | *MJST* when | 64 | owercase hex

| | | Attribution-Record | per Section 8.1

| | | present |

o m e e e oo - Fomm oo - Fom e e e e oo o Tt
| Action-1D | response | *NAY* | UUIDv7 or ULID,;

| | | | conveni ence echo

| | | | of the action_id

| | | | field in the

| | | | Attribution-Record

I I I | payload
S TS o e e e o e e e e e oo -

Tabl e 2: New Headers Defined by AGTP-| DENTI FI ERS

Action-1D, Evaluation-1D, and Decision-ID are primarily carried as
fields inside the extended Attribution-Record payl oad, not as
st andal one wire headers. The Action-ID MAY appear as a conveni ence

header on the response for clients that need to reference it wthout

parsing the JWS.

Hood Expi res 22 Novenber 2026 [ Page 21]



I nternet-Draft AGTP- | DENTI FI ERS May 2026

9.

9.

2.

3.

10.

10.

ABNF G ammar
The header values follow this granmar:
owner-id

request-id
response-id

1*256(ALPHA / DIGT / "-" [ " " [ ":" [ ". ")
uui dv7 / ulid
uuidv7 / ulid

audit-id 64HEXDI GLONER

action-id uuidv7 / ulid

uui dv7 = 8HEXDI A ONER "-" 4HEXDI GLONER "-" " 7" 3HEXDI GLOAER
"o AHEXDI GLOVNER "-" 12HEXDI GLOVER

ulid = 26BASE32

HEXDI GLOVER =pdT/ "a" / "b" [ "c" [ "d" [/ "e" [ "f"

BASE32 = ALPHA / DIGAT

A header value that does not conformto this grammar SHALL be treated
as mal forned and the request or response SHALL be refused with status
400 Bad Request.

Echo Rul es

The respondi ng agent SHOULD echo the request’s Request-1D unchanged
in the response. This follows the echo convention [ AGTP] uses for
Task-1D and avoi ds introducing a separate correl ation header. The
responder’s own identity is carried in Server-I1D per [AGIP]; the
responder’s per-interaction identifier is carried in Response-ID

A response that omits Request-1D when responding to a request that
carried Request-ID produces an audit chain that cannot be
reconstructed wi thout out-of-band correlation, and SHOULD be treated
as a chain break by infrastructure relying on the identifier chain
for accountability.

Identifier Resolution and Lookup
1. Resolution Targets

Each identifier resolves to a specific record. The resolution target
and store are summarized bel ow.

Hood Expi res 22 Novenber 2026 [ Page 22]



I nternet-Draft AGTP- | DENTI FI ERS May 2026

10.

| Agent-1D Agent ldentity Governance platform |
| Docunent registry; AGIP-LOG for |
| lifecycle events |
oo S o m e e e e e e e oo - +
| Omer-1D | Omner ldentity | Governance platform |
| | Document | |
S o e e e e m oo oo o e m e e e e e oo +
| Session-ID | Session Context | Session participants and

| | | governance platform per |
| | | [AGTP- SESSI ON] |
o m e e e oo - Tt o e e e e e e oo o +
| Task-1D | Task Context | Operator-defined |
S o e e e e m oo oo o e m e e e e e oo +
| Request-I1D | (no separate | Caller’s outbound |og; |
| | record; appears in | responder’s Attribution-

| | Attribution-Record) | Record |
o m e e e oo - Tt o e e e e e e oo o +
| Response-1D | (no separate | Responder’s Attribution-

| | record; appears in | Record |
| | Attribution-Record) | |
o o e e e e oo s o e e e e e e e e oo s +
| Action-1D | Extended | Responding agent’s audit |
| | Attribution-Record | store |
T o e e e e e oo - S +
| Evaluation-1D | Evaluation Record | Governance platfornis |
| | | evaluation store |
o o e e e e oo s o e e e e e e e e oo s +
| Decision-ID | Decision Record | Governance platfornis |
| | | decision store |
T o e e e e e oo - S +
| Audit-1D | Extended | Responding agent’s audit |
| | Attribution-Record | store; counterparty’s |
| | IWs | received-record store |
oo S o m e e e e e e e oo - +

Table 3: Identifier Resolution Targets
2. Lookup Methods

The default | ookup nethod is the responding agent’s audit store,

whi ch MUST be addressable by Audit-1D. The specific | ookup protoco
is operator-defined and out of scope for this docunent;

i mpl ement ati ons MAY expose an AGIP nethod for Audit-1D | ookup, expose
a REST endpoint over HTTPS, or rely on out-of-band retrieval. Future
revisions of [AGTP-API] or this docunent MAY standardi ze a | ookup
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10.

11.

11.

interface.

Eval uati on Records and Deci sion Records are stored by the governance
pl atformthat produced them Lookup is via the governance platfornis
eval uati on and deci si on endpoints (out of scope for this docunent;
defined by the governance platform.

Agent -1 D and Omer-1D resol ve via the mechani snms defined in [ AGTP].
ldentity-lifecycle events for Agent-ID are stored in the AGIP-LOG
transparency | og per [AGIP-LOG ; the lookup is via the AGIP-LOG

pr ot ocol

3. Caching

Persistent identifiers (Agent-1D, Omer-1D) MAY be cached
indefinitely by infrastructure conponents, refreshing on revocation
signals fromthe AGIP-LOG transparency | og.

Per-interaction and governance identifiers SHOULD be cached only for
the duration of the operation that references them Caching beyond
the i mmedi ate operation is an operator policy concern and is out of

scope for this docunent.

Security Considerations
1. ldentifier Forgery

The primary threat is forgery of any identifier in the chain. The
chain is resistant to forgery because:

* Agent-1D is the hash of a signed Agent CGenesis document. Forging
Agent-1D requires forging the Genesis signature.

* Omer-1Dis bound to Agent-1D via the Genesis signature. Forging
Omer-1D requires forgi ng Agent-1D.

* Per-interaction identifiers (Request-ID, Response-ID, Action-ID)
are conmtted inside the JW5-signed extended Attri bution-Record.
Forging an after-the-fact identifier requires forging the JW
signature.

* CGovernance identifiers (Evaluation-I1D, Decision-1D) are referenced
inside the JW5s-signed Attribution-Record and produced by the
governance platform s signed records. Forging requires
conmprom sing the governance platfornmis key or forging the JW5.
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11.

11.

* Audit-1D is the SHA-256 hash of the canonical JW5. Forging Audit-
I D requires producing a colliding JW5 which is conputationally
i nf easi bl e.

A verifier that retrieves an identifier froma source other than the
respondi ng agent’s audit store or a signed Attribution-Record SHALL
treat the identifier as unverified until the originating record is
retrieved and the signature confirned.

2. Chain Breaks

A chain break is the condition in which an identifier in the chain
cannot be linked to its predecessor. Chain breaks are caused by:

* Qmssion (the predecessor identifier was never m nted).

* Tanpering (the predecessor identifier was nodified after
i ssuance) .

* Substitution (a different identifier was inserted in place of the
original).

Al'l three conditions MJST be treated as evidence of forgery or
om ssion. The audit record SHALL NOT be relied upon for regul atory
exam nation or counterparty dispute.

3. Replay

An attacker that captures an extended Attribution-Record MAY attenpt
toreplay it as if it were a new action. The chain resists replay
because:

* The Attribution-Record carries a timestanp inside the signed
payl oad. Replay produces a stale tinestanp that verifiers can
reject.

* The previous_audit_id field coomits to a specific predecessor. A
replayed record carries the same previous_audit_id as its
original, which cannot match the current chain head when the chain
has progressed.

* The Audit-IDis determnistic over the JW5. A replayed
Attribution-Record produces the same Audit-1D as its original,
whi ch the responding agent’s audit store rejects as a duplicate.

The respondi ng agent MJUST enforce strict append-only semantics on its
audit store. An audit store that permts insertion or nodification
of past entries underm nes the replay resistance of the chain.
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11.

11.

11.

4. Agent Conpromi se

If the respondi ng agent’s manifest signing key is conprom sed, an
attacker can produce valid-looking Attribution-Records under that
agent’s identity. The chain provides no protection against this
case; the threat is mtigated at the [ AGTP-LOF | ayer by issuing a
agent - genesi s-revoked event that retires the conproni sed agent.

A verifier that finds an agent-genesis-revoked event for an Agent-1D
SHOULD treat all Attribution-Records emtted under that Agent-I1D
after the revocation tinmestanp as suspect. Attribution-Records
emitted before revocation remain valid; they were enitted by the
agent in good standing at the tine.

5. Privacy

Identifiers thensel ves carry no payl oad data. However, the records
they resolve to MAY contain personally identifiable information
(particularly in Evaluation Records, where inputs may include user-
submitted content).

The governance platformthat issues an identifier is responsible for
the privacy of the record it resolves to. Specifically:

* Omer-1D records MAY identify a natural person and MJST be treated
as personal data under applicable |law (GDPR, CCPA, and simlar
regi nes).

* Eval uation Records’ inputs field SHOULD be redacted to renove Pl
before the record is conmitted to the evaluation store. The
governance platform MAY retain the unredacted form under separate
access control s.

* Request-I1Ds and Response-1Ds thensel ves are not personal data; the
payl oads they reference MAY be

A verifier with regulatory authority MAY request the unredacted form
via the governance platform s out-of-band access procedure. A
verifier without such authority is bound by the redacted form

6. ldentifier Reuse

An identifier issued under one Agent-1D SHALL NOT be reused under a
different Agent-ID. The collision-resistant identifier schenes
(UU Dv7, ULID, SHA-256) nmake this statistically inprobable.
Governance platforns MJUST enforce this constraint during identifier
i ssuance.
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12.

12.

12.

Privacy Considerations

The identifier chain produces a conplete record of an agent’s
actions, indexed by Agent-1D and Owmer-1D. This is by design: the
chain is the audit record. However, the design has privacy
consequences that inplenmenters MJST consi der

1. Linkability

The chain links every action an agent takes to a single Agent-1D,
which in turn links to a single Owmer-1D. An adversary with access
to a responding agent’s audit store or to nultiple Attribution-
Records enmitted by the same agent can construct a behavioral profile.

M tigations:

* Sensitive Ower-I1Ds (those identifying natural persons) MAY be
pseudonyni zed at the governance platform The platformretains
the bi ndi ng between pseudonym and natural person under separate
access control s.

* An owner that requires unlinkability across agent activities MAY
provision nultiple Agent-IDs under separate Omer-1Ds. The
gover nance platform MAY support this directly via the Oaner
ldentity Docunent.

2. Right to Erasure

GDPR Article 17 and simlar provisions establish a right to erasure
of personal data. The append-only nature of the agent’'s audit store
creates tension with this right.

A governance platformthat operates in a jurisdiction with a right to
erasure MJST inpl enent one of:

* A redaction nmechanismthat nulls the personal data fields in audit
entries without renoving the entries thenselves, preserving the
chai n.

* A revocation nmechanismthat marks the Ower-1D as revoked and
prevents future |inkage, preserving the chain for past entries
under restricted access.

The specific mechanismis out of scope for this docunent.
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13.

13.

13.

14.

14.

Regul at ory Mappi ng
The identifier chain is designed to satisfy the record-keeping
requirenents of major Al regulatory reginmes. This sectionis
i nformative.
1. EU Al Act
The EU Al Act [EU- AI-ACT] requires that high-risk Al systens naintain
records sufficient to reconstruct decisions. The chain satisfies
this through:

* Agent-1D and Ower-1D identify the actor and the accountabl e
princi pal .

* Evaluation-I1D and Decision-1D record the governance eval uati on and
verdict required by Article 12 (logging) and Article 14 (human
oversight).

* Audit-1D provides the tanper-evident binding required by Article
20 (record-keeping) and Article 26 (deployer obligations).

A high-risk Al systemthat maintains the AGIP identifier chain
mai ntains the records the EU Al Act requires.

2. SCC 2 and |SO 42001
SOC 2 Type |l audits require evidence that controls operate
effectively over tine. |SO 42001 requires a nanagenent system for Al
with conparabl e evidentiary requirenents. The chain provides this
evi dence through cryptographically verifiable records of:
* \Who acted (Agent-1D, Omer-1D).
* \What authorized the action (Evaluation-I1D, Decision-ID).
*  What action was taken (Action-ID).
* \When and in what order (tinestanps and previous_audit_id).
I ANA Consi derations
Thi s docunment requests the follow ng | ANA acti ons.

1. AGIP Header Field Registry Additions

Regi stration of the following entries in the AGIP Header Field
Regi stry (established by [AGIP]):
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14.

14.

14.

15.

[ ool e s s o e oo o}
| Header | Reference | Carried On | Required |
[§ el oo sy ooy oo s o}
| Oaner-1D | Section 4.2 | request | *MJST* |
- - . . +
| Request-ID | Section 6.1 | request | *MJST* |
. . T e +
| Request-ID | Section 6.1 | response | *SHOULD* (echo) |
S S R o e e e +
| Response-ID | Section 6.2 | response | *MJST* |
- - . +
| Audit-1D | Section 8.1 | response | *MJUST* with |
| | | | Attribution-Record |
o m e e e oo - o m e e e oo - Fomm e oo - Fom e e e e oo o +
| Action-1D | Section 6.3 | response | *MAY* |
S S R o e e e e oo +
Table 4

2. AGIP Attribution-Record Field Registry

Establ i shnent of an | ANA registry: AGIP Attribution-Record Fields,
with initial registrations for the identifier-chain fields specified
in this docunent (Table 1), the nmerchant-identity fields specified in
[ AGTP- MERCHANT], and the base fields specified in [ AGIP].

Regi stration Procedure Specification Required

3. AGIP Verdict Registry

Establ i shment of an | ANA registry: AGIP Decision Verdicts, with
initial registrations for permt, deny, permt-wth-conditions, and
defer.

Regi stration Procedure Specification Required

4. AGIP Identifier Schene Registry

Establi shrent of an I ANA registry: AGIP ldentifier Schemes, with
initial registrations for uuidv7, ulid, sha256, and the id_schene
val ues recogni zed for Oaner-1D.

Regi stration Procedure Specification Required

Open Itens

The following itens are out of scope for this revision and are
anticipated in future revisions:
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* Contract |ID specification. Evaluation Records reference a
contract_id (the governance contract or policy in effect at the
time of evaluation). The contract ID schene is referenced but not
defined here.

* Concrete redaction format for inputs in Eval uation Records.

* The Owner Identity Docunent format. This document specifies what
Omer-1D resol ves to but does not define the document structure.

* (Cross-agent audit chain federation protocol. The wire format for
prior_actions references in the Attribution-Record payload is
specified; the federation protocol by which governance pl atforns
reconcil e cross-agent chains and serve renote audit | ookups
remains to be defined.

* Standing authorization expiry and re-evaluation triggers.

* |dentifier scheme mgration. The current docunent permts UU Dv7
and ULID for per-interaction and governance identifiers. A future
revision may add or constrain schenes.

* Reconciliation of the retired Principal-I1D header in [AGTP] with
the Oaner-|D header introduced by this docunment. A future
revision of [AGIP] is expected to align on Owmer-1D as the wire
header carrying owner identity.

Acknowl edgnent s

The identifier stack nodel was devel oped during the AGIP vO7 revision
cycle. Several reviewers and adjacent working groups shaped the
architecture this docunent records

Scott Courtney (GoDaddy / ANS) provided early review on the identity
nmodel and surfaced concerns about dual -1 oggi ng between identity-
Iifecycle and per-action audit records that ultimtely drove the
architectural separation between [AGIP-LOG and the per-agent
Attribution-Record chain defined here.

Philip Giffiths (Coud Security Alliance ZTCPP / ONUG AOVC)
contributed feedback on zero-trust alignnent that inforned the
verification procedure and chai n-break fram ng.
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17.

The | ETF W MSE wor ki ng group’ s engagenent on draft-klrc-aiagent-auth
shaped the fram ng of agent-to-agent authentication boundaries that
this document’s per-interaction identifiers sit alongside. The

aut hors of klrc-aiagent-auth (Pieter Kassel man, Jeff Lonbardo,

Yar osl av Rosomakho, Brian Canpbell, N ck Steele) defined the adjacent
pr obl em space.

The chai n-of -custody fram ng draws on prior work in transparency |ogs
([ RFC9162], [RFC9943]) and on the attestati on nodel of [RFC9334].

The Attribution-Record envel ope on which this docunment builds is
defined in [AGTP]. The regul atory napping was infornmed by the
record- keepi ng requirenments of [EU Al-ACT].
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