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Abst ract

The Agent Transfer Protocol (AGIP) base specification defines agent
identity headers (Agent-1D, Omner-1D, Authority-Scope) that are self-
asserted: present on every request and mandatory for |oggi ng, but not
cryptographically verified at the transport |ayer. This docunent
specifies the AGIP Agent Certificate Extension: an optional mechani sm
that binds Agent-1D, Omer-1D, and Authority-Scope to an X 509 v3
certificate presented during TLS nutual authentication. The

ext ensi on enabl es infrastructure conponents includi ng Scope-

Enf orcement Points (SEPs), |oad bal ancers, and governance gateways to
verify agent identity and enforce authority scope w thout
application-layer access, at Q(1) cost per request header check. The
ext ensi on al so defi nes session-level revocation propagation via AGIP
NOTI FY broadcast and a Certificate Transparency Log for tanper-

evi dent governance met adat a.

Note: Certain mechani sns descri bed
pendi ng patent applications by the
to grant a royalty-free license to
IETF' s I PR framework. See the IPR

in this docunent may be subject to
author. The licensor is prepared
i npl ementers consistent with the
Noti ce and Section 7.

Status of This Meno
This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Decenber 2026
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I ntroduction
The ldentity Gap in Base AGIP

The AGTP base specification requires every request to carry Agent-I1D,
Omner-1 D, and Authority-Scope headers. These headers are self-
asserted: an AGIP client declares its identity and scope, and the
server logs the declaration. In the base spec, there is no
transport-layer nechanismto verify that the declared Agent-ID
corresponds to a registered agent, that the Owmer-ID is accurate, or
that the Authority-Scope does not exceed what was granted.

This is a deliberate design choice in the core spec: self-asserted
identity with mandatory | oggi ng provides a useful baseline and
enabl es broad adoption. For many depl oynents, anomaly detection and
audit trails over self-asserted headers are sufficient.

For higher-stakes deploynments -- financial transactions, healthcare
operations, legal actions, nulti-organization agent federations --
the self-assertion nodel is insufficient. Infrastructure needs to

verify agent identity and enforce scope at the transport |ayer
wi t hout parsing application payl oads.

The Agent Certificate Extension

The AGTP Agent Certificate Extension provides cryptographic identity
bi nding at the transport |ayer. An AGIP Agent Certificate is an
X.509 v3 certificate with agent-governance-specific extensions. It
is presented during TLS nutual authentication, enabling the server
and any AGTP-aware infrastructure conponent to verify the agent’s
identity and authority scope fromthe certificate alone, w thout

i nspecting the request headers or body.

Thi s docunent specifies:
*  The AGIP Agent Certificate schema and X 509 v3 extension fields
* The certificate issuance and renewal protoco

* The authority scope conmtrment nmechanismfor Q(1) per-request
scope enforcenent
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* Session-level revocation propagation via AGIP NOTI FY
* The AGIP Certificate Transparency Log (AGTP-CTL)
1.3. Scope

This extension is OPTIONAL. Core AGIP inplementations that do not
i mpl ement this extension remain fully conpliant with [AGIP]. The
extension is required only for Trust Tier 1 agent identity
verification and for SEP-enforced scope constraint wthout
application-layer access.

2. Term nol ogy

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMVENDED* ", "*MAY*", and "*OPTIONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals.

AGTP Agent Certificate: An X. 509 v3 certificate carrying agent-
gover nance-speci fi ¢ extensions, presented during TLS nutual
aut hentication to establish cryptographic agent identity and
authority scope at the transport |ayer.

Scope- Enforcement Point (SEP): An AGIP-aware infrastructure
component that enforces Authority-Scope constraints on AGIP
requests. Wth the Agent Certificate Extension, SEPs verify scope
fromthe certificate at Q1) cost per request w thout application-
| ayer access.

Aut hority-Scope Commitment: A cryptographic binding of the agent’s
decl ared Authority-Scope tokens to the Agent Certificate, enabling
SEPs to verify scope token nenbership after a single session-
establ i shnent signature verification.

AGTP Certificate Transparency Log (AGIP-CTL): A Merkle-tree-based
append-only log of issued AGITP Agent Certificates, providing
t anper-evi dent public accountability for certificate issuance and
revocati on.
3. AGTP Agent Certificate Schema
3.1. Certificate Structure

The AGTP Agent Certificate is an X 509 v3 certificate per [RFC5280]
with the follow ng subject fields and extensions:
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3. 1

3. 1.

1.

2

St andard Subj ect Fiel ds
B ooy oo oo s
| Field | Required | Val ue |
[ e e e e e e e e
| CN (Conmon Nane) | *MJST* | Human-readabl e agent | abel
T L T +
| O (Organization) | *MJST* | Organization name (maps to

| principal _orqg) |
o e e e e oo TS oo e e e e e e i oo oo oo +
| QU (Organi zational | *MAY* | Governance zone identifier
| Unit) I I |
T L -, +
| email Address | *SHOULD* | Contact email of the |
| | | responsible principal |
o e e e e oo TS oo e e e e e e i oo oo oo +
Table 1. AGIP Agent Certificate Subject Fields
Agent - Gover nance X. 509 v3 Extensions

The foll owi ng extensions are defined for AGIP Agent Certificates.
O Ds for these extensions are specified in Section 8 (1 ANA
Consi derations).

*agent-id* (CRITICAL) The canonical AGIP Agent-1D bound to this

Hood

certificate. The canonical Agent-ID is the 256-bit SHA-256 hash
of the canonical -form Agent Genesis docunent, per [AGIP]. Format:
64 | ower case hexadeci mal characters. A relying party that parses
an AGIP Agent Certificate *MJUST* treat the value carried in this
extension as the authoritative Agent-ID for the agent.

The certificate’ s public key is independent of the canonica
Agent -1 D. the sane Agent Genesis (and therefore the sane canonica
Agent -1 D) *MAY* back successive certificates issued with different
key pairs across renewal cycles. The TLS |ayer *MJST NOT* require
that the public key hash equal the value carried in agent-id; the
equality held only in earlier drafts that derived Agent-1D from
the cert public key, and that derivation has been retired in favor
of the Genesis-hash derivation specified in [AGIP].

Def ense agai nst substitution attacks (in which a CA-signed
certificate is presented with a forged subject binding) is
performed at the application layer: a relying party that cares
about Agent Genesis binding *MJST* retrieve the Agent Genesis for
the asserted Agent-1D (via DI SCOVER /genesis on the agent’s hone
server, or froma local registry copy), reconpute

sha256( canoni cal _form Agent Genesi s_wi thout  signature)), and
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confirmthe result equals the value in agent-id. The relying
party *MJUST* additionally verify the Agent Cenesis signature
agai nst the recogni zed i ssuer key for the agent’s governance
platform SEPs and other transport-layer enforcers *NMAY* defer
this check to application-layer conponents but *MJST* ensure the
check is performed before treating the asserted Agent-1D as
authoritative for governance-sensitive decisions. A certificate
whose Agent Genesi s binding cannot be verified *MJST* be treated
as transport-only: usable for TLS authentication but carrying no
authoritative governance identity.

*owner-id* (CRITICAL) The identifier of the human or organi zati ona
princi pal accountable for this agent’s actions. Carried on the
wire as part of the Ower-ID identifier chain; see [AGIP].
Format: UTF-8 string, maxi num 256 characters

This field identifies the agent’s owner_ — the principal recorded
on the Agent Cenesis as accountable for the agent’s existence. It
is distinct fromthe principal _id field on extended Attri buti on-
Records per [AGIP-1DENTIFI ERS], which identifies the principal on
whose behal f the agent acts for a _specific request_, typically
lifted froman external QAuth or O DC credential per the
conposition section in [AGIP]. The two principals are

i ndependent: the owner is permanent and certificate-bound; the
request principal is epheneral and credential -bound. A request
*MAY* carry both, neither, or one without the other; their
semantics do not interact.

*aut hority-scope-commtnent* (CRITICAL) The agent’s comitted
Aut hority-Scope as a canonical token list. The extension value is
the | exicographically sorted, conme-separated, UTF-8-encoded I|ist
of Authority-Scope tokens the agent is authorized to assert. The
integrity of the commtted token list is provided by the
certificate's enclosing CA signature; no separate signhature is
carried in the extension. A SEP enforces Authority-Scope at |ine
rate by parsing the extension value once per session and checking
each request’s Authority-Scope header tokens against the parsed
set (Section 5.2). Format: UTF-8 string of conma- separated
t okens, each token matching the Authority-Scope token gramar
defined in [ AGTP].

*gover nance-zone* (NON-CRITI CAL) The governance zone identifier in
whi ch the agent is registered. SEPs *MAY* enforce that the
request’s AGIP-Zone-|1 D header matches this value; a msmatch
results in a 457 Zone Violation per Section 5.2. Format: UTF-8
string following the zone: prefix convention

*trust-tier* (NONNCRITICAL) The agent’'s Trust Tier (1, 2, or 3) as
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defined in [AGIP]. Format: |NTEGER

*archetype* (NON-CRITICAL) The agent’s behavioral archetype as

defined in [AGTP]. Format: UTF-8 string; one of: assistant,
anal yst, executor, orchestrator, nonitor.

*activation-certificate-id* (NON-CRITICAL) Cross-layer reference to

the Agent Cenesis lifecycle event that activated this certificate.
Enabl es audit reconstruction froma transport certificate back to

the Agent Genesis activation record without introducing a

crypt ographi ¢ dependency that would force certificate re-issuance

whenever the Agent Genesis lifecycle state is updated. Format: 64
| ower case hexadeci mal characters

*agtp-ctl-sct* (NON-CRITICAL) Signed Certificate Tinmestanp fromthe

4.

4. 1.

AGIP Certificate Transparency Log, proving the certificate was
submitted to the AGIP-CTL before delivery. Format: SCT structure
per [ RFC6962] Section 3.2. Inplenentations that issue
certificates carrying this extension *MJST* popul ate the val ue
with a syntactically valid SCT structure; cryptographic
verification of the SCT agai nst an operating AGIP-CTL is deferred
to a future revision of this docunent. Until that revision,
relying parties *MAY* parse the extension for record-keeping

pur poses but *MJST NOT* treat its presence or absence as
authoritative for trust decisions.

Certificate |ssuance Protoco

Eligibility

Certificate Signing Requests (CSRs) for AGIP Agent Certificates
*MJUST* only be accepted for agents in Active lifecycle state in the
AGTP registry. A governance platform*MJST* verify the agent’s
lifecycle state at CSR subm ssion tine and *MJST* reject CSRs for
agents in Suspended, Revoked, or Deprecated state.

4. 2.

Hood

| ssuance Steps

The governance pl atform generates a key pair for the agent (or
accepts a CSR with an agent-generated key pair).

The governance platform popul ates the certificate subject fields
and all AGTP-specific extensions fromthe agent’s Agent Genesis
and registry record.

The governance platformverifies that the proposed authority-

scope- conmitnent does not exceed the scope granted in the
agent’s Agent Cenesis. |If it does, the CSR *MJST* be rejected.
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4. The governance platformsigns the certificate using its issuing
CA key per [RFC5280].

5. If an AGIP Certificate Transparency Log is operating, the
governance platformsubnmits the certificate to the AGIP-CTL and
obtains a Signed Certificate Tinmestanmp (SCT). Until AGIP-CTL is
operating, this step is onitted and the agtp-ctl-sct extension is
not popul at ed.

6. Wien an SCT is obtained, it is enbedded in the agtp-ctl-sct
extension and the certificate is delivered to the agent.
O herwise the certificate is delivered without the agtp-ctl- sct
ext ensi on.

7. The governance platform publishes the new certificate to the
agent’s registry record, triggering a registry state update.

4.3. Certificate Validity

5.

5.

AGTP Agent Certificates *SHOULD* have a validity period of no nore
than 90 days. Short validity periods limt the exposure w ndow of a
conprom sed certificate and reduce reliance on revocati on nechani sns.
Renewal *SHOULD* begin at 80% of the validity period.

Certificate renewal carries forward the predecessor’s agent-id and
activation-certificate-id unchanged. The renewed certificate
receives a new serial nunmber, new validity period, and a new SCT.

TLS Integration
1. Mitual Authentication
AGTP connections using the Agent Certificate Extension *MJST* use TLS
1.3 mutual authentication. The agent presents its AGIP Agent

Certificate as the client certificate during the TLS handshake.

The server verifies the client certificate chain against the issuing
CA trust anchors. Follow ng successful handshake:

1. The server extracts the agent-id extension value and verifies it
mat ches the Agent-1D header on the first request.

2. The server extracts the owner-id extension value and verifies it
mat ches the Omner-1D header on the first request.

3. The server extracts the authority-scope-conm tnment extension
val ue and uses it to verify Authority-Scope header tokens on each
request .
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5.

6

6

Any mi smatch between certificate extension values and AGIP header
val ues *MUST* cause the server to return 401 Unaut horized and *MJST*
be | ogged.

2. Scope Enforcenent at SEPs

A SEP operating with the Agent Certificate Extension verifies
Aut hority- Scope and (optionally) governance zone at Q(1) cost per
request:

1. At session establishnment, the SEP extracts the authority-scope-
commitnent fromthe client certificate and parses the comma-
separated token list once. The SEP al so extracts the governance-
zone extension if present and zone enforcenent is configured.
(One-tine per session.)

2. On each request, the SEP checks whether the Authority-Scope
header tokens are a subset of the parsed commitnent token set.
(Q(1) per request after session setup.)

3. If any header token is not in the conmmtment token set, the SEP
returns *455 Scope Violation* without forwarding the request to
the application |ayer.

4. 1 f governance-zone enforcenent is configured and the request’s
AGTP- Zone- | D header does not match the value carried in the
certificate’ s governance-zone extension, the SEP returns *457
Zone Viol ation* without forwardi ng the request.

Thi s enabl es governance enforcenent at line rate w thout application-
| ayer parsing.

A certificate that |acks the AGIP-specific extensions is a valid TLS
client certificate but carries no SEP-enforceabl e governance

met adata. SEP enforcenent of authority-scope-comitnent and
governance-zone is purely additive: in the absence of those

ext ensi ons, scope and zone are enforced through application-|ayer
checks against the agent’s Agent ldentity Document per [AGIP].

Depl oyments *MAY* m x certificates with and wi thout AGIP extensions;
the SEP | ayer treats each session by what its certificate carries.

Revocati on and Session Propagation
1. Revocation Events

An AGTP Agent Certificate *MJST* be revoked when any of the follow ng
occur:
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* The agent’s lifecycle state transitions to Revoked or Deprecated
* The Agent Cenesis is invalidated
* The agent’'s authority-scope-commtnent requires nodification
* The principal requests revocation
* Atrust violation is detected

6.2. Session-Level Revocation Propagation
Standard certificate revocation (CRL, OCSP) operates on polling
cycl es, leaving a wi ndow during which revoked certificates may stil
be used. For agent systens, this w ndow is unacceptable for high-

st akes operations.

AGTP Agent Certificate revocati on *MJST* be propagated to active
sessions via AGTP NOTI FY broadcast:

1. The governance platformissues a revocation event to the AGIP-
CTL.

2. The governance pl atform broadcasts an AGTP NOTIFY to all
i nfrastructure conponents hol di ng active sessions for the revoked
certificate's agent-id:

"met hod": "NOTI FY",
"paraneters": {

"recipient": "infrastructure:broadcast",
"content": {
"event _type": "certificate_revoked",
"agent _id": "[agent-id]",
"certificate serial": "[serial]",
"revocation_reason": "[reason]",

"effective_at": "2026-04-01T00: 00: 002"
}

rgency": "critical"

1. Infrastructure conponents receiving this NOTlI FY * MJST*
imediately ternminate all active sessions for the identified
agent-id. Session term nation *MJST* occur before the next
request is processed on the affected session
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2. The target revocation-to-termination latency is 30 seconds. This
is materially shorter than standard CRL or OCSP cache- based
nmodel s.

6.3. Session Manager Responsibilities

AGTP Sessi on Managers in deploynents using the Agent Certificate

Extensi on *MJST* maintain a per-certificate-serial active session

registry. On receiving a revocation NOTIFY, the Session Manager

*MUST* terminate all sessions associated with the revoked seri al

bef ore processing the next request on any affected session

7. AGIP Certificate Transparency Log
7.1. Purpose

The AGTP Certificate Transparency Log (AGIP-CTL) is an append-only,

Merkl e-tree-based | og of all issued AGTP Agent Certificates. It

provi des tanper-evident public accountability for certificate

i ssuance and revocation, enabling:

* Fleet-level analytics: population-wi de trust score distributions,
archetype frequenci es, governance zone conposition

* Anomaly detection: detection of certificates issued outside nornal
gover nance fl ows

* Audit reconstruction: verifiable history of certificate issuance
and revocation for conpliance

7.2. Log Structure
The AGIP-CTL follows the Certificate Transparency |og structure
defined in [ RFC6962], adapted for agent governance netadata. Each
| eaf entry contains:
* Certificate serial nunmber
* agent-id
* owner-id
* gover nance-zone

* trust-tier

* archetype
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* activation-certificate-id

* |ssuance tinestanp

* Revocation status (updated on revocation)
*  Merkle | eaf hash

The | eaf hash covers all governance netadata fields. Any
nodi fication to a log entry is detectable by any party with access to
the 1 og.

7.3. Privacy Considerations

The owner-id field in the AGIP-CTL | eaf entries *MAY* be
pseudonymi zed to protect individual principal identity while

mai ntaining audit integrity. Pseudonynous principal |Ds *MJST* be
resol vabl e by authorized parties (regul ators, conpliance auditors)
via a trusted resolution service. The pseudonym zation mappi ng
*MJUST* be mai ntained separately fromthe _*RECOMVENDED public |og.

8. Security Considerations
8.1. Certificate Pinning

Depl oyments with strict security requirements *MAY* inpl enent
certificate pinning for known agents, rejecting connections from
agents whose certificate serial or key does not match a pre-

regi stered value. Certificate pinning interacts with renewal; pinned
agents *MJST* update pins on each certificate renewal before the old
certificate expires.

8.2. Scope Conmtnent Forgery

The authority-scope-conmitnent extension carries the agent’s
committed Authority-Scope token list. Integrity of the commtnent
relies on the certificate’s enclosing CA signature: tanmpering with
the extension value invalidates the certificate signature and causes
the certificate to be refused by any conform ng verifier
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An attacker who conpromni ses the issuing CA key can forge scope
commitnents by issuing fraudulent certificates with arbitrary

ext ensi on val ues. [|ssuing-key conprom se *MJST* trigger imediate
revocation of all certificates issued by that key and issuance of
repl acenent certificates froma new key pair. |ssuing keys *SHOULD*

be stored in hardware security nmodul es. The AGIP Certificate
Transparency Log (Section 7), once operating, provides an additiona
detection surface for unauthorized issuance: a forged certificate
that does not appear in the log is detectable by any party that
performs | og-inclusion checks.

8.3. Cross-Certificate Confusion

An agent MAY hold multiple certificates sinultaneously. Renewal
overlap is one cause; key rotation under a stable Agent Genesis is
anot her. Because the canonical Agent-1D is bound to the Agent
Genesi s rather than to any specific cert key pair, successive
certificates for the sanme agent *MJST* carry the same value in agent-
idand *MAY* carry different public keys. Infrastructure *MJST* use
the agent-id extension value as the authoritative agent identifier,
not the certificate subject CN, and *MJST NOT* treat key differences
across certificates for the sane Agent-1D as evidence of an identity
m smat ch.

8.4. |PR Notice

Certain mechani snms described in this docunent may be subject to
pendi ng patent applications by the author, specifically: the

aut hority-scope-commi t nent nechani sm and the session-|evel revocation
propagati on architecture. The licensor (Chris Hood / Nonotic, Inc.)
is prepared to grant a royalty-free license to inplementers for any
patent clainms covering these mechani sns, consistent with the IETF s

I PR framewor k.

9. | ANA Consi derations
9.1. X. 509 Extension A D Registrations

Thi s docunent requests registration of the follow ng Object
Identifiers in an appropriate O D arc for |IETF use. Specific OD
assignnents are subject to | ANA al |l ocati on.

Until 1 ANA allocation is conplete, inplementations *MJST* use
provisional O Ds under the ITUT UUD arc, derived determnistically
by UU Dv5 ([ RFC4122]) under a fixed AGIP nanespace UU D and the
extension’s canonical short nane. The resulting integer-encoded UU D
is appended to the arc prefix 2.25 to formthe provisional OD
(2.25.{uuid_int}). The derivation is reproducible across
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i mpl erent ati ons fromthe extension short nane al one, allow ng

i ndependent inplenentations to interoperate wthout a central

al l ocation step. Wen | ANA al |l ocates standards-tree O Ds, those

val ues replace the provisional UU D derived ODs in a future revision
of this docunent; relying parties *SHOULD* accept both the

provi sional and the | ANA-allocated O Ds through a transition w ndow
declared in that revision.

+ +
| Extension | |
[ sy ey el o
I I
I I

| agent-id UUl Dv5-derived (TBD Yes |
| al | ocati on) |
o e e e e e e e o e e e e e e oo o Fomm oo - +
| owner-id | UUl Dv5-derived (TBD | Yes |
| | allocation) | |
o e e e e e e ee oo s o m e e e aa oo s S +
| authority-scope-comrtnment | UU Dv5-derived (TBD | Yes |
| | allocation) | |
o e e e e e e e o e e e e e e oo o Fomm oo - +
| governance-zone | UU Dv5-derived (TBD | No |
| | allocation) | |
o e e e e e e ee oo s o m e e e aa oo s S +
| trust-tier | UUI Dv5-derived (TBD | No |
| | allocation) | |
o e e e e e e e o e e e e e e oo o Fomm oo - +
| archetype | UU Dv5-derived (TBD | No |
| | allocation) | |
o e e e e e e ee oo s o m e e e aa oo s S +
| activation-certificate-id | UU Dv5-derived (TBD | No |
| | allocation) | |
o e e e e e e e o e e e e e e oo o Fomm oo - +
| agtp-ctl-sct | UUI Dv5-derived (TBD | No |
| | allocation) | |
o e e e e e e ee oo s o m e e e aa oo s S +

Table 2: AGIP Agent Certificate X 509 Extension O Ds
10. References
10.1. Normative References
[ AGTP] Hood, C., "Agent Transfer Protocol (AGIP)", Wrk in
Progress, Internet-Draft, draft-hood-independent-agtp-08,

2026, <https://datatracker.ietf.org/doc/htm/draft-hood-
i ndependent - agt p- 08>.

Hood Expi res 3 Decenber 2026 [ Page 14]



Internet-Draft AGTP- CERT June 2026

10.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC4122] Leach, P., Mealling, M, and R Salz, "A Universally
Uni que I Dentifier (UU D) URN Nanespace", RFC 4122,
DA 10.17487/ RFC4122, July 2005,
<https://www. rfc-editor.org/rfc/rfcd4l22>.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/ RFC5280, May 2008,
<https://www. rfc-editor.org/rfc/rfc5280>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8555] Barnes, R, Hoffman-Andrews, J., MCarney, D., and J.
Kasten, "Automatic Certificate Managenment Environnent
(ACME) ", RFC 8555, DO 10.17487/ RFC8555, March 2019,
<https://www. rfc-editor.org/rfc/rfc8555>.

2. I nformati ve References

[ AGTP- API] Hood, C., "AGTP-API: Verbs, Paths, Endpoints, and
Synt hesis", Wrk in Progress, Internet-Draft, draft-hood-
agt p-api - 01, 2026, <https://datatracker.ietf.org/doc/htm/
dr aft - hood- agt p- api - 01>.

[ AGTP- | DENTI FI ERS]
Hood, C., "AGTP Identifier Stack and Attribution-Record",
Work in Progress, Internet-Draft, draft-hood-agtp-
i dentifiers-01, 2026,
<https://datatracker.ietf.org/doc/htni/draft-hood-agtp-
identifiers-01>.

[ RFC6749] Hardt, D., Ed., "The QAuth 2.0 Authorization Framework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/rfc/rfc6749>.

[ RFC6962] Laurie, B., Langley, A, and E. Kasper, "Certificate
Transparency", RFC 6962, DO 10.17487/ RFC6962, June 2013,
<https://www. rfc-editor.org/rfc/rfc6962>.

Hood Expi res 3 Decenber 2026 [ Page 15]



Internet-Draft

[ RFC9334]

Appendi x A

AGTIP- CERT June 2026

Bi rkholz, H, Thaler, D., Richardson, M, Smth, N., and
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Architecture", RFC 9334, DO 10.17487/RFC9334, January
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Rel ati onship to Agent Genesis

The AGIP Agent Certificate and the Agent Genesis (defined in [ AGIP])
are conpl ementary but distinct:

Cross-ref
to lifecy
event

B sl et o}
| Agent Genesis | Agent Certificate |
| Governance / | Transport / TLS |
| registry | |
------- T e
| JSON docunent | X.509 v3 |
------- e ..
| Governance | Governance platform CA |
| platform | |
------- T e
| Permanent | 90 days (renewabl e) |
| (archived on | |
| revoke) | |
------- e T
| Full identity + | Transport identity + |
| archetype + scope | scope conmtnent |
------- T e
| Genesis record, | TLS nmutual auth, SEP |
| registry anchor | enforcement |
------- e T
r | Canonical Agent-ID | agent-id extension |
| (256-bit SHA-256 | carries the canonical |
| of canonical Agent | Agent-1D |
| Genesis) | |
------- e ..
erence | (originating | activation-certificate-id
cle | issuance event in | extension |
| AGTP-LOG | |
------- T e

Table 3

The agent-id extension carries the canonical Agent-1D (256-bit
SHA- 256 hash of the canonical Agent Genesis), creating a direct
bi ndi ng between the transport certificate and the governance

dentity.

The activation-certificate-id extension carries a

reference to the lifecycle event that activated this certificate,

Hood
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al l owi ng audit reconstruction back to the activation record w thout
i ntroduci ng a cryptographi c dependency that would force certificate
re-i ssuance whenever the Agent Genesis lifecycle state is updated.

Appendi x B. Changes fromvO01

Version 02 is a nam ng-consistency revision. The certificate schemn
i ssuance protocol, revocation propagation, and all underlying
semanti cs are unchanged. Extension nanes are renaned for consistency
with the wire header nodel defined in [AGIP]:

1. The subject-agent-id extension is renaned to agent-id. The
X.509-fl avored subject- prefix is renoved; the extension carries
the canonical Agent-1D and its name now matches the wi re header
it conimmits to.

2. The principal-id extension is renaned to owner-id. The extension
has al ways carried the Owmer-1D (the permanent principal recorded
on the Agent Cenesis), not a per-request acting principal; the
nanme now matches the wire header and the underlying concept.
Cross-references to the per-request delegating principal field on
Attribution-Records are updated to use that field s new nane
(principal _id, per [AGIP-IDENTIFIERS]).

3. References in introduction and verification procedure text to a
Principal -1 D wire header are corrected to Omer-1D, the actua
wi re header defined by [AGIP].

No senmantic changes. |Inplenentations on v0l extensions migrate to
v02 by updating extension O D |labels and field references; the
underlying X 509 structures and O D allocations are unchanged

Appendi x C. Changes from v00

Version 01l is a drift-cleanup revision. The certificate schems,

i ssuance protocol, and revocation propagati on nechani sns are
unchanged. darifications align spec wording wth depl oyed

i npl ement ati on behavi or; one normative item (authority-scope-

comm tnent representation) tracks the inplenentation as the working
interpretation and is open to revision

C.1. Substantive Changes
The foll owi ng substantive changes were nade:
1. *authority-scope-commtnent representation.* The extension val ue

is now defined as the | exicographically sorted, conma-separated,
UTF- 8-encoded |ist of Authority-Scope tokens. Integrity is
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provided by the certificate' s enclosing CA sighature, not by a
separate Ed25519 signature carried in the extension. The earlier
det ached-signature framng is withdrawn. SEP enforcenent parses
the token list once per session and checks request tokens by set
menber shi p; the operational contract is unchanged for relying
parties, only the encoding of the conmitnment val ue is changed.

*agent-id decoupled fromcertificate public key; substitution
defense noved to application layer.* Earlier drafts inplied that
the canoni cal Agent-1D could be derived fromthe certificate
public key and that the TLS | ayer nust refuse certificates whose
agent-id disagreed with that derivation. Under the current Agent
Genesi s taxonony, the canonical Agent-IDis

sha256( canoni cal _f orm Agent _Genesi s_w t hout _signature)) and is

i ndependent of any specific cert key pair. The agent-id
extension is authoritative when present; the cert public key is

i ndependent and renewabl e. The substitution-attack defense is
performed at the application layer by retrieving the Agent
Genesi s (via DI SCOVER /genesis per [AGIP-API] or a local registry
copy), reconputing the canonical hash, and verifying the Agent
Genesi s signature agai nst the recogni zed i ssuer key. The Cross-
Certificate Confusion security consideration is updated
accordingly: successive certificates for the sanme agent *MJST*
carry the sanme agent-id and *MAY* carry different public keys.

*Birth Certificate termnology retired.* Al references to the
Agent Birth Certificate have been repl aced by Agent Cenesis,

mat chi ng the | ocked taxonony in [AGIP] (Agent Cenesis is the
per manent si gned governance-| ayer origin docunent; the canonica
Agent-1D is its 256-bit SHA-256 hash; the Agent Certificate is
the X. 509 v3 transport credential bound to that Agent-1D). The
Rel ationship to Birth Certificate appendix is renaned and
rewitten as Rel ationship to Agent Cenesis.

*SEP status codes updated to vO7 nunbering.* Scope Enforcenent at
SEPs now returns *455 Scope Viol ati on* (previously 451) and adds
*457 Zone Viol ation* for certificates carrying the governance-
zone extensi on when the request’s AGIP-Zone-1D header disagrees
with the certificate. The status code renunbering propagates the
v06 — v07 change in [ AGIP].

*SEP enforcenent nade additive.* A new paragraph in Section 5.2
makes explicit that a certificate without AGIP-specific
extensions is a valid TLS client certificate and is enforced
through application-1layer checks against the Agent ldentity
Docurent. Deploynments may nmix certificates with and w thout AGIP
ext ensi ons.
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C 2.

*activation-certificate-id semantics clarified.* The field is now
defined as a cross-layer reference to the Agent Genesis lifecycle
event that activated this certificate, rather than to a
certificate hash field that no | onger exists under the | ocked
taxonony. The relying-party contract is unchanged: a 64-hex

val ue suitable for cross-layer audit reconstruction

*agtp-ctl-sct cryptographic verification deferred.* The extension
may be carried and parsed for record-keepi ng purposes, but
verification against an operating AGIP-CTL is deferred to a
future revision. The Issuance Protocol is updated to nmake AGTP-
CTL submi ssion and SCT enbeddi ng conditional on AGTP-CTL
availability.

*Provisional OD strategy introduced.* O Ds for the eight
extensions are derived determnistically as UU Dv5 val ues under a
fi xed AGTP nanespace and the extension's canoni cal short nane,

pl aced under the ITUT UUD arc 2.25.{uuid int}. This pernits

i ndependent inplenmentations to interoperate without a centra

all ocation step. The provisional O Ds will be replaced by | ANA-
al | ocated standards-tree O Ds in a future revision

*Normative reference to [ AGTP] updated to v08.*

Section references that pointed at v02 / v06 section nunbers
(Section 6.2, Section 6.7, Section 6.7.3, Section 8.7) are
renoved; cross-references now nanme the conpani on docunment and the
concept rather than a specific section nunber, since section
structure in [AGIP] continues to evolve. RFC 4122 added to
normative references to support the O D derivation

Wre Format Conpatibility

The change to authority-scope-commtment (item1) is the only wire-
format-visible change in this revision. Verifiers that previously
expected an Ed25519 signature in the extension value will not parse
certificates carrying the sorted-token-list form vO00 issuers and
verifiers cannot interoperate with vOl issuers and verifiers w thout
an update. Because no production certificates were issued under the
v00 conmmitnent encoding, this revision treats the change as a
clarification rather than a breaking transition

Al l

ot her changes are editorial or specify operational behavior that

v00 | eft unspecifi ed.
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