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Abstract

Thi s docunent outlines the key objectives of introducing Agentic Al
to the field of network nanagement and highlights the fundanent al

i ssues with existing technol ogies that nmust be addressed to achieve
these goals. It enphasizes the necessity for relevant groups wthin
the I ETF/ I RTF and presents the core technol ogical areas requiring
standardi zation. The aimof Agentic Al is to facilitate a paradi gm
shift in which multiple autononbus Al agents collaborate to fully
aut onat e network operation, managenent and security.
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1. I nt roduction

The expl osive growh of digital services and the increasing
complexity of networks in 5G and future 6G environnents denmand real -
time responsiveness, high efficiency and the ability to make

aut ononous deci sions on a |large scale from operational environments.
To overcone the limtations of existing static automati on nethods and
human-1ed Intent-Based Networking (I1BN), a new Agentic Al-based
paradigmis required. This involves introduci ng autononous software
entities that can interpret intent information, nake deci sions,

per f or m meani ngf ul aut ononobus actions and adjust plans in response to
changi ng circunst ances.

Unli ke traditional automation, which relies on pre-programred rules,
agentic Al uses autononobus decision-nmaking capabilities to handle

| arge-scal e network activities and custonmer requests swiftly and
accurately. These agents performtasks such as network traffic
managenent, fault resolution, and customer interaction support,
continuously executing responses that previously required manual
human revi ew or the issue escal ation.

Agentic Al uses |arge | anguage nodel s (LLMs) to enconpass a wi de
variety of capabilities, such as reasoning, problemsolving,
interacting with external environnents and perforning actions, which



extend far beyond natural |anguage processing. It can deconpose
tasks, breaki ng down conpl ex objectives into specific tasks and
subt asks to achieve them This cognitive capacity enables a
persi stent cognitive cycle (observation, reason, action),
continuously aligning network operations with high-1evel business
i ntent.

When such aut ononpbus agents are wi dely depl oyed across the
conmuni cati ons and network domai ns, standardi zed protocols are
essential to ensure interoperability and security anong different
vendor platforms and network domains. The coll aborative nature of
agent - based Al systens (nmulti-agent systems, or MAS) neans that

st andar di zed agent-to-agent protocols (A2A protocols) must be defined
to prevent silos formng within the systemand to facilitate

di scovery, understanding and col | aborati on between agents.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent defines the follow ng term nol ogi es:

Agentic Al: advanced artificial intelligence (Al) systens designed
to act with a high degree of autonony, initiative, and
adaptability to achieve conpl ex, high-level goals with mninma
human intervention. Unlike traditional Al, which is typically
reactive and follows fixed rules or sinple pronpt-response cycles,
Agentic Al function uses a reasoning engine (often a Large
Language Model) to i ndependently plan, execute, and self-correct
mul ti-step workfl ows.

3. Agentic Al for Network nivhagenent
3.1. Role of Agentic Al in Network Operations

The conpl exity of network nanagenent and network operations are

i ncreasing exponentially, due to the increased size of networks and
the increased frequency of change, for the new 5G and future 6G
services. This makes it increasingly difficult for existing

aut omati on techniques to neet the requirenments for operationa
efficiency and service quality. Consequently, Agentic Al is an
essential technol ogi cal advancenent for the realization of autononous
net wor ks.

Agentic Al refers to intelligent systems that can act autonomously to
achi eve specific business objectives with m nimal human supervi si on.
These systens can reason through nulti-step problens and adjust their
actions in real tine. Unlike traditional Al systens that respond
only to direct conmands passively, Agentic Al is an active system
operating wthin an autononous, closed-loop framework. This
framewor k enabl es the systemto perceive its environnent, reason,
pl an a sequence of actions and execute them using various avail abl e
tools and APIs. This autonony enables it to performconplex, multi-
step processes such as software devel opnent, data anal ysis and

net wor k managenent .

The ai m of autononbus networks is to | everage the capabilities of
Agentic Al in order to transition operations and mai nt enance from
static, human-nmanaged, rul e-based automati on to dynam c, intent-based
automation that is governed by humans. The ultinate goal is to
reduce nmanagenent costs and conplexity, enabling rapid business
optimization at unprecedented | evels.



The primary objective of Agentic Al is to enabl e aut ononous deci si on-
maki ng and the resolution of conmplex, multi-domain tasks. This is
crucial in bringing operations closer to the |evel of autonony that
Agentic Al ains to achieve, by facilitating cross-donain

col l aboration. To achieve this, Agentic Al nust align network
capabilities with strategic business priorities, such as inproving
cust oner experience and reduci ng operational costs. This involves
transl ati ng conprehensi ve business intent into |ocalized, actionable
net work configuration plans.

Agentic Al optimzes resource allocation based on real -tinme demand
and busi ness objectives, enabling smarter resource and energy usage.
In the architecture research for 6G for exanple, the application of
constrai ned agentic Al techniques focused on energy efficiency and
secure real -tine learning for dynamic resource allocation has been
identified as a key objective [Agentic-Al-Wreless].

The Autonom ¢ Networking Integrated Mddel and Approach (AN MA)
Worki ng Group of the | ETF devel oped the Autonomi c Service Agent (ASA)
for autonom c networking. [RFC7575] defines the ASA as An agent

i npl emrent ed on an aut onomni ¢ node that inplenents an autononic
function, either in part (in the case of a distributed function) or
whol e [ RFC7575]. In other words, the ASA is a core conponent of

ANl MA: a software nodul e that performs autononic functions on network
nodes. The ANIMA Working Group is defining design guidelines,

i fecycl e managenent, authorization and coordi nation standards for
the ASA [ ANI MA] .

IETF Al Preferences (Al PREF) Wrking Goup is focused on
standardi zi ng a common vocabul ary and nmechani smt hrough which users
and systens can express their preferences regarding the use of their
content in the devel opnent, training, deploynent and use of Al nodels
[ Al PREF] .

The A2A-T protocol is tailored for Autononous Networking scenari os,
facilitating effective multi-agent conmunication and col | aborati on
This extension ains to enhance interoperability and efficiency in
conpl ex tel ecomuni cations environments by providing a standardized
interaction franmework anbng agents across various |ayers and donai ns.

3.2. (Operation of Agentic Al for Network Managenent

The principal conponents of agentic Al can be broadly divided into
the intelligence core and the execution tool donmain.

3.2.1. Intelligence core

The intelligence core is responsible for an agent’s deci si on- maki ng
and problemsolving capabilities. Large |anguage nodels (LLMs) or
specialized Al nodels formthe basis of this core. Reasoning Engi ne/
LLM This constitutes the core of the agent’s brain. [t understands
abstract objectives (intent) received fromusers or higher-Ievel
systens, creates step-by-step plans (plan) to achieve them eval uates
the outcomes of execution (reflection) and uses |ogical reasoning to
nmodi fy plans or determ ne subsequent steps.

Menory is the data repository that agents learn fromand refer to.

* Short-termmenory: It stores the context of the current task and
recent execution results.

* Long-termnenory: It stores persistent information such as
previously successful solutions, general know edge and network
architecture guidelines.



3.2.2. Execution & Interaction

These conmponents enabl e the agent to comunicate with and nake
changes to the external environnment (i.e. the network or systemn

* Tool set/capability: A collection of all the external interfaces
that an agent uses to performtasks within a network environnent.
The tool Orchestrator nanages the list of external tools (APIs,
functions) available for agents to use. During the planning
phase, it deternines which tool is nost appropriate and, during
the execution phase, it is responsible for calling the tool and
accurately configuring the necessary paramneters.

* Execution environment: A sandbox environnent in which code
generated according to the plan is executed safely, and externa
tool s are invoked.

* Sensi ng/ observation mechani sm The channel through which the too
Orchestrator verifies execution results and collects the current
environmental state. This involves nore than just invoking tools;
it continuously draws network events, sensor data and simlar
inputs into a feedback | oop
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Figure 1: Execution & Interaction
4. Problem Statenent of Existing Techni ques for Agentic Al
4.1. Architectural Bottlenecks and the Failure of Centralization
Exi sting Al and autonmation systens have often relied on centralized

infrastructure for data aggregati on and heavy conputing. However,
these centralized nodel s cannot handl e the volune, velocity, and



distributed nature of Agentic Al workloads. Centralized Al systens
are constrained by central infrastructure, resulting in high | atency
due to round-trip times to the cloud. Such latency is unacceptable
for real-tinme applications such as self-healing and 5G slicing
managenment. There is also the issue that the central server becones
a bottleneck, limting scalability. The inherent limtations of such
centralized nodels (single point of failure (SPoF), |atency)
inevitably drive Agentic Al architectures towards a distributed nesh
form This |leverages |ocal processing at the edge for |ow | atency
and fault tolerance, requiring the standardization of distributed
control and conmuni cation nechani sns that transcend conventi ona
central i zed SDN managenent nodel s.

4.2. Absence of agent-to-agent (A2A) Semantic Interoperability

Agentic systens are often built by different vendors using various
frameworks, leading to fragnmented and sil oed system operations.
Conpl ex networ k managenent tasks require the deconposition of work
and col | aborati on between specialized agents. Wthout standardized
agent -t o-agent (A2A) protocols, bespoke connectors becone necessary
to connect these fragnented systens, slow ng down devel oprent and

i ntegration speeds.

St andar di zati on nmust define consistent payl oads and interfaces that
support real-time interactions between systens, enabling agents to
di scover, understand, and coll aborate with one another regardl ess of
their underlying inplenmentations.

4.3. Lack of Dynami c Trust and Accountability in Autononous Behavior

The introduction of Al agents as autononous entities performnng
actions at machi ne speed presents significant security and governance
chal l enges. Traditional identity and access managenent (lIAM focuses
on human users or predefined roles. However, autononous agents
operate with dynanic intent, require context-aware access, and nust
mai ntai n provabl e accountability for every action they perform
Wthout a robust Zero Trust framework specifically designed for non-
human aut ononous entities, there is a risk of catastrophic security
breaches or mani pul ati on where autononous systens coul d out pace human
control capabilities

4.4. Real-time Data Quality and Validity |ssue

The deci sion-nmaking of Al agents is determned by the quality of the
data they receive. 1In a network environnent, data quality is of
paranount inportance. |Inconplete, delayed, senantic-less, context-

| ess, or corrupted data feeds can |l ead to severe operational or
financial |osses when agents take autonompbus actions (e.g., traffic
rerouting, forced execution of financial transactions). Therefore,
it nmust extend beyond the current focus on bandw dth and speed to
include the data quality verification agents rely upon. This is
essential to neet the requirenents of continuously operating
intelligent agents.

4.5. Problenms with the Existing IBN System Rigidity of the Intent
Transl ation Engine (I TE)

Exi sting I BN systens rely on the Intent Translation Engine (ITE) or
the Intent-Based System (I1BS) spatial functionality to bridge the gap
bet ween the business intent and the network operationa
infrastructure. This translation is typically driven by predefined
data nodel s such as YANG nodel s and | acks the necessary adaptive
flexibility when unforeseen conditions arise. |IBN fundanmentally
shifts operational nodes to a dynami c intent-based approach, yet
retains the inherent limtation that control renmains under human
oversight. Agentic Al minimses or elimnates human intervention in



this cognitive |oop through LLM based reasoni ng and pl anni ng
capabilities, refining the IBN closed | oop by integrating continuous
reasoni ng and conflict resolution capabilities into the cognitive

| ayer. These capabilities represent what was |acking in the
classical IBN definition and formthe core technical objective.

4.6. ANIMA ASA's Problem Cognitive Sinplicity

ANl MA' s ASAs are typically designed for specific, |ocalized

aut ononous functions (e.g., prefix nanagenent, bootstrapping). They
rely heavily on predefined policy structures and | ack the conpl ex
reasoni ng, planning, or self-reflection capabilities characteristic
of Agentic Al (LLM based task deconposition). ANIMA's ASA is
conceptual ly a precursor to Agentic Al, but |lacks a cognitive core
(LLM i nference engine). Agentic Al introduces LLM based planning and
tool -use capabilities that require conplex, semantic negotiation
(A2A) beyond sinple informati on exchange (GeneRi ¢ Aut onomi ¢ Signaling
Prot ocol ; GRASP), denpbnstrating the necessity for a dedicated
protocol |ayer that extends beyond the existing ANI MA franeworKk.

5. Objectives of Agentic Al for Operations & Managenent
5.1. bjective 1 - Autononmous Network Operations & Managenent

Beyond mi nim zi ng human intervention, it rmust inplenment a Autononous
Driving Netowk (defined in TMF) that autononously recogni ses,

di agnoses, infers, and resol ves issues even in unpredictable
situations.

Key Features:

* Predictive & Proactive Fault Managenent: Al agents learn traffic
patterns, logs, and performance netrics in real tinme to identify
potential causes before faults occur. The network autononously
reroutes traffic or reallocates resources to prevent service
interruptions at source.

* Intelligent Root Cause Analysis: In conplex, intertwined fault
scenarios, nmultiple agents collaborate to synthesize distributed
data. They deduce the root cause as a "problem of correlations”
rather than a single point of failure and propose sol utions.

*  Aut ononpus Configuration & Optimzation: Al agents conprehend
hi gh-1 evel objectives such as ‘optinize user experience’ and
aut ononously configure and continuously fine-tune routing
protocols, QS policies, security rules, and other elenents to
achi eve them

5.2. bjective 2 - Intelligent & Dynam ¢ Resource Orchestration

To address unpredictable traffic demands such as 6G hol ographic
communi cations, and | arge-scale |oT, network resources (conputing,
storage, bandw dth) are allocated and coordinated in real time and
proactively.

Key Features:

* Dynamic Network Slicing: Al agents recogni ze application
requirenents (latency, bandwidth, etc.) in real time, instantly
creating, scaling, and downsi zi ng custom zed network slices per
user or service.

* Cross-Domain Resource Negotiation: Al agents distributed across
net wor ks of different tel econmunications or cloud providers
negotiate in real tine to dynam cally secure optinmal resources,
ensuring end-to-end quality for gl obal services.
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* Edge Conputing Resource Optimzation: By predicting edge node | oad
and user nobility, Al agents dynam cally reallocate workloads to
opti mal edge nodes while ensuring service continuity.

hjective 3 - Predictive & Adaptive Network Security

Beyond def endi ng agai nst known attack patterns, Al agents
aut ononously detect unknown zero-day attacks or advanced persistent
threats (APTs) and reconfigure defence systens in real tine.

Key Features:

* Autononobus threat hunting and response: Security agents
continuously detect mnute anonalies across the entire network.
If an anonmaly is deened a threat, they respond i medi ately by
taking action such as isolating infected nodes or bl ocking attack
traffic, all without human intervention

* Dynam c Defense Posture: Al agents dynamically nodify firewal
policies, access control lists (ACLs), and traffic filtering rules
inreal tinme based on attack type and intensity, thereby
m nimzing the attack surface.

hj ective 4 - Enabling Novel Network Service Mbdels

By transformng the network itself into a single, vast distributed Al
platform it enables new conmmunication services and business nodel s
that were previously inpossible.

Key Features:

* Intent-driven Service Creation: Wien a user requests in natura
| anguage, 'l want to play a lag-free VR game with nmy friends,’ an
Al agent interprets this and provides a Network-as-a-Service that
instantly allocates the necessary resources (such as network
slices and edge servers).

* Semantic Commruni cation: Conmmuni cation focuses on the “neaning” or
“purpose” conveyed by data rather than the bits thensel ves,
enabling ultra-efficient comruni cation that achi eves maxi mum
effect with mninmal data transm ssion

oj ective 5 - Autononous, H gh-Fidelity & Action-Aware Network
Measur enment

To turn raw network telenetry into trustworthy, context-rich insight
that continuously retrains itself, explains its own uncertainty, and
feeds cl osed-1oop control w thout human anal ysts.

Key Features: - Generative Telenetry Synthesis & Gap-Filling: Gen-Al
nmodel s learn multi-nodal telenmetry (packets, flow records, SNWP,

sysl ogs, DPlI, spectrum scans) and hallucinate statistically faithfu
“m ssing data” where sensors are sparse or silent, delivering 100 %
coverage at any time/space scale.

* Semantic Anomaly Narratives & Root-Cause Metrics: Instead of
threshold alerts, the nodel outputs human-readabl e stories
( “Between 02:13-02:19 UTC, TCP RTT on slice-C rose 38 % because 17
% of ECN-mar ked packets were re-routed via the Seattle POP due to
a m s-announced BGP community” ). Each sentence is back-traced to
verifiabl e neasurenent sanpl es.

* Self-Driving Measurement Canpaigns: The Al translates high-Ieve
intents ( “tell nme if user-perceived 4 K latency coul d exceed 150
ms during the next football final” ) into dynam c sanpler
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schedul es, probe paths, and packet structures; it |aunches the
canpai gn, stops when statistical confidence is reached, and
rel eases resources back to the data plane.

* Counterfactual & Predictive “Wuat-if” Metrics: Gven a proposed
config change (new AQV additional slice, 400 GE upgrade), the
gener ator produces the expected delay/loss/jitter distributions
before any byte is noved, letting operators conpare KPl deltas
wi t hout real -world probing.

6. Objective 6 - Explainable and Account abl e Aut ononobus Deci si on-
Maki ng

To ensure that autononous and agentic Al systens operating the
network can be trusted, governed, and safely adopted at scale, their
deci sions and actions nust be expl ai nable, traceable, and accountable
t hroughout the operational |ifecycle.

Key Features: - Decision Traceability & Reasoning Lineage: Al agents
mai ntain an auditable chain |inking high-level goals, observed
network state, inferred hypotheses, selected plans, and executed
actions. Each autononous decision can be traced back to the inputs,
assunptions, and internediate reasoning steps that produced it.

* Confidence, Uncertainty & Ri sk Awareness: Al ongside every mgjor
deci sion or recomendati on, Al agents expose confidence |evels,
uncertainty bounds, or risk indicators, enabling operators and
hi gher-1evel agents to assess decision reliability and determ ne
when human oversight or additional validation is required.

* Human- 1 nterpretable Explanations for Operations: Instead of opaque
actions, agents generate conci se, human-readabl e expl anati ons
describing why a specific action was taken (e.g., configuration
change, traffic reroute, security response), allow ng operators to
rapidly understand intent, inpact, and alternatives.

* Post-Incident Accountability & Audit Support: In failure, outage,
or policy-violation scenarios, Al agents provide verifiable
decision logs and justification records that support root-cause
anal ysi s, conpliance checks, and continuous inprovenent of
aut ononous behavi ors.

* Policy-Aware Oversight & Intervention Hooks: Explainability
mechani sns enabl e policy engines, supervisory agents, or human
operators to validate decisions against organizationa
constraints, override actions when required, and refine
operational policies based on observed agent behavi or

Use cases of Agentic Al for Operations & Managenent

D fferent use cases for Agentic Al on Qperation & Managenent can be
identified, as described in the follow ng sections.

1. Intent Based Service Delivery

Bel ow i s the di agram showcasi ng how net work nanagenent Al agent takes
effect on the intent based service delivery process.

e T e +
| L3VPN Service Delivery Application
o e e e e e e oo o e e e e e e e e e e e o m o +
I
I ntent |LPI
interface
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Figure 2: Intent Based Service Delivery

Step a. L3VPN Service Delivery Application at the OSS | ayer uses
Language Programming Interface (LPlI) to send service intent request
"Create L3VPN service with 2 VPN sites in London and Paris using L3SM
Servi ce Model ".

Step b. The Network Managenment Al Agent |ooks up know edge base to
understand the intent and identify user’s objective "VPN Service
Creation".

Step c. The Network Managerment Al Agent further interacts with
Know edge base for expert experience and | ooks up thought of chain
related to "VPN Service Creation". And then the Know edge base
returns results to the Network nmanagenment Al Agent.

Step d. The Network Managenment Al Agent deconposes user intent and
break down the tasks into operational workflow including
configuration generation, configuration validation, configuration
distribution. For configuration validation, it will interact with
Network Digital Twin tools to obtain the validation results.

Step e. After L3VPN Service is delivered successfully, the Network
Managenent Al Agent will use LPlI to return success results.

6.2. Cross-layer and Cross-donmin Milti-Agent comunication for
Conpl ai nt handl i ng

In this scenario, autonotive conpanies centrally collect conplaints
fromtheir customers (drivers) and use the operator’ s conpl aint
systemto feedback issues to the operator. The operator’s BSS
trouble ticket systemgenerates tickets fromthese conplaints and

di spatches themto the OSS. The integrated vehicle networking
compl ai nt handling agent within the OSS anal yzes the trouble tickets
and performs fault |ocalization. The ticket will be sent to the
correspondi ng vehicle networking trouble ticket agent within CSS
based on whether fault localization is within or beyond specific

mai nt enance dormai n.

The vehi cl e networking trouble ticket agent within the OSS will parse
the ticket into nultiple multi-steps workflow and interact with the

I P network agent and nobile network agent within its managenent

domai n to resol ve the problem

| Aut onobi | e Manuf act urer |
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Figure 3: IoV User Conplaints Handling
Tasks are triggered by natural |anguage
Conpl aints usually come from end-users or enterprises
- who may not have a deep understandi ng of network
0 sonetines are unable to provide accurate descriptions
Tasks possess both abstraction and expertise

Abstraction: conplaint content is unpredictable and the invol ved
dommi ns cannot be antici pated

Expertise: The final closed-loop of the task depends on the
net wor k

Tasks invol ve cross-layer and cross-domai n aspects
Cross-Layer: BSS/ OSS -> Network
Cr oss- domai n:

- Technical dommins (wreless network domain, backhaul network
domai n)

- managenent & mai ntenance donains (i.e. across provinces and
cities)
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Figure 4: Al Agent Driven Network Managenent

Traditi onal network operation and mai nt enance require extensive human
oversight and are constrained by predefined policies, linmting real -
time adaptability. Network managenent Al agents at the network |evel
enhance network intelligence and automation by integrating |arge
networ k foundation nodels, specialized small Al nodels, and feedback
cl osed | oops nmechani sms. The key functional requirenments of the

Net wor k management Al agent incl ude:

* |Integrate with |large foundati on nodels and specialized snall
nodel s for context-aware deci si on-nmaki ng;

* Support Intent realizing including task deconposition,reasoning,
i nf erenceé&predi cti on and deci si on maki ng.

*  Support autononobus execution of network service lifecycle
managenent, includi ng network service delivery, network anonaly
detection, predictive nmaintenance and troubl eshooting, network re-
optim zati on;

* Work with upper layer OSS to facilitate cross-1layer coll aboration,
enabl i ng seam ess communi cati on between network el enents;

Security Considerations
When human operators interact with the Al Agent or the Al Agent
interact with tool s/ APl s/LLMs or other Al agents, The security risks
needs to be considered such as Menory Poi soning, M suse of Tools,
Privil ege Conprom se, Resource Overload, Cascadi ng Hall ucinations,
I ntent Breaki ng&Goal Manipul ation, M saligned & Deceptive Behaviours,
Repudi ati on & Untraceability, ldentity Spoofing&
| mpr esonati ng, Overwhel i ng human in the | oop, etc.

The detailed security consideration has been docunented in in section
11 of [I-D.wre-nnrg-agent-ndt-arch].

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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