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Abst r act

Thi s docunent specifies the repository and synchroni zati on senantics
for Authenticated Transfer (AT), a protocol for cryptographically-
verifiable storage and distribution of structured user-controlled

data. It defines the AT repository that serves as the fundanental
data storage nodel. It further specifies synchronizati on nechanisns
that allow efficient distribution of repository changes to interested
parties.

Thi s docunent specifically deals with the repository and sync
protocol. Overall network architecture is described further in

[ AT- ARCH] .
About This Docunent
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Source for this draft and an issue tracker can be found at
https://github. com bl uesky-social/ietf-drafts.
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The Authenticated Transfer (AT) repository and synchronization
protocol addresses the challenges of building decentralized
applications that require consistent data replication across
distributed nmulti-party infrastructure. Traditional web platforns
mai ntain user data at a single network | ocation, creating vendor
lock-in and limting user agency over their digital identity and
publ i shed content.

In the AT nodel, user data is stored in cryptographically signed
repositories that can be hosted, synchronized, and distributed by any
compati bl e server while preserving data authenticity and user
ownershi p. Each repository consists of a set of CBOR- encoded objects
call ed records, organized | exicographically by type. The
cryptographic structure allows repository contents to be re-

di stributed and cached by any network participant w thout requiring
trust in intermediary hosts.

The synchroni zation system provi des efficient nmechani sns for
propagating repository state changes across the network, supporting
both real -tine stream ng updates and bul k synchroni zati on scenari os.
The protocol can detect dropped or withheld updates and provi des
cryptographic proofs for all operations, including record deletions,
ensuring that consuners can maintain accurate and conpl ete views of
repository state.

Thi s docunent specifically deals with the repository and sync
protocol. Overall network architecture is described further in

[ AT- ARCH] .
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2

2

Repository

An AT repository provides a sorted key-value interface where val ues
are CBOR-encoded objects refered to as records. Applications
interact with repositories through standard CRUD operati ons while the
underlying Merkle tree structure enabl es cryptographic verification
of all nodifications.

Repository authority is established through Decentralized ldentifiers
(DIDs). Each repository is associated with exactly one DI D, which
resolves to the cryptographic key nmaterial necessary for verifying
repositories.

The repository structure provides several advantages over individualy
si gned obj ects:

* Sinplified key rotation through a single repository-Ieve
signature rather than record-|evel signatures

* Cryptographic proofs of record del etion

* Conpl et eness guarantees that enabl e observers to detect withheld,
m ssing, or outdated records

Thi s docunent describes version 3 of the AT repository format. Both
previ ous versions are deprecated, and inplenentations do not need to
support them

1. Repository Semantics

Records are discrete units of user data, each CBOR-encoded and
identified by a unique key within the repository. The repository is
schema- agnostic and provides the foundational |ayer for higher-I|eve
data nodel s and application senantics.

Repositories support individual record operations as well as batch
wites that group multiple operations under a single comrit, or
signed mutation, to the repository. \Wen applying batch operations,
i mpl ement ati ons shoul d ensure that the resulting changes can be
adequately represented within the synchronization system (see
Section 4.2.1).

By convention, records are organi zed using a hierarchical two-part
key structure consisting of a collection identifier and a record key.
Record keys may be derived fromtinestanps or other nonotonically

i ncreasing val ues, ensuring that new records are typically added to
the | exicographically rightnost position within their collection
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Repository efficiency, especially in partial synchronization
situations, benefits from grouping related records around

| exi cographically simlar keys. This grouping allows for structura
sharing within the repository data structure and reduces

crypt ographi ¢ proof sizes.

2.2. Repository Structure

AT repositories are organi zed as a Merkl e Search Tree
(https://inria.hal.sciencel/hal-02303490/ docunent) ([ MST]) with a
cryptographically signed conmt referencing the tree root.

The MST provi des several fundanental properties for repository
operations. As a content-addressed structure, it enables efficient
verification of data. The MST maintains | exicographic key ordering,
enabling structural sharing of internmediate tree nodes for rel ated
records. It is probabilistically self-balancing, offering consistent
performance characteristics. Additionally the MST exhibits unicity,
meani ng that any given set of keys and values will always produce the
same tree structure and root hash regardl ess of insertion order.

Repository contents are encoded using determnistic CBOR
serialization and organi zed as a directed acyclic graph where data
obj ects reference each other through content hashes. These hash-
identified data objects, referred to as "bl ocks," include three
distinct types: commt objects, MST internal nodes, and user records.

Large binary data such as inmages and nedia files are not stored
directly within repositories. |Instead, such data is stored
externally and referenced in records by a hash |ink

2.3. User ldentifiers

Repository authority is established through a resol vabl e user
identifier specified in the repository conmmt (Section 2.4). AT

enpl oys Decentralized Identifiers (DIDs) as defined in [DID] for this
pur pose.

DiDs are globally unique identifiers that resolve to DI D Documents
contai ning cryptographic key material and ot her netadata associ ated
with the identifier. Resolution enables independent verification of
repository comrits w thout dependence on centralized authorities.

Each repository must reference exactly one DID, and each DI D rmay be
associated with at nost one AT repository.
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The signing key for repository conmits is specified within the DID
docunent’s verificati onMethod array. The key entry nmust have an id
field ending in #atproto. Wen nultiple possible verification

met hods are present, inplenmentations nust use the first valid entry
and i gnore subsequent ones. The public key nust be encoded using the
publ i cKeyMul ti base format as specified in [CONTROLLEDI D]. The

si gni ng key nmust use one of the signing algorithns described in
Section 2.6. 2.

DD resolution may return supplenmentary i nformati on beyond the
si gni ng key, including canonical repository hosting |ocations,
alternative user identifiers, or relevant service endpoints.

To ensure interoperability, AT restricts support to specific DD
met hods. Currently supported nethods are did:web and did:plc. The
resol uti on nmechani sms and specifications for these nethods are
described in [ D DWEB] and [ DI DPLC]

2.4. Commit bjects

Conmit objects serve as the authoritative root of each repository,
est abl i shing cryptographic ownership and providing a verifiable
reference to the state of a repository at a particular point in tine.
Each commit is digitally signed by the repository owner and contains
nmet adat a necessary for verification and synchroni zation

A commit object contains the followi ng data fiel ds:

* *did* (string, required): The resol vabl e user identifier
associated with the repository as described in Section 2.3

* *yersion* (integer, required): Repository format version, fixed
val ue of *3* for the current specification

* *data* (hash link, required): Hash pointer to the root of the
repository’ s MST structure

* *rev* (string, required): Repository revision identifier that
functions as a logical clock and nust increase nonotonically (see
Section 3.1).

* *prev* (hash link, nullable): Optional pointer to the previous
conmit object in the repository’ s history chain. Wile included
for backward conpatibility with version 2 repositories, this field
is typically null in version 3 inplenentations

* *sig* (byte array, required): Cryptographic signature over the
conmit contents.
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Commit signature generation and verification procedures are detailed
in Section 2.6.1.

2.5. MBST Construction

The MST structure is deternministically reproducible fromany given
key-val ue mappi ng, where keys are non-enpty byte strings and val ues
are hash link references to records. This determ nistic construction
ensures that identical input sets always produce the sane root hash
regardl ess of insertion order.

The tree’'s structural organization depends solely on the keys
present, not on the record values they reference. When a record

val ue changes, the new content hash propagates up through the tree
nodes to the root, but the tree’s shape and node organi zation remain
unchanged.

2.5.1. Tree Structure

Each MST node contains a list of key-value entries and references to
child subtrees. Entries and subtree links are maintained in
| exi cographic order, with all keys in a linked subtree falling within
the range corresponding to that link’s position. The ordering
proceeds fromleft (lexicographically first) to right
(1 exicographically last).
Keys are assigned to tree |levels based on a | ayer value conmputed from
the key itself. Nodes at each level contain all keys with the
correspondi ng | ayer value, while subtree |inks point to nodes
containing keys that fall within specific |exicographic ranges but
have | ower | ayer values. Adjacent keys may appear within the sane
node, but adjacent subtrees nust be separated by at |east one key
entry to prevent structural anbiguity.

2.5.2. Layer Calculation

The layer for a given key is calculated using SHA-256 with a 2-bit
groupi ng schenme that provides an average fanout of 4:

1. Conpute the SHA-256 hash of the key (byte string) with binary
out put

2. Count the nunber of |eading binary zeros in the hash
3. Divide by 2, rounding down to the nearest integer

Exampl es of l|ayer cal cul ati on:
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* keyl: SHA-256 begins 100000010111... — layer O
* key7: SHA-256 begins 000111100011... — layer 1
* keyb515: SHA-256 begi ns 000000000111... — layer 4
When processing the MST structure, inplenentations nmust verify the
| ayer assignnent and ordering of keys. VWhile this verification is
nmost essential for untrusted inputs, inplenmentations should perform
these checks consistently regardless of data source. Additiona
validation of node size |limts and other structural parameters is
required to prevent resource exhaustion attacks, as detailed in
Security Considerations (Section 5).

2.5.3. MST Construction Exanple
The following is a Merkle Search Tree containing 9 records with keys
A-1. Each key would include a pointer to sonme record hash, though
that hash is irrelevant to the construction of the tree. Each
asterisk (*) represents a hash pointer to the subtree under it.
For the sake of illustration assunme the follow ng | ayer cal cul ations:
* layer(D) = 2
* layer(AfI) =1

* layer(B|CFIgH =0

!}c D *

I I
| L
A * E * |

| |

| L

B C F G H

Figure 1: Exanple MST Structure

Hol mgren & Newbol d Expires 18 March 2026 [ Page 8]



I nternet-Draft AT Repo and Sync Sept enber 2025

2.5.4. Enpty Nodes

An enpty repository containing no records is represented as a single
MST node with no entries. This is the only case where a node without
entries is permtted.

Nodes that contain no key entries but do contain subtree |links are
all owed at internediate positions, provided those subtrees eventually
contain key entries. However, such nodes are not permtted at the
root position - the root nust either contain key entries or be the
special case of a conpletely enpty repository. Simlarly, nodes

wi t hout key entries are not permitted at |eaf positions except for
the enpty repository case.

This structure ensures that nodes | acking key-value entries are
pruned fromthe top and bottomof the tree while preserving

i nt ermedi at e nodes that nmintain proper height rel ationships and
prevent subtree links from skipping |ayers.

2.5.5. MST Node Schema

G ven their preval ence through the repository structure, MST nodes
require a conpact binary representation for storage efficiency. Keys
wi thin each node use prefix conpression, where each entry specifies
the nunmber of bytes it shares with the preceding key in the array.
The first entry in each node contains the conplete key with a prefix
Il ength of zero. This conpression applies only wthin individua

nodes and does not extend across node boundaries. The conpression
schene is mandatory to ensure determ nistic MST structure across al

i mpl ement ati ons.

MST nodes contain the follow ng fields:
* | (hash link, nullable): Reference to a subtree node at a | ower
| ayer containing keys that sort |exicographically before all keys

in the current node

* e (array, required): Ordered array of entry objects, each
cont ai ni ng:

- p (integer, required): Nunber of bytes shared with the previous
entry in this node

- k (byte string, required): Key suffix remaining after renoving
the shared prefix bytes

- Vv (hash link, required): Reference to the record data for this
entry
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- t (hash link, nullable): Reference to a subtree node at a | ower
| ayer containing keys that sort after this entry’s key but
before the next entry’'s key in the current node

2.5.6. MST Node exanple
The foll owi ng exanpl e shows an MST node at |ayer 1 containing two
subtree pointers and two key-value entries. The node contents in
order are:
* Left subtree: hash link 0x017112643b9326. .
* Entry: key7 — record hash Iink 0x0171122d9aa87e. .
* Right subtree: hash |link 0x01711247e2886f. .
* Entry: keyl0 — record hash link 0x01711210b6da2c. .

Thi s node woul d be encoded as fol |l ows:

{
|: 0x017112643b9326. .
e: |
{
p: O,
k: "key7",
v: 0x0171122d9aa87e. .
t: 0x01711247e2886f. .
H
{
p: 3,
k: "10",
v: 0x01711210b6da2c. .
t: null
}
]
{

2.6. Commit Signatures

Conmit objects are signed by the key declared by the repository
owner’ s resolvable identifier. Neither the signature nor the signed
conmit object contains information about the curve type or specific
public key used for signing. This information nmust be obtained by
resolving the repository’s DID as specified in Section 2.3.
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The nost recent conmit mnust al ways be verifiable using the currently
resol vabl e signing key. Wen rotating signing keys, a new repository
conmt mnust be created, even if the contents and structure of the
repository remai n unchanged.

2.6.1. Signature Ceneration
To generate a comit signature:

1. Populate all commit data fields except the sig field

2. Serialize the unsigned commt using determnistic CBOR encodi ng
(see Section 2.7)

3. Conpute the SHA-256 hash of the serialized bytes

4. Sign the hash using the current signing key associated with the
repository’'s DID

5. Format the signature as a concatenation of the 32-byte r and
32-byte s val ues

6. Add the resulting 64-byte signature to the comrit object as the
sig field

2.6.2. Supported Curves

AT i npl enent ati ons nust support both of the following elliptic curves
and signature al gorithns:

* N ST P-256 (al so known as secp256r1l or p256) [ SEC?]
* secp256kl (al so known as k256) [ SEC2?]
2.6.3. Signature Canonicalization

ECDSA signatures exhibit malleability, allow ng transformation into
distinct but equally valid signatures without access to the private
key or original data. Wiile the security inpact is linted,
signature nalleability could enabl e broadcast of nultiple valid
versi ons of the sanme repository comrit with different hashes,
potentially causi ng synchronization confusion

To prevent such scenarios, AT requires all ECDSA signatures to be
canonicalized in lowS form Specifically, the s conmponent of the
signature nust satisfy s n/2, where nis the order of the curve’'s
base point.
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2.7. Determnistic CBOR Encoding

Repository content requires consistent binary representati on across
all inplenentations to ensure identical content hashes and verifiable
integrity. Al records, MST nodes, and commits nust be encoded using
Determ nistically Encoded CBOR as specified in Section 4.2 of [CBOR],
with map key ordering followi ng the original specification in

Section 3.9 of [RFC7049] for historical conpatibility.

For interoperability purposes, hash |inks between repository objects
are encoded using a specific format within the CBOR structure.

SHA- 256 hash |inks are represented as CBOR byte strings under tag 42,
with the byte string containing the 32-byte hash val ue prefixed by
the fixed byte sequence 0x017112

Hash links that point to arbitrary binary data instead of other
repository objects should be encoded simlarly though prefixed by the
fi xed byte sequence 0x015512.

2.8. Repository Serialization Format

Repositories are serialized for transm ssion and storage as a

concat enat ed sequence of block data, where bl ocks represent the CBOR-
encoded records, MST nodes, and commit objects that conprise the
repository structure. The serialization is prefixed with a header
that identifies the root block, typically the repository’s commt

obj ect .

Serialized repositories nmay contain partial repository state, such as
when transmitting cryptographic proofs for specific records. In
these situations, they may not include unrel ated MST nodes or records
out si de the proof path.

2.8.1. Header Fornat

The header is constructed by CBOR-encodi ng an object with the
follow ng fields:

* version (integer, required): Fixed value of 1

* root (array, required): Single-elenent array containing the hash
link of the commit bl ock

The CBOR-encoded header is prefixed with its byte |l ength encoded as
an unsi gned LEB128 integer as described in Section 7.6 of [ DWARF].
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2.8. 2. Bl ock For mat

Fol | owi ng the header, each repository block is serialized by
concat enat i ng:

1. The conbined byte length of the following two conponents, encoded
as an unsigned LEB128 integer

2. The block’s content hash, prefixed with 0x017112 as specified in
Section 2.7

3. The CBOR-encoded bl ock data

[------- Header ------- | |------------------ Data ------------------ |
[ int | Header block 1] [ int | hash | block ] [ int | hash | block ]

Figure 2: Repo Serialization Layout
2.8.3. Block Odering

Bl ock ordering should follow preorder traversal of the included
repository portion when possible, though parsers nust be tol erant of
ot her or unexpected orderings.

Preorder traversal enables stream ng verification of repositories,
all owi ng parsers to wal k the MST structure and out put key-to-record
mappi ngs while maintaining mniml MT state in nmenory. This
approach supports efficient processing of large repositories wthout
requiring conplete buffering of the serialized data.

3. Synchroni zation

The AT synchroni zati on nodel operates on the principle that any
partici pant can independently verify repository updates. This allows
sync to occur between any client and server w thout requiring that
the server is a canonical or trusted host.

AT supports multiple synchronization patterns: full repository
synchroni zati on for conplete replicas, partial synchronization for
specific record subsets, and proof-only synchronization for
cryptographic verification without content retrieval

The typical synchronization workfl ow establishes baseline state
through full synchronization, then maintains currency through
incremental updates. Full synchronization is perforned by fetching a
conpl ete serialized repository over HITPS
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3.

3.

3.

Repository Revi sions
Each repository maintains a rev field (short for “revision” ) that
functions as a logical clock for the progression of the contents of
the repository over tinme. The revision value is a short string val ue
that nmust increase |exicographically with each new conmit.
Revi si ons may be used when conparing two repositories, especially
when obtai ned from a non-canoni cal host, to determ ne which is nore
recent.
.1. Timestanp ldentifier Format

The recomended mechani sm for generating revision values is the
Timestanmp ldentifier (TID) format.

TI Ds provide a standardi zed revision format with the foll ow ng
properties:

* 64-bit integer with big-endian byte ordering

* Base32-sortabl e encodi ng using characters
234567abcdef ghi j kl mopqr st uvwxyz

* Fixed 13-character length with no padding (integer zero encodes as
2222222222222)

The | ayout of the 64-bit integer is:

* The top bit is always O

* The next 53 bits represent mcroseconds since the UNI X epoch. 53
bits is chosen as the maxi num safe integer precision in a 64-bit

floating point nunber, as used by Javascri pt.

* The final 10 bits are a random "clock identifier."

2. Repository Diffs

Repository diffs enable efficient synchronization by containing only
the data that changed between two repository revisions. A diff

i ncludes the conmit object, MST nodes, and records that differ

bet ween an ol der baseline revision and the current revision

Applying a diff to the baseline repository reconstructs the conplete
current repository state.

Diffs use the sane serialization format as conplete repositories,
with the conmit bl ock serving as the root. A diff nust include:
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* The new conmit bl ock
* Al created and updated record bl ocks

* Al MST nodes in the current repository that did not exist in the
basel i ne revision

Requi red bl ocks nmust be included in the diff regardl ess of their
presence in earlier repository history. For exanple, if an MST node
was previously present in the repository, then deleted, and
subsequently reintroduced during the range that the diff represents,
then the diff must include that block even though it appeared in
prior revisions.

Del eted records and past versions of updated records are excl uded
fromdiffs.

Wth the exception of deleted record data, the diff may include
addi ti onal bl ocks which receivers should ignore.

3. 3. Diff Verification Limtations

Repository diffs present verification challenges for consunmers who do
not maintain conplete repository state. These consuners often w sh
to authenticate repository content and utilize records w thout
persisting the entire repository structure, making diffs an
attractive option for |ightweight verification.

Diffs partially support this use case by providing a signed commt
and the relevant portions of the Merkle tree, creating a verifiable
proof chain for record creations, updates, and deletions. Wen a
reci pi ent possesses both a diff and a corresponding |ist of
operations, they can use the diff contents to cryptographically
verify that the operations are authentic.

However, observers without know edge of the conplete baseline
repository state cannot reliably enunerate all operations by
examining the diff contents alone. Wile conprehensive diffs revea
created or updated records by traversing to the | eaf nodes, they
provide no information about del eti on operations that occurred during
the period that the diff represents.

This nmeans that while diffs enable verification of a known operation
list, they cannot be used to exhaustively reconstruct the conplete
operation list fromdiff contents alone. However, if a recipient has
a conplete repository structure fromsone prior revision and receives
a diff representing changes since that revision, they can conpute the
conpl ete set of operations that occurred between the two versions.
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This asymetry means diffs al one cannot substitute for conplete state
tracki ng when conprehensi ve operation enuneration is required. An
efficient mechanismfor cross-verification of a diff and enunerated
operation list against the prior repository comrit state is described
in {#stream ng-validation}.

4. Real -time synchronization

AT supports real-tinme synchroni zation, enabling applications to
receive repository updates with mninmal |atency through a pull-based
WebSocket connection

Real -time streans of repository updates are often referred to as the
“firehose” . The firehose delivers events containing repository diffs
al ong with supporting netadata necessary for verification and
processi ng.

Each event includes a nonotonic cursor that establishes a total
ordering across all repository changes froma given host. This
ordering enables reliable event replay and ensures that consuners can
mai ntai n consi stent state even when reconnecting after network

i nterruptions.

AT allows consuners to rmaintain fully-verified copies of repository
records w thout storing the underlying Merkle tree structure,
providing an efficient nethod for applications that need

aut henti cated content access w thout the overhead of conplete
repository replication

4. 1. Cursors

Real -ti me synchronization streans include per-nmessage cursors to
improve transmssion reliability. Cursors are positive integers that
i ncrease nonotonically across the stream Cursor semantics are
flexible, and they may contain arbitrary gaps between consecutive
nmessages.

Consuners track the | ast cursor value they successfully processed and
can specify this cursor when reconnecting to receive any m ssed
messages within the provider’s roll back wi ndow. Providers naintain
no persistent consunmer state across connections, relying entirely on
the cursor val ues supplied by consumers during reconnection

St ream behavi or depends on the cursor val ue specified during
connecti on:
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*  *No cursor specified*: The provider begins transmitting fromthe
current stream position, providing only new nessages generated
after the connection is established.

* *Future cursor*: Wen the requested cursor exceeds the current
stream cursor, the provider sends an error nessage and cl oses the
connecti on.

* *Cursor within roll back wi ndows: The provider transmts al
persi sted nmessages with cursor nunbers greater than or equal to
the requested cursor, then continues with the real-tine stream
once caught up.

* *Cursor older than rollback wi ndow: The provider sends an
i nformati onal nmessage indicating that the requested cursor is too
old, then begins transnission at the ol dest avail abl e event, sends
the entire roll back window, and continues with the real-time
stream

* *Cursor value of 0*: The provider treats this as a request for the
compl ete available history, starting at the ol dest avail able
event, transmtting the entire roll back wi ndow, then continuing
with the real-tinme stream

Stream ng Events

The real -tine streamdelivers two types of events: conmt and sync

1. Commit Events

Conmit events represent an atom c set of repository nodifications and
consi st of a repository diff conbined with sone supporting netadat a.

The di ff MJST include the new conmit and all blocks in the Merkle
proof chain for any nodified key, as well as blocks for keys directly
adj acent to the nodified keys. The rationale for including adjacent
keys is detailed in Section 4.3.

The netadata provides additional context required for processing and
verification and includes:

* The revision of the repository after the nodifications
* The revision of the repository before the diff

* The root hash of the repository MST before the diff
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* A description of the operations contained in the diff with each
cont ai ni ng

- the key

- the hash of the newrecord at the key (in the case of a create/
updat e)

- the hash of the old record at the key (in the case of an
updat e/ del et e)

A single conmit events nmust contain no nore than 200 repository
operations and the full serialized event should be no | arger than
2MB. Mutations that do not fit in these limts should instead be
communi cat ed through Sync Events.

4.2.2. Sync Events

Sync events declare the current state of a repository, regardl ess of
the previous state.

Sync events are emtted when commit events cannot adequately describe
the transition between repository revisions. This may occur in
several scenari os:

* Large mutations that exceed the practical size limts for commt
events

* Data loss or corruption that breaks the continuity of conmmt
hi story

* Account migration between different infrastructure providers

In these cases, a sync event provides a reset point that encourages
consuners to resynchroni ze against the current authoritative state
wi t hout requiring know edge of the intervening changes.

4.3. Conmmt Validation

Conmit validation occurs through a two-step process that ensures both
the validity of the repository transition and the consuner’s
resulting synchroni zation state.

First, the consumer validates that the conmmt represents a valid
transition froma previous repository revision (revA) to the new
revision (revB). Second, the consunmer confirns that they |ast
observed the repository at revA. Together, these steps establish
that the repository is now definitively at revB.
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The validation process inverts all operations against the partial MST
provided in the diff. That is, each “create” operation will be
inverted as a “delete” operation on the same key and applied to the
tree. Each “delete” will becone a “create” of the sane record, and
every “update” will be updated back to the previous val ue.

If the operation list is conplete and accurate, applying the inverse

operations will reconstruct the tree state as it existed before the
commit. The hash of this reconstructed tree nust match the previous
root hash of the MST as specified in the coomit event. |[|f the hashes

mat ch then the provided |list of operations is accurate and
exhausti ve.

Because the previous MST root hash is included in the commt event,
commits can be validated for internal consistency independent of any
| ocal state. |If the operation inversion process fails to produce a
tree hash matching the declared previous root, the entire commt
event should be treated as invalid.

If the coormit is internally consistent but its declared previous root
does not match the previous MST root stored locally, then the
consuner has becone desynchroni zed, indicating mssed events or a
disjunction in the producer’ s comit history.

4.4. Re-synchronization

VWhen a consumer detects desynchronization, either through a
disjunction in conmt history or a sync event that does not match
their local state, they nust performa conplete re-synchronization
process to restore consistency with the current repository state.

Re- synchroni zation requires fetching and processing the ful
repository structure, though the record contents thenselves are
optional depending on the consuner’s needs. |If the repository data
is delivered in pre-order traversal, it can be validated
incrementally as it streans in, producing a nmappi ng of keys to record
hashes that represents the conplete repository state.

Thi s key-to-hash mappi ng can be conpared agai nst existing |ocal state
to identify discrepancies and verify the integrity of the re-
synchroni zati on. Once validated, this mapping establishes the new
basel i ne state against which future conmit events can be applied.

During the re-synchronization process, any inconming comit events for
the repository should be buffered rather than processed i mediately.
Once re-synchroni zati on conpl etes successfully, these buffered
conmits can be validated and applied in sequence to bring the
consuner fully up to date with the current repository state.
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5. Security Considerations

Repositories constitute untrusted input as account hol ders have
conpl ete control over repository contents and repository hosts
control binary encoding. |nplenentations nmust handl e potenti al
deni al of service vectors fromboth malicious actors and acci dent al
conditions such as corrupted data or inplenmentation bugs.

5.1. CBOR Processing limts

Generic precautions nust be foll owed when processing CBOR dat a,

i ncludi ng enforcenent of maxi nrum serialized object size, maximum
recursion depth for nested structures, and nmenory budget limts for
deserialized data. Wile some CBOR inplementations include these
protections by default, inplenmentations should verify and configure
appropriate limts regardless of library defaults.

5.2. MBST Structure Attacks

The efficiency of MST data structures depends on a uniform
distribution of key hashes. Since account hol ders control record
keys, they can performkey mning to generate sets of keys with
specific layer assignments and sorting characteristics, resulting in
inefficient tree structures. Such attacks can cause excessive
storage overhead and network anplification during synchronization

To mitigate these attacks, inplenentations shoul d:

* Limt the nunber of entries per MST node to a statistically
reasonabl e maxi mum

* Impose limts on overall repository height

* NMbnitor and restrict other structural paraneters that could be
expl oi ted through sophisticated key mining

5.3. Repository Inport Validation
VWhen inporting repositories, inplenentations should verify the
conpl eteness and integrity of the repository structure. Serialized
repositories may contain additional unrelated bl ocks beyond those
required for the repository structure. Care should be taken during
storage to avoid resource waste on unreferenced bl ocks and to prevent
potential storage exhaustion attacks.
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