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Abst ract

The DELEG base protocol allows a DNS zone operator to specify servers
to be used when del egating zones to other DNS nanmeservers. This
docunent extends the base protocol to allow zone operators to specify
secure transports for those del egati ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 Novenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I nt roducti on

In the DELEG base protocol ([I-D.ietf-deleg]), a DNS zone operator
uses the DELEG resource record to del egate zones to other DNS
naneservers. |n the base protocol, that delegation is always assuned
to be using classical DNS on port 53. Some operators want to use
secure transports for their nane service, and want DELEG aware
resolvers to use those transports for nanme resolution. This docunent
defines extensions to the DELEG record to all ow such specification

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ext ensi ons for Secure Transports

Thi s docunent defines new Del egl nfo Del egl nf oKey val ues: secure-
transport, no-do53, and tlsa. The Del egl nfoVal ue for secure-
transport is an unordered collection of nanes of transports. There
i s no Del egl nfoVvalue for no-do53. The Del egl nfoVal ue for tlsa-desc
is a string reprinting an TLSA record.
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2.1. The secure-transport Key

The secure-transport Del eglnfoKey lists the secure transports that
are supported for a particular delegation target. 1t MJST only
appear in a Deleglnfos with a server-ipv4, server-ipv6 orserver-nane
Del egl nfoKey. (This restriction might change if future

speci fications add new types of delegation targets.)

A DELEG enabl ed resol ver MAY use one or nore of the listed values to
choose a secure transport for its communications with the given

del egation target. |If no secure-transport key is given, the DELEG
awar e resol ver MJST use classical DNS over port 53 (Do53).

The values for the elenents of the Del egl nfoVal ue for the secure-
transport Del egl nfoKey are adot and adoq. Additional val ues may be
defined in the future; see Section 4.2 for rules on how such val ues
m ght be defi ned.

adot indicates that the delegation target fromthe server-ipv4,
server-ipv6, or server-nane Del egl nfoKey supports DNS over TLS (DoT)
[ RFC7858] .

adoq indicates that the delegation target fromthe server-ipv4,
server-ipv6, or server-nane Del egl nfoKey supports DNS over QUI C (DoQ
[ RFC9250] .

Note that DNS over HITPS (DoH) [ RFC8484] is not supported by this
docunent. This is because DoH adds no security over DoT, while
addi ng conplexity to both the client (the recursive resolver) and the
server (the authoritative server). |In addition, using DoH requires
knowi ng the URI tenplate, which would further conplicate the DELEG
RRset .

2.2. The no-do53 Key

The no-do53 Del egl nfoKey indicates that the del egation target does
not support Do53; it supports only secure transports. The no-do53
Del egl nf oKey, which takes no value, MJST only appear in a Del egl nfos
with a secure-transport Del egl nf oKey.

2.3. The tlsa Key

The tlsa Del egl nfoKey indicates certificate authority (CA) and public
key information that a DELEG aware resol ver MAY use for

aut henticating a DoT or DoQ connection. The value is a string that
is a TLSA ([RFC6698]) Rdata in presentation format. It MJUST only
appear in a Deleglnfos with a secure-transport key.
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At the time that this docunent is witten, ADoT and ADoQ servers use
a variety of issuers for their TLS certificates: self-issued (often

m stakenly called "self-signed'), a bespoke CA created for ADoT, and
Wb PKI issuers. Al of these can be indicated in a tlsa val ue.

If there is no tlsa key, the resolver is free to choose any
aut henti cati on mechani sm including accepting any certificate.

3. Examples

; A del egation target (IPv4 address) that is expected to respond
: with ADoT and Do53
exanpl e. DELEG server-ipv4=192.0.2.1 secure-transport =adot

; A del egation target (server name) that is expected to respond
; with ADoT, ADoQ and Do53
exanpl e. DELEG server-nanme=nsl. xd secure-transport=adot, adoq

; A delegation target (IPv4 address) that is expected to respond
; with ADoT but *not* over Do53
exanpl e. DELEG server-ipv4=192.0.2.1 secure-transport=adot no-do53
; A delegation with a tlsa key
exanpl e. DELEG server-nane=nsl.xd secure-transport=adot (
tlsa="0 0 1 d2abde240d7cd3ee6b4b28c54df 034b9
7983a1d16e8a410e4561ch106618e971" }
4. | ANA Consi derati ons
4.1. Additions to "DELEG Del egation Information" Registry

I ANA is requested to add the following values to the "DELEG
Del egation Information" registry as described in [I-D.ietf-deleg].
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Nunmber: 5

Nanme: secure-transport

Meani ng: An unordered collection of nanes of transports
Ref erence: This docunent

Change Controller: |ETF

Nunmber: 6
Nane: no-do53
Meani ng: Indicates an authoritative server does not support Do53

Ref erence: This docunent
Change Controller: |ETF

Nunmber: 6

Nane: tlsa

Meani ng: A TLSA Rdata associated with a secure transport
Ref erence: This docunent

Change Controller: |ETF

4.2. Registry for the secure-transport Val ues

I ANA is requested to create the "secure-transport Del egl nf oKey
val ues" registry. This is to be a sub-registry under the "DELEG
Del egation Information" registry.

A registration MIST include the follow ng fields:

Nane: Uni que presentation nane

Meani ng: A short description

Ref erence: Location of specification or registration source

Change Controller: Person or entity, with contact information if appropriate

To enabl e code reuse from SVCB parsers, the requirenents for

regi stered Name exactly copy requirenments set by [ RFC9460] section
14.3.1: The characters in the registered Nane field entry MJIST be
| ower case al phanuneric or "-"

The registration policy for new entries is Expert Review ([ RFC8126]).
The desi gnated expert MJST ensure that the reference is stable. The
reference MAY be any individual’s Internet-Draft or a document from
any other source with simlar assurances of stability and
availability.

Initial values for this registry are:
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6.

6.

Nane: adot

Meani ng: Supports ADoT

Ref erence: This docunent
Change Controller: |ETF

Nane: adoq

Meani ng: Supports ADoQ
Ref erence: This docunent
Change Controller: |ETF

Security Considerations

Al t hough this docunment defines an authentication mechani sm

Section 2.3, it does not require that DoT or DoQ sessions be

aut henticated. O course, this reduces the normal |evel of TLS and
QUI C security from"fully authenticated" to "not authenticated at
all".
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