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Abst r act

The DELEG Wor ki ng Group has chosen a base protocol that describes how
resolvers will be able to get a new DNS resource record to create a
new process for DNS del egation. After a resolver gets this new type
of record, it needs to know how to process the record in order to get
a set of naneservers for a zone. This docunent |ists many of the
considerations for that process, including nany open questions for

t he DELEG Worki ng Group. Moire considerations and open questions

nm ght be added in later versions of this draft.

Note that this draft is _not_ intended to beconme an RFC. It is being
publ i shed so that the DELEG Wrking Group has a place to point its
efforts about how resol vers get naneservers for a zone while it
continues to work on choosing a base protocol. The work that results
fromthis mght be included in the base protocol specification, or in
a new draft authored by sonme of the many peopl e who have done earlier
work in this area.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Novenber 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

The DELEG Working Group (https://datatracker.ietf.org/group/del eg/
about/) charter says that the W5 is choosing a base protocol, a
"specification defining the new del egation information distribution
mechani sm'. This docunent specifies how that information will appear
in the new resource records fromthe base protocol, and what
resolvers that receive those records will do with them
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According to the working group charter, after it has chosen the base
protocol, it will specify a "specification for how to use the new

del egation information to perform aliasing of delegation information”
and "new DNS authoritative signaling mechanisns for alternative DNS
transports”". Section 2 and Section 3 of this docunent gives sone

i dea for what those extensions mght include, and how they related to
the mechanisms in this docunent. The charter does not specify

whet her these two specifications need to be in different standards-
track docunments or can be in the sane docunent.

1.1. The Base Protocol

The WG chose [I-D.draft-ietf-deleg] as the starting point for the

base protocol. It will work on fixes and clarifications for many
topics that came up during the consensus process, such as for root
zone primng and interactions with DNSSEC. |In this docunent, the

base protocol is called "DELEG base".

DELEG base uses the sanme display and wire format as SVCB [ RFC9460]
for records returned to the resolver in del egation responses. In
SVCB, the first field in the RRis called the "SvcPriority", and
different val ues cause the resolver to go into "AliashMde" or

"ServiceMbde". The result of using this field in resolution is a set
of "alternative endpoints”". The second field is called "Target Nane".
The third field is optional, and is called "SvcParanms"; it has a | ot
of sub-fields, sone of which are useful for the DNS del egation use
cases.

In order to not confuse this with specifics that DELEG base gives
beyond t he base protocol, the new record type returned in del egation
responses is called "DELEG rr" here. (O course, the name can be
what ever the W5 chooses in the eventual base protocol.) DELEG rr has
different semantics from SVCB because SCVB assunmed a base protocol of
HTTPS. DELEG base gives different names to values for the first
field in the RR, and for sub-fields in the optional third field.

O her nanmes from DELEG base and SVCB are renaned here for clarity;
the eventual nanes night be conpletely different.

The base protocol will allow for extensions in the third field.
Those extensions night reuse entries in the | ANA SVCB registry
(https://ww. i ana. org/ assi gnnent s/ dns-svcb/ dns-svch. xhtm ), they

m ght add new extensions to that registry, or there mght be a new
registry for the DELEG rr record.
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Getting Naneserver Names for a Zone

The goal of the DELEG Wrking G oup effort is to give resolvers a
better way create a set of naneservers for a zone when naki ng DNS
queries to authoritative servers. |In DELEG base, when a resol ver
makes a query that gets a del egation response, the resolver may get
back one or nore DELEG rr records and NS records that it can further
process to create the set of naneservers for the zone. This eventual
set of nameservers can be called the "DELEG naneservers”; this is
quite different fromthe set of DELEG rr records it received.

In the DELEG rr, the first field can be thought of as indicating the
_action_ to find names for the DELEG naneservers other than the NS
records that mght be at the apex, using the second field as a
_target_ dommin nane where to |look. The first field can be called
"DELEG action" and the second "DELEG target". The third field, which
hol ds net adata about the DELEG target, can be call ed "DELEG netadata"

The rest of this section describes how a resol ver processes the
DELEG rr record, based on proposals made in [I|-D. wespl aap- del eq],
[1-D. honbur g-del eg], and various discussions in the DELEG Wor ki ng
G oup.

The WG di scussion so far has led to general agreenment a DELEG action
of value O means an action like "find a naneserver to be included in
DELEG naneservers el sewhere based on the value in the DELEG target",
and a value of 1 neans sonething Iike "the nane in DELEG target is a
naneserver for DELEG naneservers". Thus, when a resolver receives
one or nore DELEG rr records with a DELEG action of 0, it needs to do
nmore processing to conplete the DELEG naneservers set. \Wen it
receives one or more DELEG rr records with a DELEG action of 1, it
copi es the DELEG target fromthose records and puts theminto the
DELEG naneservers (possibly with additional information fromthe
DELEG net adata, such as from Section 3).

There has been much discussion in the W5 about what action a resol ver
take when it gets a DELEG action of 0. Sone proposals include

foll owi ng chains of SVCB records, with some limts to prevent |oops
or excessive processing; others include foll owi ng CNAME records,

whil e others include querying DELEG target for DELEG rr records.

1. Additional Considerations for the Ws on Filling the
DELEG naneservers Set

The resolver [[ MAY / SHOULD / SHOULD NOT / MJST / MJST NOT ]] use
the NS records that were returned with the query to expand the

DELEG naneservers. (If SHOULD or SHOULD NOT is chosen by the W5 the
exceptions need to be listed.)
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If there are DELEG rr records but the resolver ends up wth nothing
in the DELEG naneservers, does it fall back to using the NS records
in the original query?

Is the addition to the DELEG naneservers different if followi ng a
DELEG action of O |eads to signed vs. unsigned responses? Asked

anot her way, if the DELEG naneservers contains some results that were
si gned and sone that were unsigned, does the DELEG naneservers becomne
an ordered list or are the unsigned results discarded?

What is the TTL of the records in DELEG naneservers? A |likely answer
(but not the only possible one) is the TTL on the DELEG rr record
that had a DELEG action of 1. |If so, this could nmean that different
del egation records in the DELEG nanmeservers for the same zone m ght
have different TTLs.

3. Addresses and Transports Wien Filling the DELEG naneservers Set

Address and transport information in the DELEG netadata can affect
the addressed added to the DELEG nameservers. Thus, these mi ght
becone part of whatever docunent describes filling the

DELEG naneservers set, or these mght be in a separate docunent that
is referenced fromthe nmain addressi ng docunent.

The DELEG netadata field in the DELEG rr record will have a subfield
to indicate the IPv4 and | Pv6 address(es) associated with the
DELEG target. The subfield can be called "DELEG. i ps"

The DELEG netadata field in the DELEG rr record will have a subfield
to indicate the transport(s) associated with the DELEG target. The
subfield can be called "DELEG transports".

3.1. Addresses

Can a DELEG rr with a DELEG action of 0 have a DELEG ips in the
record? In SVCB they cannot, but the SVCB spec allows other specs to
al |l ow t hem

Is the value for the DELEG ips a single address or potentially a
list? If the fornmer, how are nultiple DELEG rr records with the sane
DELEG action and DELEG target conbi ned?

What happens if some of the discovered nane/address pairs have

different addresses? Does that disagreenent in the DELEG nanmeservers
cause the renmoval of something fromthe DELEG naneservers?
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3.2. Transports

Can a DELEG rr with a DELEG action of 0 have a DELEG transports in
the record? In SVCB they cannot, but the SVCB spec all ows ot her
specs to allow them

Sone specific DNS transports will be allowed or required with

DELEG transports. Wich secure transport(s), if any, will be mandory
to inmplenent?

Does supporting both TLS and QUI C nake operational or security sense?

Does supporting DOH make operational or security sense if other
secure transport is all owed?

If either or both TLS and DoH are all owed, which versions of TLS are
al | oned?

Does Do53 need to be specified every tine it is avail able?
3.3. Authentication of Secure Transports

How will clients deal with authenticating TLS? Should they just use
the web PKI pile of CAs, or will sonething el se be specified?

Shoul d certificates with I P addresses be supported?
Shoul d clients ignore PKIX Extended Key Usage settings?

If authentication fails during a | ookup, should the resolver fal
back to unauthenticated encrypted transport, or should it retry on
Do53, or should the DELEG rr that contained this secure transport be
i gnor ed?

4. Primng the Root Zone

The current proposal for DELEG base cannot be used to prinme the root
zone because the root zone is not its own parent. Different
proposal s have been nade informally how to nmake a special case of the
DELEG base protocol to allow a DELEG rr record to be legally served
by root server operators to allow the advantages of DELEG base (can
be signed; can include |IP addresses and transports) to cover the root
zone.

Shoul d such proposal s be considered?
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5. | ANA Consi derati ons

There may be | ANA consi derati ons when the working group finishes this
wor K.

6. Security Considerations

There will certainly be security considerations when the working
group finishes this work.
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