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Abstract

Thi s docunent describes an Add-on for websites providing encrypted
connectivity (HTTP over TLS).

The Add-on has two parts, one for the Domain Nane System (DNS) -
storing the X 509 certificate hashes - and one for the webserver
itself - an additional webpage providing specific informations.
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

HTTP over TLS [HTTPTLS] is not limted to e.g. electronic banking
sites. E-commerce is also using this technology on their websites
for encrypted comruni cation between clients (users) and them

Alist of a few encryption algorithns:

(1) Advanced Encryption Standard (AES)
(2) Data Encryption Standard (DES, 3DES)
(3) Ron’s Code 4 (RC4)

(4)

As an example a list of some kinds of the Canellia encryption
al gorithm [ CAMELLI A] (nanes taken from OpenSSL hel p [ OPENSSL] ) :

(1) CAMELLI A-128-CBC. 128-bit Canellia encryption in CBC node
(2) CAMELLI A-128-ECB: 128-bit Canellia encryption in ECB node
(3) CAMELLI A-192-CBC: 192-bit Canellia encryption in CBC node
(4) CAMELLI A-192-ECB: 192-bit Canellia encryption in ECB node
(5) CAMELLI A-256-CBC: 256-bit Canellia encryption in CBC node

in ECB node

(6) CAMELLI A-256- ECB: 256-bit Canellia encryption
(7) ...

A list of possible secure | ayer used:

(1) The Secure Sockets Layer (SSL) Protocol:
(1a) Version 2.0 [SSLv2]
(1b) Version 3.0 [SSLv3]

(2) The Transport Layer Security (TLS) Protocol:
(2a) Version 1.0 [TLSv1. 0]
(2b) Version 1.1 [TLSv1. 1]
(2c) Version 1.2 [TLSv1. 2]

A list of possible Ciphersuites for Transport Layer Security (TLS):

(1) Pre-Shared Key Cipher Suites [ RFC4279]

(2) Elliptic Curve Cryptography (ECC) C pher Suites [ RFC4492]
(3) Pre-Shared Key Cipher Suites with NULL Encryption [ RFC4785]
(4) AES Gal ois Counter Mdde (GCM Ci pher Suites [ RFC5288]

(5) DES and | DEA G pher Suites [RFC5469]

(6) ECDHE_PSK Ci pher Suites [RFC5489]

(7) Canellia C pher Suites [RFC5932]

(8) ...
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A list of possible Hashing Al gorithns:

(1) the [MD2] Message-Digest Al gorithm (historic see [ RFC6149])
(2) the [MD4] Message-Di gest Al gorithm (historic see [ RFC6150])
(3) the [ MD5] Message-Di gest Al gorithmused comonly in past
(4) the US Secure Hash Algorithm 1 [ SHA1]

(5) nore US Secure Hash Al gorithms [ RFC6234]

(6)

Only the X. 509 Certificates [ RFC5280] are static, all other
i nformati ons depend on the capabilities of the used web browser.

Not every browser allows you to view all these infornmations,
especially the Ci pher Suite the browser has picked for use.

Wth nost browsers you can view the used X 509 certificates of the
actual session, but you have no direct conparison if they are the
correct ones.

It is a good practice to show these informations on the website.

The X. 509 certificates which are shown by the browser and those,
that are shown in this Add-on webpage MJST match; with other words:

If they do not match, there is going on a man-in-the-mniddle attack.

To give the browser, a plug-in, or just a stand-al one program
the ability to verify, that the X 509 certificate is correct,

the Fingerprint and/or Hash of the X 509 certificates and al so sone
addi tional informations for the community itself are stored in

the Domain Nane System (DNS) [DNS-1,DNS-2] as arbitrary string
attributes as specified in [ RFC1464].

This SHOULD be seen as an additional specification of the DNS-Based
Aut hentication of Naned Entities (DANE) [ RFC6698] that increases the
confidence and gives extended informations that can easily be read
by the comunity.

1.1. Requirenents Notation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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2. I npl enen
Thi s Add-

Section 2
in the Do

Section 2

ting this Add-on
on has two parts

.1. describes the inplenmentation of the neccessary entries
mai n Nane System (DNS).

.2. describes the inplementation of the additional webpage.

2.1. Inplenenting the DNS part

This part
at | east

is inplemented as an arbitrary string attribute, that has
the follow ng content:

(1) The Hashes of all X 509 certificates of the whole certificate

chain
(2) The n
chain
(3) The u
(3a)
(3b)
(3c)
(3d)
(3e)

unber of all X. 509 certificates of the whole certificate

sed Hashing algorithmas specified in [SHAl] or [RFC6234]:
"shal" for SHA-1

"sha224" for SHA-224

"sha256" for SHA-256

"sha384" for SHA-384

"sha512" for SHA-512

(4) The way the Hashing val ues were cal cul at ed:

(4a)

(4b)

"0" for Non-packed Base64 encoded Hashes,
see Section 2.1.1.

"1" for Packed Base64 encoded Hashes,

see Section 2.1.1.1.

(5) The Date and Tinme the X 509 certificate is valid,

for f

ormat see Section 2.1.2.

For Syntax see Section 2.1.3.

2.1.1 Calcu

For cal cu
SHA- 384,

Take each
hash of t

The exanp
in hex:

CA: 00fc
SSL: eac

Hoehl hubmer

| ating the Hashes

| ating the hashes use either [SHAl] or SHA-224, SHA- 256,
or SHA-512 as specified in [RFC6234].

X. 509 certificate of the whole chain and cal cul ate the
he DER-encoded certificate.

le certificates of Appendix A give these SHA-224 hashes
c1lbb4d09a392f 5729a0cleled4247db6b21dalf ca9bf 6d218db4

bdc6c27cbad4ecc87b4e953b56c6987d87430b682b1f 13031b04de
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and these SHA-512 hashes in hex:

CA: 6744023893a9a046e713b5615bcf 1a267a41dal3712f 4eb964e496754bd9
43105a5a3a8b9b071dea25f 90f a7aa9c877dcc2ec81a7¢c97b640b30dd350
83252078

SSL: df 0Odee228bl9aaleac6d2227d11cb243562058db5a4041b208ed7702869

98747ed7ba08026791961d338¢cb2063f 3485ec9f e07d5631a8alblda340
25¢cb8962f 5

Concatenate the binary formof the cal cul ated hashes in the correct
order beginning at the root.
Generate the Base64 encodi ng [ RFC4648] fromthe concat enated hashes.

Thi s exanple gives the follow ng Base64 fromthe concatenat ed
SHA- 224 hashes:

APzBu00Jo5L1cpoMHh7UIH22sh2h/ Knf bSG\t Or L3Gwny6TsyHt O Tt Vkph9hOML
aCsf EMvbBN4=

and fromthe SHA-512 hashes:

Z0QCQIOpoEbNE7VhW88aJnpB2hNxL065ZCSWiUvZQxBaW gLmac d6i X5D6eqnl d9
zC71 Gny Xt kCzDdNQuy UgeN8N7i KLGaoer Qi J9EcskNW Fj bWk BBsgj t dwKGmydH
7XuggCZ5GWHTOVEgY/ NI Xsn+B9Vj GoobHaNAJcuJYvU=

Due to size limtations as specified in [DNS-2] Section 2.3.4. and
the Syntax as specified in Section 2.1.2. bel ow
this Base64 encoded hash MJST NOT be | onger than 196 octets.

This table shows when to use the packed form of cal cul ati on expl ai ned
in next Section 2.1.1.1

R o e e - +
| Hashing | X. 509 |
| algorithm| certificates

Fom e oo oo s +
| SHA-1 | 8 or nore |
N S +
| SHA-224 | 6 or nore |
S R +
| SHA-256 | 5 or nore |
Fom e oo oo s +
| SHA-384 | 4 or nore |
N S +
| SHA-512 | 3 or nore |
S R +

Usi ng of the non packed form SHOULD be preferred.
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2.1.1.1. Calculating the Packed form

The cal culation is the same except, that the binary formof the
concat enat ed hashes i s hashed agai n using the SHA-512 al gorithm

Generate the Base64 encoding fromthis SHA-512 hash.

The example fromthe previous Section 2.1.1. has only two X 509
certificates. There would not be any need of packing this by
hashi ng agai n.

The Base64 encodi ng of this packed SHA-512 hash is the follow ng:

4i BTHcxpK4G0t hWhLaq9gQx2UnDPI 2DJ DW eKYk 3RMUMS+nk uCXYXR6ED4i Gy 4
Ft | 5nFcst a9r wWsaQx/ wg==

NOTE: The algorithmattribute refers to the cal cul ati on net hod
of the X 509 certificate hashes. For calculation of the packed
formthere is always used the SHA-512 hashing al gorithm

2.1.2. Formatting the Date and Time

The date and tine is formatted in GeneralizedTi ne as
specified in [ RFC5280] Section 4.1.2.5.2.

For the purposes here, CeneralizedTi me val ues MJST be expressed
in Geenwi ch Mean Tine (Zulu) and MJST include seconds
(i.e., tinmes are YYYYMVDDHHWESZ), even where the nunber of seconds

is zero. GeneralizedTinme values MJUST NOT include fractional seconds.

2.1.3. Arbitrary String Attribute Syntax

The syntax for a conplete arbitrary string attribute, using the
ABNF notation and core rules of [RFC5234], is:

attribute = DQUOTE
attr-algo 1*SP 7 (3)
attr-count 1*SP 7 (2)
attr-packed 1*SP ; (4)

attr-time 1*SP (5)
attr-hashes 1*SP (1)
DQUOTE
attr-algo = "a=" hash-algo ";"
attr-count = "c¢=" cert-count ";"
attr-packed = "f=" packed-form";"
attr-time = "v=" valid-tine-from"-" valid-tine-to ";"
attr-hashes = "x=" cert-hashes ";"
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cert-count = DIA@T ; nunber of X 509 certificates of
;. the whole certificates chain

cert-hashes = base64-string
base64 encoding of the certificates
i hashes

hash-al go = 1*("shal" / "sha224" |/ "sha256" / "sha384" /
"shab512")

packed-form= 1BIT ; "0" non-packed base64 encoded hashes,
; "1" packed base64 encoded hashes

valid-time-from= time-str
valid-tine-to = tine-str

base64-string = 1*(ALPHA / DIGIT / "+" [ "/") [ "=" [ "=" ] ]

time-str = tine-year time-nonth tine-day time-hours time-mnutes
ti nme-seconds "Z"

time-year = 4DIGA T
time-nonth = 2DI Q3
time-day = 2DIG T
time-hours = 2DI QA
ti me-m nutes 2Dl

201

T
T
a
ti me-seconds €]

T
T
The exanmple from Section 2.1.1. gives these:

"a=SHA224; c=2; f=0; v=19700101000000Z-197012312359597; x=APzBuO

0Jo5L1cpovHh7UIH22sh2h/ Kml bSGNt Or L3GMy6TsyH: A Tt Wkph9hOM_aCsf Ew
MoBN4=; "

"a=SHA512; c¢=2; f=0; v=19700101000000Z-19701231235959Z; x=Z0QCQJ
QOpoEbNE7VhWB8aJnpB2hNxL065Z0SWdWv ZQxBaW gLmacd6i X5D6eqn! d9zC71 Gn
yXt kCzDdNQgy UgeN8N7i KLGaoer Qi J9EcskNW Fj bk BBsgj t dwKGmydH7 XuggC
Z5GMHTOVEgY/ NI Xsn+B9Vj GoobHaNAJcuJYvU=; "

"a=SHA512; c¢=2; f=1; v=19700101000000Z-19701231235959Z; x=4i BTHc
xpK4G0t hWhLaq9gQx2UnFDPI 2DJ DW e KYk 3BRMUWS+nk uCXYXR6ED4i Gy4Ft | 5nF
csta9rwWwsaQx/ wg==; "

All three are valid.
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2.1.4. DNS-entry Nanespace
For this Add-on a subdomain naned "_sslinfo" is used.

| NFORVATI VE OPERATI ONAL NOTE: W/ dcard DNS records (e.g.,
*._sslinfo.exanple.com are only used in context with

Wl dcard X 509 certificates. Note also that wildcards within
domains (e.g., s._sslinfo.*.exanple.con are not supported by
t he DNS.

The DNS entries in the Zone file for this exanple | ook |ike these:

; | Pv4 address

www. exanpl e. com IN A 192.0.2.1

; | Pv6 address

www. exanpl e. com I N AAAA 2001:db8:: 1

; X.509 certificates hashes, SHA-224

www. _sslinfo.exanple.com |IN TXT "a=SHA224; c=2; f=0; v=1970010
10000002- 19701231235959Z; x=APzBu00Jo5L1cpoMHh7UJH22sh2h/ Knl bSGN
t O L3GMyYy6TsyHt O Tt Wkph9hOM_aCsf EMVbBN4=;

; X.509 certificates hashes, SHA-512

www. _sslinfo.exanple.com |IN TXT "a=SHA512; c=2; f=0; v=1970010
1000000Z-19701231235959Z; x=Z0QCOJOpoEbnE7Vh\WB8aJnpB2hNxL065Z0SW
dWZQxBaW gLmavcd6i X5D6eqnl d9zC71 Gny Xt kCz DANQgy UgeN8N7i KLGaoer Q0i
JOECSskNW Fj bVWkBBsgj t dwKGMYdH7 XuggCZ5GMTOMsgY/ NI Xsn+B9Vj GoobHaNA
JcudYvU=; "

; X.509 certificates hashes, SHA-512, packed

www. _sslinfo.exanple.com |IN TXT "a=SHA512; c=2; f=1; v=1970010
10000002Z-19701231235959Z; x=4i BTHcxpK4G0t hWhLaq9gQx2UntDPI 2DJDW
yeKYk3RMMS+nkuCXYXR6ED4i Gy4Ft | 5nFcst a9r whsaQx/ wg==; "

2.2. Inplenmenting the HTTP part
This Add-on is just one page of the website. Its content MJST be
compl etely generated on server side. The Common Gateway |Interface
[CA1.1] is RECOMMENDED to be used. There MJST exist at |east one
relative reference to this page as defined in [ RFC3986] Section 4. 2.
See Section 2.2.1. for the neccessary content of this webpage.

For doing so see the sanple scripts from Appendi x B.
To see how this Add-on works, see [ MYADDQY] .
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2.2. 1.

The
(1)
(2)

(8)

(9)

(10)
(11)
(12)
(13)
(14)
(15)

(16)

(17)

Webpage Cont ent

i nformati ons MJST be the foll ow ng:
The actual date and tine

The ci pher specification name

Nunber of cipher bits (actually used)
Nunber of cipher bits (possible)

The SSL Protocol version: SSLv2, SSLv3,
TLSv1.0, TLSv1.1, TLSvi1.2,

If cipher is an export cipher: false, true
If secure renegotiation is supported: false, true

Nov 2013

Al gorithmused for the public key of server's certificate

Al gorithmused for the signature of server’'s certificate

| ssuer DN of server’s certificate

Subject DN in server’s certificate

The serial of the server certificate

The version of the server certificate
Validity of server’s certificate (start tine)
Validity of server’s certificate (end tine)

Client certificate verification
NONE, SUCCESS, GENEROUS or FAI LED: r eason

SSL conpression nmethod negoti ated: NULL when di sabl ed

For connections where X. 509 certificates are used for authentication

t hes

(18)
(19)
(20)
(21)
(22)
(23)
(24)
(25)
(26)

Thi s

(27)
(28)

Hoehl hu

e informati ons are RECOVIVENDED:

Al gorithmused for the public key of client's certificate
Al gorithmused for the signature of client’'s certificate

I ssuer DN of client’s certificate

Subject DNin client’s certificate

The serial of the client certificate

The version of the client certificate

Validity of client’s certificate (start tine)
Validity of client’s certificate (end tine)
Nunber of days until client’s certificate expires

i nformati on MAY be given

The hex-encoded SSL session id

Contents of the SNI TLS extension (if supplied with CientHello)

brer Expires May 25, 2014
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2

3.

3.

These OPTI ONAL i nformati ons depend on the used software:

(29) The SSL-nodul e program version: e.g. Apache nod_ssl version
(30) The SSL program version: e.g. OpenSSL version

See Appendix C for a sanple content.

2.2. Formating and Presenting the Wbpage

You SHALL present this information sinple, plain Text is enough
When using HTM., only relative references as defined in [ RFC3986]
Section 4.2. MAY be used. It is RECOWENDED to use only a subset

of [HTM.2.0].

The actual date and tine SHALL be formatted as specified in [ RFC5322]
Section 3.3. The time MUST NOT differ nore than 5 seconds fromthe
real date/tine.

Any translation or sorting the order of this content is OPTI ONAL.

Consi der using either one of the charactersets as specified
in [1S0B859] or the UTF-8 characterset as specified in [IS0OL0646].

DNS part Details
1. Handling Certificate Rollover
This is anal ogous to [ RFC6698] Section A 4.
Suppose www. exanpl e. com has a single TXT record:
www. _sslinfo.exanple.com |IN TXT "a=SHA224; ...; x=Z0QCO .."
To start the rollover process, obtain or generate the new certificate
or Subj ect PublicKeylnfo to be used after the rollover and generate

the new TXT record. Add that record al ongsi de the old one:

www. _sslinfo.exanple.com |IN TXT "a=SHA224; ...; x=Z0QC0O .."
www. _sslinfo.exanple.com |IN TXT "a=SHA384; ...; x=A078x..."

After the new records have propagated to the authoritative
naneservers and the TTL of the old record has expired, switch to the
new certificate on the Web server. Once this has occurred, the old
TXT record can be renoved

www. _sslinfo.exanple.com |IN TXT "a=SHA384; ...; x=A078x..."

This conmpletes the certificate rollover

Hoehl hubner Expires May 25, 2014 [ Page 11]
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3.2. Verification Procedure

When t he webbrowser or a plug-in honors the additional DNS entries,
it SHOULD give a warning to the user:

(1) when it doesn’t find the entry
(2) when the entry doesn’t match

In case the DNS entries were retrieved by [ DNSSEC] instead of sinple
DNS, then the user MJST give a permssion to go further, when one
of the two scenarios occurs.

The user MAY be warned, but MJST NOT be prevented to use the
websi t e.

4. | ANA Consi derations
There are no requests for I ANA actions in this document.
5. Security Considerations

When i npl ementing the HITP part as a popup wi ndow in the browser,
this informati on MJUST al so be avail abl e with enabl ed popup-bl ocker.

The i npl enentati on MUST NOT use any scripts, that run on client side:
e.g. Javascript,

There SHOULD al so be no references to other websites inside this
Add- on page.

6. Acknow edgenents
7. Recommendati ons
[ DNSSEC] SHOULD be used for the DNS part.

Using a standardized URL for the HTTP part i s RECOMVENDED,
for nore see Discussions at Section 9.
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A. Exanple certificates
A.1l. The DER-encoded CA certificate
This section contains the full, DER-encoded certificate, in hex.

30820267308201D0A003020102020100300D06092A864886F70D010105050030
47310B3009060355040613022D2D3110300E060355040A1307536F6D654F7267
31143012060355040B130B536F6D654F7267556E69743110300E060355040313
07526F6F74204341301E170D3730303130313030303030305A170D3734313233
313233353935395A3047310B3009060355040613022D2D3110300E060355040A
1307536F6D654F726731143012060355040B130B536F6D654F7267556E697431
10300E06035504031307526F6F7420434130819F300D06092A864886F70D0101
01050003818D0030818902818100CE72969A54332263FBC26310BBEDASEAODC2
E0532C899CB314A1451D3A5A7 CBB2ADCAF463449B2D1C6A2BC772285DF17FB12
067613CF3328459D7D7CAD847CF51C0F9562F296 EFFB399C03CBES8SFFBEACL 1
57E032D88C8E87BFI90A507F3D5DDDO6 E2ASFF19B4D2B89DF732DA7 CBEA034C90
AAF1FEF58240943FD25793794E770203010001A3633061300F0603551D130101
FF040530030101FF300E0603551D0F0101FF040403020106301D0603551D0EO4
16041473311472F1D56473C8DEODOE39CCC2792B71EDDE301F0603551D230418
3016801473311472F1D56473C8DEODOE39CCC2792B71EDDE300D06092A864886
F70D0101050500038181000C446885FF2B8451BO0E668D530493474524E8EDEL
3B1AC325E677D9BE92204BA13369AFCA8445AF3E01359B6C054D1049028DBC7 A
E2F8A68BF5DCB89010C488B41896EB34C7B1DA195B2B7C26579CC2F7A705CAAE
9CAF72D80ESE3DD7AEC7B3154927B7FF8410712C9330E3FA98A5949A283CD599
FC8DID97E330E05086844C

A.1.1. The CA's public key

This section contains the DER-encoded public RSA key of the CA who
signed the exanple SSL certificate. It is included with the purpose
of sinplifying verifications of the exanple certificate.

30819F300D06092A864886F700010101050003818D0030818902818100CE7296
9A54332263FBC26310BBEDASEAODC2E0532C899CB314A1451D3A5A7 CBB2 ADCAF
463449B2D1C6A2BC772285DF17FB12067613CF3328459D7D7CAD847CF51C0F95
62F296EFFB399C03CBES888FFBEAC1157E032D88C8ES87BFI0A507 F3D5DDDO6E2A
SFF19B4D2B89DF732DA7CBEA034CO0A4F1FEF58240943FD25793794E77020301
0001
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A.2. The DER-encoded SSL certificate
This section contains the full, DER-encoded certificate, in hex.

30820289308201F2A003020102020101300D06092A864886F70D010105050030
47310B3009060355040613022D2D3110300E060355040A1307536F6D654F7267
31143012060355040B130B536F6D654F7267556E69743110300E060355040313
07526F6F74204341301E170D3730303130313030303030305A170D3730313233
313233353935395A3027310B3009060355040613022D2D311830160603550403
130F7777772E6578616D706C652E636F6D30819F300D06092A864886F70D0101
01050003818D00308189028181009D311D25BEDCC2765D1BF6BESAB43C2ED41B
A9AF9531544186940E28 AASC80B460FED2 EE1ABDSBE2BD6E351EAFOFODCEA388
27B42E166FAES94C83F40B72175EE875342E3450FAF1407A12267E85041C94F9
A6DBBDC6F593958D0204199AE457EAB87D7E85487123C73398156F2AF1B87CA9
OEF27B20F93A81C0165F6BCBEEE10203010001A381A43081A130090603551D13
04023000300E0603551D0F0101FF0404030205A0301D0603551D0E0416041454
64A24E922027FB19CFFO1E/ECF846 A0D50F2DC301F0603551D23041830168014
73311472F1D56473C8DEODOE39CCC2792B71EDDE301A0603551D110413301182
OF7777772E6578616D706C652E636F6D30130603551D25040C300A06082B0601
050507030130130603551D20040C300A3008060667810C010201300D06092A86
4886F70D0101050500038181008A7F7627D29390ED474D591F2F4CO4FCFCAEFA
DB04CBFD0619678A6001B1BC19CFD29AE96D48949DA81 D1BCFESFSE764BA7FI1
C52BC50C28A472C2A6B2FEF4EB27BEEGBOCO89AF1B7CF8E3AS2F641B77C34E2A
7TFBOE4B555F3843C592EOEE9C46 DDOEABACBCIO15EE6DI2E3C542C93739A6DBFE
637EB2B082566FBCA6A3A60D46
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B. Script Exanples for the Add-on webpage

Use the following script exanples as a tenplate for your
i npl ementation of this Add-on webpage.

The first two exanpl es generate identical content in plain
ASCI | -text, the third exanple makes use of HTM. and is a
compi l ed C program
Script Exanpl es:

PHP- scri pt

B. 1.
B.2. Cd-script: A BASH shell script, for nopst Linux systens
B.3. Cd-script: A conpiled C program for any other system

B.1. PHP-script

<CODE BEGQ NS>
<?php

header ( "Content-type: text/plain" );

print "SSL informations: " . date( "r" ) . "\r\n";
pr int ====—=—==—=—==—=—=====\r\n\r\n" ;

if ( isset( $_SERVER'HTTPS ]| ) &&
( $_SERVER['HTTPS'] == "on" ) ) {
$list = array( );
$nmbr O Val ues = 0;

foreach ( $_SERVER as $key => $value ) {

if ( substr( $key, 0, 4 ) == "SSL_"
$list[ $nnmbrOf Val ues++ ] = $key . "=" . $val ue;
}
}
sort( $list ); /1 sort content before printing ..

for ( $iter = 0; $iter < $nnmbrOf Val ues; S$iter++ ) {

print $list[ $iter ] . "\r\n";
}
el se {
echo "No SSL information available.\r\n";
}
2>
<CODE ENDS>
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B.2. Cd-script: A BASH shell script, for nopst Linux systens

<CCDE BEG NS>
#!/ bi n/ bash

echo -e -n "Content-type: text/plain\n\n"

echo -e -n "SSL informations: $(date --rfc-2822)\n"

echo -e -n "================\n\ n"
if [ "$HTTPS' == "on" ]; then

env | grep --regexp=""SSL_" | sort
el se

echo -e -n "No SSL informati on avail abl e.\ n"
fi
<CODE ENDS>

B.3. Cd-script: A conpiled C program for any other system

This CA-script is a compiled C program and in conparison to the
other 2 exanples, it nakes use of HTM.

For compiling this programany C conpiler SHOULD be suitable. Be
sure your runtime supports the function strftime with standard fornmat
specifiers.

<CODE BEQ NS>

#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>
#i ncl ude <tine. h>

#ifdef __linux__
#i ncl ude <uni std. h>
#endi f

const char* pszH m EndPart [ ] = { "<HR>",
" <ADDRESS>htt ps at www. exanpl e.com Port 443</ ADDRESS>",
" </ BODY>",
"</ HTML>" };

const char* pszHtm BeginPart[ ] = {
"<I DOCTYPE HTM. PUBLIC \"-//IETF//DTD HTM. 2.0//EN">"
" <HTML>" |
" <HEAD>" |
"<TI TLE>SSL i nformations</ TI TLE>",
" </ HEAD>"
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n <B®Y>II ,
"<H3>SSL i nformati ons</ H3>" };

/* function prototype used for sorting */
i nt conpareFunc( const void* pvdl, const void* pvd2 );

int main( int argc, char* argv[ ], char** envp )

{ [* char* envp[ ] */
char* * ppszContent;
char* * ppsz;

char* psz;
char szDateTinme[ 80 ];
int i, nCount;

time_t tnow = tinme( NULL );
struct tnr tmmow = localtinme( & now );

strftine( szDateTinme, sizeof( szDateTine ) - 4,
"%, % % %Y % M ¥S %", tmow );

printf( "Content-type: text/htm; charset=IS0O 8859-1\r\n\r\n" );

nCount = sizeof ( pszHtm Begi nPart ) / sizeof( char* );
for (i =0; i <nCount; i++)
printf( "%\r\n", pszH m BeginPart[ i ] );

printf( "<B>SSL informations</B> 9%\r\n", szDateTine );
printf( "<P>\r\n" );

if ( ( psz = getenv( "HTTPS' ) ) && ( strcnp( psz, "on" ) ==0) )
{

/* count relevant values ... */
ppsz = envp;

nCount = O;

while ( ppsz && *ppsz )

{

if ( strncmp( *ppsz, "SSL_", 4 ) ==0)

nCount ++;
ppSZ++;

/* allocate nmenory */
ppszContent = (char* *) calloc( nCount, sizeof( char* ) );
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if ( ppszContent )
{

/* extract relevant values fromenvironnent ... */
i = 0;

ppsz = envp;

while ( ppsz && *ppsz )

{

if ( strncnp( *ppsz, "SSL_", 4 ) ==0)
*( ppszContent + i++ ) = *ppsz;
ppsz++;

}

/* sort content */
gsort( (void*) ppszContent, nCount, sizeof( char* ),
compar eFunc );

printf( "<CODE>\r\n" );

/* output sorted content */
for (i =0; i <nCount; i++)
printf( "%<BR>\r\n", *( ppszContent + i ) );

printf( "</ CODE>\r\n" );

/[* free up nenory */
free( (void*) ppszContent );
}

el se
printf( "Internal error (unable to allocate nmenory).\r\n" );

el se
printf( "No SSL i nformation available.\r\n" );

nCount = sizeof ( pszHtm EndPart ) / sizeof( char* );
for (i =0; i <nCount; i++)
printf( "9%\r\n", pszHtm EndPart[ i ] );

return O;

}

/* conparison function for sorting */
i nt conpareFunc( const void* pvdl, const void* pvd2 )

{
return strenp( *( (char* *) pvdl ), *( (char* *) pvd2 ) );

}
<CODE ENDS>
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C. Sanple Content of the Add-on webpage

The first exanple shows a conplete sanple content in sorted order.

The second exanple shows the client certificate part, 1in case client
certificate authentication is used. The other two exanpl es show only
the part that may differ when the browser picks another cipher suite.

For meani ng of the nunbers in brackets of the exanples see
Section 2.2.1.

C.1. A conplete sanple content
a ., the client certificate part
. Picking another cipher suite

1
la.
2

2a. ..., and one nore

C.1. A conplete sanple content

SSL i nformati ons: Thu, 01 Jan 1970 00: 00: 00 +0000 (1)
SSL_Cl PHER=AES256- SHA (2)
SSL_ClI PHER_ALCKEYS| ZE=256 (4)
SSL_Cl PHER_EXPORT=f al se (6)
SSL_Cl PHER_USEKEYSI ZE=256 (3)
SSL_CLI ENT_VERI FY=NONE (16)
SSL_COMPRESS METHOD=NULL (17)
SSL_PROTOCOL=TLSv1 (5)
SSL_SECURE_RENEG-=t r ue (7)
SSL_SERVER_A KEY=r saEncrypti on (8)
SSL_SERVER_A S| G=shalW t hRSAEncr ypti on (9)
SSL_SERVER | _DN=/ C=- -/ O=SomeOr g/ OU=SomeOr gUni t / CN=Root  CA (10)
SSL_SERVER | _DN_C=- - (10)
SSL_SERVER | _DN_CN=Root CA (10)
SSL_SERVER | _DN_C=SonmeCr g (10)
SSL_SERVER | _DN_OU=SormeOr gUni t (10)
SSL_SERVER M SERI AL=01 (12)
SSL_SERVER M VERS| ON=3 (13)
SSL_SERVER S DN=/ C=- -/ CN=www. exanpl e. com (11)
SSL_SERVER S DN _C=- - (11)
SSL_SERVER S DN CN=www. exanpl e. com (1)
SSL_SERVER V_END=Dec 31 23:59:59 1970 GMI (15)
SSL_SERVER V_START=Jan 01 00: 00: 00 1970 GMI (14)
SSL_SESSI ON_| D=0123456789ABCDEF0123456789ABCDEF0123456789ABCDEF (27)
SSL_TLS_SNI =www. exanpl e. com (28)
SSL_VERSI ON_| NTERFACE=npd_ssl / 2. 2. 15 (29)
SSL_VERSI ON_LI BRARY=CpenSSL/ 1. 0. O-fi ps (30)
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SSL_CLI
SSL_CLI
SSL_CLI
SSL_CLI

S8955559999555595

I nf or mat i onal

Add-on for

the client certificate part

A
A
I
I
|
I
I
M
M
S
S
S

VE
Vv
Vv

KEY=r saEncrypti on

S| G=shalW t hRSAEncrypti on
_DN=/ C=--/ C=SonmeOr g/ QU=SormreOr gUni t / CN=Root CA

C=- -

CN=Root CA

DN

DN_
DN_O=Sone(Or g
DN_

QU=SonmeCr gUni t

HTTP over SSL/TLS

DN=/ CN=Name/ emai | Addr ess=nane@xanpl e. com
DN_CN=Nane

DN_Emai | =name@xanpl e. com

RI FY=SUCCESS
END=Dec 31 23:59:59 1970 GVI
REMAI N=365
V_START=Jan 01 00: 00: 00 1970 GMI

SSL_Cl PHER=RC4- MD5

SSL_Cl PHER _ALGKEYS| ZE=128
SSL_Cl PHER_EXPORT=f al se
SSL_Cl PHER_USEKEYSI ZE=128

SSL_PROTOCOL=SSLv3
SSL_SECURE_RENEG=f al se

. ...,

and one nore

SSL_Cl PHER=AES128- SHA256
SSL_Cl PHER _ALGKEYS| ZE=128
SSL_Cl PHER_EXPORT=f al se
SSL_Cl PHER_USEKEYSI ZE=128

SSL_PROTOCOL=TLSV1. 2
SSL_SECURE_RENEG=t r ue
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