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Abst ract

The BGP Monitoring Protocol (BWMP) defines the communication between a
BMP station and nmultiple routers, referred to as network el enents
(NEs). This docunent describes BMP over TLS, which uses Transport
Layer Security (TLS) to ensure secure transport between the NE and
the BVMP nmonitoring station. |t updates [RFC7854] regardi ng BWP
session establishment and term nation.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 12 August 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. I nt roducti on

The BGP Monitoring Protocol (BWMP), as defined in [RFC7854],
facilitates comrmuni cati on between NEs and a BWMP station. Keeping
this conmmuni cation secure is inmportant because it includes sharing
sensitive information about BGP peers and nonitored prefixes.

The Section 11 of [RFC7854] , "Security Considerations"” acknow edges
that while routes in public networks are generally not confidential,
BGP is also utilized in private L3VPN [ RFC4364] networ ks where
confidentiality is crucial. It highlights that w thout nutual

aut henti cation through secure transport nechani sns, the channel is
vul nerabl e to various attacks and recommends using | PSec [ RFC4303] in
tunnel node with pre-shared keys for enhanced security in such
scenari os.

Additionally, a recent draft proposal, [I-D.ietf-grow bnp-tcp-ao],
titled "TCP-AO Protection for BGP Mnitoring Protocol (BMP)" suggests
an alternative approach using the TCP Authentication Option

[ RFC5925]. This method authenticates the endpoints of the TCP
session, thereby safeguarding its integrity. TCP-AO is beneficial in
situations where full |PSec security may not be feasible, although
unlike I PSec, it does not encrypt the session traffic.
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3.

3.

Al ternatively, Transport Layer Security (TLS), offers endpoint
aut hentication, data encryption, and data integrity defined in the
Transport Layer Security (TLS) Protocol Version 1.3 [ RFC3446].

The BGP Monitoring Protocol (BMP) [RFC7854] relies on the TCP
protocol to establish BGP sessions between routers. There are
ongoi ng discussions within the | ETF

[I-D.draft-1iu-grow bnp-over-quic] to replace TCP with the QU C
protocol [RFCO000]. QUIC brings nany features conpared to TCP
including security, the support of multiple streans or datagrans.

QU Cis suitable for BVMP transport [I-D.draft-1Ii u-grow bnp-over-quic]
and has the potential to replace a BMP connection for each "l ogica
router” by a single QU C connection with streans for the nmessages
fromeach "logical router”. However it’s deploynent is dependent on
the adoption of QU C in router managenent stacks whi ch have
historically | agged behind server devel opnents due to their cautious
approach and sl ower devel opnent rate.

Thi s docunent describes how BMP can operate over TCP/ TLS. Experience
in inplementing BGP over TLS/TCP [I-D.draft-w rtgen-bgp-tls] showed
that this is less costly than porting a BGP i npl enentation over QU C
and the sinmlarities suggest that the sane is true for BWP

Thi s docunment describes howto utilize TLS to secure BMP sessions
between a nonitoring station (acting as the server) and a Network

El ement (acting as the client). Unlike BGP, where either side can
act as the server, BM s role distinction sinplifies the

i mpl ementation of TLS in a client-server nodel. Henceforth, the term
BMP over TLS will be referred to as BMPS

BMP over TLS (BMPS)
1. Qperational Summary

The operation of BMPS is virtually the same as the original BWP
specification defined in [ RFC7854], but with an additional |ayer of
security using TLS

In BWPS, the BMP station functions as the TLS server, while NEs act
as TLS clients. Followi ng the conpletion of the TCP three-way
handshake, as defined in Section 3.4 of [RFC793], each NE
functioning as a TLS client, initiates a TLS handshake with the BMP
moni toring station, acting as the TLS server. Once the TLS
connection is successfully established, NEs can i medi ately start
transmtting BMP nessages, as there is no separate BVMP initiation or
handshake phase.
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The foll owi ng steps sunmarize the operational flow of BMPS
1. The NE initiates and conpl etes a TCP handshake.

2. The NE initiates and conpletes a TLS handshake with the BMP
nmoni toring station.

3. BMP nessages are transmitted by the NE according to [ RFC7854].

A BMPS session ends when the underlying TCP or TLS session is
term nated for any reason

The Section 3.2 of [RFC7854] states, "No BMP nessage i s ever sent
fromthe nmonitoring station to the router.” To adhere to this
standard, the nonitoring station MJST |isten on separate ports for
BMP (non-TLS) and BMPS (TLS) sessions. This approach also offers a
sinmplified "make before break" mgration from BW to BMPS

3.2. Transport Layer Security

In regul ar TLS connections, the server has a TLS certificate al ong
with a public/private key pair, whereas the client does not.

For BWMP over TLS (BMPS), it is REQU RED to inplenent nmutual TLS
(mILS), wherein both the server (BMP station) and the client (network
el ement) have certificates, and both sides authenticate each other
using their respective public/private key pairs.

A self-signed "root" TLS certificate is REQUI RED for nifLS, all ow ng
an organi zation to act as its own certificate authority. The
certificates issued to both the BMP station and NEs shoul d correspond
to this root certificate.

The operational flow of BMP over TLS is simlar to standard TLS
operati ons:

1. The NE initiates the connection to the BMP station
2. The station presents its TLS certificate.

3. The NE verifies the station's certificate.

4. The NE presents its TLS certificate.

5. The station verifies the NE's certificate.

6. The TLS connection is established.
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7. The NE begins transmtting BMP data to the station over the
encrypted TLS channel

TLS version 1.3, defined in [RFC8446], streanlines the handshake
process and supports nore robust cipher suites conpared to the
previ ous versions, enhancing both speed and security.

The BMPS is REQUI RED to support TLS 1.3 which has become a doni nant
st andar d.

3.3. Operational Recomendations for BMPS

The BMP over TLS (BWMPS) is RECOMMENDED as an alternative mechanismto
saf eqguard BMP sessions in scenarios where alternative protections
like 1PSec may not be feasible or deployed.

4. I nplenentation Status

Note: This section is to be renmbved fromthe final draft before
publi shing as an RFC

This section records the progress of a working inplenentation of BMW
over TLS by creating a fork of the original inplenentation of [ GoBW]
(https://github. con sbezverk/ gobnp) here at [ BMP-over-TLS]
(https://github. conl asadar af at/ gobnp) .

The objective of this section is to assist |IETF in the decision
process, to progress this draft to an RFC

There is a wiki section [Validating BMP-over-TLS with GoBMP and

GoBGP] (https://github. conlasadaraf at/gobnp/w ki/Vali dating-
BMPYE29%80%900ver YE2980%90TLS- wi t h- GoBMP- and- GoBGP) in the sane github
repository, with a detailed wal ktrhough and a recorded denp, which is
intented to be used as a proof of concept.

5. Security Considerations

The BMPS i npl enentati on increases conputati onal demands due to
conti nuous encryption and decryption processes, resulting in high CPU
utilization and potential vulnerability to denial-of-service attacks.

The TLS ci pher suites that provide only data integrity validation
wi t hout encryption SHOULD NOT be used by default.

The BMPS i nmpl enentati on SHOULD fol |l ow the best practices and
recomendations for using TLS, as per the Reconmendations for Secure
Use of Transport Layer Security (TLS) and Datagram Transport Layer
Security (DTLS) as defined in [ RFC7525].
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6. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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