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Abst r act

Thi s docunment specifies the Attestati on Reconciliation Protoco
(ARP), a deterministic, bilateral, zero-know edge-capabl e nechani sm
for reconciling verification clainms against a plurality of sovereign
authoritative registers without raw register records |eaving their
data-residency jurisdiction. ARP extends the SCITT (Supply Chain
Integrity, Transparency, and Trust) architecture to cross-sovereign
claimreconciliation. A reconciliation server canonicalises a
structured claim projects it through register-specific controlled
projection functions produci ng the greatest-I|ower-bound predicate
supported by each addressed register, transmts register-specific

ci phertexts, receives partial attestations whose payl oad di scl oses
only a verdict and an optional divergence axis, aggregates the
partial attestations through either hononorphic or hash-1inkage
aggregation, and seals the resulting reconciliation output against a
policy-version hash. An append-only cross-jurisdictional settlenent-
| ayer | edger records only hashes, with no content. The protoco
supports retroactive re-evaluation of historical reconciliations
under updated pattern libraries or policy versions without bilatera
renegotiati on, and a cryptographic-primtive-upgrade path including
post-quantum primtives

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Novenber 2026
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1. Introduction

Sovereign authoritative registers record facts that are treated as
conclusive within their jurisdiction. Exanples include beneficial-
ownership registers (such as the United States Fi nCEN Benefi ci al
Onnership Secure System the United Kingdom People with Significant
Control register, and the European Uni on benefi ci al - ownership

regi sters under the Anti-Mney-Laundering Directives), corporate
registries, consolidated sanctions lists, export-control registers,
f or ei gn- owner shi p-and-control -or-influence registers, maritinme vesse
registrations, flag-state registers, aviation registrations, |and-
title registries, custons declarations, and rmultilateral bionetric
regi sters.

Institutional decision-nmakers -- including export-control conpliance
of ficers, anti-money-|aundering review functions, foreign-investnent
screening review functions, sanctions-screening operators,
multilateral aid distribution authorities, and pl atfornm owned
verification infrastructure -- routinely require reliance on facts
recorded across two or nore sovereign registers sinultaneously.

Exi sting comput er-inpl enent ed approaches to such cross-sovereign
reliance suffer fromthree structural and technical deficiencies that
this protocol is specifically designed to overcone:

1. *Raw-record disclosure.* Existing approaches require the raw
register record either to |l eave its data-residency jurisdiction
or to be re-disclosed in plaintext to a relying party in another
jurisdiction. Sovereign registers under data-protection regines
are jurisdictionally constrai ned agai nst such re-disclosure.

2. *Non-reconcil able register outputs.* Each sovereign register
exposes a different schema, a different signing chain, a
different verdict semantic, and a different statutory access
regine. A relying party that requires a determnistic conbined
verdi ct over n sovereign registers therefore faces n parall el
verification problens.

3. *Non-auditable settlenent.* Cross-sovereign reliance, where it

occurs at all, occurs without a settlenment-layer audit trai
consumabl e by sovereign regul ators
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Thi s docunment specifies ARP, a protocol that addresses all three
deficiencies in conmbination, and is |ayered atop the SCITT
architecture [I-D.ietf-scitt-architecture] and the RATS architecture
[ RFC9334] .

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The following terns are defined for use throughout this docunent:

Sovereign Register: An authoritative data store naintai ned by or on
behal f of a sovereign and treated as conclusive within that
sovereign's jurisdiction for the predicates the register is
enpowered to record

Regi ster Operator: The entity that operates the Soverei gn Register
and is contractually enpowered to bind the register’s
attestations.

Bil ateral Register Agreement: A negotiated contractual instrunent
bet ween the operator of the reconciliation server and a Register
Qperator, declaring the permtted-predi cate set, supported
cryptographic prinmtives, supported aggregation capability,
statutory-regul ator-access scope, and cryptographic-primtive-
upgrade path. Each Bilateral Register Agreement carries an
Agreenent Hash conmitting to its canonicalised content.

Canonical Claim A determnistic structured representation of a
verification claim conprising at |east a subject identifier, a
predicate, an attested val ue, an applicabl e-regi mes set, and an
evidentiary provenance manifest. Canonicalisation conprises
| exi cographi c sorting of object keys, preservation of declared
array order, Unicode Normalization FormC of string fields,
canoni cal JSON [ RFC8259] nunber rendering, and stripping of
undefined val ues.

Predi cate Taxonomy: A controlled hierarchical classification of
predi cates that may be the subject of reconciliation, enabling
taxononi c prefix match in projection.

Per-Regi ster ClaimProjection: The narrowest structured query
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sufficient to elicit the required Partial Attestation under a
register’s Bilateral Register Agreenent, conputed by the
controll ed projection function as the greatest-|ower-bound
predicate within the register’'s permtted-predicate set.

Partial Attestation: A cryptographically signed output produced by a
Sovereign Register in response to a Per-Register CaimProjection
The Partial Attestation payload SHALL di sclose only a
Reconciliation-Verdict field and an OPTI ONAL Di ver gence- AXi s
field; it SHALL NOT disclose any regi ster record.

Di vergence Axis: A controlled descriptor identifying the structura
reason for a non-match verdict, drawn froma controlled set
including identity-m smatch, jurisdictional-scope-m smatch,
tenmpor al - m smat ch, owner shi p-threshol d-m smatch, sanctions-1list-
mat ch, register-record-absent, claimpredicate-unsupported, and
cl ai m proj ection-narrowed- beyond- att estati on-scope.

Reconciliation CQutput: A data structure aggregating Parti al
Attestations froma single reconciliation event, seal ed against a
Pol i cy- Ver si on Hash.

Verdict Arithnetic: The operator governing how per-register verdicts
conbine into the Conbi ned Verdict, drawn froma controlled set
i ncludi ng conjunction, disjunction, threshold-count, and source-
cl ass- quorum

Hononor phi ¢ Aggregation: A cryptographic aggregation of Partial
Attestations under a honmonorphic primtive permtting verdict
conbi nation w thout decomitment of intermedi ate per-register
out put s.

Hash- Li nkage Aggregation: An aggregation of Partial Attestations in
which the per-register attestations are canonical -hashed, ordered,
conmritted to a Merkle tree, and enmitted with a Merkle root and a
per-register verdict band.

Pol i cy- Versi on Hash: A cryptographic commtnent to the canonica
verification-policy state in force at the nonment of
reconciliation, including reconciliation rules, threshold
paraneters, pattern-library version, applicable-regines
precedence, verdict-arithnetic selection, and the Bilateral -
Regi ster- Agreenent Hashes of the addressed registers.

Settl ement - Layer Ledger: An append-only cross-jurisdictional |og
retaining only hashes of reconciliations, with no content-bearing
fields. Each entry conprises a sequence nunber, the
reconciliation hash, the policy-version hash, the addressed-
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registers identifier set, an aggregation-nethod descriptor, an
optional Merkle root, a tinmestanp, a prior-entry hash, and a self-
entry hash.

3. Architecture

ARP conpri ses el even subsystens arranged as a deterministic pipeline:

1. Canoni cal Cl ai mlngestion
2. Adversarial Pre-Transm ssion Test
3. Per - Regi ster Projection Function

4. Per - Regi ster Encryption
5. Partial -Attestation Reception
6. Aggregati on (Hormonor phi ¢ or Hash- Li nkage)
7. Pol i cy- Ver si on- Hash Seal i ng
8. Settl ement - Layer Ledger Wite
9. Regul at or Porta
10. Retroactive Eval uation
11. Cryptographic-Primitive-Upgrade Path
G ven an identical Canonical Claim an identical Addressed-Registers
Identifier Set, identical Bilateral-Register-Agreenent Hashes for the
addressed registers, an identical Pattern-Library Version Identifier,
and an identical Policy-Version Identifier, the system MJST produce
bit-for-bit identical Reconciliation Qutputs and Settl enent-Layer
Ledger entries.
3.1. Canonical daimlngestion
A Canonical C aimconprises:
* Subject ldentifier
* Predicate (drawn fromthe controlled Predicate Taxonony)

* Attested Value (in the canonical type for the Predicate)

*  Applicabl e- Regi nes Set
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* Evidentiary Provenance Mani fest
* CaimTinestanp (RFC 3339 UTC)
* (O aimHash (conputed over the canonical serialisation)

Two senantical |l y-equi val ent cl ai ns MUST produce the same canoni cal
formand the same O aimHash. The CaimHash is the index on the
Settl ement - Layer Ledger and the key for retroactive re-eval uation.

3.2. Adversarial Pre-Transm ssion Test

Bef ore any Per-Register ClaimProjection is produced, the Adversari al
Pre-Transmi ssi on Test Subsystem applies the current Pattern Library
to the Canonical Claim The Pattern Library enunerates known nation-
state evasi on patterns including projection-narrow ng-evasion,

predi cat e-substitution- evasion, attested-val ue-bracketing-evasion,
addr essed-regi ster-cherry-pi cki ng, agreenent-stal eness-injection, and
pattern-Ilibrary-version-pinning.

The Subsystememts either a Pass result or a Renediation Advisory.
The Per-Regi ster Encryption Subsystem MJUST architecturally wthhold
external transm ssion until a Pass result has been enmtted or until
an aut horised operator has explicitly overridden the outcone.

3.3. Per-Register Projection Function

For each addressed register, the controlled projection function MJST
i nspect the Canonical C aimagainst the permtted-predicate set
declared in the Bilateral Register Agreenent. \Were the Canonical
Claims Predicate is directly a nmenber of the pernitted-predicate
set, the Projected Predicate equals the Canonical C aimPredicate.

Where it is not, the projection function resolves the Predicate

t hrough taxonom c prefix match: wal ki ng the Predi cate Taxonony upward
fromthe Canonical ClaimPredicate until reaching a Predicate that is
a nenber of the pernmitted-predicate set. The narrow ng operation
MUST be recorded in the Narrowed-Fromfield of the Per-Register aim
Proj ecti on.

3.4. Per-Register Encryption

Each Per-Register CaimProjection MJST be encrypted under the
addressed register’s public-key material declared in the Bil ateral
Regi ster Agreenment. The encryption operati on MJIST bind the

Bi | at er al - Regi st er- Agreenent Hash and the Pattern-Library Version
Identifier into the ciphertext as authenticated additional data, such
that a register attenpting to decrypt under a stale Bilateral -
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3.

3.

5

6

Regi st er- Agreenent Hash or Pattern-Library Version Identifier fails
at the authenticated-additional-data verification step.

Partial Attestation Reception
A Partial Attestation conprises:
* Register ldentifier

* Reconciliation-Verdict Field (match, no-nmatch, partial-match, or
i ndet ermi nat e)

* OPTIONAL Divergence-Axis Field
* Bilateral - Regi ster-Agreenent Hash
* Policy-Version Hash

* Cryptographic Signature over the canonical payload of the
f or egoi ng

* Freshness Ti nestanp

The Partial Attestation payload SHALL NOT contain any register-record
field, any pre-inage of the register record, or any field beyond
those enumerated. The architectural absence of register-record
content is the specific technical mechani smby which ARP avoi ds raw
record disclosure.

Aggr egati on

Where every addressed regi ster decl ares Hononorphic capability, the
aggregati on subsystem operates in Homonorphic Aggregati on Mbde. Per-
regi ster encrypted verdict contributions are aggregated through a
hononor phi ¢ operator sequenced according to the Verdict Arithnetic
declared in the Applicabl e-Reginmes Set. Internediate val ues remain
cryptographically commtted.

VWhere any addressed regi ster does not decl are Hononorphic capability,
the aggregati on subsystem MJST operate in Hash-Li nkage Aggregation
Mode. Each Partial Attestation is canonical -hashed, ordered by
sorted-|eaf construction, conmitted to a Merkle tree, and enitted
with a Merkle root and a per-register verdict band signed by the
reconciliation-server sealing key. The per-register verdict band
MJUST commit each register’s verdict individually w thout disclosure
of any other register’s payl oad.
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3.7. Policy-Version-Hash Sealing
The Policy-Versi on Hash MJST commit to:
1. Reconciliation rules
2. Threshold parameters
3. Pattern-Library Version ldentifier
4. Applicabl e- Regi nes precedence
5. Verdict-Arithnetic sel ection
6. Bilateral-Register-Agreenent Hashes of the addressed registers

The Pol i cy-Versi on Hash MJUST be reconstructible under audit froma
canoni cal policy state persisted in a policy-epoch store.

3.8. Settlenent-Layer Ledger
Each Settlenment-Layer Ledger entry conprises only:
* Entry Sequence Nunber (nonotonically increasing)
* Reconciliation Hash
* Policy-Version Hash

* Addressed-Registers ldentifier Set (sorted in canonica
| exi cographi c order)

*  Aggregation- Met hod Descri ptor

*  OPTIONAL Merkl e Root

* Reconciliation Tinmestanp

* Prior-Entry Hash

* Self-Entry Hash

The Ledger MJUST NOT store Canonical -C ai mcontent, register records,
or Partial-Attestation payloads. The append-only constraint MJST be
enforced at the storage interface |layer; the Ledger interface MJST

expose only an APPEND operation, with no UPDATE or DELETE operation
exposed or inpl enented.
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The Ledger MAY be distributed across a plurality of per-jurisdiction
secondary stores under synchronous replication, each operated under
the data-residency constraints of its host jurisdiction. The append-
only derivation-chain invariant -- that every entry’'s Prior-Entry
Hash equals the Sel f-Entry Hash of the i mediately preceding entry --
MUST be preserved across all secondary stores.

3.9. Regulator Porta

The Regul ator Portal Subsystem authenticates a sovereign regulator’s
jurisdictional credentials against a regulator-identity-provider
trust anchor declared in at |east one Bilateral Register Agreement.
It restricts returned fields to those within the regulator’s
statutory scope as declared in the statutory-regul ator-access scope
of the Bilateral Register Agreenents of the addressed registers. The
scope restriction is conputed as the uni on of per-agreenent
permitted-read-predicates entries scoped to the regulator’s
jurisdiction, intersected with the regulator’s requested field set.
Each access MJST be recorded in an append-only subpoena-grade audit
trail

3.10. Retroactive Eval uation

Upon publication of an updated Pattern Library or an updated Policy
Version, the Retroactive Eval uati on Subsystem MJST execute a
determnistic re-application of the updated policy state to retained
reconciliation netadata of historical Reconciliation Qutputs seal ed
agai nst a superseded Policy-Version Hash. Were perm ssible under
the applicable Bilateral Register Agreenents, partial attestations
MAY be re-invoked.

The retroactive eval uati on MUST be executable w thout re-negotiation
of any Bilateral Register Agreenent. A material change in a

hi stori cal Conbined Verdict -- defined as any transition into or out
of a decisive verdict value (the decisive values being match and no-
mat ch) -- MJST trigger a Sovereign Re-Notification through the

Regul at or Portal .
3.11. Cryptographic-Primtive-Upgrade Path

Each Bil ateral Register Agreenent MJST declare a Cryptographic-
Primtive- Upgrade Path conprising an ordered equival ence list for
each of three primitive classes: claimencryption, partial -
attestation-signature, and sealing-signature. The equival ence |ist
MUST include at |east one post-quantumprinitive for each class,
drawn froma set including M.-KEM [ FI PS203] for key encapsul ati on and
M.- DSA [ FI PS204] for signature operations
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A primtive rotation MAY be executed sinultaneously across the three
|l ayers without bilateral renegotiation. The Settlenent-Layer Ledger
remai ns conti nuous across the rotation because Ledger entries commt
to hashes of canonicalised content rather than to cryptographic
identities.

4. Encoding
4.1. CBOR- COSE Encodi ng

The recomended encoding for ARP nessages on the wire is CBOR with
COSE [ RFC9052] [ RFCO053] envel opes. COSE Signl is used for both
Partial Attestations and the Sealing Signature. The protected header
MUST include the Bil ateral - Regi st er-Agreenment Hash and Pol i cy- Version
Hash as unregistered | abels in the range 0x800 .. Ox8FF (Certisyn
private use).

4.2. Verifiable Credentials Interop

A Reconciliation Qutput MAY be additionally serialised as a JSON-LD
docunent conformng to the WBC Verifiable Credentials Data Mdel
[WBC-VC-DM2.0], with the Reconciliation Hash, Addressed-Registers
Identifier Set, Bilateral-Register-Agreenent Hash Set, and Policy-
Ver sion Hash included as credential subject fields. The COSE_Signl
envel ope is the normative form the Verifiable Credential
serialisation is an interop convenience for relying parties operating
in WBC VC ecosyst ens.

5. Security Considerations
5.1. Service-Qperator Containnent

The reconciliation server operates under a service-operator entity
standing in bilateral contractual relationship with each Register
Qperator. The service-operator entity MJST be architecturally
prohi bited from observing any register record or any Partial -
Attestation payl oad beyond the verdict and di vergence-axis fields.
The service-operator entity MJST be structurally incapabl e of

di sclosing any register record irrespective of internal operator
action.
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5.2. Pattern-Library Integrity

The Adversarial Pre-Transm ssion Test gates onward transmission. The
Pattern Library MJUST be bound to a Pattern-Library Conmitnent Hash.
Any nodification to the Pattern Library MJUST produce a new Pattern-

Li brary Version ldentifier, and the Adversarial Pre-Transm ssion Test
MUST be re-executed against the new library before the change takes
ef fect.

5.3. Bilateral -Register-Agreenent Drift

Each Bil ateral Register Agreenent carries an Agreenment Hash. Each
Partial Attestation includes a reference to the Agreenment Hash under
which it was issued. Agreement drift is detectable by conparison of
agreenent - hash references across Partial -Attestati on batches.
Reconciliati on MIUST be suspended for an addressed regi ster whose
Agreenent Hash deviates fromthe hash conmitted at the start of a
reconciliation event.

5.4. Replay Defence

Each Partial Attestation MJST carry a Freshness Tinmestanp. The
reconciliation server MIST verify the Freshness Tinestanp agai nst a
freshness wi ndow declared in the Bilateral Register Agreenent. Stale
Partial Attestations MJIST be rejected with a freshness-stale

di vergence axis.

5.5. Post-Quantum M gration

The Cryptographic-Primtive-Upgrade Path is the nechani sm by which
ARP depl oynments migrate to post-quantum primtives. M.-KEM 1024

[ FI PS203] is RECOMVENDED for the claimencryption primtive class.
M.- DSA- 65 [ FI PS204] is RECOMMVENDED for the partial-attestation-
signature and sealing-signature primtive classes. |nplenentations
MUST decl are their chosen post-quantumprinitives in the Bilateral
Regi st er Agreenent.

5.6. Side-Channel Considerations

Per-regi ster projection narrowing is observable to the addressed
regi ster through the Projected Predicate. [|nplenentations MJUST NOT
use narrowi ng patterns to fingerprint individual subjects. The
Predi cate Taxonony SHOULD be desi gned such that the set of permtted
narrowi ngs is small enough that narrow ng observati on does not
materi ally weaken subject privacy.
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6. | ANA Consi derations
Thi s docunent requests IANA to register the foll ow ng:

* A namespace for ARP-specific COSE protected-header |abels in the
range 0x800 .. Ox8FF, containing at |east:

- arp-bilateral -agreenent-hash (I abel 0x801)
- arp-policy-version-hash (Il abel 0x802)

- arp-pattern-library-hash (label 0x803)

- arp-divergence-axis (label 0x804)

* A nedia type application/arp-reconciliation-output+cbor for the
CBOR- encoded Reconciliation Qutput.

* A nedia type application/arp-reconciliation-output+json for the
Verifiable Credentials JSON-LD form
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endi x A. Exanpl es

. Example: Three-register Sanctions Reconciliation

A relying party requests reconciliation of the predicate
sanctions:any-list-match for subject identifier corp: DUNS: 0123456789
agai nst the OFAC SDN list, the EU consolidated list, and the UK OFSI
list.

Each Bil ateral Register Agreenment permts the predicate. The
projection function enits identical Per-Register ClaimProjections to
all three registers. Al three return Partial Attestations with
verdi ct no- match.

The Aggregati on Subsystem operates in Hononorphi c Aggregati on Mode
(all three registers declare honmonorphic capability). The Verdict
Arithnmetic is disjunction. The Conbined Verdict is no-match.

The Reconciliation Qutput is seal ed against the current Policy-
Versi on Hash. The Settl ement-Layer Ledger entry conprises:

* Entry Sequence Nunber: 4,217,981
* Reconciliation Hash: <32 bytes>
* Policy-Version Hash: <32 bytes>

* Addressed-Regi sters ldentifier Set: ["EU CONSOLI DATED-2026- 2",
"UK- OFSI - 2026- @", "US- OFAC- SDN- 2026- Q2" ]

*  Aggregation-Method Descriptor: "hononorphic-disjunction”
* Reconciliation Tinmestanp: 2026-04-27T19:47: 147
* Prior-Entry Hash: <32 bytes>
* Self-Entry Hash: <32 bytes>
No register record content is stored on the Ledger.
Exanpl e: Retroactive Re-eval uation
Si x weeks after the above reconciliation, OFAC adds the subject to
the SDN list as part of a new tranche. The OFAC register’s Partial -

Attestati on endpoint, on next invocation, would return verdict match
wi th divergence-axis sanctions-|ist-match.
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The Retroactive Eval uati on Subsystem detects the new Pattern-Library
and Policy-Version transition, re-invokes Partial Attestations on all
hi storical reconciliations addressing OFAC under the superseded

Pol i cy-Versi on Hash, identifies the material verdict change, and
emts a Sovereign Re-Notification through the Regulator Portal to the
regul at ors whose statutory-regul ator-access scope intersects the
changed reconciliation. A new Reconciliation Qutput is appended to
the Ledger referencing the superseded one in its Source-
Reconciliation-Qutput ldentifier field.

Appendi x B. Conposition with the SCITT Architecture

The SCITT Architecture [I-D.ietf-scitt-architecture] provides

notari sati on of supply-chain artefacts, including transparency

recei pts, transparent statenments, and registries. ARP conposes with
SCITT in three ways:

1. SCTT receipts MAY be the input claimto ARP. A claim
referencing a SCl TT-anchored artefact (its hash and its
registration receipt) is reconciled across registers wthout
di scl osing the underlying artefact.

2. ARP Reconciliation Qutputs MAY be notarised into SCITT registries
as transparent statenents, enabling SCITT-aware relying parties
to verify the cross-sovereign reconciliation event in the sane
way they verify any other supply-chain claim

3. The SCITT Architecture's lIdentity Manager and |ssuer roles map
cleanly to the Bilateral Register Agreenent structure: each
Sovereign Register acts as a SCITT Issuer for a constrained
predi cate set, and the reconciliation server acts as a SCITT
Aggregator across nultiple Issuers.

Appendi x C. Conposition with the RATS Architecture

The RATS Architecture [ RFC9334] provides renpte-attestation
procedures for conpute-substrate trust. ARP conmposes with RATS in
two ways:

1. The Adversarial Pre-Transnission Test runs inside a confidential
conputing boundary attested under RATS. The reconciliation
server’'s integrity MAY be verified by relying parties through
standard RATS verification flows.

2. Compute-attestation reconciliation across heterogeneous TEE / CC
providers is the natural specialisation of ARP to the RATS
evi dence class. A separate docunent specifies that
speci al i sati on.
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