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Abst ract

Thi s docunent specifies a verification standard for the cryptographic
attestation of conformance to the Australian Cyber Security Centre
(ACSC) Essential Eight Maturity Mddel. It defines the Verification
Reconciliation Object (VRO, the issuing-partner framework, the

evi dence categories required for each of the eight controls of the
Essential Eight, the three maturity-attestation |levels, and the
cryptographic continuity requirenents that together produce
determnistic, independently reconstructable, auditor-grade
attestations of cybersecurity posture. The standard sits beneath the
ACSC Essential Eight Maturity Mdel and produces the verifiable
artefact the nodel was designed to inply but does not deliver.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 14 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The ACSC Essential Eight Maturity Moddel [ACSC-E8] is the de facto
basel i ne for cybersecurity posture across Australian governnent
suppliers, regulated industries, and critical infrastructure. It is
referenced in procurement criteria, regulatory expectations,

i nsurance underwriting questionnaires, and intergovernnental supplier
assurance framewor ks
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The Essential Eight Maturity Mdel is, however, a self-attested
instrument. The ACSC publishes the framework but does not maintain a
certification reginme, an auditor accreditation scheme, or a
verification artefact. Suppliers asserting Essential Ei ght alignnent
produce policy docunents and internal self-assessnents. Buyers
asserting Essential Eight reliance accept those sel f-assessnments at
face val ue or conmi ssion ad-hoc third-party reviews that are not

i nt eroper abl e across engagenents.

Thi s docunent closes that gap. It defines the verification artefact,
the issuing-partner framework, the evidence requirenments, the
maturity attestati on nmethodol ogy, and the cryptographic continuity
requirenents that together produce a deterministic, auditor-grade
Essential Eight attestation

Thi s docunent does not replace the ACSC Maturity Mdel. It sits
beneath the nobdel and produces the artefact the nodel was designed to
i nply but does not deliver. Where this document and the ACSC
Maturity Model conflict on operational content, the ACSC Maturity
Model prevails.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

For the purposes of this document, the follow ng definitions apply.

Subject Entity: The organi sati on whose Essential Ei ght conformance
is the subject of verification

Verification Reconciliation Object (VRO: The determnistic,
crypt ographi cally anchored output of a conform ng Essential Eight
attestation under this standard.

Issuing Partner: A counterparty designated by the protocol operator
to act as a co-issuer of VROs under this standard within a defined
mar ket or scope.

Attestation Period: The contiguous time interval over which a VRO
asserts confornmance, bounded by an Anchor Event at each terninus.

Anchor Event: The cryptographic operation that binds a VRO to an
i mut abl e public settlenent |ayer at issuance and at supersession
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Maturity Level: One of three levels (One, Two, Three) defined in the
ACSC Essential Eight Maturity Model, against which conformance is
assert ed.

Conformance Claim An assertion by the Subject Entity, made within a
VRO, that operational practice neets the requirenments of a stated
Maturity Level for a specified set of Essential Ei ght controls.

Evi dence Artefact: Any docunent, telenetry record, configuration
snapshot, log extract, or attestation produced in support of a
Conf ormance Cl aim

Supersession: The lifecycle event by which a new VRO repl aces a
prior VRO in the chain of attestation for a Subject Entity.

3. Architectural Overview

Conforming attestations under this standard are produced by a
verification infrastructure organi sed as five architectural
components. Internal design, scoring nethodol ogy, and calibration
logic are not in scope for this docunent and are governed by the
protocol operator’s intellectual property framework.

The Evi dence I ngestion and Nornalization Layer accepts Evi dence
Artefacts from Subject Entity systems and produces canoni cal inputs
for downstream reconciliation.

The Reconciliation Confidence Engi ne reconciles Conformance d ai ns
agai nst nornmalised evidence and produces a determnistic
reconciliation output.

The Verification State Machine maintains the lifecycle state of each
VRO t hrough i ntake, evidence ingestion, reconciliation, anchoring,
i ssuance, supersession, and revocation.

Entity G aph Propagation propagates verification state across related
entities where continuity is in scope.

The Attestation Protocol produces the final VRO perfornms the Anchor
Event, registers the artefact in the public attestation registry, and
bi nds the issuing-partner identity to the artefact.

Conforming attestations are deterninistic. Gven the same

Conf ormance C ains and the same Evi dence Artefacts processed through
the same Attestation Protocol version, the sane VRO SHALL be

pr oduced.
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4. Essential Eight Verification Requirenents

The foll owi ng subsections specify, for each of the eight controls in
the ACSC Essential Eight Maturity Mddel, the Subject Claimthat is
the object of verification, the categories of Evidence Artefact that
SHALL be ingested and reconciled, the verification expectation
appl i ed by the Reconciliation Confidence Engine, and the anchoring
requi renent that binds the resulting VROto the public settlenent

| ayer.

4.1. Control 1: Application contro

Subject Cdaim The Subject Entity restricts execution of
unaut hori sed applications across all in-scope endpoints,
consistent with the asserted Maturity Level

Evi dence Categories: Application allowlist policy artefact;
endpoi nt enforcenent telemetry; deviation |og; periodic review
records; exception register

Verification Expectation: Reconciliation of declared allowlist
agai nst enforcenment evidence with continuity across the
Attestation Period; exception cases reconcil ed against the
exception register

Anchor Requirenment: Each issued VRO under this control SHALL be
anchored at Attestation Period start and end. M d-period
devi ations producing a state change require a supersessi on anchor

4.2. Control 2: Patch applications

Subject aim The Subject Entity applies vendor-supplied security
patches to in-scope applications within tinmeframes consistent with
the asserted Maturity Level

Evi dence Categories: Application inventory; patch availability
nmet adat a; patch depl oynment telenetry; vulnerability scan output;
excepti ons and conpensating-control register.

Verification Expectation: Tenporal reconciliation of patch
availability date agai nst depl oynent date across the in-scope
application popul ation. Exceptions reconciled agai nst
compensating control s evi dence.

Anchor Requirenment: Anchored at Attestation Period start, end, and
any material change in patch posture.
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4.3. Control 3: Configure Mcrosoft Office macro settings

Subject Cdaim The Subject Entity has configured Mcrosoft Ofice
macro settings consistent with ACSC gui dance and the asserted
Maturity Level, and operates an audit cadence to detect drift.

Evi dence Categories: Goup Policy artefacts or equival ent
configurati on managenent evi dence; endpoint configuration
snapshots; macro source attestati on where macros are pernitted,
exception register

Verification Expectation: Reconciliation of declared configuration
agai nst endpoi nt snapshots; reconciliation of pernmtted nmacro
i nventory agai nst signed-source attestations.

Anchor Requirenent: Anchored at issuance; supersession on any change
to nmacro policy or scope of permtted use.

4.4. Control 4: User application hardening

Subject daim The Subject Entity has hardened user-facing
applications consistent with ACSC gui dance for the asserted
Maturity Level .

Evi dence Categories: Hardening policy artefact; endpoint
configuration baseline; periodic configuration audit output;
exception register

Verification Expectation: Reconciliation of declared hardening
basel i ne agai nst neasured endpoint state. Drift itens reconciled
agai nst remedi ati on evi dence.

Anchor Requirenment: Anchored at issuance; supersession on baseline
change or material drift renediation

4.5. Control 5: Restrict adm nistrative privileges

Subject daim The Subject Entity restricts the assignment and use
of administrative privileges consistent with the asserted Maturity
Level .

Evi dence Categories: Privilege assignment register; access review
records; privileged session nonitoring telemetry; account
separation evidence; just-in-tinme elevation telenetry where in
scope.

Verification Expectation: Reconciliation of declared privilege nodel
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agai nst assignnent register; reconciliation of access reviews
agai nst schedul ed cadence; reconciliation of session nonitoring
evi dence agai nst asserted control s.

Anchor Requirenment: Anchored at issuance and at the concl usi on of
each schedul ed access review cycle within the Attestation Period.

4.6. Control 6: Patch operating systens

Subject Caim The Subject Entity applies vendor-supplied security
patches to operating systens within tineframes consistent with the
asserted Maturity Level.

Evi dence Categories: Operating-systeminventory; patch availability
met adat a; patch depl oyment telenmetry; vulnerability scan output;
conpensati ng-control register.

Verification Expectation: Tenporal reconciliation of patch
availability date agai nst depl oynent date across the in-scope
oper ati ng- syst em popul ati on

Anchor Requirenment: Anchored at Attestation Period start, end, and
any material change in patch posture.

4.7. Control 7: Multi-factor authentication

Subject Caim The Subject Entity enforces multi-factor
aut hentication consistent with the popul ati on and access-cont ext
scope required at the asserted Maturity Level

Evi dence Categories: MA enrolnent register; identity-provider
tel emetry; coverage report by user popul ati on and access context;
phi shi ng-resi stance attestati on where applicable; exception
register.

Verification Expectation: Reconciliation of declared MFA scope
agai nst identity-provider telenetry; reconciliation of asserted
phi shi ng-resi stance properti es agai nst enrol nent evi dence.

Anchor Requirenment: Anchored at issuance and at each material change
in MFA scope, factor type, or enforcenent state.

4.8. Control 8: Regul ar backups
Subject Cdaim The Subject Entity maintains regul ar backups of

i nportant data, software, and configuration consistent with the
asserted Maturity Level, and validates recoverability.
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Evi dence Categories: Backup policy artefact; backup execution
telemetry; recovery test records; inmmutability evidence for the
asserted retention period; access-control evidence for backup
systens.

Verification Expectation: Reconciliation of declared backup cadence
agai nst execution telenetry; reconciliation of asserted
imutability properties agai nst backup-store configuration
evi dence; reconciliation of recovery test cadence and outcones
agai nst decl ared schedul e.

Anchor Requirement: Anchored at issuance and at each conpleted
recovery validation cycle within the Attestation Peri od.

5. Maturity Level Attestation

The ACSC Essential Eight Maturity Model defines three Maturity Levels
— One, Two, and Three — each progressively nore rigorous in
operational expectation, scope, and adversarial threat nodel. A
conform ng VRO under this standard SHALL attest a Maturity Level for
each of the eight controls. Different controls MAY attest at
different Maturity Levels within a single VRO the overall VRO
attestation is the mninmum Maturity Level attested across the eight
control s unl ess ot herw se asserted.

Maturity Level One verification requirenents reflect the operationa
expectations defined by the ACSC for Level One: protection against
adversaries opportunistically |everaging publicly avail able exploit
tradecraft. Evidence requirenents enphasi se the existence of

decl ared control s and basi c enforcement evidence over an Attestation
Period of at least three (3) consecutive nonths.

Maturity Level Two verification requirenents reflect the ACSC s Leve
Two expectation of protection against adversaries operating with a
noderate | evel of capability and investnment. Evidence requirenents
add depth of telenetry, periodic review evidence, and exception-
handl i ng di scipline over an Attestation Period of at |east six (6)
consecutive nonths.

Maturity Level Three verification requirenents reflect the ACSC s
Level Three expectation of protection against adversaries with
significant capability, investnent, and willingness to invest in
tailored tradecraft. Evidence requirements add continuity, defence-
i n-depth evidence, and adversari al -resi stance attestations over an
Attestation Period of at |east twelve (12) consecutive nonths.
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A Subject Entity that progresses fromone Maturity Level to a higher
| evel for any control SHALL be issued a superseding VRO that records
the progression, the date of progression, and the Anchor Event

bi nding the new attestation. The prior VRO is not deleted; it is
preserved in the chain and marked as superseded.

6. Verification Reconciliation Object (VRO

A conform ng VRO under this standard SHALL contain, at mnimm the
foll owi ng content el enents:

* Subject Entity identifier and netadata sufficient to establish
identity under the relevant jurisdiction

* Attestation Period start and end tinmestanps.

* Maturity Level attested for each of the eight Essential Eight
control s.

* Conformance Cl ains as asserted by the Subject Entity.

* Evidence categories ingested and the reconciliation outcone for
each.

* lssuing Partner identity and seat designation

* Anchor Event identifiers binding the VROto the public settlenent
| ayer.

* Verification State Machine state at issuance.

* Supersession chain reference, where this VRO supersedes a prior
VRO,

*  Conformance statenent of this standard, version 1.0

A VRO MAY be issued only by a designated |Issuing Partner. |ssuing
Partner identity is bound to the VRO at the Anchor Event and is
i ndependently verifiable through the public attestation registry.

A VRO MAY be revoked by the |ssuing Partner upon determnnation of
mat eri al non-conformance, evidence falsification, or other
circunstances rendering the original attestation unreliable.
Revocati on does not delete the VRO it records a revocation state,
the revocation reason class, and the Anchor Event binding the
revocation to the public settlement |ayer. Supersession is the
ordinary lifecycle event by which a current VRO is repl aced;
revocation is reserved for circunstances of attestation failure.
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Each i ssued VRO SHALL be registered in the public attestation
registry. Registry entries SHALL be queryable by Subject Entity
identifier, Issuing Partner, Anchor Event, and supersession chain.

7. Issuing Partner Requirenents

An organi sati on seeking designation as an |Issuing Partner under this
standard SHALL denonstrate, at m ni num

* (Operational capacity to assess Essential Ei ght confornance across
the eight controls at the Maturity Level for which issuance is
sought .

* Denonstrabl e conpetence in the rel evant subject matter.

* | ndependence fromthe Subject Entity at the engagenent level, with
decl ared conflicts of interest disclosed and managed.

* Adherence to the protocol operator’s Partner Code of Conduct.

* Acceptance of the Designation Schedule terns applicable to the
rel evant market and seat.

An |Issuing Partner SHALL NOT, for a given Subject Entity engagenent,
simul taneously act as the inplenmenting vendor, systemintegrator, or
operator of the controls being verified. Where an |Issuing Partner
has perforned i nplementing work for a Subject Entity, a defined
cooling-off interval and an independence decl arati on SHALL be
observed before that |ssuing Partner may i ssue a VRO for the sane
Subj ect Entity.

8. Cryptographic Continuity Requirements

Each VRO SHALL be cryptographically anchored to an i mmutable public
settlenent |ayer at the Anchor Event. The hash comritted at the
Anchor Event SHALL be a one-way function of the VRO content, |ssuing
Partner identity, and timestanp, conmputed under a digest algorithm of
at | east 256-bit strength.

A VRO issued under this standard SHALL renain a conform ng artefact
across regulatory regi ne changes occurring within or after the
Attestation Period. Conformance to this standard is bound to the
standard version at issuance; subsequent standard versions do not
retroactively alter the conformance state of previously issued VROs.
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10.

11.

The Anchor Event binding SHALL remain i ndependently verifiable in the
event of the protocol operator ceasing to operate the verification
infrastructure. The public settlement |ayer is selected on the
criterion that no single private operator can extinguish the binding.

St andards Al'i gnnent

This standard is interoperable with adjacent international and
nati onal standards. Conformng VROs MAY be referenced within the
audit and certification artefacts produced under the follow ng

f ramewor ks

| SO | EC 27001: 2022 [|1 SC27001]: Essential Eight controls map to
specific Annex A controls. Conformng VROs MAY be cited as evidence
of operational inplementation of those Annex A controls.

I SO'| EC 27002: 2022 [ SQ27002] : I npl enentation gui dance for the Annex
A controls cited above is consistent with the evidence categories
speci fied herein.

SOC 2 Trust Services Criteria: Conformng VROs MAY be cited within
SOC 2 reports as evidence of controls operating effectively over the
rel evant Attestation Period.

ACSC Essential Eight Maturity Mdel [ACSC-E8] remmins authoritative
for the operational definition of each control. This standard adds a
verification |ayer w thout redefining operational content.

Conf or mance

An attestation artefact MAY claimconformance to this standard if and
only if it satisfies every requirenment specified in this docunent.
Partial conformance is not recognised. Variant conformance to a
subset of controls without the full Essential Eight scope is not
recogni sed

The public attestation registry constitutes the authoritative record
of issued VROs. Inclusion in the registry is necessary for
conf ormance recognition; exclusion fromthe registry, regardl ess of
any other instrument, precludes recognition under this standard.

I ANA Consi derations

Thi s docunent has no | ANA acti ons.
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12.

13.

13.

13.

Security Considerations

The integrity of an attestation under this standard depends on the
i ndependence of the issuing rail, the determ nismof the
reconciliation engine, and the survivability of the cryptographic
anchor.

Issuing Partners are required to be independent fromthe Subject
Entity at the engagenent level. Operators of this standard SHOULD
audit independence decl arations periodically.

The Anchor Event is the binding mechanism | nplenentations SHOULD
use a digest algorithmof at |east 256-bit strength and SHOULD sel ect
a public settlement |ayer with no single private operator capabl e of
ext i ngui shing the binding.

Revocati on procedures defined herein prevent silent acceptance of
attestations whose underlying evidence has been |ater deternined to
be falsified or materially inconplete.

Thi s standard does not address physical security of the Subject
Entity, regulatory conpliance beyond Essential Ei ght scope, or the
correctness of the ACSC Maturity Mdel itself.
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