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Abst ract

Thi s docunent specifies a verification standard for the cryptographic
attestation of agentic Al governance in regul ated industries. It
defines the Verification Reconciliation Object (VRO, the issuing-
partner framework, the eight control areas through which Al
governance posture is reconciled, three maturity-attestation |evels
(Docunent ed, Operational, Adversarial-ready), and the cryptographic
continuity requirenents that together produce deternmnistic,

i ndependently reconstructabl e, auditor-grade attestations of agentic
Al governance. The standard sits beneath |SQO'| EC 42001: 2023, the

NI ST Al Ri sk Managenent Franework, and other agentic Al governance
framewor ks, and produces the verifiable artefact those franeworks
were designed to inply but do not deliver

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 14 Novenber 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Agentic artificial intelligence is now operative across the workpl ace
at a scale that exceeds the control envel ope of every previously
publ i shed governance framework. |SQO|EC 42001: 2023 [| SO42001]

speci fies a managenent system for Al but does not produce a
verifiable artefact. The N ST Al Ri sk Managenent Franework

[ NI ST- Al - RMF] provides a functional taxonony but issues no
certification or attestation. The European Union Al Act [EU Al -ACT]
establ i shes obligations and prohibitions but | eaves verification of
conpliance to national conpetent authorities and self-attestation
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No published standard issues a cryptographically anchored,
determnistically reproduci ble nonthly artefact of agentic Al
gover nance

Thi s docunent closes that gap. It defines the verification artefact,
the issuing-partner framework, the evidence requirenments across eight
control areas, the maturity-level attestation nethodol ogy, and the
cryptographic continuity requirenents that together produce a
determnistic, auditor-grade Al governance attestation

Thi s docunent does not replace | SQ | EC 42001, the NIST Al Risk
Managenent Framework, the EU Al Act, or any national framework. It
sits beneath them and produces the artefact each was designed to

i mply but does not deliver. Were this docunent and any normative
framework cited herein conflict on operational content, the cited
framework prevails.

Thi s docunent applies to organisations that operate, integrate,

depl oy, or expose Al systenms — whether devel oped internally, procured
fromthird-party nmodel providers, or consuned via API. It does not
specify Al nodel architecture, training procedure, or evaluation

met hodol ogy. It specifies the verification of governance applied to
Al use, not the Al itself.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

For the purposes of this docunent, the follow ng definitions apply.

Subj ect Entity: The organi sation whose Al governance posture is the
subj ect of verification

Al System Any depl oyed system application, or service whose
behavi our incorporates the use of one or nore nachi ne-| earning
nodel s, irrespective of nodel architecture or training
met hodol ogy.

Agentic System An Al Systemthat takes actions in the operating
envi ronment, generates outputs that influence downstream
deci sions, or operates with reduced or absent human-in-the-I|oop
supervi si on.

Model Provider: An external party supplying a foundation nodel,
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fine-tuned nodel, or nodel-as-a-service to the Subject Entity.

Depl oyment Context: The set of integrations, data sources, user
popul ations, regulatory obligations, and risk attributes within
whi ch an Al Systemis operated.

CGovernance Surface: The conposite of policies, controls, telenetry,
evi dence sources, and review cadences through which the Subject
Entity governs the use of its Al Systens.

Verification Reconciliation Object (VRO: The determnistic,
crypt ographi cally anchored output of a conform ng Al governance
attestation under this standard.

Issuing Partner: A counterparty designated by the protocol operator
to act as a co-issuer of VROs under this standard within a defined
mar ket or scope.

Attestation Period: The contiguous time interval over which a VRO
asserts confornmance

Anchor Event: The cryptographic operation that binds a VRO to an
i mut abl e public settlenent |ayer at issuance and at supersession

Maturity Level: One of three |levels (Docunented, Operational
Adversari al -ready) defined in this docunent.

Supersession: The lifecycle event by which a new VRO repl aces a
prior VRO

3. Architectural Overview
Conform ng attestations under this standard are produced by a
verification infrastructure organised as five architectura
conponents. Internal design, scoring nethodol ogy, and calibration
| ogic are not in scope for this document.

The Evi dence I ngestion and Nornalization Layer accepts Al governance

Evi dence Artefacts from Subject Entity systens — nodel registries,
identity-provider telenetry, pronpt and output |ogs, sanctioned-
application controls, incident records — and normalises

representati on across heterogeneous source fornats.
The Reconciliation Confidence Engi ne reconcil es Conformance d ai ns

agai nst normal i sed evidence and produces a determnistic
reconciliation output.
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The Verification State Machine maintains the lifecycle state of each
VRO t hrough i ntake, evidence ingestion, reconciliation, anchoring,
i ssuance, supersession, and revocation

Entity G aph Propagation propagates verification state across rel ated
entities where continuity is in scope.

The Attestation Protocol produces the final VRO perfornms the Anchor
Event, registers the artefact in the public attestation registry, and
bi nds the issuing-partner identity.

Conforming attestations are deternministic. Gven the same
Conformance C ains and the same Evi dence Artefacts processed through
the sane Attestation Protocol version, the sane VRO SHALL be
produced. Determinismapplies to the verification operation, not to
the Al systens being verified.

4. Al Governance Verification Requirenents

The foll owi ng subsections specify the eight control areas through
whi ch agentic Al governance is reconciled under this standard.

4.1. Area 1: Al inventory and shadow Al di scovery

Subject Caim The Subject Entity maintains a current inventory of
Al Systens in operation across its workforce, integrations, and
infrastructure, and detects use of unsanctioned or undi scl osed Al
Systens within its operating environnent.

Evi dence Categories: Al Systemregister; identity-provider telenetry
of Al service authentications; endpoint or network telenmetry of
model APl egress; sanctioned-application register; shadow Al
detection output; periodic reconciliation reports.

Verification Expectation: Reconciliation of declared inventory
agai nst detected use across the Attestation Period; exception
cases reconcil ed agai nst the disclosure or renediati on register.

Anchor Requirenment: Anchored at Attestation Period start and end.
Mat eri al expansi ons of inventory require a supersession anchor.

4.2. Area 2: Use-case classification and risk assessnent
Subject Caim The Subject Entity classifies each Al System by use-
case category and risk tier, and records the classification
together with the rationale and the residual -risk position

Evi dence Categories: Use-case classification register; risk
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assessnent artefact for each Al System risk-tier policy artefact;
revi ew records evidenci ng periodi c reassessment; exception
regi ster for ungoverned use cases.

Verification Expectation: Reconciliation of declared classifications
agai nst the policy taxonony; reconciliation of risk tier against
depl oynent context evidence; identification of classification
drift over the Attestation Period.

Anchor Requirement: Anchored at issuance; supersession on material
change in deploynment context, risk tier, or use-case scope.

4.3. Area 3: Mdel and data provenance

Subject daim The Subject Entity records and mai ntai ns provenance
evi dence for each Al Systemin use, including nodel identity,
nodel version, Mdel Provider identity, training data disclosures
(where available), and update or fine-tuning |ineage.

Evi dence Categories: Mddel registry entries with provider, version,
and |ineage data; Moddel Provider transparency reports or node
cards where supplied; training data attestati ons where avail abl ¢;
fine-tuning records; vendor change | og.

Verification Expectation: Reconciliation of recorded provenance
agai nst Al System operational state; reconciliation of fine-tuning
| i neage agai nst change- management evi dence; identification of
nodel -version drift across the Attestation Peri od.

Anchor Requirement: Anchored at issuance and at each material nodel -
versi on change or Mbdel Provider change.

4.4. Area 4: Sanctioned-application contro

Subject Claim The Subject Entity restricts use of Al Systens to
those that have been explicitly sanctioned for the applicable user
popul ati on and use-case context, consistent with the asserted
Maturity Level .

Evi dence Categories: Sanctioned-application allowlist policy;
endpoi nt or network enforcenent evidence; exception register;
user - popul ati on scope evi dence; periodic review records.

Verification Expectation: Reconciliation of declared allowli st
agai nst enforcement telenetry; reconciliation of exception cases
agai nst the exception register; identification of unsanctioned use
over the Attestation Period.
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Anchor Requirement: Anchored at issuance and on material allowli st
changes.

4.5. Area 5: Pronpt and out put governance

Subject Cdaim The Subject Entity governs the content of pronpts
submitted to Al Systens and out puts produced by Al Systens,
i ncluding controls preventing disclosure of sensitive data to
external Al Systens and controls preventing high-risk output
content fromentering downstream processes

Evi dence Categories: Pronpt-content policy artefact; output-content
policy artefact; pronpt-nonitoring telemetry; output-review
telemetry; data-loss-prevention rules applied to Al traffic; high-
ri sk content exception register

Verification Expectation: Reconciliation of declared content
control s agai nst nonitoring telenetry; reconciliation of exception
handl i ng agai nst review evidence; identification of control bypass
or drift over the Attestation Period.

Anchor Requirenment: Anchored at issuance and on each material change
in control scope, sensitive-content taxonomy, or enforcenent
state.

4.6. Area 6: ldentity and access control for Al

Subject Claim The Subject Entity enforces identity and access
controls on the use of Al Systens consistent with the asserted
Maturity Level, including authentication, authorisation, nulti-
factor enforcenent, and segregation between human and machi ne
princi pal s.

Evi dence Categories: ldentity-provider telenetry for Al service
aut henti cations; access assignnent register for Al Systens; multi-
factor enrol ment coverage report; service-account inventory;
access revi ew records.

Verification Expectation: Reconciliation of declared access node
agai nst assignnent register; reconciliation of multi-factor
enf orcenment agai nst identity-provider evidence; reconciliation of
servi ce-account use agai nst the inventory and policy.

Anchor Requirenment: Anchored at issuance and at the concl usi on of
each schedul ed access review cycl e.
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4.7. Area 7: Logging, telemetry, and auditability

Subject Caim The Subject Entity captures, retains, and protects
| ogs of Al Systemuse sufficient to permt retrospective
reconstruction of governance-rel evant events, with retention and
integrity properties consistent with the asserted Maturity Level

Evi dence Categories: Logging policy artefact; log content schema
log retention configuration; log-integrity attestation; access-
control evidence for log stores; sanpling or audit records.

Verification Expectation: Reconciliation of declared |ogging scope
agai nst captured content; reconciliation of asserted retention
agai nst | og-store configuration; reconciliation of asserted
integrity properties against evidence of |og-store immutability or
chain protection.

Anchor Requirement: Anchored at issuance and on naterial changes to
| oggi ng scope, retention, or integrity configuration

4.8. Area 8: Incident, drift, and escal ati on response

Subject Caim The Subject Entity operates an incident-response
capability for Al-related events, including hallucination, output
failure, pronpt-injection, data exfiltration, nodel drift, and
hi gh-i mpact m suse, with defined escal ati on paths and post-event
review consistent with the asserted Maturity Level

Evi dence Categories: Al incident-response policy; incident register;
i ncident classification taxonony; escal ation records; post-event
review reports; renediation evidence; drift-nonitoring telenetry.

Verification Expectation: Reconciliation of declared response
capability against the incident register over the Attestation
Period; reconciliation of escal ation evidence agai nst the declared
escal ati on paths; reconciliation of renediation evidence agai nst
conmitted actions.

Anchor Requirenment: Anchored at issuance and at the concl usi on of
each material incident response or post-event review cycle.

5. Maturity Level Attestation

A conform ng VRO under this standard SHALL attest a Maturity Leve
for each of the eight control areas. Different control areas MAY
attest at different Maturity Levels within a single VRO the overal
VRO attestation is the mnimum Maturity Level attested across the
ei ght control areas unless otherw se asserted.
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Maturity Level Documented reflects the baseline expectation that
governance content exists, that policy artefacts are witten, that an
inventory is maintained, and that a designated owner is accountable.
Evi dence requirenents at this | evel enphasise the existence of

decl ared content and basic operational artefacts over an Attestation
Period of at |east three (3) consecutive nonths.

Maturity Level Operational reflects the expectation that controls are
not only documented but exercised: telemetry collected, periodic

revi ews occurring, exceptions recorded and handl ed, and the

gover nance surface responding to material change. Evidence
requirenents add depth of telenetry, review cadence evidence,
exception handling, and continuity over an Attestation Period of at

| east six (6) consecutive nonths.

Maturity Level Adversarial-ready reflects the expectation that

governance withstands adversarial conditions: pronpt-injection

attenpts, nodel-drift events, data-exfiltration attenpts via Al

channel s, sophisticated m suse, and dependency failures at the Mde

Provider. Evidence requirenments add continuity, defence-in-depth

evi dence, red-team or adversarial evaluation attestation where in

scope, and continuous reconciliation over an Attestation Period of at

| east twelve (12) consecutive nonths.

A Subject Entity that progresses to a higher Maturity Level for any

control area SHALL be issued a superseding VRO recording the

progression. The prior VRO is preserved and marked as superseded.
6. Verification Reconciliation Obhject (VRO

A conform ng VRO under this standard SHALL contain, at m ninmum

* Subject Entity identifier

* Attestation Period start and end tinmestanps.

* Maturity Level attested for each of the eight control areas.

* Conformance Cl ains as asserted by the Subject Entity.

* Evidence categories ingested and reconciliation outcone for each

* Al Systeminventory snapshot at Attestation Period end.

* lssuing Partner identity and seat designation

* Anchor Event identifiers binding the VROto the public settlenent
| ayer.
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* Verification State Machine state at issuance.
* Supersession chain reference, where applicable.
*  Conformance statenent of this standard, version 1.0

A VRO MAY be revoked by the |ssuing Partner upon determnation of
mat eri al non-conformance, evidence fal sification, undisclosed
incidents, or other circunstances rendering the original attestation
unreliable. Revocation does not delete the VRO it records a
revocation state, the revocation reason class, and the Anchor Event
bi nding the revocation to the public settlenment |ayer

Each i ssued VRO SHALL be registered in the public attestation
registry

7. Issuing Partner Requirenents

An organi sati on seeking designation as an |Issuing Partner under this
standard SHALL denonstrate, at m ni num

* (Operational capacity to assess Al governance posture across the
eight control areas at the Maturity Level for which issuance is
sought .

* Denonstrabl e conpetence in Al deploynent nodels, identity and
access controls, pronpt and output nonitoring, and incident
response.

* | ndependence fromthe Subject Entity at the engagenent |evel, with
decl ared conflicts of interest disclosed and nanaged.

* I ndependence from any Mdel Provider whose nodels are within the
scope of attestation, or, where dependency exists, declared and
managed under a stated independence protocol

* Adherence to the protocol operator’s Partner Code of Conduct.

* Acceptance of the Designation Schedule terns applicable to the
rel evant market and seat.

An |Issuing Partner SHALL NOT, for a given Subject Entity engagenent,

si mul taneously act as the inplenmenting vendor, deploynent integrator,
or operator of the Al Systens being verified.
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8.

Cryptographi c Continuity Requirenments

Each VRO SHALL be cryptographically anchored to an inmutable public
settlenent |ayer at the Anchor Event. The hash commtted at the
Anchor Event SHALL be a one-way function of the VRO content, |ssuing
Partner identity, and tinmestanp, conputed under a digest algorithm of
at | east 256-bit strength.

A VRO issued under this standard SHALL remain a conform ng artefact
across regulatory regi ne changes occurring within or after the
Attestation Period.

The Anchor Event binding SHALL remmin i ndependently verifiable in the
event of a Mddel Provider ceasing to operate, w thdrawi ng a nodel, or
bei ng acquired or restructured. VROs issued during the operating
life of a withdrawn nbodel are not retroactively invalidated.

St andards Al'i gnnent

This standard is interoperable with adjacent franmeworks. Conforning
VROs MAY be referenced within audit, certification, and regul atory
artefacts produced under:

I SO'| EC 42001: 2023 [ SO42001]: Al nanagenent-system controls map to
the eight control areas in this docunent.

NI ST Al Ri sk Management Framework [N ST-Al-RVF]: Functions (Govern,
Map, Measure, Manage) nmap to evidence categories within the eight
control areas.

EU Al Act [EU AI-ACT]: Provider and depl oyer obligations MAY be

evi denced through conform ng VRGs where the obligation is verifiable
through reconcil able evidence. The EU Al Act remains authoritative
for legal conpliance determ nations.

I SO | EC 27001: 2022 [ SO27001]: Al control areas intersecting
informati on security are interoperable with |1SO 27001 Annex A
controls.

Essential Eight Verified
[I-D.hillier-certisyn-essential-eight-verified] cross-references
application control, privilege restriction, and authentication
evi dence categori es.
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10.

11.

12.

13.

13.

Conf or mance

An attestation artefact MAY cl aimconformance to this standard if and
only if it satisfies every requirenent specified in this docunent.
Partial conformance is not recognised. Variant conformance to a
subset of control areas without the full eight-area scope is not
recogni sed

The public attestation registry constitutes the authoritative record
of issued VRGs.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Agentic Al governance operates under adversarial conditions distinct
fromtraditional cybersecurity. |Inplenmentations of this standard
SHOULD pay particular attention to pronpt-injection resistance,
nmodel -drift detection, and exfiltration paths through Al channels
that may bypass traditional data-loss-prevention controls.

Issuing Partners are required to be independent fromthe Subject
Entity and from Model Providers whose nodels are within attestation
scope.

The Anchor Event binding SHOULD use a digest algorithmof at |east
256-bit strength and a public settlenent |ayer with no single private
operator capabl e of extinguishing the binding.

Thi s standard does not address the correctness or safety of the Al
Systens being governed. It addresses the verifiability of governance
applied to those systens.
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