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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Pl uggabl e Digital Coherent Optics (DCO transceivers enable routers
or switches to directly connect to optical network (e.g., DWM or
OIN). Pluggabl e DCO transceivers, such as CFP2-DCO and QSFP-DD DCO,
i mpl ement optical connectors (i.e., Tx and Rx) and a Digital Signha
Processor (DSP), and provide higher data rates (100 Gbps, 400 Gbps,
and beyond) and flexible data transport.

Pl uggabl e DCO transceivers, equipped by a platformdevice (e.g., a
switch or a router), are generally controlled by the network CS
runni ng on the device using Content Managenent |nteroperability
Specifications (CMS), which is an open standard protocol designed to
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facilitate interoperability between managenent systens. The
specification is defined in [OFCMS]. CMS also allows vendor-
specific extensions of its transceiver features by using custom
pages. For exanple, CM S custom pages can be used for non-

st andardi zed functions.

However, the continuous emnergence of new transcei ver standards nakes
it highly challenging for Network OS (NOS) vendors to support the
full feature set of every transceiver imediately. As a result, a
NCS m ght support only a basic subset of a DCO transceiver’s
capabilities. This docunent defines a YANG data nodel for accessing
and controlling CMS from outside the platformdevice, allow ng an
ext ernal nanagement systemto configure and nonitor advanced features
directly without waiting for NOS upgrades.

1.1. Termnology and Notations

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [RFC2119], [RFC8340] when, and only when, they appear in all
capitals, as shown here.

The ternms and their definitions used in this specification are
descri bed bel ow

* CMS (Commpn Managenent Interface Specifications): A generic
managenment conmuni cation interface together with a generic
managenment interaction protocol between host and nanaged nobdul es.
The specification is defined in [OF-CM S];

* NACM (Net wor k Configuration Access Control Mbddel): A standard
access control model to restrict NETCONF or RESTCONF pr ot ocol
access for particular users to a preconfigured subset of all
avai | abl e NETCONF or RESTCONF protocol operations and content.
The specification is defined in [ RFC8341].

* NETCONF (Network Configuration Protocol): Mechanisns to install,
mani pul ate, and delete the configuration of network devices. The
definitions and specification is described in [ RFC6241];

* RESTCONF: An HTTP-based protocol that provides a programatic
interface for accessing data defined in YANG using the datastore
concepts defined in NETCONF. The specification is defined in
[ RFC8040] .

The following terns of NETCONF defined in [ RFC6241] are also used in
this specification:
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* (NETCONF) client

* configuration data

* datastore

*  message

* renote procedure call (RPQ

* (NETCONF) server

* state data

* (NETCONF) user

Thi s docunent nakes use of the terns defined in [ RFC7950].
1.2. Acronyns

The foll owi ng acronyns are used in this docunent:

CE Cust oner Edge

CDB Command Dat a Bl ock

CsP Communi cati on Service Provider
DCO Di gital Coherent Optics

DSP Digital Signal Processor

DWDM Dense Wavel ength Division Miltiplexing

GSNR General i zed Signal -to-Noise Ratio

i 2c Inter-Integrated Circuit
NCS Net wor k Operating System
NVS Net wor k Managenent System
OTN Optical Transport Network
QT Quality of Transm ssion
TPA Third Party Application
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VDM Wavel ength Division Miltiplexing
1.3. Tree Diagram

The tree diagrans used in this docunent follow the notation defined
in [ RFC8340].

1. 4. Prefi xes in Data Node Nanes

In this docunent, nanes of data nodes and other data nodel objects
are prefixed using the standard prefix associated with the
correspondi ng YANG i nported nodul es. The proposed nodul es are
augnments to the ietf-interface [RFC7223]. The details of the nodul es
are described in Section 4.

[ ettt ————— L —_————————————————————————— L p—p—p—p—————
| Prefix | YANG nodul e | Reference |
| if | ietf-interfaces | [RFC7223] |
o m e e e oo - o e e e e e e e ememao - N +
| cms-ctrl | ietf-cms-control | RFC XXXX |
S oo e e e e e e e e oo - - S +
| cms-ctrl-pm | ietf-cms-control-primtive | RFC XXXX |
o o mm e e e e e e e i Fom e oo +
| cmis-ctrl-act | ietf-cms-control-action | RFC XXXX |
o m e e e oo - o e e e e e e e ememao - N +
| cms-ctrl-rpc | ietf-cms-control-rpc | RFC XXXX |
S oo e e e e e e e e oo - - S +
| cm s-non | ietf-cms-nonitor | RFC XXXX |
o o mm e e e e e e e i Fom e oo +

Table 1: Prefixes and correspondi ng YANG nodul e

Note: The RFC Editor will replace XXXX with the nunber assigned to
the RFC once this draft becones an RFC.

2. Usecases

Thi s section describes usecases of this YANG data nodel for accessing
to and control CM S.
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2.1. Centralized Control of Pluggable DCO Transceivers

Thi s YANG dat a nodel di saggregates nmanagenent features for pluggable
DCO transcei vers which a platformdevice equips with fromits Network
S (NOS), enabling centralized control of such transceivers. For
exanpl e, when a pluggabl e DCO transceiver is installed in a Customer
Edge (CE) router connected to a DWM OIN network provided by a
Conmuni cati on Service Provider (CSP), the transceiver configurations
(e.g., assigned wavel ength, output power) strongly depend on the
CSP's optical network design, such as the distance to the next node
and the status of adjacent channels. Therefore, the CSP often needs
to control the CE-equipped DCO transceiver as part of a managed
service. |If the custoner alters these settings freely, it nay cause
severe interference with other active wavel engths in the CSP network.
From a security and operational stability perspective, it is highly
desirable to place the transceiver strictly under the CSP' s
managenent, as shown in Figure 1.

R +
.>| Controller <
+--m - - A ------ +
( ) : R AEEEE : ( )
( Custoner +------ V+ ( ) +V--- - + Custoner )
( Network | CE[DCQ---( DWOMOIN )---[DCO CE| Network )
( oo o ) e + )
B VAT R N o e V------ ’
Cust onmer Dormai n Servi ce Provider Domain Cust onmer Dormai n
Legend
< > : C-plane Signals

Figure 1. Centralized Control of Pluggable Mdul es

Furthernmore, to increase the flexibility in conbining various NOSs
and pl uggabl e DCO transceivers, an architecture that allows a
centralized controller to nmanage the transcei vers independently of
the NOS's support status is an effective approach. Due to
differences in DSP inplenentations anong vendors and the conti nuous
rel ease of new specifications (e.g., 800G 1.6T, and beyond), a NCS
m ght only support a basic subset of a new transceiver’s
capabilities. This data nodel allows an external controller to
configure and utilize advanced DSP features w thout waiting for NCS
sof t war e upgrades.
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Additionally, this decoupled nanagenment architecture is highly
appl i cable to emergi ng advanced optical technol ogi es such as OpenXR
(XR Optics). OpenXR adopts an architecture where DSP nanagement is
decoupl ed fromthe host NOS, and this YANG nodel serves as an
effective neans to realize this decoupling. A key feature of QpenXR
is point-to-multipoint (P2MP) coherent connectivity, where digita
subcarriers within a single wavel ength are divided and assigned to
multiple renote transceivers. 1In a P2MP depl oynment where a single
hub serves multiple customers, the optical signal is broadcast via
passive splitters. Each |eaf transceiver physically receives the
entire optical spectrumbut uses its DSP to sel ectively extract and
denmodul ate only its assigned subcarriers. |If a custoner at the CE is
allowed to freely reconfigure the transceiver’s subcarrier
assignnents via CM S, they could potentially tune into subcarriers
all ocated to other custoners, leading to severe security risks such
as eavesdropping. Thus, it is crucial that the CSP tightly controls
the subcarrier allocations and DSP settings, explicitly restricting
the host’'s access to prevent such vulnerabilities.

If CEs del egate whol e the DCO transcei vers managenent to the
controller, the controller needs to monitor the DCO transceivers for
detecting their failure occurred. For this case, notification-based
YANG woul d be used Section 4.5.

2.2. Control of Non-supported DSP Features by NOS

The rapid evolution of optical technol ogies makes it difficult for
NCS i npl enent ati ons, especially Qpen Source Software (OSS) NCSs |ike
SONi C, to imediately support all features of a new transceiver
Oten, a NOS utilizes only a basic subset (e.g., 30% of a
transceiver’s capabilities required for standard link bring-up. By
usi ng this YANG data nodel, operators can conpl erent the nissing
capabilities of the NOS in two ways:

* Standard Pages: Operators can access advanced features, detail ed
al arns, and performance nonitors defined in standard CM S pages
that the NOS has not yet inplenented.

* Custom Pages: Operators can obtain detailed DSP information and
configure vendor-specific extensions contained in CMS custom
pages even if the nodeling of the data is not standardi zed.
Exanpl e uses of such detailed DSP information include fiber
sensing (Ref. [ECOC48923.2020.9333176]), physical |ayer nonitoring
(Ref. [JLT.2021.3139167]), and accurate estimation (e.g., GSNR)
(Ref. [JOCN. 505729]).
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CM S Page C assification

To safely control CM S nodul es fromrenote systens, it is essential
to classify CM S pages based on their nmanagenent responsibility.
Managi ng pages that are already under the control of the Host Network
OS (NOS) can lead to conflicts and service disruption. Therefore,

CM S pages are categorized as foll ows based on the OF CM S and

C-CM S specifications:

Modul e Status. Reading
may cause Cl ear-on- Read
(CoR) side effects.

[ et sty s st e et e pj—r U
| Category | Page | Description | Renote |
| | Nurber | | Control |
Lower Menory | NA | Interrupt Flags and | No
I I I
I I I
I I I

| Base EEPROM & | 00h, 01h | Mdule ID, Vendor | Read-Only |
| Adverti sing | | I'nformation, and | |
| | | Supported Applications | |
| | | Adverti sing. | |
o e e e oo S o m e e e e e e aao o Fom e +
| Thresholds & | 02h | Al arm War ni ng | Read-Only |
| Monitors | | thresholds and generic | |
| | | nonitors. | |
o e e e oo TS o e e e e e e oo R +
| Datapath | 10h, 11h | Datapath | May |
| Control & | | initialization, | |
| Status | | Application selection, | |
| | | and Lane Status/Al arnms. | |
o e e e e oo - Fomm oo - St N +
| Timng & TXRx | 12h | Timng characteristics | My |
| Characteristics | | and tunabl e | aser | |
| | | controls. | |
o e e oo S o m e e e e i oo Fom e oo +
| Active | 13h, 14h | PRBS generation/ | May |
| Di agnostics | | checking, Loopbacks, | |
| | | and Di agnostic | |
| | | counters. | |
o e e e oo S o m e e e e e e aao o Fom e +
| Advanced | 20h - | Versatile Diagnostics | May |
| Diagnostics | 2Fh | Monitor (VDM | |
| (VDM | | configuration and real- | |
| | | time val ues. | |
o e e e e oo TS o e e e e e e e e oo oo S +
| Coherent Media | 30h - | CGCMS nedia | May |
| Settings | 3Fh | configuration (Gid, | |
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o e e e e oo TS

| Advanced | 40h -

| Coherent | 4Fh

| Features |

I I

o e e e oo TS
Firmware & 9Fh -

I I
| Messaging (CDB) | AFh
I I
I I

o e e e e e o Fomm e e e oo

| Vendor Specific | BOh -

| Extensions | FFh

I I

I I

o S
Reserved & 03h- OFh,
M nor Opti onal 15h- 1Fh,

I
| 50h- 9Eh
I
I

Frequency) and DSP |
moni tors (OSNR, CD, |
|

C-CM S ext ended |
features such as FlexO |
and Qut - of - Band ( OOB) |
messagi ng. |

Command Dat a Bl ock |
(CDB) used for Firmware |
updat es and conpl ex |
messagi ng. |

Proprietary extension |
pages. Renote control |
MUST be coordi nat ed |
wi th Host NOS. |

CM S reserved pages and | My
m nor optional |
features. Renpte |
access depends on Host |
NOS support. |

Table 2: Detailed CM S Page C assification

The 'renpte-wite-all owed- pages’
lists defined in the YANG nodel

May 2026

and ' renot e-read- al | owed- pages’

are used to clarify which pages are
del egated to the renote system based on this classification.

4, CMS Access and Control WModul es

Thi s docunent defines the follow ng YANG nodul es for the nmanagenent
of CM S-capabl e pluggabl e DCO transcei vers.

* jetf-cms-control (base nodel, nandatory)

* jetf-cmis-control-primtive (optional)

* jetf-cms-control-rpc (optional)

* jetf-cms-control-action (optional)

* jetf-cms-nonitor (optional)
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Each nmodule is an augnment to the ietf-interface. It allows the user
to set the operating node of CMS for control pluggabl e devices as

wel | as other operational parameters.

4.1. ietf-cmis-control
The structure of ietf-cnmis-control is shown bel ow
modul e: ietf-cm s-control

augnent /if:interfaces/if:interface:
+--rw cnis-control

+--rw defaul t-policy? enumrer ation
+--rw renot e-r ead- al | owed- pages* [ page- nunj
| +--rw page-num uint8
+--rw renpote-wite-all owed- pages* [ page-nuni
| +--rw page-num uint8
+--ro cm s-enabl ed? bool ean
+--ro cm s-version? string
+--rw cm s- page* [ page-nunj
+--rw page- num uint8
+--rw bank uint8
+--ro page-access-type? access-type
+--rw description? string
+--rw val ue* [offset]
+--rw of f set uint8
+--rw size uint8
+--ro val ue-access-type? access-type
+--rw val ue-dat a bi nary
+--rw description? string

Note that the values related to CM S pages are defined in

[OF-CM S].

The YANG nodul e of "ietf-cm s-control” is defined as bel ow.

<CODE BEG NS> file "ietf-cm s-control @026-05-12. yang"

modul e ietf-cms-control {
yang-version 1.1;
nanespace "
prefix cms-ctrl;

inmport ietf-interfaces {
prefix if;

}

organi zati on
"I ETF CCAMP Wor ki ng Group";

Homma, et al. Expi res 13 Novenber 2026
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cont act
"WG Web: <http://tools.ietf.org/wy/ ccanp/>
W5 List: <mailto:ccanp@etf.org>

Edi t or: Shunsuke Honma
<mai | t o: shunsuke. homma. i et f @nai | . con>

Edi t or: Hi toshi Irino
<mailto:hitoshi.irino.ntt@nmail.com";

description
"Thi s YANG nodul e defines a data nodel for the managenent
of CM S (Common Managenent Interface Specification) pages
as specified by OF. It enables configuration and retrieva
of CM S page data, including access types and val ue fi el ds,
to support the managenent of pluggable optical nodul es via
NETCONF or RESTCONF.

The key words 'MJST', 'MUST NOT', 'REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2026 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the I ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

/1 RFC Ed.: replace XXXX with actual RFC nunmber and renove this note

revision "2026-05-12" {
description
"Revi sed control nodel to use whitelist approach
Added renvot e-read- al | owed- pages for granul ar access control .";
ref erence
"RFC XXXX: A YANG Data Model for CM S Access and Control ";
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revision "2025-04-21" {
description
"Initial revision.";
ref erence
"1-D. hi-ccanp-cm s-control -yang-00";

}

/*
* CMS control data nodes
*/

typedef access-type {
type enuneration {
enum rw {
description "A readable and witable elenent.”;

}

enum rww {
description "A readable and witable el enent that can be
nmodi fi ed by the nodule.";

}

enumro {
description "A read-only elenent.";

}

enum wo {

description "A wite-only elenent.";

enum wo/ sc {
description "A wite-only elenment with self-clearing side
effect.";

enum ro/ cor {
description "A wite-only element with cel an-on-read side
effect.";

}
}

description
"Defines access types for CM S elenents as defined in OF-CMS.";
}

groupi ng cm s-page {
description
"Paraneters stored in the CM S page";
| eaf page- nun{
type uint8 {
range "0 .. 255";

mandat ory true;
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description
"The nunber of the CM S page.";
}

| eaf bank {
type uint8;
mandat ory true;
description
"The banks corresponding to the CM S page.";
}

| eaf page-access-type {
type access-type;
config fal se;
description "Access type of the CMS page.";

}

| eaf description {
type string;
description
"The description of the CMS page.";
}

list value {
key "of fset";
description
"The val ue contained in the CM S page.";

| eaf offset {
type uint8;
mandat ory true;
description
"The menory address of the value.";

}

| eaf size {
type uint8 {
range "1 .. 128";

mandat ory true;
description
"The nmenory size of the value.";

}

| eaf val ue-access-type {
type access-type;
config fal se;
description "Access type of the target value.";
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}

| eaf val ue-data {
type binary;
mandat ory true;
description
"The data contained in the value. It is witable only
when the access-type is not Read-Only or Read-Only with
cl ean-on-read side effect.";

}

| eaf description {
type string;
description
"The description of the value.";

groupi ng cm s- pages {
description
"The list of the accessible CM S pages supported by the
pl uggabl e devi ce accommpdated into the interface.";

list cms-page {
key "page-nuni;
description "A CM S page supported by the device.";
uses cm s-page;
}
}

grouping cm s-control {
description
"Paraneters for CM S control and governance.";

| eaf cmis-enabled {

type bool ean;

default "fal se";

config fal se;

description
"The availability of the CMS for control the pluggable
devi ce equipped in the interface. If the device does not
support CMS, this value is false.";

| eaf cmis-version {
type string;
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config fal se;
description
"The version of the CMS by the pluggabl e device.";
}

| eaf default-policy {
type enuneration {
enum di sabl ed {
description
"Renpte access is conpletely disabled for pages not
listed in the whitelists.";
}
enum read-only {
description
"Renpte access is restricted to nonitoring only for pages
not listed in 'renote-wite-all owed-pages’.";

}

default "read-only";
description
"Defines the default access policy for CM S pages.”;
}

list renote-read-all owed- pages {
key "page-nuni;
description
"A whitelist of pages that are allowed to be READ by
a renote controller, even if the default-policy is 'disabled .
This list is useful when 'default-policy’ is set to 'disabled
but specific pages need to be nonitored.

Note: Lower Menory (Address 0-127) SHOULD NOT be included in
this list if it contains Cl ear-on-Read (CoR) registers that
are nmanaged by the Host NOCS.";

| eaf page-num {
type uint8;
description "The CM S page nunber allowed for renote read.";
}
}

list renpte-wite-all owed-pages {
key "page-nuni;
description
"A whitelist of pages that are allowed to be nodified by
a renote controller (Read/ Wite).
If a page is listed in both this list and
"renot e-read-al | owed-pages’, this list takes precedence,
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granting Read/ Wite access.

Note: Lower Menory (Address 0-127) MJUST NOT be included in
this list as it contains critical Host nmanagenent fl ags.

When a page is renoved fromthis list, or when the default-policy
changes to 'disabled (and the page is not in the read-whitelist),
the Host NOS MUST strictly enforce its local configuration
(running-config) to the target CM S pages.

Val ues nodified by a renote controller MJST be overwitten by

the Host’'s local configuration or reset to default values to

mai ntain configuration consistency.";

| eaf page-num {
type uint8;
description "The CM S page nunber allowed for renote wite.";

}
}
uses cm s- pages;
}
/*
* Augnent Interface
*/

augnent "/if:interfaces/if:interface" {
description "Augnents interface with CM S control paraneters."”;
contai ner cnis-control {
description "Container for CMS control .";
uses cm s-control;
}

}
}
<CCDE ENDS>

4.2. ietf-cnmis-control-primtive

Thi s docunent provides a nore primtive YANG data nodel for CM S
access and control. This is called as "ietf-cnis-control-primtive"
or "primtive node" and it doesn’t nanage supplenental information,
such as access-types or description, of the fields in a CMS page,
and treat accessed nenories as flat data structure.

Thi s nodel enabl es inplenentation of server (i.e., network node) side

to be sinple, but on the other hand, client (i.e., controller) side
i s needed strict nmanagenent of data of CM S pages. For exanple, when
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a client sends a request to change any value, it needs to conprehend
the page nunber, the offset, and the data size in which the data is
cont ai ned.

The tree diagramof "ietf-cms-control-primtive" is shown bel ow

nmodul e: ietf-cmis-control-prinitive

augrment /if:interfaces/if:interface:
+--rw cms-control-primtive

+--ro cm s-enabl ed? bool ean
+--ro cm s-version? string
+--rw primtive-cm s-page* [page-num

+--rw page- num uint8

+--rw bank uint8

+--rw of f set uint8

+--rw size uint8

+--rw val ue bi nary

The "ietf-cm s-control-primtive" nodule is defined as bel ow

<CODE BEG NS> file "ietf-cms-control-primtive@025-04-21.yang"
nmodul e ietf-cms-control-prinmtive {
yang-version 1.1;
nanespace "urn:ietf:paranms: xn:ns:yang:ietf-cms-control-primtive";
prefix cms-ctrl-pm

inmport ietf-interfaces {
prefix if;

}

organi zati on
"1 ETF CCAMP Wor ki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/ wy/ ccanp/>
WG List: <mmilto:ccanp@etf.org>

Edi t or: Shunsuke Homma
<mai | t 0: shunsuke. hommma. i et f @nmi | . conP

Edi t or: Hitoshi Irino
<mailto:hitoshi.irino.ntt@nmail.com";

description
"Thi s YANG nodul e defines a data nodel for the nmanagenent
of CM S (Commobn Managenent Interface Specification) pages
as specified by OF with RPC. It enables configuration and
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retrieval of CM S page data, including access types and
value fields, to support the managenent of pluggable optica
modul es via NETCONF or RESTCONF

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2025 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://ww. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

/1l RFC Ed.: replace XXXX with actual RFC nunber and renmpve this note

revision "2025-04-21" {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for CM S Access and Control";
}

augnent "/if:interfaces/if:interface" {
description "Add primtive CMS read/wite actions under interface.";

action cmis-read {
description "Read CM S regi ster under this interface.";

i nput {
| eaf page {
type uint8;

mandat ory true;
description "The nunmber of the CM S page.";

}
| eaf bank {
type uint8;
mandat ory true;
description "The bank of the CM S page.";
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| eaf offset {

type uint8;

mandat ory true;

description "The nenory address of the value.";
}
| eaf size {

type uint8;

default 1;

description "The nenory size of the value.";

}

out put {
| eaf data {
type binary;
description "Raw regi ster data.";
}
}
}

action cms-wite {
description "Wite CMS register under this interface.";

i nput {
| eaf page {
type uint8;

mandat ory true;

description "The nunber of the CMS page.";
}
| eaf bank {

type uint8;

mandat ory true;

description "The bank of the CM S page.";

| eaf offset {

type uint8;

mandat ory true;

description "The nenory address of the value.";
}
| eaf data {

type binary;

mandat ory true;

description "Data to wite.";
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4.3. ietf-cms-control-action

The "ietf-cm s-control -action" nodul e defines acti ons-based control s
of CM S pages with NETCONF RPC.

nmodul e: ietf-cmis-control-action
augrment /if:interfaces/if:interface:

+---x cm s-read
| +---winput

| +---w page uint8
| +---w bank uint8
| +---w of fset uint8
|  +---w size uint8

+--rw dat a? bi nary
---x cms-wite
+---w i nput

I
I
I
I
| +--rw out put
I
+

| +---w page uint8
| +---w bank uint8
|  +---w of fset uint8
| +---wdata bi nary
+--rw out put
+--rw status? enuneration

+--rw post-wite-val ue? bi nary
The YANG npodul e of "ietf-cm s-control-action" is defined as bel ow.

<CODE BEG NS> file "ietf-cm s-control -acti on@026-05-12. yang"

nmodul e ietf-cnis-control -action {
yang-version 1.1;
nanespace "urn:ietf:parans:xm :ns:yang:ietf-cms-control -action";
prefix cms-ctrl-act;

inmport ietf-interfaces {
prefix if;

}

organi zati on
"I ETF CCAMP Wor ki ng G oup”;

cont act
"W Web: <http://tools.ietf.org/ wy/ ccanmp/>
WG List: <mailto:ccanp@etf.org>

Edi t or: Shunsuke Honma
<mai | t 0: shunsuke. hommma. i et f @nmi | . conP
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Edi t or: H toshi Irino
<mailto:hitoshi.irino.ntt@nmail.com";

description
"Thi s YANG nodul e defines a data nodel for action-based
managenment of CM S (Commobn Managenent Interface Specification)
pages as specified by OF. It enabl es configuration and
retrieval of CM S page data, including access types and val ue
fields, to support the managenent of pluggable optical nodul es
via NETCONF or RESTCONF.

The key words 'MJST', 'MJST NOT', 'REQUI RED , 'SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2026 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

/1l RFC Ed.: replace XXXX with actual RFC nunmber and renove this note
revision "2026-05-12" {
description
"Updated action definitions to respect governance policy
defined in ietf-cnis-control.";
ref erence
"RFC XXXX: A YANG Data Model for CM S Access and Control ";

}

revision "2025-10-11" {
description "lInitial revision.";
ref erence
"RFC XXXX: A YANG Data Mbdel for CMS Access and Control";

}

augnent "/if:interfaces/if:interface" {
description

Homma, et al. Expi res 13 Novenber 2026 [ Page 21]



I nternet-Draft YANG- CM S- Access- Cont r ol May 2026

"Add CM S read/wite actions under interface.";

action cms-read {
description

"Read CM S register via action context.

The operati on MUST respect the governance policy defined
in the 'cmis-control’ container of the target interface.
If the target page is not accessible (e.g., default-policy
is 'disabled” and the page is not in the read/wite
whitelists), the server MJUST return an error

Not e: Care shoul d be taken when accessing Lower Menory
(Address 0-127, typically Page 00h) as it nmay contain

Cl ear-on-Read registers.";

i nput {
| eaf page {
type uint8;

mandat ory true;
description "The nunmber of the CM S page.";

}
| eaf bank {
type uint8;
mandat ory true;
description "The banks corresponding to the CM S page.";

| eaf offset {
type uint8;
mandat ory true;
description "The nenory address of the value.";

| eaf size {
type uint 8{
range "1 .. 128";

mandat ory true;
description "The nenory size of the value.";

}

out put {
| eaf data {
type binary;
description "Raw regi ster data.";
}
}
}

action cms-wite {
description
"Wite CM S regi ster data via action context.
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The operati on MJUST respect the governance policy defined

in the "cms-control’ container of the target interface.

If the target page is not in the 'renote-wite-all owed-pages
list, the server MJST reject the request.

Witing to Lower Menory (Address 0-127) MJST NOT be perforned
to prevent interference with Host managenent.";

i nput {
| eaf page {
type uint8;

mandat ory true;
description "The nunber of the CM S page.";

}
| eaf bank {
type uint8;
mandat ory true;
description "The banks corresponding to the CM S page.";

| eaf offset {
type uint8;
mandat ory true;
description "The nenory address of the value.”;

| eaf data {
type binary;
mandat ory true;
description "Data to wite.";

}
}
out put {
| eaf status {
type enuneration {
enum success {
description "Wite operation succeeded.”;
}
enum not-pernmitted {
description
"Wite request was rejected due to access-type or
governance policy (e.g., page not in whitelist).";
}
enumio-error {
description "I/O error during wite";
}
enum i nval i d- paranms {
description "Bad paraneters"”;
}
}
description "Result of the wite operation.";
}
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| eaf post-wite-value {
type binary;
description
"Optional read-back of the target value after wite.
Present only if the inplenentation performed a read-back
(e.g., for 'rw registers). Not present for 'wo' registers
or when no-readback was requested/ possible.";
}
}
}
}

}
<CCDE ENDS>
4.4. ietf-cms-control-rpc

The "ietf-cm s-control-rpc" nodul e provides a schema to control CM S
pages with NETCONF RPC.

The tree diagramof "ietf-cm s-control-rpc" is shown bel ow.
nmodul e: ietf-cms-control-rpc
rpcs:

+---X cm s-read
| +---winput

| | +---winterface-name -> /if:interfaces/interface/ nane
| | +---w page uint8

| | +---w bank uint8

| | +---woffset uint8

| | +---w size? uint8

| +--ro output

|

+--ro data? bi nary
+---x cms-wite
+---w i nput

| +---winterface-name -> /if:interfaces/interfacel/ nane
| +---w page uint8
| +---w bank uint8
|  +---w of fset uint8
| +---wdata bi nary
+--1r0 out put
+--ro status? enunerati on

+--ro post-wite-value? bi nary

The YANG nodul e of "ietf-cm s-control-rpc" is defined as bel ow
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<CODE BEG NS> file "ietf-cm s-control -rpc@026-05-12. yang"

modul e ietf-cm s-control-rpc {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-cm s-control-rpc";
prefix cmis-ctrl-rpc;

inmport ietf-interfaces {
prefix if;
}

organi zati on
"I ETF CCAMP Wor ki ng Group";

cont act
"WG Web: <http://tools.ietf.org/wy/ ccanmp/>
WG List: <mailto:ccanp@etf.org>

Edi t or: Shunsuke Honma
<mai | t o: shunsuke. honma. i et f @nai | . con>

Edi t or: Hi toshi Irino
<mailto:hitoshi.irino.ntt@nmail.conm";

description
"Thi s YANG nodul e defines a data nodel for the managenent
of CM S (Common Managenent Interface Specification) pages
as specified by OF with RPC. It enables configuration and
retrieval of CM S page data, including access types and
val ue fields, to support the nanagenent of pluggable
optical nodul es via NETCONF or RESTCONF.

The key words ' MUST', 'MJST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', ’SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2026 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Revised
BSD License set forth in Section 4.c of the |ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
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(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

/1 RFC Ed.: replace XXXX with actual RFC nunber and renove this note

revision "2026-05-12" {
description
"Updated RPC definitions to respect governance policy
defined in ietf-cms-control.";
reference
"RFC XXXX: A YANG Data Model for CM S Access and Control ";
}

revision "2025-10-11" {
description
"Initial revision.";
ref erence
"1-D. hi-ccanp-cmi s-control -yang-01";
}

rpc cms-read {
description
"Read a CM S regi ster froma pluggabl e DCO transcei ver
The operati on MJUST respect the governance policy defined
in the 'cmis-control’ container of the target interface.
Not e: Care shoul d be taken when accessing Lower Menory
(Address 0-127, typically Page 00h) as it may contain
Clear-on-Read registers.”;
i nput {
| eaf interface-nane {
type leafref{
path "/if:interfaces/if:interface/if:name";

mandat ory true;
description "Target interface nane.";

| eaf page {
type uint8;
mandat ory true;
description "The nunber of the CM S page.";

}
| eaf bank {
type uint8;
mandat ory true;
description "The bank of the CM S page.";

| eaf offset {
type uint8;
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mandat ory true;
description "The nenory address of the value.";

| eaf size {
type uint8;
default 1;
description "Nunmber of bytes to read.”;

}
}
out put {
| eaf data {
type binary;
description "Raw regi ster data.";
}
}
}

rpc cms-wite {
description
"Wite CM S register data to a pluggabl e nodul e.
The operati on MJIST respect the governance policy defined
in the "cmis-control’ container of the target interface.
If the target page is not in the 'renote-wite-all owed-pages
list, the server MJST reject the request.
Witing to Lower Menory (Address 0-127) MJST NOT be perforned
to prevent interference with Host managenent.";
i nput {
| eaf interface-nane {
type leafref{
path "/if:interfaces/if:interfacel/if:nane";
}
mandat ory true;
description "Target interface nane.";

}
| eaf page {
type uint8;
mandat ory true;
description "The nunber of the CM S page.";

}
| eaf bank {
type uint8;
mandat ory true;
description "The banks corresponding to the CM S page.";

| eaf offset {
type uint8;
mandat ory true;
description "The nenory address of the value.";
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| eaf data {
type binary;
mandat ory true;
description "Data to wite.";

}

out put {
| eaf status {
type enuneration {
enum success {
description "Wite operation succeeded.";
}

enum not -pernitted {
description
"Wite request was rejected due to access-type or
governance policy (e.g., page not in whitelist)."

}

enum i o-error {
description "I/O error during wite.";
}

enum i nval i d- parans {
description "Bad paraneters provided.";

}
}
description "Result of the wite operation."”;
}
| eaf post-write-value {
type binary;

description
"Optional read-back of the target value after wite.
Present only if the inplenmentation performed a read-back
(e.g., for 'rw registers). Not present for "wo' registers
or when no-readback was requested/ possible.";
}
}
}

}
<CCODE ENDS>
4.5, jetf-cm s-nonitor

The "ietf-cm s-monitor" nmodul e provides nonitoring capabilities for
CM S- based optical nodul es.

The tree diagramof "ietf-cms-nonitor" is shown bel ow
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modul e: ietf-cm s-nonitor
+--rw nonitors
+--rwnonitor-rule* [id]

+-rwid string

+--rw interface-nane -> /if:interfaces/interface/ nane
+--rw noni tor-target

| +--rw page uint8

| +--rw bank uint8

|  +--rw of fset uint8

|  +--rw size? uint8

+--rw condi tion

| +--rwcondition-type enuner ation
| +--rwthreshol d? deci mal 64

| +--rwdelta-rate? deci nal 64
+--rwinterval -ns? ui nt 32

+--rw enabl ed? bool ean

notifications:
+---n cni s-nonitor-event
+--ro interface-name? string

+--ro rule-id? string
+--1r0 nonitor-target

| +--ro page uint8

| +--ro bank uint8

| +--ro offset uint8

| +--ro size? uint8

+--ro condition-type? enumer ati on
+--ro0 current-val ue? bi nary
+--ro threshol d? deci mal 64
+--ro delta-rate? deci nal 64
+--ro timestanmp? yang: dat e-and-ti ne

The YANG nodul e of "ietf-cms-nonitor" is defined as bel ow

<CODE BEG NS> file "ietf-cm s-nonitor@025-10-11. yang"

modul e ietf-cm s-nonitor {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm:ns:yang:ietf-cms-nonitor”;
prefix cm s-non;

inmport ietf-interfaces {
prefix if;

}
import ietf-yang-types {
prefix yang;

organi zati on
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"I ETF CCAMP Wor ki ng G oup";

cont act
"WG Web: <https://datatracker.ietf.org/wy/ ccanp/>
WG List: <mailto:ccanp@etf.org>

Edi t or: Shunsuke Honma
<mai | t 0: shunsuke. homma. i et f @mai | . conp

Edi t or: H toshi Irino
<mailto:hitoshi.irino.ntt@nmail.com";

description
"This nodul e provides nonitoring capabilities for CM S-based
optical nodules. Users can define nonitor rules for CMS
registers identified by page/bank/of fset/size. Notifications
are generated when threshold or delta-rate conditions are net.

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2026 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the I ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revision "2025-10-11" {
description "lInitial revision.";
ref erence
"RFC XXXX: A YANG Data Model for CM S Access and Control";

}

groupi ng nonitor-target {
description
"Target CM S register to nonitor.";
| eaf page {
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type uint8;
mandat ory true;
description "The nunber of the CMS page.";

}
| eaf bank {
type uint8;
mandat ory true;
description "The bank of the CM S page.";

| eaf offset {
type uint8;
mandat ory true;
description "The nenory address of the value.";

| eaf size {
type uint8 {
range "1 .. 128";
}
description "The nenory size of the nonitored value.";

}
}

contai ner nonitors {
description "Container for all nmonitor rules.”;

list monitor-rule {
key "id";
description "Mnitoring rule.”;

leaf id {
type string;
description "Unique identifier of the rule.”;

}

| eaf interface-nane {
type leafref {
path "/if:interfaces/if:interfacel/if:nane";
}

mandat ory true;
description "Target interface of the nonitored CM S nodul e. ";

}

contai ner nmonitor-target {
description "Target CM S regi ster details.";
uses nonitor-target;

}

contai ner condition {
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description "Condition to trigger notification.";
| eaf condition-type {
type enuneration {
enum t hreshol d {
description "Condition based on crossing a threshold.";
}

enumdel ta-rate {
description "Condition based on a rate of change.";
}

}

mandat ory true;
description "Type of condition.";
}
| eaf threshold {
type deci mal 64 {
fraction-digits 2;
}
description "Threshold value for triggering notification (only used for thre
shold type).";
}

| eaf delta-rate {
type deci mal 64 {
fraction-digits 2;
}

description "Maxi num al |l owed change per interval (only used for delta-rate t
ype).";
}
}
| eaf interval-ms {
type uint32;
defaul t 1000;
description "Mnitoring interval in mlliseconds.";

}

| eaf enabl ed {
type bool ean;
default true;
description "Enable or disable this monitor rule.”;
}
}
}

notification cm s-nonitor-event {
description "Notification rai sed when nonitor rule condition is net.";

| eaf interface-nane {
type string;
description "Interface nane of the nonitored nodule.";

}
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leaf rule-id {
type string;
description "ID of the rule that triggered this notification.";

}

contai ner nonitor-target {
description "Target CM S register that triggered the event.";
uses nonitor-target;

}

| eaf condition-type {

type enuneration {

enum t hreshol d {
description "Triggered by crossing a threshold.";

enumdelta-rate {
description "Triggered by a rate of change.";

}

}

description "The type of condition that was net.";
}
| eaf current-val ue {

type binary;

description "Current value of the nonitored register."”;
}

| eaf threshold {
type deci mal 64 {
fraction-digits 2;
}

description "Threshold value (present if threshold type).";

}

| eaf delta-rate {
type deci mal 64 {
fraction-digits 2;
}

description "Delta-rate value (present if delta-rate type).";

}

| eaf tinestanp {
type yang: date-and-ti ne;
description "Time when the notification was generated.";

}
}

}
<CCDE ENDS>
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5.

Security Considerations

This YANG al | ows renote systenms to control the equi pped pluggable
devices directly. It mght cause conflict of managenent of the
pl uggabl e devi ces anong the platform node and renote systens.

To avoid such conflicts, a whitelist-based control nechanismis
i nt roduced.

* **default-policy**: Determ nes the access |evel for pages NOT
explicitly listed in the whitelist. The default is 'read-only’.
Setting this to 'disabled blocks all renpte access unl ess
whitelisted.

* **renote-read-all owed-pages**: A whitelist that explicitly permts
renote read access to specific CM S pages, even when default-
policy is disabled.

* **renpte-wite-all owed-pages**: A whitelist that explicitly
permits renbte wite access to specific CMS pages. Pages listed
here are under Renote control. |If a page appears in both lists,
Wite access takes precedence.

The operator nust ensure that the pages delegated to the Renpte
system (via the whitelist) do not overlap with pages required for the
Host NOS' s basic |ink establishnent operations.

Regarding to use of the primtive nbde, the control rights of the
accessi bl e pages are delegated to a controller. Therefore, it is
recommended that the node is used in case that the controller can be
trusted, for exanple, the controlled device and controller are
managed by the sane operator. O herw se, specific pages which may
af fect data plane signaling SHOULD NOT be exposed by using access
control features such as [ RFC8341]

I ANA Consi der ati ons
Thi s docunent requests IANA to register the follow ng YANG nodul es in

the "YANG Modul e Nanes" registry [RFC6020] within the "YANG
Par anmet ers" registry group.
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Nanme: ietf-cms-control

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-cm s-control
Prefix: cmis-ctrl

Ref erence: RFC XXXX

Nane: ietf-cnmis-control-primtive

Mai nt ai ned by | ANA? N

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-cms-control-primtive
Prefix: cms-ctrl-pm

Ref erence: RFC XXXX

Nanme: ietf-cnis-control-action

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params:xm:ns:yang:ietf-cm s-control-action
Prefix: cmis-ctrl-act

Ref erence: RFC XXXX

Nane: ietf-cms-control-rpc

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paranms:xnm:ns:yang:ietf-cms-control-rpc
Prefix: cms-ctrl-rpc

Ref erence: RFC XXXX

Nanme: ietf-cmis-nonitor

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paranms: xn:ns:yang:ietf-cm s-nonitor
Prefix: cms-non

Ref erence: RFC XXXX

RFC Editor Note: Please replace XXXX with the RFC nunber assigned
to this docunent and renove this note.
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Appendi x B. I nplenentation Patterns

Thi s docunent introduces two patterns to inplement a client using an
interface in which this YANG data nodel is avail able:

Patternl: Controller/NM5 on Renote Host

In this pattern, a controller or an NVS i nplenents a client using
this YANG data nodel, and controls pluggable nodules installed to
a platformdevice. The overviewis shown in Figure 2.

Pattern2: Application Running on the Pl atform Device

In this pattern, a 3rd party’s application running on a platform
device inplenents a client using this YANG data nodel, and
control s pluggable nodules installed to the device. That
appl i cation can behave as a server using this YANG data nodel, or
provi de nmore generic interfaces, such as REST APIs to renote
systens. The overview is shown in Figure 3.
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Figure 2: Inplenentation Patternl Overview
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Figure 3: Inplenentation Pattern2 Overview
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