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Abst r act

[ DKI M2] and associ ated docunments describe the Domai nKeys Ildentified
Mail v2 (DKIM) email authentication protocol. DKIM is designed to
address shortcom ngs in email authentication protocols and nechani sns
rel eased prior to DKIM, specifically SPF [ RFC7208], DKIM [RFC6376],
DMVARC [ RFC7489], and ARC [ RFC8617]. Those shortconi ngs nost conmonly
mani f est ed thensel ves in email nessages that passed through one or
nmore internmediary hosts (e.g., forwarders or nmailing list servers)
while transiting fromorigination to final destination. Although
these nessages were properly authenticated when sent, the alteration
of their path and/or content by the intermedi ary hosts woul d cause
aut hentication checks to fail at the final destination. |In addition,
DKI M was susceptible to "replay" of signatures, when attackers woul d
construct abusive nessages in such a way that they woul d pass
val i dation checks for a DKIM signature that had been inported from
anot her message entirely.

To address these shortcom ngs, DKIM provides nmethods not only for
intermedi ary systens to provide details of the changes that they nake
to a nessage in transit, but also for receiving hosts to validate
those changes in addition to the original nessage. DKIM also allows
recipients to detect when messages have been unexpectedly "repl ayed"
and can al so ensure that delivery status notifications (DSNs) are
only sent to entities that were involved in the transm ssion of a
message

Thi s docunent describes the recomended usage of the DKI M2 protoco
for sending hosts, internediary hosts, and receiving hosts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Domai nKeys ldentified Mail v2 (DKIM2) permits a person, role, or
organi zation to docunment that they have handl ed an email nessage by
associating a domain nane [ RFC1034] with the nessage [ RFC5322]. A
public key signature is used to record that they have been able to
read the contents of the nessage and wite to it.

Verification of clainms is achieved by fetching a public key stored in
the DNS under the relevant domain and then checking the signature.

Message transit fromauthor to recipient is through Forwarders that
typically make no substantive change to the nessage content and thus
preserve the DKIM2 signature. Were they do make a change the
changes they have nmade are documented so that these can be "undone”
and the original signature validated.

When a nessage is forwarded from one systemto anot her an additiona
DKI M2 signature is added on each occasion. This chain of custody
assists validators in distinguishing between nessages that were
intended to be sent to a particular enmail address and those that are
bei ng "replayed" to that address.
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The chain of custody can also be used to ensure that delivery status
notifications are only sent to entities that were involved in the
transm ssi on of a nessage.

Organi zations that process a nessage can add to their signature a
request for feedback as to any opinion (for exanple, that the enail
was considered to be span) that the eventual recipient of the nessage
W shes to share.

Thi s docunent di scusses best practices for signing, handling, and

val i dati ng nessages that have a DKIM2 signature. These best
practices are based in large part on the nany years of experience the
email comunity has with the authentication protocols that DKIM is

i ntended to repl ace.

2. Term nology and Definitions
This section defines terns used in the rest of the docunent.

DKIM? is designed to operate within the Internet Mail service, as
defined in [RFC5598]. Basic emnil termi nology is taken fromthat
speci fication.

DKI M2 inherits many ideas fromDKIM ([ RFC6376]) which, for clarity we
refer toin this specification as DKIML. [In addition, sonme features
were influenced by experience from (see [ CONCLUDEARC]) the
experinmental ARC protocol ([RFC8617]).

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119]. These words take their normative meani ngs only when they
are presented in ALL UPPERCASE.

2.1. ADministrative Managenent Donmi ns ( ADMDs)

The ternms "ADMD' and "ADMDs" as used in this docunent are defined in
[ RFC5598] .

2.2. Signers

Elements in the mail systemthat sign nessages on behal f of a domain
are referred to as Signers. These nay be MJAs (Mail User Agents),
MBAs (Mail Submi ssion Agents), MIAs (Miil Transfer Agents), or other
agents such as mailing list "exploders". |In general, any Signer wll
be involved in the injection of a nessage into the nessage systemin
some way. The key point is that a nessage nust be signed before it

| eaves the adninistrative domain of the Signer.
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2. 3. For war der ADMDs

[ RFC5598] defines a Relay as transmitting or retransmtting a nessage
but states that it will not nodify the envel ope information or the
nmessage content semantics. It also defines a Gateway as a hybrid of
User and Rel ay that connects heterogeneous nail services. |In this
docunent we define a Forwarder as an ADMD that receives a nessage and
then, as an alternative to delivering it into a destination mail box,
relays (or forwards) it on to another ADMD in an autonated, pre-

det ermi ned, manner.

2. 4. Revi ser

As will be seen, a Forwarder nmay alter the message content or header
fields, in such a way that existing signatures on the nmessage will no
| onger validate. |If so, then a record will be nmade of these changes.

We call a Forwarder that nmakes such changes a Revi ser
2.5. Verifiers

Elements in the mail systemthat verify signatures are referred to as
Verifiers. These may be Forwarders, Revisers, MIAs, Miil Delivery
Agents (MDAs), or MJUAs. It is an expectation of DKIM2 that a

reci pient of a nessage will wish to verify sonme or all signatures

bef ore determ ning whether or not to accept the nmessage or pass it on
to another entity.

2.6. Signing Donain

A domai n nane associated with a signature. This domain may be

associ ated with the author of an email, their organization, a company
hired to deliver the email, a mailing |list operator, or sone other
entity that handles email. Wat they have in common is that at sone

poi nt they had access to the entire contents of the email and were in
a position to add their signature to the email.

2.7. Selectors

To support multiple concurrent public keys per signing domain, the
key nanespace i s subdivided using "sel ectors”

The nunber of public keys and corresponding sel ectors for each domain
is determned by the domain owner. Many domain owners will use just
one sel ector, whereas adm nistratively distributed organi zati ons can
choose to manage di sparate selectors and key pairs in different
regions or on different email servers.
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Sel ectors can also be used to del egate a signing authority, which can
be withdraw at any time. Selectors also nake it possible to

seam essly replace keys on a routine basis by signing with a new

sel ector, while keeping the key associated with the old sel ector

avai | abl e.

2.8. Sender ADMDs

[ RFC5598] defines a path for nmessages that starts with hops from an
Author to an Originator to a Relay, before transiting additional hops
on the way to their final destination. |In this docunent, we will
collectively refer to those first three hops

(Aut hor-->Ori gi nator-->Rel ay) as Sender or Sender ADND.

3. Signing and Verification Cryptographic Al gorithns

DKI M2 supports nultiple hashing and digital signature algorithns.
One hash function (SHA256) if specified here and two signing

al gorithnms are defined by the DKIM protocol: RSA-SHA256 and
Ed25519- SHA256. Signers and Verifiers *MJST* inpl ement SHA256.
Si gners *SHOULD* i npl ement both RSA- SHA256 and Ed25519- SHA256.
Verifiers *MJUST* inplenment both RSA-SHA256 and Ed25519- SHA256.

3.1. The SHA256 Hashing Al gorithm

The SHA256 hashing algorithmis used to conpute body and header
hashes as defined in [DKIM] and [DKIM] The resultant values are
stored wi thin Message-Instance header fields.

3.2. The RSA-SHA256 Signing Al gorithm

The RSA- SHA256 Signing Al gorithm conputes a hash over all the
Message- | nst ance and DKI M2- Si gnature header fields as described in

[ DKI M2] using SHA-256 (FIPS-180-4-2015) as the hash-alg. That hash
is then signed by the Signer using the RSA algorithm (defined in
PKCS#1 version 1.5 [RFC8017]) as the crypt-alg and the Signer’s
private key. The hash *MJUST NOT* be truncated or converted into any
formother than the native binary form before being signed. The
signing algorithm*MJST* use a public exponent of 65537.

Si gners *MJUST* use RSA keys of at |east 1024 bits. Verifiers *MJST*
be able to validate signatures with keys ranging from 1024 bits to
2048 bits, and they *MAY* be able to validate signatures with |arger
keys.
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3.3. The Ed25519- SHA256 Signing Al gorithm

The Ed25519- SHA256 Signing Al gorithm conputes a hash over all the
Message- | nstance and DKI M2-Signature fields as described in [DKIM]
usi ng SHA- 256 (FI PS-180-4-2015) as the hash-alg. It signs the hash
with the PureEdDSA variant Ed25519, as defined in Section 5.1 of

[ RFC8032] .

3.4. Oher Algorithns

Q her algorithms *MAY* be defined in the future. Verifiers *MJST*
i gnore any hashes or signatures using algorithns that they do not
i mpl enent .

3.5. Key Mnagenent

Sone | evel of assurance is required that a public key is associated
with the clained Signer. DKIM does this by fetching the key from
the DNS for the domain specified in the d= field.

DKI M2 keys are stored in a subdomai n naned "_domai nkey". G ven a
DKI M2- Si gnature field with a "d=" tag of "exanple.conf and an "s1="
tag of "foo.bar", the DNS query will be for

"foo. bar. _donai nkey. exanpl e. coni'.

NOTE: these keys are no different, and are stored in the same
| ocations as those for DKIML ([ RFC6376]).

Further details can be found in [DKIMEYS].
4. Sender ADMD Actions

In order to participate in DKIM, Sender ADMDs _*MJUST_ be Signers.
The foll owi ng sections describe best practices for such Senders.

4.1. Sign all outgoing nessages with DKIM2 and DKI ML signhat ures.
Because it is expected that the transition fromDKIML to DKI M2 across
the email ecosystemw || be gradual, Sender ADMDs *SHOULD* sign
messages with both DKIML and DKIM2 keys until such tinme as the
depl oynent of DKIM2 is effectively ubiquitous.

4.2. Sign with multiple keys
To ensure maxi num interoperability, Sender ADVMDs *SHOULD* sign

messages with multiple DKIM signatures, with each such signature
using a different cryptographic algorithm
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4.3. Only Sign On Exit

Many Sender ADMDs origi nate nessages frominfrastructure that
requires the nmessage transit nultiple hops before reaching its egress
point to travel to its destination. Sender ADVMDs *MUST* only apply
DKI M2 signatures to nesssages only at this last hop before it |eaves
their infrastructure

4.4. Regularly Rotate DKIM Signing Keys

Sender ADMDs *SHOULD* foll ow best practices for rotating DKIM keys,
both for DKIML and DKI M2 -

https://ww. mBaawg. org/ sites/defaul t/fil es/ mBaawg- dki m key-rotation-
bp-2019- 03. pdf

5. Forwarder Actions

A Forwarder participating in DKIM2 *MJST* be a Signer. Further, as
menti oned above, a Forwarder might also function as a Reviser and/or
a Verifier before passing a nmessage along to the next hop. This
section describes the best practices for a Forwarder participating in
DKI M.

5.1. Attenpt Verification of Existing DKIM Signatures

A Forwarder *MUST* attenpt to Verify the DKIM signatures found in a
message when it first arrives to the Forwarder

5.2. Sign all outgoing nessages with DKIM2 and DKI ML signatures.

Forwarders participating in DKIM2 *MJST* be Signers, In addition, for
the reason nentioned above in the Sender ADMD Actions section of this
docunent, Forwarders *SHOULD* sign nessages with both DKIML and DKI M2
keys until such time as the deploynment of DKIM2 is effectively

ubi qui t ous.

5.3. Sign Even If Just Forwarding and Not Revi sing
Forwarders participating in DKIM2 *MJST* DKI M2 sign any nessage they
handl e, regardl ess of whether or not they Revise the nessage. Such
signatures maintain a proper DKIM2 "chain of custody" and allow for
cl eaner verification and unwi nding of changes at future hops.

5.4. Sign with multiple keys
To ensure nmaxi muminteroperability, Forwarders *SHOULD* sign nessages

with multiple DKIM signatures, with each such signature using a
different cryptographic algorithm
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5.5, Only Sign On Exit

As with Sender ADMDs, if the Fowarder’s infrastructure requires the
message to transit multiple hops before reaching its egress point to
travel to its destination, then the Forwarder *MJST* only apply DKI M2
signatures to nesssages only at this last hop before it | eaves their
infrastructure

5.6. Regularly Rotate DKIM Signing Keys

Forwar ders *SHOULD* foll ow best practices for rotating DKIM keys,
both for DKIML and DKI M2 -

https://ww. mBaawg. org/ sites/defaul t/fil es/ mBaawg- dki m key-rotation-
bp-2019- 03. pdf

5.7. Continue doing From nungi ng

When a nessage reaches a Forwarder, if the Forwarder determn nes that
the Domai n Omer of the RFC5322. From header dommi n has published a
DVARC record for that domain, the Fowarder *SHOULD* alter the
RFC5322. From header in such a way as to ensure that the message wl|l
not fail DMARC validation when it reaches its destination. Sone
strategies for doing this are discussed in Section 7.4 of [ DVARChI s]

5.8. Bron's idea - Privacy preseving forwarder - renove nention of
forward target from bounces

Need sone text for this...
6. Receiver ADVD Actions

Receiving ADMDs in the DKI M2 ecosystem are those that host mail boxes
for the domain to which the nessage is ultimately routed. Receiving
ADMDs are Verifiers, and depending on | ocal policy, the disposition
of the message may be influenced by whether or not the nessage passes
DKI M2 verification checks.

Verification of nessages will rely in part on whether or not a ful
DKI M2 "chain of custody" exists for the nmessage, neani ng whet her or
not the Verifier can reliably determine if each hop that handl ed the
nmessage prior to its reaching the Receiving ADVD applied a proper

DKI M2 signature to the message. We will define three conditions, as
fol |l ows:

* A nmessage that was DKIM2 signed at its point of egress (as
described in Section 4.3 and Section 5.5) by each ADVMD handl i ng
the nmessage prior to its reaching the Receiving ADVD i s one that
"Never Left The DKI M2 Ecosystent
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* A nmessage that was DKIM signed at its point of egress by sone,
but not all, ADVMDs handling the nmessage prior to its reaching the
Receiving ADMD is one that was "In and Qut of The DKI M2 Ecosystent

* A nessage that contains no DKI M signatures when reaching the
Receiving ADVMD is one that "Never Entered The DKI M2 Ecosystent

Each condition will cone with its own set of recommendations for the
Recei vi ng ADVD.

6.1. Messages That Never Left The DKIM2 Ecosystem

If such a nessage passes DKIM2 Verification performed by the
Recei ving ADMD, the Receiving ADMD shoul d apply | ocal policy for
det erm ni ng nessage handl i ng and di sposition.

If such a nessage fails DKIM2 Verification perfornmed by the Receiving
ADMD, the Receiving ADMD *MAY* safely reject the nessage under
assunption that the DSN(s) will only be sent to entities responsible
for transm ssion of the nessage. The Receiving ADMD s | ocal policy,
however, will dictate final handling and disposition.

6.2. Messages That Were In and Qut of the DKIM Ecosystem
Exanpl es of messages that nmatch this condition would be:

* The message was DKI M2 signed on exit (Section 4.3) by the Sender
ADMD, and passed through one or nore Forwarders on its way to the
Recei ver ADMD, and at |east one Forwarder ADMD did not DKIM sign
t he nmessage.

* The message was not DKIM signed by the Sender ADMD, and passed
through one or nore Forwarder ADMDs on its way to the Receiver
ADMD, and at | east one Forwarder ADMD did DKIM sign the nessage.

(Need text on how to detect that nessage |eft DKIM Ecosysten

For such nmessages, |l ocal policy will dictate handling. Receiver
ADMDs wi |l have to deci de whether or not a successful DKIM
Verification is a condition of nessage acceptance or whether or not a
failed Verification might not preclude acceptance but might influence
message di sposition. Receiver ADMDs that can verify DKIMas well as
DKIM2 can set a policy to attenpt to verify DKIM signhatures found in
lieu of DKIM2 siganturs for a given ADMD in the nessage’s transit
chain. As DKI M depl oynment wi dens and protocol usage matures,

Recei ver ADMDs might alter their local policies to be nore reliant
solely on DKIM2 Verification.
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6.3. Messages Never Entered The DKI M2 Ecosystem

Recei ver ADMDs participating in DKIM2 will have to establish |ocal
policy to dictate what to do with nmessages that arrive bearing no
DKI M2 signatures. Those Receiver ADMDs that can verify DKIM
signatures as well as DKIM2 signatures fall back to their existing
policies for nmessage disposition based on DKIM verification success
or failure. This policy may change over tine, as Receivers observe
what percentage of mail arrives each day bearing DKIM signatures
vice the percentage that arrives w thout, and how their nmil box

hol ders engage with each ki nd.

7. Interoperability Wth OQher Email Authentication Protocols and
Mechani sns

It is anticipated that DKI M depl oynent will happen gradually across
the emai| ecosystem and that other authentication protocols and
mechani sms wi Il co-exist alongside DKIM2 for sone time. This section
di scusses various interoperability scenari os.

7.1. DKIML and DKIM2 Interoperability

(might fold this into the preceding sections; alternatively, mght
want to flesh out the text about treating DKIM and DKI M2
equi val ently, the backscatter and anti-replay stuff, etc.)

After DKIM2 is published, there will be a period of tinme during which
the ecosystemw ||l contain a m x of DKIMonly [RFC6376] and

DKI M2- capabl e participants; this will nmean that there will be a
significant volunme of emmil nessages that neet our definition of "In
and Qut of the DKIM Ecosystem (Section 6.2).

The precedi ng sections describe actions for each type of ADMD to
take, which can be boiled down to "sign with both DKIM and DKI M2 on
exit" and "verify both DKIMand DKIM2 for a while, but gradually
maybe nmove to just DKIM2".

DKI M2- capabl e recei vers should verify both DKIM and DKI M2 signat ures
when found, but that said, should not treat results equivalently.
When forwardi ng, DKI M2-capabl e sender shoul d perform DKI M2 si gni ng
only when the DKIM2 security properties to protect against replay and
backscatter are nmet. This property is nmet when any prior DKI M
signatures are be valid per [DKIM].

DKI M does not provide the same anti-replay and backscatter
protections that DKIM2 can. Consequently DKIM-capabl e partici pant
shoul d not DKIM sign a forwarded nessage with the sane consideration
if there is only DKIM signatures available. Under certain
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7.

7. 3.

8.

8.

2.

1.

circunmstances a DKI M2-capabl e forwarder nay choose to DKIM sign a
message with a prior DKIMsignature if it can be certain that the
message was not replayed or introduce backscatter using |ocal-policy.
Sone properties to consider are |ooking for the sane anti-replay and
backscatter properties described in [DKIM] except signed with the
DKI M si gnature. Typically this only is only apparent for DKIM signed
messages at origination, neaning when the payl oad From header is
DMVARC al i gned with the DKIM signed domain and the signature is valid.
Forwarders may wi sh to consider other validations under |ocal-policy
as wel | .

DMARC and DKIM2 Interoperability

For messages that never left the DKIM2 ecosystem (Section 6.1), it
can be argued that DMARC i s unnecessary, especially in the case where
the Receiver ADMD has a policy of rejecting such nessages when they
fail DKIM verification.

Since DKIM?2 is neant to address the shortcom ngs of its predecessor
emai | authentication protocols, it seens unlikely that DKIM2 will be
added to the list of Authentication Mechani sms under pi nning DMARC, as
di scussed in Section 4.3 of [DWMARCbis]. However, since DKIM could
fulfill such a role, Receiver ADVDs participating in DVARC shoul d be
prepared to include DKIM verification checks in DMARC vali dation

| ogic should it cone to that.

Even if DKIM2 both does not become an Authentication Mechani sm
under pi nning DVARC and is generally agreed to render DMARC validation
obsol ete, the reporting conponent of DMARC still might cone into
play. DKIM2 is designed to route bounces back al ong the chain of
custody to the message’s origination point, so by definition a Domain
Omer (as defined in [DMARCbis]) will not see bounces for messages
that were not originated by the Domain Owmer. Therefore, if DKIM
support is added to [ DMARCagg], Receiver ADVMDs participating in DVARC
shoul d consi der supporting such reporting.

I mplications of Requesting Feedback
???
Ref er ences

Nor mat i ve Ref erences
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