I ndependent Submi ssi on M Her man
I nternet-Draft Web 7.0 Foundati on
I ntended status: |nformational 17 March 2026
Expires: 18 Septenber 2026

DI D7: Authority-Scoped Decentralized ldentifier Schene
draft-hernman-di d7-identifier-00

Abst r act

Thi s docunent defines the "did7" URI scheme, an authority-scoped
decentralized identifier format. DI D7 introduces an optiona
authority conponent and a two-stage resol ution process, while
remaining fully conmpatible with the WBC Decentralized Identifiers
(DIDs) v1.0 specification (DI D Core).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Septenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roducti on

The WBC Decentralized Identifiers (DI Ds) specification [D D CORE]
defines nmethod-based identifiers wthout a gl obal nanespace. DI D7
i ntroduces an optional authority |ayer, enabling nanespace
partitioni ng, governance domai ns, and scal abl e resol ution
infrastructure while remaining conpatible with DI D Core.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
DI D Docunent: As defined in [ Dl D- CORE].

Authority: A nanespace controller that defines resolver endpoints
and governance rules for a set of DID7 identifiers.

Met hod: A naned DI D nethod as defined in [ DI D CORE].

Her man Expi res 18 Septenber 2026 [ Page 2]



Internet-Draft DI D7 ldentifier March 2026

3. DI D7 Syntax

3.1. Ceneral Form
did7:[//<aut hority-nanme>/]<nmet hod>: <nmet hod- speci fic-id>

3.2. ABNF
The foll owi ng ABNF [ RFC5234] defines the DID7 URI syntax. The
unreserved and pct-encoded rules are inported from [ RFC3986]
Section 2.3. The ALPHA, DIA T, and HEXDIG rul es are inported from
[ RFC5234] Appendi x B.

di d7-uri

"did7:" [ authority ] nethod ":" method-id

authority
aut hority-nane

"//" authority-name "/"
1*( ALPHA/ DIG T/ "-" )

met hod =1*( ALPHA/ DIGT)
met hod-i d = 1*( unreserved / pct-encoded / "." [ "-" [ "_" )
pct - encoded = "% HEXD G HEXDI G

Note: The colon (":") character is intentionally excluded from
met hod-id to avoid anbiguity with the nethod delinmter. Colons
wi thin method-specific identifiers MIST be percent-encoded.

3.3. Default Authority

If the authority conponent is absent, it MJST be treated as
equi valent to the authority "w3.org".

3.4. Expansion Rule

A DID7 URI without an explicit authority conponent expands as
fol | ows:

di d7: <net hod>:<id> -> did7://w3. org/<method>: <i d>
4. Authority Mdel

Aut horities define resolution nanespaces for DID7 identifiers. An
aut hority:

* MAY define resol ver endpoints, governance nodels, and supported
net hods.

*  MJST NOT alter DI D Docunent semantics as defined in [ DI D- CORE].
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* Introduces an optional trust boundary for identifiers inits
nanespace.
5. Resol ution Mdel
5.1. Stage 1: Authority Resol ution

Resol vers SHOULD perform DNS- based di scovery of the resol ver endpoint
for an authority using a DNS TXT record of the form

_did7. <authority-domai n> I N TXT \
"resol ver=https://resol ver. exanpl e. cont

DNS responses used for authority resoluti on SHOULD be vali dated using
DNSSEC

5.2. Stage 2: Method Resol ution

The net hod-specific identifier is resolved using the endpoint
di scovered in Stage 1. The resulting DI D Docunent MJST conformto

[ DI D- CORE]

6. Conpatibility

6.1. One-Way Mapping
Any VBC DI D can be mapped to a DID7 URI as foll ows:
di d: <method>: <id> -> did7://w3.org/<method>: <i d>

This mapping is one-way. There is no general inverse nmapping from
DI D7 to WBC DI D.

6. 2. Non- Equi val ence
I mpl enent ati ons MJUST NOT assune equi val ence between "did" and "di d7"
identifiers, even when the method and net hod-specific identifier
components are identical

7. Security Considerations

The foll owi ng security considerations apply to inplenmentations of
this specification:

* Authorities introduce a trust surface. The integrity of resolver
endpoi nts MJST be verified before use. Inplenentations SHOULD use
certificate-based authentication when contacting resol ver
endpoi nts.
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* DNS responses used for authority resoluti on SHOULD be val i dated
usi ng DNSSEC to prevent DNS spoofing attacks.

* Resol ver endpoints SHOULD use HTTPS (TLS) to protect data in
transit. Endpoints using plain HITP MUST NOT be used in
producti on depl oynents.

* Cryptographic verification of DI D Documents MJUST follow the
procedures defined in [ D D CORE]

* | nplenmentati ons MUST NOT accept resol ver endpoints that redirect
to third-party domai ns not associated with the declared authority.

8. | ANA Consi der ati ons

Thi s docunent requests registration of the URI schene "did7" in the
"Uni form Resource ldentifier (URI) Schenes" registry maintained by
I ANA, in accordance with [ RFC7595].

URI schene nane:
di d7

St at us:
Pr ovi si ona

URI schene synt ax:
See Section 3.2 of this docunent.

URI schene semanti cs:
The "did7" URI schene identifies authority-scoped decentralized
identifiers. Resolution proceeds in tw stages: authority
di scovery via DNS, followed by method-specific DI D resolution
The resulting resource is a DI D Docunment as defined in [ D D CORE]

Encodi ng consi derati ons:
The "did7" URI schene uses only ASCI| characters as defined by the
ABNF in Section 3.2. Non-ASCI| characters in the nethod-specific
i dentifier component MJST be percent-encoded per [RFC3986].

Applications/protocols that use this URl schene:
Applications inplenenting decentralized identity, verifiable
credentials, or self-sovereign identity franeworks that require
aut hority-scoped nanespace governhance

Interoperability considerations:

DID7 URIs are not directly interchangeable with WVBC DID URIs. See
Section 6 for the one-way mapping fromWC DID to DI D7.
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Security considerations:
See Section 7 of this docunent.
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Aut hor/ change control |l er
M chael Herman, Web 7.0 Foundati on

Ref er ences:
Thi s docunent.

9. Exanples
The following are valid DID7 URl s
di d7: exanpl e: 123
di d7://w3. or g/ exanpl e: 123
di d7://dif/web:abc
di d7://acbd1234/ custom xyz_123
10. Conformance (Non-Normative)
The following URIs are valid under the syntax defined in Section 3.2:
di d7: exanpl e: 123
di d7://w3. or g/ exanpl e: 123
di d7://dif/web: abc. def

The following URIs are invalid and MJUST be rejected by conformng
i mpl ement ati ons:

did7:/// (enpty authority-nanme and enpty mnet hod)
did7://w3. org/ (enpty net hod and net hod-i d)
di d7: (m ssing nmethod and net hod-id)

11. References
11.1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/rfc/rfc2119>

Her man Expi res 18 Septenber 2026 [ Page 6]



Internet-Draft DI D7 ldentifier March 2026

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10. 17487/ RFC3986, January 2005,
<https://www. rfc-editor.org/rfc/rfc3986>.

[ RFC5234] Crocker, D., Ed. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DO 10.17487/ RFC5234, January 2008,
<https://www. rfc-editor.org/rfc/rfc5234>.

[ RFC7595] Thaler, D., Ed., Hansen, T., and T. Hardie, "Quidelines
and Regi stration Procedures for URI Schenes", BCP 35,
RFC 7595, DO 10. 17487/ RFC7595, June 2015,
<https://www. rfc-editor.org/rfc/rfc7595>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

11.2. Informative References
[DID-CORE] World Wde Wb Consortium (WBC), "Decentralized
Identifiers (D Ds) vl1.0", WBC Reconmendation, July 2022,
<https://ww. wW3. org/ TR/ di d- cor e/ >.
Aut hor’ s Address
M chael Herman

Web 7.0 Foundation
Emai | : m chael @web7. f oundati on

Her man Expi res 18 Septenber 2026 [ Page 7]



