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Abst r act

Thi s docunent specifies the did:drn Decentralized Identifier (D D

met hod, which defines a deterministic mapping from Uni form Resource
Names (URNs) (RFC 8141) into a DI D-conpatible identifier format
called a Decentralized Resource Nanme (DRN). The did:drn method
preserves URN senmantics, enables DI D resolution w thout mandatory
centralized infrastructure, and provi des optional cryptographic and
service-layer extensibility. The nethod is fully conpatible with the
WBC DI D Core specification (WBC DI D Core, 2022) and the broader DI D
ecosystem
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https:// hyperonony. conl 2026/ 03/ 24/ sdo-web- 7-0-decentral i zed-
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Attribution-ShareAlike 4.0 International Public License. Wb
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Foundation. All R ghts Reserved.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Uni form Resource Nanmes (URNs) [RFC8141] provide a well-established
mechani sm for assigning persistent, |ocation-independent identifiers
to resources. However, URNs predate the Decentralized Identifier
(DI D) ecosystem [WBC. DI D- CORE] and | ack native support for D D

resol ution, DI D Docunent retrieval, cryptographic verification

met hods, or service endpoint declaration

At the same tinme, many existing information systens such as

bi bl i ographi ¢ catal ogues, digital libraries, standards registries,
and suppl y-chain systens rely heavily on URN-based identification
Retrofitting these systems with entirely new identifier schenes is
often inpractical

The did:drn nmethod bridges this gap. It defines a determnistic,
reversible transformation fromany well-forned URN into a DI D
conpatible identifier called a Decentralized Resource Nanme (DRN)
The resulting DID is fully resolvable, is backwards compatible with
the source URN, requires no mandatory centralized registry, and is
conposable with other DI D nethods such as did: key, did:web, and

di d: peer.

The primary design goals of did:drn are:

*  Preservation of URN semantics and namespace-specific conparison
rul es.
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* Deterministic, stateless baseline resolution requiring no external
i nfrastructure.

* Optional cryptographic extensibility through verification nethods.
*  Optional service-layer extensibility through service endpoints.

* Full conformance with the WBC DID Core specification

[ WBC. DI D- CORE] .

The did:drn nethod is positioned as a universal adapter between the
URN and DI D ecosystens, serving as a senantic identity bridge that
preserves existing neaning while enabling participation in the nodern
decentralized identity | andscape.

2. Conventions and Definitions

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, NOT RECOMMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals as shown
here.

ABNF notation used in this docunent follows [RFC5234].
3. Term nol ogy
URN (Uni form Resource Nanme): A persistent, |ocation-independent
identifier conformng to the syntax defined in [RFC8141], of the
form urn: <Nl D>: <NSS>.

NI D (Nanmespace ldentifier): The registered URN namespace | abel
(e.g., isbn, uuid, ietf).

NSS (Nanespace-Specific String): The portion of a URN foll owi ng the
NI D, interpreted according to the rules of the correspondi ng URN
nanmespace registration.

DRN (Decentralized Resource Nane): A URN expressed within the
di d: drn nmet hod nanespace; the nethod-specific identifier portion
of a did:drn DI D.

DI D Docunent: A set of data describing the D D subject, as defined
in Section 5 of [WBC. DI D- CORE] .

Resol ver: A software conponent that, given a DID, returns a DID
Docurrent conformng to the requirenents of [WBC. DI D- RESOLUTI QN] .
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Controller: An entity, as identified by a DID, that has the
capability to nake changes to a DI D Docunent, as defined in

[ WVBC. DI D- CORE] .

Fingerprint: A cryptographi c hash of a canonical representation of
the enbedded URN, used to derive a did: key-conpati bl e equi val ent
identifier.

4. Method Nane
The nmethod nane that identifies this DID nethod is: drn.
A DID conforming to this specification begins with the prefix

did:drn:. This prefix is case-insensitive for resol ution purposes,
but inplenmentations SHOULD produce | owercase prefixes in all output.

5. Method-Specific ldentifier

5.1. Syntax
The ABNF grammar for a did:drn DIDis as follows:
di d-wBc-drn = "did:drn:" drn
drn ="urn:" NID":" NSS

NI D <URN Nanespace ldentifier per RFC 8141>
NSS <Namespace- Specific String per RFC 8141>

The foll owing are conformant exanples of did:drn identifiers:

did:drn:urn:isbn: 9780141036144

di d: drn: urn: uui d: 6ba7b810- 9dad- 11d1- 80b4- 00c04f d430c8
did:drn:urn:ietf:rfc: 8141
did:drn:urn:epc:id:sgtin:0614141. 107346. 2017

5.2. Normalization

I mpl ement ati ons MUST nornalize the enbedded URN according to the

| exi cal equival ence and case-folding rules specified in Section 3.1
of [RFCB141] before constructing or conparing a did:drn identifier
Nanespace- speci fic conparison rul es (g-conponent handling, etc.) as
registered with I ANA for each NID MJST al so be preserved

Per cent - encodi ng normalization (Section 2.1 of [RFC3986]) applies to
the NSS component where pernitted by the applicabl e nanmespace
regi stration.

6. Core Properties
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6. 1. Det erm ni sm

A given URN MIUST map determnistically to exactly one did:drn
identifier. The transformation is purely syntactic; no randomess or
external state is introduced. Two URNs that are |exically equivalent
per [RFC8141] MJST produce the sane did:drn

6.2. Reversibility

The original URN MUST be exactly recoverable fromthe did:drn
identifier without loss of information. No encoding, hashing, or
irreversible transformation is applied to the URN content.

6.3. Infrastructure |Independence

Baseline resolution of a did:drn identifier MJUST NOT require access
to any centralized registry, distributed | edger, or network service.
A conformant resol ver MJUST be capabl e of constructing a mninmal
conformant DI D Docunent entirely fromthe information contained
within the DID string itself (see Mbde 1, Section 7.3).

7. DID Resolution
7.1. Resolution Input

The resolution input is a did:drn string conformng to the syntax
defined in Section 5.1, optionally acconpanied by resol ution options
as defined in [ VWBC. DI D- RESCLUTI QV] .

I nput: did:drn: <urn>
7.2. Resolution Cutput

A conform ng resolver MIUST return a DI D Docunent. The m ni mum
conformant DI D Docunent for any did:drn identifier is

{
"@ontext": "https://ww.w3.org/ns/did/ vl",

"id": "did:drn:urn:isbn:9780141036144",
"al soKnownAs"
"urn:isbn: 9780141036144"
]
}

The al soKnownAs property MJST contain the enbedded URN in its
nornalized form (per Section 5.2).
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7.3. Resolution Mdes
7.3.1. Mode 1 - Statel ess Resol uti on ( REQUI RED)
A conformant resol ver MJUST support stateless resolution. In this
nmode the resolver constructs the DI D Docunment locally fromthe DD
string alone, without any external network | ookup.
Properties of this node:
* Fully determnistic.
* Zero infrastructure dependency.
*  Always avail abl e regardl ess of network connectivity.

7.3.2. Mode 2 - Determnistic Fingerprint (RECOWENDED)

Resol vers SHOULD support derivation of a cryptographic fingerprint
fromthe canonical URN. The fingerprint is derived as:

fingerprint = hash(canonical -urn)
where canonical-urn is the normalized URN string (UTF-8 encoded) and
hash is a cryptographi c hash function registered for use wi th did: key
(e.g., SHA-256 with nultibase encoding [I-D.nultiformats-nultibase]).
The derived fingerprint SHOULD be expressed as a did: key identifier
and added to the DI D Docunent as foll ows:
"equivalentld": [

"di d: key: <mul ti base- encoded- fi nger pri nt>"

]
7.3.3. Mode 3 - Discovery-Enhanced Resol ution (OPTI ONAL)

Resol vers MAY perform external discovery to supplenment the |ocally
constructed DI D Docunment. Permitted discovery nmechani sns i ncl ude:

* DNS-based | ookup (e.g., using the DNS-SD nmechani sm.

*  HTTPS wel | - known endpoints (e.g., /.well-known/did.json).

* Content-addressed storage systens (e.g., |PFS).

Di scovery rul es SHOULD be nanespace-aware, such that a resol ver for

urn:isbn: DIDs nmay apply different discovery heuristics than one for
urn:uuid: Dl Ds.
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When external discovery yields a DI D Docunent, that docunment MJST be
val idated for consistency with the locally constructed baseline
docunent before being returned to the caller. Specifically, the id
and al soKnownAs val ues MJUST natch the baseline.

8. DI D Docunent Structure

8. 1. Base Docunent

Every DI D Docunent produced by a did:drn resolver MIST conformto the
foll owi ng tenpl at e:

{
"@ontext": "https://ww.w3.org/ns/did/ vl",
"id": "did:drn:<urn>",
"al soKnownAs": ["<urn>"]

}

Where <urn> is the normalized URN as defined in Section 5. 2.
8.2. Optional Properties

8.2.1. Verification Mthods

A DI D Docunment MAY include one or nmore verification nethod entries to
support cryptographic operations associated with the identified
resource. The following is an exanple using the

Ed25519Veri fi cati onKey2020 type:

"verificationMethod": [

{
"id": "did:drn:<urn>#key-1",
"type": "Ed25519Verificati onKey2020",
“controller": "did:drn:<urn>",
"publ i cKkeyMul ti base": "z6M..."
}

]
Verification nmethods MUST conformto Section 5.2 of [WBC. DI D- CORE] .
8.2.2. Service Endpoints

A DI D Docurrent MAY include service endpoint entries to enable
di scovery of resources or services associated with the DRN. The
following is an illustrative exanpl e:
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"service": |

{

}
]

Ser

"id": "did:drn: <urn>#resource",
"type": "DRNResourceService",
"servi ceEndpoi nt":
"https://exanpl e. com dr n/ <encoded- ur n>"

vi ce endpoints MJUST conformto Section 5.4 of [WBC. DI D- CORE].

type val ue SHOULD be registered in a publicly accessible DI D
Specification Registries entry [WC. DI D- SPEC- REG STRI ES] .

8.2.3.

Equi val ent ldentifier

Where Mode 2 resolution (Section 7.3.2) is supported, the DID
Docurrent MAY include an equivalentld property expressing the

det

ermnistic fingerprint-derived did: key as described in

Section 7.3.2.

9. Controller Nbdel

9.1.

Def aul t Behavi our

A did:drn identifier does not inherently assert or inply a
controller. |In the baseline stateless resolution node (Mde 1), t
DI D Docunent contains no controller property. The absence of a

controller property indicates that control

thr

9. 2.

ough this nmechani sm

Est abl i shi ng Control

Control over a did:drn DI D Docunent MAY be asserted through any of
the foll ow ng mechani sns:

*

Verifiable Credentials [WC. VC- DATA- MODEL] binding a controller
identity to the DRN.

Signed DI D Docunents, where the docunent is signed by a
verification nethod under the controller’s authority.

Nanespace authority attestations, where the registrant or
mai nt ai ner of the rel evant URN nanespace asserts controller
st at us.

When a controller is established, the controller property MJIST be

inc

Her man

luded in the DI D Docunent and MJUST reference a resol vable DI D.

The

he

has not been established
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10.

11.

Verification and Trust

The did:drn nethod does not inherently provide authenticity
guarantees. A DI D Docunent produced by a statel ess resolver (Mde 1)
is constructed locally and carries no cryptographic proof of its
origin or integrity.

I mpl enent ati ons that require trust assurances SHOULD | ayer one or
more of the follow ng mechanisns on top of the baseline:

* *Cryptographic proofs:* Attach verification nmethods and associ at ed
proofs (e.g., JSON-LD Proofs, JOSE signhatures) to the D D Docunent
as described in Section 8.2.1.

* *Third-party attestations:* Bind Verifiable Credentials from
trusted issuers to the DRN to assert provenance, authenticity, or
owner shi p.

* *Nanmespace authority validation:* Dereference the URN through its
canoni cal nanespace registry to verify that the identified
resource exists and that any asserted attributes are consistent.

Consuners of did:drn DI D Docunments SHOULD NOT infer trustworthiness

solely fromthe presence of the DID;, trust evaluation MIST take into
account the verification nmechanisnms present in the DI D Docunment and

the verifier’s trust policy.

CRUD Qper ati ons

The did:drn method supports the followi ng subset of CRUD operations
as defined in [WBC. DI D- CORE] :
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12.

12.

12.

| Operation | Status | Notes |
[ oo oo s s sy s oo ooy o}
| Create | Implicit | ADRNIis created inplicitly by |
| | | form ng the syntactic transformation |
| | | of a well-formed URN per Section 5.1. |
| | | No registration step is required. |
Fomm e oo - N o m e e e e e e e e e e e e e emamao - +
| Read | REQU RED | Resolution MJST be supported in at |

| | | least Mode 1 (statel ess), per |
| | | Section 7.3.1. |

| The baseline statel ess nmethod does |
| not support docunent updates. |
| Updates are only possible in Mdde 3 |
| via an external discovery service |
| that supports docurment nanagenent. |

| Deactivate | NOT | Deactivation is not supported in the |
| | SUPPORTED | baseline nethod. External service |
| | | layers may inplenent deactivation |
| | | semantics independently. |
S TR S O +

Table 1
Interoperability
1. Wth URN Systens

The did:drn nmethod is fully backward compatible with existing URN
infrastructure. The enbedded URN i s preserved verbatim (after

normal i zation) within the DID string, and no changes to existing URN
registries, resolvers, or applications are required.

The al soKnownAs property in the DI D Docunent ensures that a did:drn
DI D can always be nmapped back to its source URN, enabling
interoperability with | egacy systenms that do not support DID

resol ution.

2. Wth the DI D Ecosystem

The did:drn nmethod is conpatible with the WBC DI D Core specification
[WBC. DI D- CORE] and the DI D Resol ution specification

[WBC. DI D-RESCLUTION]. It is conposable with the follow ng DI D

net hods:
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13.

14.

14.

* did:key - via the deternministic fingerprint mechanism
(Section 7.3.2).

* did:web - a did:drn DI D Docunent MAY reference a did:web service
endpoi nt for resource discovery.

* did:peer - pairwi se did:peer identifiers MAY be used in
conjunction with did:drn to reduce correlation in privacy-
sensitive contexts (see Section 14.2).

| mpl enent ati ons MAY regi ster additional DI D nethod conpositions in a
publicly accessible DID Met hod Registry.

Desi gn Rational e
The foll owi ng design decisions underpin the did:drn specification.

*Determ nistic mapping:* Aligning with the broader principle that D D
met hods SHOULD be determ nistic where possible, the syntactic
transformation from URN to DRN requires no external state and
produces stable, reproducible identifiers.

*Use of al soKnownAs:* The al soKnownAs property from[WC. DID- CORE] is
used rather than a custom extension to ensure semantic preservation
while remaining fully conformant with the core specification.

*St at el ess baseline:* Requiring only syntactic processing for
basel i ne resol uti on naxim ses portability and elinmnates single
points of failure that would arise frommandatory registry
dependenci es.

*Acknow edged trade-of fs:* The method does not include a built-in
trust layer or lifecycle operations (Update/Deactivate) at the
baseline level. These capabilities are intentionally delegated to
optional |ayers (Mddes 2 and 3, and the controller nodel of

Section 9) so that inplementations nay adopt only the conplexity they
require.

Privacy Consi derations
1. Correlation Risks

The deterministic mapping from URN to DRN neans that any party who
observes a did:drn identifier can inmedi ately recover the underlying
URN. Wiere the URN encodes personally identifiable informtion
(e.g., a personal UUID or aregistry identifier linked to an
individual), this creates a direct correlation vector.
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14.

15.

15.

15.

Additionally, because the transformation is determnistic and
publicly known, two parties who i ndependently resolve the same URN
will arrive at the sane DRN, enabling |inkage across otherw se
unrel ated contexts.

2. Mtigations

I mpl enenters handling sensitive or personal identifiers SHOULD
consider the followng mtigations:

* *Pairwise DIDs:* Use pairwi se did:peer identifiers in contexts
where individual interaction tracking is a concern, rather than
exposing the did:drn identifier directly.

* *Avoid sensitive URNs:* Refrain fromformng did:drn identifiers
from URNs that encode sensitive personal data in public or sem -
public contexts.

* *Selective disclosure:* Were verification is required, use
Verifiable Presentations with selective disclosure rather than
directly sharing the did:drn identifier.

Thi s docunent does not address the privacy properties of the
under | yi ng URN nanespaces; inplenmenters MJST consult the privacy
consi derations of the applicable nanespace registration before using
that namespace in a did:drn context.

Security Considerations
1. Limtations

The baseline did:drn method (Mbdde 1) provides no inherent proof-of-
control. Any party can construct a syntactically valid did:drn DID
fromany well-formed URN w t hout denpnstrating authority over the
naned resource. This is an intentional consequence of the zero-

i nfrastructure design; however, it nmeans that a did:drn DI D al one
cannot be used to assert ownership or authority.

In Mode 3 (Discovery-Enhanced), resolvers that accept DI D Docunents
fromexternal services are susceptible to spoofed or tanpered service
endpoints. A nalicious service could return a crafted DI D Docunent
contai ning false verification nethods or service endpoints.

2. Recomendat i ons

To mitigate the limtations identified above, inplenentations SHOULD
apply the foll ow ng neasures:
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16. |

Thi
in

*Si gned netadata:* Require that DI D Docunents obtained via Mde 3
di scovery carry a valid cryptographic proof (e.g., a JSON-LD Data
Integrity Proof) before accepting themas authoritative.

*Verifiable Credentials for binding:* Use Verifiable Credentials
[ WVBC. VC- DATA- MODEL] issued by a trusted authority to bind the DRN
to a controller identity, rather than relying solely on the DD
Document structure.

*TLS for discovery endpoints:* Al HITPS endpoints used in Mde 3
di scovery MJST be protected with TLS 1.2 or higher [RFC8446] and
SHOULD use certificate transparency.

*]l nput validation:* Resolvers MJST validate the enmbedded URN
agai nst the ABNF grammar of [RFC8141] before perform ng any
resolution activity.

ANA Consi der ati ons

s docunent requests registration of the followi ng DI D nmethod name
the WBC DI D Specification Registries [WC. D D- SPEC- REG STRI ES] :

e ettty ety o
| Field | Val ue |
[ oo oo e s o}
| Method Name | drn |
S I R i +
| Status | provisional |
I i I I I I +
| Specification | This docunent |
I I T I T +
| Contact | See Author’s Address |
S I R i +
Table 2

Thi s docunent has no ot her | ANA acti ons.
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Appendi x A.  Conpl ete Exampl e

This appendi x illustrates a conplete did:drn resolution using an | SBN
URN as input, with Mode 2 (fingerprint) and a service endpoint
i ncl uded.

*Source URN: *

urn:isbn: 9780141036144
*Derived DRN DI D: *
did:drn:urn:isbn: 9780141036144

*Resol ved DI D Docunent (Mbdes 1 + 2 + service endpoint):*

{
"@ontext": "https://ww. w3.org/ns/did/v1l",

"id": "did:drn:urn:isbn:9780141036144",
"al soKnownAs": [
“urn:isbn: 9780141036144"
] i)
"equivalentld": [
"did:key:zQm.."
] i)
"service": [
{
"id": "did:drn:urn:isbn: 9780141036144#i nf 0",
"type": "BookMetadata",
"servi ceEndpoi nt":
"https://exanpl e.org/isbn/9780141036144"
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